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Definitions

Risk management:

“Systematic application of management policies, procedures and
practices

to the tasks of

identifying, analyzing, evaluating, treating and monitoring risks.”
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Engineering risk management main steps

Problems and
contexts definition

Review of [
processes and - Risk assessment
interventions

Risk Communication

Identification and
consideration of
options

Implementation of
interventions

Choice of
strategy

.....
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Main questions of engineering risk

management process

What are the
tasks of RM?

Mandate
& Goal

What did we learn?

Package

Identify

What has to be
changed?

What can go

What is the risk wrong?

status?

Describe
risks

Analyze What exactly is
the risk?

Prioritize
risks

What are important
risks?

Control

implemen-
. tati_cy

Control
What ha§ to be done to planning
reduce risk?




Simplification of the process —

looking through engineering glasses

Risk identification

Risk assessment

Measurement
and Eliminate Reduce Transfer Assume
monitoring

Risk follow-
up

Elaboration and implementation of operational
safety measures
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RM principles

Is a learning process that never ends

Creates and protects value

Is an integral part of all organisational processes
Is part of decision-making (or should be!)
Explicitly addresses uncertainty

Is systematic, structured and timely

Is based on the best available information

Is tailored

Takes human and cultural factors into account

Is transparent and inclusive
Is dynamic, iterative and responsive to change
Facilitates continuous improvement

Its success depends on the effectiveness of the management
framework that provide the foundations and arrangements to
embed it throughout the organisation at all levels




Looking through management glasses

(ISO 31000:2009)

Establishing the context KPI /KRI

Knowledgebase ‘
Objectives ‘
: Risk Assessment INCIDENT
Requirements ‘
Risk Identification Loss
Assets ‘
Escalation ‘ RIS

Risk Analysis

Communication &

Consultation

Risk Evaluation Monitoring & Review
cws BCP Internal Audit
Collaborative p
Workshop D‘,\’f;r:“:t”t { YN YIN
solution Risk Treatment Corest | Tes |

Fallback

Corporate Dashboards Corporate Dashboards

Portals

Portals
Reporting and analysis Residual Risk (Forecast or Target Score) | Reporting and analysis
Data Mining Data Mining
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Objectives and importance of engineering risk
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management

Objectives of ERM: “the early and continuous identification,
assessment, and resolution of non-financial risks such that the
most effective and efficient decisions can be taken to manage
these risks”

Engineering risk management encompasses different well-
known management disciplines such as

change management (which is actually ‘engineering risk
management of changes’),

project management (which is actually ‘engineering risk
management of projects’),

crisis management (which is actually ‘engineering risk
management of crises’),

innovation management (which is actually ‘engineering risk
management of innovations’),

etc.




Objectives and importance of engineering risk

management

3
Comparison between current and desired
situation of organizational practice
S —
A l Aves
[ Continuous f Negative risks
improvement Enei ; possibly emerged or] No
requires _SSaGHICCEIng introduced
continuously going risk management which require
Lthrough the process) l ! attention? }
f 1 Improvement N
Temporary A : 0| Temporary :
non-ideal situation possnb'le 9 ideal situation
and feasible?

4 l Yes

[ Take actions:

optimized risk situation
within organization

I

Improved organiz.
e practice
MANAGEMENT = new organiz. practice
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The Black Swan (type III events)

Three main features of Black swan events:

After the occurrence of the event, explanations are formulated
making it predictable or expectable

The event has extreme or major impact

The event is unexpected or not probable
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Evolution of risk management:

facts and figures

e Mainly a post-1960s phenomenon
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Evolution: Some pictures
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Evolution: Some facts

e Mainly a post-1960s phenomenon

e "“Inventors”: Nuclear industry & Chemical Process Industry
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Evolution: a figure

Safety/ |,
Security
Progress
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Evolution: Some facts

e Mainly a post-1960s phenomenon
e "“Inventors”: Nuclear industry & Chemical Process Industry

e Legislation: ad hoc & reactive
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Evolution: a Figure
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Evolution: some facts

Mainly a post-1960s phenomenon
“Inventors”: Nuclear industry & Chemical Process Industry
Legislation: ad hoc & reactive
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At present: widely disseminated and used by many industrial
sectors




However...
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Remember: the importance of

engineering risk management

Not all risks can (or should!) be avoided (risks also
result into profits, gains, products, etc.), BUT risks
should be controlled and managed!

Examples:
Adult+ fryer = small risk
Child + fryer = large risk

Trained employee with toxic product = small risk
Non-trained employee with toxic product = large risk

Computer-operated warehouse = small risk
Manually operated warehouse = large risk

- Managing risks adequately is very important!




Types of risk management

Remember: risk management = (to put it simple) prediction
of risks and the identification and implementation of control
measures to maintain these risks at an acceptable level

Risk management levels:

- International (ILO, UN, NAVO, etc.)

- National (H5N1-impact, homeland security, etc.)

- Regional

- Municipal

- Organisational (global, business unit, department, etc.)
- Personal

Hazard levels:
-  Environment
Technical/economic

... Social/people




ENGINEERING RISK
MANAGEMENT

Fields of knowledge/expertise within

‘Engineering Risk Management’?

RELIABILITY ENGINEERING

RISK COMMUNICATION

RISK IDENTIFICATION

EMERGENCY PLANNING
RISK ANALYSIS

EMERGENCY MANAGEMEN
EMERGENCY RESPONSE
CRISIS MANAGEMENT

RISK TREATMENT

RISK ESTIMATION

RISK REDUCTION RISK PRIORITIZATION

SAFETY MANAGEMENT SYSTEM DEVELOPMENT ACCIDENT COSTS

RISK TRANSFER

RISK INSURANCE
COST-BENEFIT ANALYSIS

COST EFFECTIVENESS ANALYSIS

HUMAN FACTORS

RISK ATTITUDE
RISK PERCEPTION

MGT BY WALKING AROUND
TRAINING-ON-THE-JOB

RISK AWARENESS




Looking through management glasses

(ISO 31000:2009) from an engineering perspective

Communicate & consult

/ RISK ASSESSMENT )

Establish Identify
the context risks

T

Monitor & review

nalyze Evaluate Treat

A
> risks > risks risks
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Integrated Risk Management

Dependent on the sources, risks management needs and
policies can differ:

e Environmental risks

e Financial risks

e Quality risks

e Recreational risks

e Health risks

e Occupational health and safety risks
e Security risks

- Risk managers in specific domains with their own risk
management strategies and acceptability levels
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Integrated risk management

Comparing a specific mgt system with an integrated mgt system, 5
common aspects can be noticed:

1. Both systems provide guidelines on how to develop
management systems without explicitly prescribing the how-exercise
in details.

2. They consider a risk management system to be an integral
part of the overall company management system. This approach
guarantees the focus and ability to realize the company’s general and
strategic objectives.

3. They all have two common aims: (i) to realize the
organization’s objectives taking compliance into full consideration;
(ii) continuous improvement of an organization’s achievements and

performances.

4., The process approach is employed.
— 5, The models can be applied to every type of industrial
i organization.




Integrated risk management

Comparing a specific mgt system with an integrated mgt system, 3
differing aspects can be seen:

1.Integrated risk management systems recognize the positive as well
as the negative possible outcomes of risks. Hence, both damage and
loss on the one hand, and opportunities and innovation on the other

hand, are simultaneously considered.

2.All kinds of risks are considered: operational, financial, strategic,
juridical, etc. and hence, a balanced equilibrium is strived for.

3.The objectives of integrated management systems surpass
compliance and continuous improvement.
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Integrated Risk Management in practice

Legal requirements; regulations; guidelines; best practices; etc. D ——
Business risk Environment Safety & health Security risk Risk assessments
assessments risk assessments risk assessments assessments w.r.t. ethical issuej
Plan, Do,
Safety & health Check, Act:
> policy A > Continuous
improvement
Environment
—> Holicy —> Stakeholder
involvement
No
—> ] —P> Changes in
policy S g
egislation,
requirements, | Yes
i 2
1 Ethics policy » accidents, etc.?
; Quality/business
policy

— !

e Internal an(-i ex-ternal
MANAGEMENT communication




Concrete elaboration of integrated risk mgt

system - approach

e Results (objectives, action plans, improvement measures)
e Approach (instruments to carry out daily operations)
e Implementation (realizing established aims)

e Evaluation (instruments to assess the efficiency and effectiveness
of goal realization)

e Audit (use evaluation instruments and organize follow-up
meetings)
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Risk management models

o Before: domain of mainly civil engineers and medical doctors,
determining the risk analysis method, risk acceptance
criteria/levels and who estimated and evaluated the risks

Problem/conflict of method with modern society: trial and
error method is no longer acceptable for public

e Now: dilemma (von Winterfeldt, 1992):

"The experts should not control society’s technological choices,
but the public and their political representatives are not
sufficiently informed to assume complete control themselves”

WHO INFLUENCES RISK DECISION MAKING?
- ~> Multiple-stakeholder decision analysis process
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timeline - 19th century till 1920s

1844 safety technique (UK)

........................... 1906 Safety f|rst movement (US)
........................... 1910 external causes (US, NI)

........................... 1919 aCC|dent proneneSS (UK)

........................... 1926 hazard = energy (US)
........................... 1927 accident costs 1:4 (US)
........................... 1928 causes 88:10:2 (US)
........................... 1929 mechanism 1:29:300 (US)
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timeline — 1930s till 1950s

1936 external factors (UK)

1941 domino’s (US)
Operational research (UK)

victim

1949 epi triangle (US) energy env.

1950 management (US)
1951 task dynamics (NI)
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timeline — 1960s till 1970s

1961 barriers (US) barriers

R e B ClET

............................ 1960'3 haZOp, faUIt tree, FMEA
............................ 1964 loss prevention
............................ 1966 iceberg, damage (US)
1967 man-machine system (UK)

............................ 1971 organisational culture (UK)
1971 safety audits (US)
1971 disturbed mformatlon (UK)

1971 pre-bowtie (Den)
........................... 1973 MORT (US) ;—* = e & Q

Seveso

............................ 1978 weak signals, incubation
3 Mile Island




timeline — 1980s till 1990s
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1980 safety climate (Israel)

1981 process disturbances (Sw)
1981 risk triplet R={<s;,p;, x>} (US)
1982 skill-rule-knowledge (Den)

1984 normal accidents (US)
1985 inherent safe design (UK)
1986 safety culture (USSR)

1987 resistant pathogen (UK, NI) 1987 high
reliability (US)

1992 latent failures (NI) roon} A (R
1994 impossible accidents (NI)

1997 Swiss cheese (UK, NI) -
1997 drift to danger (Den)

1998 bowtie (NI)




Risk management models:

the accident pyramid (Bird)

— Major injuries or
serious accidents

— Minor injuries

— Property damage accidents

—— Incidents with no visible
injury or damage
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Risk management models:

the accident pyramid improved (Reniers, Hopkins)

Serious or major injury

Minor injury

True disasters
\ Property damage accidents

s
1 70
’? :
// i f T7{//// / ;1 \ Near-misses
/ , ;"' /N / // / /“X " \

J |

| |
! |

L4 |
/ Egyptian pyramid: type | accidents (
v (20% of all type | incidents at the bottom v
Dark Grey: Overlap areas have £ poleniial fo cause a serious Mayan pyramid: type |l and lll accidents

injury at the top)
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Risk management models:

the P2T model (Reniers)

RISK

PEOPLE
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Risk management models:

the Swiss cheese model (Reason)

Organizational
factors

Unsafe :
supervision . @
Preconditions : \ (‘ .
for unsafe acts 4‘ — @ ': .
1

Unsafe W, ‘ ( \
acts , @ ‘ >
> =

- @ (0 5/
: ( ~ '.: Some holes due to
@ o Latent conditions
(L
Y i ‘ >

H a;_ai:d
A

Other holes due to
Active failure
(failed or absent defense)




Risk management models:

the Swiss cheese model improved (Reniers)

Plant level Multi-plant level

Risk management 4
effectiveness

Procedures
Technology

N
w

H
X\People
<V 0 MProcedures
?D O Technology

comabyal LI 111 11

>

- [ Number of safety layers

.............. resulting from plant risk management
sssssssssssssss

MMMMMMMMMM and multi-plant risk management




Risk management models:

the domino model for accidents (Heinrich)

£

L P,
-

Social Fault of the Unsafe Act
Environment person or Accident Injury
(Carclessness Condition

and Ancestry
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Anatomy of an accident

e “Independent Protection Layers”: definition:

‘an IPL is a device, system or action that is capable of preventing a
scenario from proceeding to its undesired consequence independent
of the initiating event or the action of any other layer of protection
associated with the scenario’

ENGINEERING RISK
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Anatomy of an accident

e “Independent Protection Layers”
Having following characteristics:

(i) Specific — designed to prevent or to mitigate specific,
potentially hazardous events;

(ii) Independent - independent of the other protective layers
associated with the identified hazard;

(iii) Dependable - can be counted on to operate in a
prescribed manner with an acceptable reliability. Both random
and systematic failure modes are addressed in the assessment
of dependability;

(iv) Auditable - designed to facilitate regular validation
(including testing) and maintenance of the protective
functions;

(v) Reducing - the likelihood of the identified hazardous event
must be reduced by a factor of at least 100.




[PLs for Process Safety in the chemical

industry

1. Process

2. Process design

3. Basic Process Control (BPC): alarms and supervision

4. Critical alarms, operator supervision, manual intervention
5. Automatif SIFs

6. Protection (e.g., relief devices)

7. Mitigation (e.g., containment dikes)

8. Plant emergency response

9. Community emergency response
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[PLs for safety in the chemical industry

PREVENTION PREVENTION + MITIGATION
Inherent Safety = PROTECTION Mit%ati;)n /

(Underlying Hazards) Protection Layers
Layers

Abnormal
process
deviations

Hazardous

/
Initiating it

eyents

-}

7 '
) : CAUSES CONSEQUENCES
/ ' . '
7 ' ;
< L > > < >
IPL 1: inherently séfe process design | IPL 2: BPCS 'IPL 8: relief devices -
7 e Sons
z : IPL 3: high priority alarm/ ;
i . operator interaction ||PL 9: containment dikes
; »|PL4:SIF 1 'IPL 10: plant emergency
I. ./."’ IPL 5: SIF 2 response
‘/. /./ IPL 6: SIF 3 . IPL 11: communlty
) , IPL7- SIF4/ ¥ emergency response

rocess Hazards Analysis:
-inherent hazards identification
-inherent hazards evaluatio
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The effect of risk reduction measures wrt

safety in the chemical industry

e Remember: primary purpose of risk evaluation methods is to
determine whether there are sufficient layers of protection
against an accident scenario

Likelihood 4

>

Protection &
Mitigation:
Non-SIF
consequence

reduction, e.g.
containment

Inherent risk
of the process

\ dikes P
©
Prevention:
SIF risk ks Prevention:
Suct
hcton ] i :‘\ ® Non-SIF likelihood
\ \ reduction, e.g.
\\\‘ SIL 1, relief valves
N N
\\
\ \\
SK. 2 : N :
N % | High risk region:
‘% U N
Yo O W must be reduced
A
SIL3 N\ g
\\ ;7( ,\S\ \
G | T,
\\ 'p o,
N A 9 N
“ 3
i e . " \ o, N
e low risk region S, e N
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[PLs for Security in the chemical industry: see

also Lecture 4

Inner ring: <
- Alert personnel

- Door and cabinet locks

Attacks

- Network firewalls and passwor ____iOu.ter rng:

- Visitor escort policies - Lighting

- Document shredding - Fences o

- Emergency communication - Entrance/exit points
- Secure computer rooms - Bollards

-CCTV - Trenches

- Intelligence - Intrusion detection

- Intrusion sensors
- Guards on patrol at
property fenceline

Middle ring (outside):
- Badge checks

Middle ring (inside):
- Locked doors

- Receptionist - Access control system
- Badge checks - Turnstiles

- Access control system - Window bars

- Parcel inspection " = - Receptionist

- Carry out SVAs o Ed

Indoor Security Outdoor Security
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Protection Layers for security in the chemical

industry: see also Lecture 4

r PREVENTION j \LPROTECTIONlMITIGATION
\1' ion

Premise Locat
Threats »| outside |: > Company - inside “Plinfrastructure " Impacts
: premises |: e : :
company : : building : :

Law enforcement : Outdoor security: Indoor security : Indoor security : Law enforcement
: : : . Outdoor security
: : : : Indoor security
Responsibilities - examples: . Safety management
: : : Rescue workers

- police on patrol within . -fences . -access control . -indoor surveillance
multi-plant area : - outdoor surveillance -locked doors : - network firewalls and

- anonymous surveillance - - turnstiles, bollards : -CCTV : protection

- etc. : - receptionist . -SVAs —— : - company mtelhgence

. - etc. . -etc. . -etc.
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Individuals and groups at risk

When carrying out a risk assessment distinction has to be made
between:

- Statistical person: no special property, personality, living location,
etc.

- Identified group of people (e.g. next to chemical plant)

- Hypothetical person 2 specific scenarios: have been defined
solely to carry out a specific risk assessment (e.g. protected/not
protected: has to be specified)

(critical group = group of hypothetical people who are significantly
more exposed to particular risks than a statistical person)

ENGINEERING RISK
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Individual risk

e An individual risk can be defined in general as

‘the frequency with which a person may expect to
sustain a specified level of harm as a result of an
adverse event involving a specific hazard’ [104 - 107 ]

o Legislators often use levels of individual risk with
‘specified level of harm’ equal to ‘fatality’ (such risks
are called ‘individual fatality risks’), as a regulatory
approach to setting risk criteria.

In the process industries for example, the individual (fatality)
risk is defined as the risk that an unprotected individual
would face from a facility if he/she remained fixed at one
spot 24 hours a day 365 days per year.




Calculation of Individual Risk

IR(Xx,y,z): Probability on a lethal accident at location (x,y,z)

\ due to an event
< |

_ P,
(X,Y,2) —
R
¢
P, P3
P,
P4 < P3 < Pz <« P1

event dispersion release
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Individual risk curves

iso-risk curves
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Societal risk

e The societal risk is the probability that a group of a certain
size will be harmed - usually killed - simultaneously by the
same event or accident.

Representation: FN-curve:

1.0x107™

10x10°

100

1.0x0°

L_E k
-
Z 10x0° \
€
p=]
o
: \_\\k
[T
1.0x07 Al

1.0x10° \\

1.0x0°
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Approach to defining societal risk criteria

Frequency (per year) of accidents with
consequences exceeding /V fatalities

A
10°
10" High Risk -

) 2, Must be reduced
10 & '920. Intolerable risk region
s,5%,

10° %
107
10°

Negligible
risk region

>

1 10 100 1000  Number of fatalities N




Example

F
(cumulative frequency)

A boundary line (risk criterion)
set by authorities

/ in Flanders (Belgium)

I 2

1.10°

1.10°

— 1107 = "

HANAGEMENT 1 10 100 1000 N (number of fatalities)

S

Lo o R
o 2 3
—_——




Approach to defining societal risk criteria

Cumulative frequency A -
(per year) S
&
1074\ 12
T, \ iE NG,  UNACCEPTABLE
NS i% 'Qkﬁ
"o’ . \‘: 3 \”)o
“‘ .\lv \<o®
10§ ¥ %
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s\ { \5
10 r, ()
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\“ e * e 0?9
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6 " * ‘\ .0
10 VYy Y NS
\ “‘ " Y “\\ “S\GA/
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i VR Wk
10 \ \ 2 ““
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Structure of analysis

e System description
e Identification of scenarios
e Estimation of likelihood(/probability)
e Estimation of consequences
e Interpretation of results
— Analysis, characterisation

A X T O
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List of scenarios

scenario probability consequences
S, P1 X1

S, P> X2
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scenario

Ranking of scenarios

probability consequences cumulative
(large to small) probability

P1 X1 P, =P, + p;

P> X, P, =Ps; +p,

P; X P, =P + P
PN-1 XN-1 Py-1 = Py + Pneg
PN XN Py = Py




Group risk curve (F-N curve)
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Exercise

Draft an FN-curve (Groupcurve),
based on the

Event Number of Frequency, f,
following sample fatalities per year
1 12 4.8 103
QRA results: = - 6.2 10°
3 33 7.8 103
4 33 9.1 10%
5 29 6.3 103
6 16 7.0 104
7 67 8.0 10°
8 10 4.0 103
9 52 1.2 10°
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3 3.4 104
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