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In this work, we develop an imperceptible watermarking technique for images that employ sub-
stitution boxes constructed over Galois field GF(2*). The strength of the proposed substitution box
(S-box) is analyzed and its suitability is investigated for watermarking applications by applying sta-
tistical methods, which include entropy, contrast, correlation, energy, homogeneity, mean of absolute
deviation (MAD), mean square error (MSE), peak-to-peak signal to noise ratio (PSNR), and struc-
tural similarity (SSIM) paradigm analysis. The application of the proposed S-box is presented for

embedding copyright information in images.
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1. Introduction

The substitution box (S-box), in combination with
a permutation network, is used to encrypt data by
a series of nonlinear mappings and permutations [1].
The application of the S-box is widely seen in vari-
ous ciphers, such as, data encryption standard (DES),
advanced encryption standard (AES), international
data incryption standard (IDES), etc., and it provides
a nonlinear mapping of plaintext to the encrypted
data [2—4]. While the application of S-box to encryp-
tion applications is widely practiced, an interesting
methodology to digital watermarking process is pre-
sented in this paper [5 —8]. In this watermarking tech-
nique, a pattern of bits is inserted into a digital im-
age, which assists in identifying the copyright infor-
mation or the ownership rights [9, 10]. The intellectual
property is protected by the imperceptible watermark-
ing technique from the application of nonlinear trans-
formation on the original data. The proposed S-box,
which is constructed over GF(2*) and tailored for wa-
termarking applications, is analyzed through various
testing criteria.

In this work, we present a technique for the con-
struction of substitution boxes for block ciphers over
finite field GF(2*) [11]. We analyze the strength of the

proposed box by applying statistical methods such as
entropy analysis, contrast analysis, correlation analy-
sis, energy analysis, homogeneity analysis, and mean
of absolute deviation analysis [12—15]. Furthermore,
we developed a new watermarking method that uses
the proposed S-box in creating images with embed-
ded copyright information. At the end, we analyze
the strength of the proposed watermarking technique
with mean of absolute deviation (MAD) analysis,
mean square error (MSE) analysis, peak-to-peak sig-
nal to noise ratio (PSNR) analysis, structural similarity
(SSIM) paradigm analysis, and discuss the properties
of the proposed method of watermarking [7 — 10].
This paper is structured as follows. Section 2 pre-
sents the construction of a S-box over finite field, and
Section 3 describes the method for the new watermark-
ing technique by the application of the proposed S-box.
The statistical analysis of the new S-box is presented
in Section 4. Simulation results are discussed in Sec-
tion 5, and the conclusions are presented in Section 6.

2. Construction of New S-Box Over Finite Field
This section presents details for the construction of

the proposed S-box. The method used to define the
proposed S-box is similar to the AES S-box construc-
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tion [16, 17]. The S-box is constructed from a finite
field, with a couple of transformations and permuta-
tion functions in Galois field of order 16, GF(2*). The
algebraic structure of the proposed S-box is articulated
with a Galois field GF(2*), whereas the AES S-box is
constructed over GF(2%). The following equation de-
scribes the algebraic expression of GF(2*) used in the
proposed formulation:

ZZ[XaZO]
(x*+x+1)
:a0+a1x+a2x2+a3x3+l’,

GF(2%) =

where ag,a1,as,a3 € Zyand P = (x* +x+ 1). Further-
more, we need to define three more functions (transfor-
mations) in GF(2*) to formally elucidate the proposed
S-box. These three mandatory functions consist of two
transformations and one permutation. The first trans-
formation /(x) is a multiplicative inverse transforma-
tion in the finite Galois field GF(2*), with an exception
of mapping the ‘0’ element to itself as an inverse trans-
formation:

-1
1) = X, x#0,
0, x=0.

The second essential transformation A(x) is a compos-
ite transformation of two constitutive functions, L(x)
and H (x), where L(x) is a linear permutation in GF(2*)
and H (x) is the affine part of the transformation. The
permutation L(x) is a Z, linear mapping in GF(2%),
therefore it can be expressed as a linearized polyno-
mial with the following terms:

4 ,
Lix)=Y Aix .
i=0

The above expression can be described by a matrix
multiplication as

Yo 1 01 1 X0

o Vi o 1 1 0 0 X1
LOo=1,1=1 11 o] |nl|

y3 0 0 1 1 X3

where x; is the ith bit of the byte x (xg is the least sig-
nificant bit) and y; is the ith bit of the byte y. Finally,
we define the affine transformation function in GF(2%)
as

H(x)=x+C,

where C is any element from GF(2*). Now we have
all the functions required to characterize the proposed
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S-box with a similar method used in the construction
of AES S-box. The combination of the power func-
tion /(x), the linear transformation L(x), and the affine
transformation H (x) models the S-box:

S-boxpgs = HoLol.

The permutation of S4 (symmetric group) is applied to
the AES S-box. Finally the algebraic expression of the
proposed S; AES S-box over GF(24) is as follows:

S—bOXS4AES = E(HOLO]),
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Fig. 1. Watermarking algorithm using S-box transformation.
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Fig. 2. Transformation of four LSBs of each pixel by using two-dimensional S-box.

where 7 € S4 (symmetric group of order 2*). The final
matrix of GF(2*) S-box is shown in Table 1 [18 —22].

In the next section, we present the secure water-
marking technique that uses the S4 AES S-box to mod-
ify the least significant bits in an image.

Table 1. Two-dimensional S-box over GF(2%).

0 1 2 3
0 2 10 8 13
1 9 0 5 1
2 12 4 11 15
3 3 7 14 6

3. Watermarking Algorithm

The flowchart of the watermarking algorithm is
illustrated in Figure 1. This flowchart describes the
steps for the watermarking process, whereas the actual
S-box transformation algorithm details are presented
in Figure 2.

The image is processed by creating a matrix, which
consists of the constituent pixels. The algorithm pre-
sented in this paper induces watermarks on images
consisting of 8 bits per pixel. The algorithm can be
modified to any number of bits per pixel. The S-box
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Table 2. Results of statistical analyses: entropy, contrast, correlation, energy, homogeneity, and mean of absolute deviation

(MAD).

Entropy Contrast

Correlation

Energy Homogeneity MAD

Proposed S-Box 4.73018 3.322085

0.087904

0.024477 0.483523 36.3631

transformation of one dimensional GF(2#) S-box is ap-
plied to the four least significant bits (LSB) of each
pixel of the image. Although the LSBs are replaced by
a nonlinear transformation, the change in the bits does
not affect the image perception as the LSBs contribute
less as compared to the bits with higher significance.
After the application of S-box transformation, the im-
age is ready to use and contains embedded watermark
that provides copyright information if required.

S-box transformations are mostly used for encryp-
tion of the data, but in this work, we present an-
other potential watermarking application of the pro-
posed S-box defined in Table 1. In Figure 2, it is shown
that the four LSBs are separated in to pairs of two
LSBs. The range of possible values of these pairs of
two bits is {0,1,2,3}. These values are used to select
the column and row of the S-box in order to identify
the value of the element to be substituted. The corre-
sponding bits in the image are replaced with the bits
from the S-box, thus completing the nonlinear trans-
formation. The process is repeated for every pixel in
the image.

4. Statistical Analysis of the S-Boxes

Several statistical analyses are used to characterize
the watermarked image. These analyses exhibit some
interesting properties that assist in evaluating the trans-
formed images with watermarks. The entropy analysis
provides information about the amount of randomness
in an image, which in turn determines the strength of
the encryption. The contrast analysis assists in deter-
mining the level of diffusion induced in the image.
In general image encryption applications, it is desir-
able that the cipher is capable of creating high levels
of contrast, whereas, in watermarking applications, the
least significant bits are processed and thus the influ-
ence on the image perception is minimal. The correla-
tion analysis determines the relationship between the
original image and the watermarked image. The re-
sults of this analysis are used to quantize the changes
performed in the original image. The energy analysis
is also used to determine the strength of the encryp-

tion used in the watermarking process. In homogene-
ity analysis, the relationship of the distribution of the
corresponding pixels in plain image and watermarked
image is analyzed. The mean of absolute deviation
analysis is a useful method in determining vulnerabil-
ity of the watermark in an image. In an extension to
these analyses, the majority logic criterion (MLC) is
applied where the suitability of the substitution box is
determined for a particular application. The results of
all the analyses discussed in this section are used in
MLC [3, 18].

The results of the statistical analysis used in this
work are listed in Table 2.

5. Simulation Results

The proposed watermarking technique is applied to
grey scale and color images, and the resulting his-

(a) (b)

Fig. 3. Grey scale image: (a) original image and (b) water-
marked image, watermarked in four LSBs by S-box.

o 100 200 [+] 100 200

Fig. 4 (colour online). Histogram of images in Figure 3, re-
spectively.
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tograms are analyzed for comparison. The picture of
Lena is used as a sample image for embedding the wa-
termark. In Figure 3a, the original image is shown and
the watermarking algorithm is applied to obtain an im-
age shown in Figure 3b.

In Figure 4, the histograms show the distribution of
intensities of pixels in the image before and after the
watermarking, Figure 4a and Figure 4b, respectively. It
is evident from this figure that there is little difference
between the shapes of the two histograms, due to the
fact that the transformation is applied only to the four
LSBs of the original image.

Orginal Color Image

5 100 150 S
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The maximum change in the pixel intensity by the
proposed watermarking algorithm is of fifteen grey
levels (i. e. 2* — 1), but the human eye can differentiate
forty or more grey level variations, hence the distor-
tions generated by the watermarking are virtually never
perceived by the human observer.

Similar to the grey scale watermarking, Figures 5
and 6 show histograms of a coloured plain image and
the corresponding watermarked image, respectively.
Once again, due to the fact that watermarking is per-
formed only to the LSBs of the image pixels, there is
no perceptive change in the image.

Histogram of red plane
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Histogram of blue plane
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Fig. 5 (colour online). Original colour image along with histogram of each colour layer, red, green, and blue (RGB).

Watermarked Color Image

Histogram of green plane
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Fig. 6 (colour online). Watermarked colour image along with histogram.
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Table 3. Statistical analysis used in watermarking.

Watermarking Grey Scale Colour
Analysis Image Image
MSE 11.7755 11.6538
PSNR 86.1651 86.2689
SSIM 0.9145 0.9124

The results of mean square error analysis, peak-to-
peak signal to noise ratio analysis, and structural simi-
larity paradigm analysis are shown in Table 3. These
statistical analyses are applied to the watermarked
image.
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