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To enhance the efficiency of eavesdropping detection in the quantum secure direct communica-
tion protocol, an improved quantum secure direct communication protocol based on a four-particle
Green—Horne—Zeilinger (GHZ) state is presented. In the protocol, the four-particle GHZ state is used
to detect eavesdroppers, and quantum dense coding is used to encode the message. In the secu-
rity analysis, the method of entropy theory is introduced, and two detection strategies are compared
quantitatively by using the constraint between the information that the eavesdroppers can obtain and
the interference that has been introduced. If the eavesdropper wants to obtain all the information, the
detection rate of the quantum secure direct communication using an Einstein—Podolsky—Rosen (EPR)
pair block will be 50% and the detection rate of the presented protocol will be 87%. At last, the se-
curity of the proposed protocol is discussed. The analysis results indicate that the protocol proposed

is more secure than the others.
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1. Introduction

The task of cryptography is to ensure that only the
legitimate users like Alice and Bob have access to
the secret message in the communication. In 1926,
AT&T engineer Vernam presented the one-time-pad
(OTP) [1]. Later, Shannon [2] proved that as long
as the length of the key equals to the length of the
plaintext, and the key is prepared randomly and not
reused, the OTP will be perfectly secure. However,
there will be the key distribution problem when utiliz-
ing the OTP. Thus, the quantum cryptography which
is based on basic physical principles was proved to
be an effective method in quantum key distribution
(QKD) [3-6].

The ‘ping-pong’ protocol [7] was proposed by
Bostrom and Felbinger in 2002. The protocol is
proved to be a deterministic QKD scheme. Later,
researchers are interested in quantum secure direct
communication (QSDC), and many protocols [8— 18]
were proposed, including the protocols without using

entanglement [9—11], the protocols using entan-
glement [12-18], and the two-way QSDC proto-
cols [19—28]. In these protocols, the secret message is
transmitted through the transmission channel directly.
Compared with the QKD, the security requirement of
QSDC is higher because whether the eavesdropper is
detected or not, the secret message cannot be leaked
out absolutely. For example, there will be some secu-
rity problems when the ‘ping-pong’ protocol is used
for QSDC [29 —32]. But the unconditional security can
still be achieved by adopting a well-designed QSDC
protocol in theory [33 —35].

In 2002, Long and Liu proposed a theoretical two-
step QKD scheme using EPR pairs [8]. They intro-
duced the method of quantum data block transmission
for the security based on error rate analysis in QSDC.
To guard the secret message, one has to ensure the se-
curity of a block of quantum data [8, 10, 12] before
encoding the secret message. Moreover, error correc-
tion and quantum privacy amplification can be used to
maintain its security.
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Often there is a detection strategy in quantum cryp-
tography protocols, such as QKD, QSDC, QSS (quan-
tum secret sharing), and so on [37, 38]. Generally
speaking, different detection strategies can be cho-
sen in a protocol, and those strategies are often feasi-
ble. For example, in order to judge if the Bell states
that Alice and Bob shared are secure or not, many
methods such as the method of using the conjugate
base [39] or single-base [40] to do local measure-
ment for photons, the method of using the entangle-
ment swapping [40] and so on are available. These
detection strategies can guarantee the security of the
shared Bell states. Obviously, to study more effective
detection strategies is a key problem in quantum secure
direct communication. A more secure detection strat-
egy can improve the security of the quantum security
protocol.

In 2003, modifying the basic idea in [8], Deng et al.
proposed a two-step secure QSDC scheme using the
EPR pair block [12]. In that scheme, a block of entan-
gled particles is divided into two sequences, the check-
ing sequence and the message-coding sequence. The
security is assured by the secure transmission of the
checking sequence. However, the detection rate is only
50%.

The efficiency of the different detection strategies
can be compared by using the entropy method. To
increase the efficiency of eavesdropping detection in
the QSDC protocol [12], an improved QSDC protocol
based on a four-particle GHZ state is presented. The
four-particle GHZ state is used to detect eavesdroppers
in this protocol. In order to facilitate the expression, the
protocol in [12] is called TSPP and the proposed pro-
tocol is called SDPP. During the security analysis, the
method of entropy theory is introduced. Two strategies
are compared quantitatively by using the constraint be-
tween the information that the eavesdroppers can ob-
tain and the interference that has been introduced. If
the eavesdroppers get the full information, the detec-
tion rate of TSPP will be 50%, while SDPP will be
87%. In the end, the security of the proposed protocol
is discussed. The analysis results show that the pro-
posed protocol in this paper is more secure than the
other.

2. Related Works

Now let us introduce the TSPP protocol explic-
itly [12].
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An EPR pair can be one of the four Bell states,

lw™) = (1/v2)(jo1) - [10)), 1)
lw™) = (1/V2)(01) +10)), 2)
107) = (1/v2)(j00) - |11)), 3)
|97) = (1/v2)(|00) + 1)) @)

Here |0) and |1) are the up and down eigenstate of the
O, the photo polarization on operator. If one of the sin-
gle photons in the Bell state is measured, the Bell state
will collapse and the state of the other particle will be
completely determined. For example, if the first photon
state in the Bell state |y~ ) is measured and the mea-
surement result is |0}, then the second photon state will
collapse to |1).

Suppose that the message which will be transmitted
isin a sequence x¥ = (x1,...,xy), where x; € {0,1},i =
1,2,...,N.

Alice and Bob agree that each of the four Bell bases
can carry two bits classical information and encode
lw™), lw™), |¢7), and |¢™T) as 00, 01, 10, and 11, re-
spectively.

(1) Alice prepares an ordered N EPR pair in the state
ly™) = %(\Ol) — |10}). She extracts all the first parti-
cles in the Bell states, and these particles form a series
of particles A; (the travel qubits) in an order which is
used to transmit the message. The remaining particles
in the Bell states form a series of particles A, (the home
qubits) in order. Then Alice sends the sequence A; to
Bob.

(ii) Alice and Bob then check eavesdropping
through the following procedure: (a) Bob chooses
a number of photons from the sequence A; randomly
and tells Alice which particles he has chosen. (b) Bob
chooses one of the two sets measurement basis (MBs)
randomly, say §,,0, to measure the chosen photons.
(c) Bob tells Alice which MB he has chosen for each
photon and the measurements results. (d) Alice uses
the same measurement basis as Bob to measure the cor-
responding photons in the sequence A; and checks the
results with Bob. If no eavesdropping exists, their re-
sults should be completely opposite, i.e., if Bob gets
0(1), then Alice gets 1(0). After that, if the error rate
is low, Alice and Bob can conclude that there are no
eavesdroppers in the line. Then Alice and Bob continue
to perform step (iii); otherwise, they have to discard
their transmission and abort the communication.
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(iii) Alice encodes her message on sequence A; and
transmits it to Bob. To encode the message, Alice
uses the dense coding scheme proposed by Bennett
and Wiesner [41] where the information is encoded on
a single particle with a local operation and transmits
the information by EPR pair block. Explicitly, Alice
makes one of the four unitary operations Uy, U;, Ua,
and Uz to each of her particles:

1 0 0 O
L 0 01 00
U() :Iz ®12 ( 5 12 ) 0 0 1 0 ) (5)
0 0 0 1
01 0 0
1.0 0 O
U1:12®GZ 00 0 1 3(6)
00 10
U2—12®(—10')
0O -1 0 O
(—ic, 0\ [1 0 0 o
=L o -igg)T |0 0 0 -1 |
0O 0 1 0
(7N
Us=hL®o,
1 0 0 O
(o 0\ [0 -1 0 o ®)
“lo o)l0o 0o 1 0o |
0o 0 0 -1

where they transform the state |¢pT) into |¢7), |[y™),
|w™), and |¢ ), respectively. These operations corre-
spond to 00, 01, 10, and 11, respectively. Then Alice
broadcasts the sequence A in the public.

(iv) After transmitting the sequence A;, Alice tells
Bob the type of unitary operations on them. Then, Bob
performs the Bell-basis measurement on the sequence
A1 and A; simultaneously.

(v) The TSPP protocol ends successfully.

3. SDPP Protocol
3.1. The Process of the SDPP Protocol

In the protocol proposed in [8], the transmission is
managed in batches of N EPR pairs. An advantage of
the block transmission scheme is that the security of
the transmission can be checked in the first step by
measuring some of the decoy photons [42, 43]. Alice
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and Bob possess a particle sequence at hand, respec-
tively, which means if an eavesdropper has no access
to the first particle sequence, then no information will
be leaked to her whatever she has done to the second
particle sequence. Following this method using block
transmission, the SDPP scheme is proposed.

Suppose that the message to be transmitted is the

sequence xV = (xi,...,xy), where x; € {0,1},i =
1,2,...N.
Define

ot — (]00) + |11 9

@) = f(l )+ 111)) ©)

) = (10000) + [1111)) (10

%

Now let us give the details of the SDPP scheme.

(S1) Bob prepares a large enough number of Bell
states and inserts enough four-particle GHZ states as
follows.

(i) Bob prepares a large enough number N of Bell
states |@T) in a sequence. He extracts all the first
particles in the Bell states, forming a series of par-
ticles A (the travel qubits) in a given order. The se-
quence A is used to transmit a secure message. The
remaining particles in the Bell states form a series of
particles B (the home qubits). Thus this step corre-
sponds to the message mode in the original ping-pong
protocol (OPP) [35].

(ii) Bob prepares a large number ¢N /(1 — ¢) of four-
qubit GHZ states |y), and the particles form a series of
particles C to detect eavesdropping. It corresponds to
the control mode in OPP. Here, ¢ expresses the proba-
bility of switching to the control mode in the OPP. Note
that the particles C include 4cN/(1 — ¢) qubits.

(iii) Bob inserts the decoy photons C to the
particles A randomly. These particles form a new
sequence D, but only Bob knows the positions of the
decoy photons. Then Bob stores the particles B and
sends the particles D to Alice.

(S2) The detection of eavesdropping

After Alice received the particles D, Bob tells
her the positions where the decoy photons are. Then
Alice extracts the decoy photons from the particles D
and performs the four-particle GHZ measurement.
If there is no eavesdropper, every result must be in
the four-particle GHZ state |y). Then they continue
to execute the next step (S3), keeping on the SDPP
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protocol. Otherwise, the communication is interrupted
and the SDPP protocol switches to (S1).

(S3) Alice encodes her secure message based on
dense coding and broadcasts her encoded message in
public.

Alice extracts all the decoy photons from the
particles D and the remaining particles form a series
of particles E. According to the secure message she
wants to transmit, Alice chooses one of the four
unitary operations Uy, Uy, U, and Uz for each of her
two particles to perform the unitary transformation on
particles E. The series of ciphertext is E’. Here Uy, Uy,
U,, and U; are the expressions (5)—(8). Then Alice
broadcasts E’ in the public.

(§4) Bob decodes the ciphertext with the Bell mea-
surement.

After receives Alice’s particles E/, Bob performs
the Bell measurement on both particles E’ and B. Then
he can gain Alice’s secure message.

(85) The SDPP protocol ends successfully.

3.2. The Security Analysis of the Protocol

In TSPP, the author has calculated the maximal
amount of information /(dts) that Eve can eavesdrop
and the probability d that Eve is detected. And the
function I(drs) is provided. When pyp = p; = 1/2,

PRI ==
‘log, <1-+ (2dTS——1)2> (11)
_ (1- (Z;iTs ~1)?) log, (1 —/(2drs — 1)2) .

The above method can be used to compare the ef-
ficiency of eavesdropping detection between the two
protocols.

Now let us analyze the efficiency of the eavesdrop-
ping detection in the SDPP protocol. In order to gain
the information that Alice encoded on the travel qubits,
Eve performs the unitary attack operation £ on the
composed system at first. Then Alice takes a coding
operation on the travel qubits. Eve performs a measure-
ment on the composed system at last. For Eve does not
know which particles are used to detect eavesdropping.
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So what she can do is only to perform the same attack
operation on all the particles. As for Eve, the state of
the travel qubits is indistinguishable from the complete
mixture, so all the travel qubits are considered in either
of the states |0) or |1) with equal probability p = 0.5.

Generally speaking, suppose that there is a group
of decoy photons [42, 43] at the state of four-particle
GHZ states |y), and after performed the attack opera-
tion £, the states |0) and |1) become

=E£® |0x) = a|0xg) + B]1x1),
= E®|1x) = m|Oyo) +n|ly1),

12)
13)

|0h)
lor)

where |x;) and |y;) are the pure ancillary states only
determined by £ uniquely, and

2 2
o+ |BI" =1,
m|* +|nf* = 1.

(14)
as)

First let us suppose that the quantum state of the photon
in the hand of Alice is |0). Then the state of the system
composed of Alice’s photon and Eve’s probe can be
described by

|po) = E @10x) = 0|Oxo) + B|1x1), (16)
= ‘V/> <‘V/| = |06\2 |O,x0> <O’Zo‘
+1BP 1,0 (1, (17)

+Oﬂﬁ* |07x0> <1311 | +Ol*ﬂ |17XI><O’XO| :

After performing the unitary operations Uy, Uy, U,, and
Us with the probabilities pg, p1, p2, and p3, respec-
tively, the state reads

p" = (po+p3)|el*10, x0) (0, xo|

+(po+p3) 1B [1,301) (1, x1]
+ (po — p3) B (0, x0) (1, 21|
+(po—p3)o”B[1, x1) (0, %0l

5 (18)
+(p1+p2) || [1, x0) (1, X0l
+(p1+p2) 1B 10, 31) (0, 11
+(p1 —p2)oB™ (1, x0) (0, 21
+(p1—p2)o” B0, x1) (1, x0! -

With the orthogonal basis {|0, xo),
|0,x1)} the state p” can be rewritten into

) 11, %005
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(po+p3) |O‘|2 (Po—m)aﬁ; 0
vw_ | (po—p3)o*B  (po+p3)lBl 0
o = 5 s (19)
0 0 (p1+p2) o™ (p1 —Pz)aﬁ2
0 0 (P1—p2)o*B  (p1+p2) B
where po+p1+p2+p3=1. Ao _l( +p3)
The information Iy that Eve can get equals to the =3 poTPp3
Von N t , 1 21
on Teumari entropy jEE\/(PO +p3)2 = 16pops |of*|BI, @b
3 1
Io = z —Ailog A, , (20) M3 = 5(1’1 +p2)
i=0 (22)

where 4; (i =0, 1,2, 3) are the eigenvalues of p”, which
are

R

W)gve = E ﬁ(\0x0x0x0x> +|1x1x1x1x))

1
2/ (pr+ pa) ~ 16pipa [P B

After attacked by Eve, the state of composed system
becomes

1
=3 (0 |0x00x00x00x0) + 0 B [0x0x90x9 Lx1 ) + o2 B [0x00x0 11 0x9) + 02 B2 [0x90x0 1x1 Lxy )

+ Oc3[3 |0 11 0x00x0) + a2ﬁ2 |0x0 11 0x0 1x1 ) + azﬂz |0x0 Lx; 1x1 0x0) + aB3 |0 Lx Lxg 1xp)

+ 0® B |11 0x00x00x0) + 0t> B |11 0x00x0 1x1 ) + 0> B | 1x 0xg 11 0xp) + ¢ B> | 1x1 Oxg Lxy 1xp )

(23)

+ o B | 1x; 1x; 0x00x0) + B> [ 1ox 1y Oxg Lxy ) + B3 [ 1xq Loxy 1x; Oxg) + B* | Ly Ly 1y 1xp)
-+ mi* |0y00y00y00yo) -+ mn |0yo0y00yo Lyt ) + mn |0yoOyo 1y10yo) +m?n* [0yo0yo Ly Ly1)
-+m’n|0yo 1y10yo0yo) +m*n* |0yo 1y1Oyo Ly1 ) +m*n* |Oyo Lyt 1y10yo) +mn’ [Oyo Ly Ly 1y1)
+m’n|1y10y00y00y0) + m*n* [ 1y10y00yo 1y1) +m*n* | 1y10y0 1y10yo) +mn’ [1y10yo 1y1 1y1)
+m?n? |1y 1y10y00y0) +mn’ |Ly1 Ly10yplyy) +mn’ [Ly1 Ly1 1y10y0) +nt |Ly1 1y 1y 1y1)).

Obviously, when Alice performs the measurement
on the decoy photons, the probability without eaves-
dropper is

1
p(v) =3 ([0 + B+ [+ [n"?) 24)

So the lower bound of the detection probability is

dirg =1-p(ly))

1 (25)
= 1= (o B + [+ [ ).
Now let us analyze how much information Eve can
gain maximally when there is no control mode. Sup-
pose |a|® = a,|B* = b, |m|* = s, |n|* =1, where a, b,

s, and ¢ are positive real numbers, anda+b=s+1=1.
Then

dsp =1-p(ly))
1 2 2 2 2
L (- P
| (26)
:1—§(a4+b4+s4+t4)
=—a*+2d° —3d® +2a—t* +263 - 3> +2t.

In the case pp = p1 = p» = p3 = 1/4, the expres-
sion (21)—(22) simplifies to

11 1\?
10,1:12,3:Zi§ (az). (27)
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According to expression (20), when Bob sends |0) to
Alice, the maximal amount of information equals to
the Shannon entropy of a binary channel,

2- (1+V (2a-1) )1og2( (2a—1)2)

_ e 28)
- ( (i D& )log2 (1 (2a1)2>(

Iy =

=H(a).

Then assume that Bob sends |1) rather than |0). The
above security analysis can be done in full analogy
and results in the same crucial relations. The maximal
amount of information equals to the Shannon entropy
of a binary channel,

o OB )
_<1—<§r—1>>10g2<1_ o) @
=H(t).

So the maximal amount of information that Eve can
obtain is

I1=1/2(Ip+1) = 1/2[H(a) + H(1)]. (30)

After some simple mathematical calculations, when
a =t, we have the following expression:

dsp = —2a* +4ad> — 6a*> + 4a. (1)

The maximum / is

Hdsp) = H <1+\/—3+2\/16—8dSD> @

The above results are obtained under the condition
d < 0.87. Actually, the situation d > 0.87 can be ig-
nored. Obviously, when d > 0.5, the eavesdropped in-
formation is too much to meet the requirement of the
secure communication. The above analysis shows that
the function I(drs) and I(dsp) have the similar al-
gebraic properties. If Eve gains the full information
(I = 2), the probability of the eavesdropping detection
is drs(I =2) = 0.5 in the TSPP protocol, while in the
SDPP protocol, drs(I =2) = 0.87.

In order to contrast the two functions, Figure 1 and
Table 1 are given. As shown in Figure 1 and Table 1, if
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the detection probahbility

Fig. 1 (colour online). Comparison of the two detection re-
sults.

d using Table 1. Accurate com-
1 [bit] TSPP SDPP parison figures: detection
probability d for different
1.2 0.03 0.12 amounts of information /
14 0.08 0.29 that Eve can eavesdrop.
1.6 0.15 0.47
1.8 0.24 0.67
2.0 0.5 0.87

Eve gains the same amount of information, she must
face a larger detection probability in SDPP than in
TSPP. They also indicate that SDPP is more secure
than TSPP. Of course, in order to detect eavesdropping,
Bob needs to send 4cN/(1 — n) particles more than in
the TSPP protocol. In other words, Bob gains the better
security at the cost of sending more particles.

In Figure 1, the dotted line expresses the function
I(drs) in TSPP, the thick line expresses the function
I(dsp) in SDPP. Obviously, if Eve wants to get the
same amount of information, she must encounter the
higher detection efficiency in SDPP. Also, if there is
the same detection efficiency, Eve will eavesdrop less
information.

Taking the probability ¢ of the control mode into
account, the effective transmission rate, i.e. the num-
ber of message bits per protocol run, is 1 — ¢, which
equals to the probability for a message transfer. So, if
Eve wants to steal one message transfer without being
detected, the probability for this event is

s(c,d)=(1—c)+c(l—d)(1—c)

+2(1—d)?*(1—c)+...
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1—c

S T=di=ad) 33)

Thus the probability to successful eavesdrop I = nl(d)
bits reads s(I,c,d) = s(c,d)"/"@). So

l—e @
wed=(ty)

where

(34)

Hd)=H <1+\/—3 +2«/167— 8d5D> s

In the limit when I — oo (a message or key of infinite
length), s — 0, so the presented protocol that proposed
in this paper is asymptotically secure. If the security of
the quantum channel is ensured, the protocol is com-
pletely secure. For example, a choice of the control
mode is ¢ = 0.5. In Figure 2, we have plotted the eaves-
dropping success probability as a function of the infor-
mation gain I, for ¢ = 0.5 and for different detection
probabilities d which Eve can choose. Note that for
d < 0.5, Eve only gets one part of the message right
and does not even know which part.

——— =01
Ly d=03 |
: d=0.5

LEL ]
v '\.
s \ \d=a1
06r \ c=0.5 1
|\ \'.
04F 14 4
|I lll.
=03
02t \ B
=65 "
S -
0 I S P L — 2
0 10 20 30 40 50 60 70 80 90

Dbits
Fig. 2 (colour online). Eavesdropping success probability as
a function of the maximal eavesdropped information, plotted
for different detection probabilities d.
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In the step (S3) and (S4) of the SDPP protocol, the
secure message is encoded bit by bit with the dense
coding operation, and broadcasts the ciphertext in pub-
lic, which can get OTP’s security level. So the SDPP
protocol is secure.

4. Conclusion and Further Work

In the SDPP protocol, the security message can be
securely transmitted to the receiver, and any useful
message will not leak to the potential eavesdropper.
Compared with the TSPP protocol, the SDPP protocol
has the following differentia:

(i) The eavesdropping detection method using the
four-particle GHZ state in the SDPP protocol is sim-
ilar to the method using measuring EPR in TSPP.

(ii) In the SDPP protocol, the Bell states are pre-
pared by Bob rather than by Alice. This guarantees the
home qubits could not leak to Eve and the Bell states
that carries the secure message can be reused.

(iii) The SDPP protocol is based on the four-particle
GHZ state, which can reduce the times of detection.

In sum, an improved QSDC scheme based on the
four-particle GHZ state has been introduced, and two
eavesdropping detection strategies are compared quan-
titatively by using the constraint between the informa-
tion that the eavesdropper obtains and the interference
that has been introduced. In the analysis, if the eaves-
dropper obtains the same amount of information, she
must face a larger detection probability in the SDPP
protocol than in the TSPP protocol, which shows that
the efficiency of eavesdropping detection in SDPP is
higher than the other, so it can ensure the QSDC pro-
tocol more secure. While in order to detect eavesdrop-
ping, Bob sends 4cN(1 — ¢) particles more than in the
TSPP protocol. That is, Bob gains the better security at
the cost of sending more particles. In the further work,
the other QSDC protocol’s security and its improve-
ment will be researched.
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