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The majority logic criterion is applicable in the evaluation process of substitution boxes used in the
advanced encryption standard (AES). The performance of modified or advanced substitution boxes is
predicted by processing the results of statistical analysis by the majority logic criteria. In this paper,
we use the majority logic criteria to analyze some popular and prevailing substitution boxes used in
encryption processes. In particular, the majority logic criterion is applied to AES, affine power affine
(APA), Gray, Lui J, residue prime, Sg AES, Skipjack, and Xyi substitution boxes. The majority logic
criterion is further extended into a generalized majority logic criterion which has a broader spectrum
of analyzing the effectiveness of substitution boxes in image encryption applications. The integral
components of the statistical analyses used for the generalized majority logic criterion are derived
from results of entropy analysis, contrast analysis, correlation analysis, homogeneity analysis, energy
analysis, and mean of absolute deviation (MAD) analysis.
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1. Introduction

The block cipher is a type of symmetric-key encryp-
tion algorithm that transforms a fixed-length plaintext
data into cipher text data of the same dimension. This
transformation takes place under the action of a user-
provided secret key. The decryption is performed by
applying the reverse transformation to the cipher text
block using the same secret key. Advanced encryption
standard (AES) is a widely used and well-known block
cipher. The AES consists of four steps which are: byte
sub, shift row, mixed column, and add round key. The
byte sub step plays a pivotal role in the encryption
process because it creates confusion that is reflected
in the encrypted data. In this step, the substitution-
box (S-box) transformation takes place. The idea of
S-box and permutation box (P-box) or (S-P network),
was first given by Shannon and Weaver in 1949 [1],
which now forms the basis of modern block ciphers.
An S-P network is the recent form of a substitution-
permutation product cipher. S-P networks are based on
the two primitive cryptographic operations, one is sub-
stitution and the other is permutation. In the substitu-

tion process, the original data is manipulated or altered
to form encrypted data. Whereas, in the permutation
process, the order of the data contents are modified,
resulting in a different arrangement of bits. The substi-
tution function depends on the encryption key and its
space depends on the number of bits n which makes
the number of keys equal to 2"!. The process of per-
mutation is similar to n address lines with 2" possible
addresses as permutations of the input bits to an S-box.
The permutation box has the properties of substitution
of data as well as its permutation. The permutations
used for encryption are considered less secure as com-
pared to substitution implementation. In many circum-
stances, the combination of substitution and permuta-
tion of data bits at the input level makes the encryption
more robust.

In this paper, we use statistical analysis to extract
and contrast the parameters related to the strength
of encryption in images. One of the fundamental ap-
proaches to determine the amount of confusion and
randomness created in the encrypted data is the use
of correlation analysis and entropy analysis [2]. The
results obtained from correlation analysis indicate the
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amount of difference between the original image and
its encrypted version. The entropy analysis quantizes
the extent of randomness in the processed data, which
in our case is an image. The amount of vividness in the
images leads to clear identification of artifacts or ob-
jects with human perception or image recognition al-
gorithms. We present contrast analysis [3] to study the
amount of diffusion induced in the boundaries of the
texture by the encryption process. This process of con-
trast analysis is carried out for the entire image with re-
spect to the neighbours of the pixels. In order to further
strengthen the analysis process, the measure of close-
ness in the distribution of grey level co-occurrence ma-
trix (GLCM) elements to the GLCM diagonal is de-
termined. The homogeneity analysis [4] is performed
to achieve the task of determining the characteristics
of underlying distributions of pixels in the images. In
the case of under par substitution and scrambling, the
patterns are repeated in the image, and the analysis
of GLCM elements assists in quantifying these weak-
nesses [5]. The energy analysis method is cross linked
with elements of GLCM in order to determine the be-
haviour of the energy distribution and its characteris-
tics in plain and encrypted images [6]. It is important
to measure the difference between the plain image and
the encrypted image with various methods in order to
determine the encryption strength. Therefore, the mean
of absolute deviation analysis is used to determine the
difference in images [7].

The commonly used S-boxes include AES [8],
APA [9], Gray [10], LuiJ [11], residue prime [12],
Sg AES [13], SKIPJACK [14], and Xyi [15]. In this
paper, we process the images encrypted with these S-
boxes and present their performance characteristics.
Once ample statistical data is accumulated, the pro-
posed generalized majority logic criterion is applied
to the results of the above mentioned analyses. The
results of the generalized majority logic criterion as-
sist in determining the best encryption method for
a particular class of images or in general, all types of
images.

The rest of the paper starts with the introduction
to the analysis performed on S-boxes in Section 2. In
this section, we present issues related to the presented
problem of selecting optimal S-box for image encryp-
tion applications. The main focus of this section is to
highlight the importance of results obtained by statis-
tical analysis that are used in the evaluation of gener-
alized majority logic criterion. In Section 3, the insight
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of majority logic criterion (MLC) and generalized ma-
jority logic criterion (GMLC) are presented and ana-
lyzed. The application of this criterion in the selection
process of S-boxes is also discussed. A comparison be-
tween GMLC and MLC is discussed in the context of
image encryption. This paper relies on statistical tech-
niques to extract valuable information to be used by the
GMLC; a complete section, that is Section 4, is ded-
icated to the details of these methods. The proposed
methods are tested by simulation on image data sam-
pled from a general class of images. The results of
these simulations are presented in Section 5. The for-
mal conclusion and future directions are presented in
Section 6.

2. Analysis of S-Box

The size of the S-box can vary depending on the
scope of its application to an encryption process. In
this work, the size of the S-box is selected to be 8 x 8.
The analysis presented in this paper can be extended
to S-boxes of other sizes without any substantial mod-
ification in the proposed algorithm. In the proposed
algorithm, various parameters derived from statistical
analysis on the plain and encrypted images are used
by the generalized majority logic criterion. In order to
get full insight of the generalized majority logic crite-
rion, it is critical to discuss and analyze the results from
these statistical analyses [10]. The initial activity in an-
alyzing images is to quantify the amount of similarity.
The correlation algorithm is widely used in communi-
cations engineering to process digital signals and ex-
tract relevant characteristics. After the encryption pro-
cess, the correlation analysis is applied to determine
the amount of similarity between the pixels or a group
of pixels located in different images. The results of this
analysis only reflect estimates of similarity between
data. In order to make these estimates more accurate
and reliable, further analysis methods such as, entropy
analysis, contrast analysis, correlation analysis, homo-
geneity analysis, energy analysis, and mean of absolute
deviation analysis are used. The interpretation of the
results of these analyses and their processing with gen-
eralized majority logic criterion yields more accurate
results and helps in determining the strength of the en-
cryption in an image. In literature, the above listed sta-
tistical analyses are used in various applications; how-
ever, their usefulness in determining image encryption
strength has not yet been tested rigorously.
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3. Majority Logic Criterion and Generalized
Majority Logic Criterion to Analyze the
Effectiveness of S-Boxes

In the majority logic criterion, the algorithm is ap-
plied to a particular class of image data [16]. As the
characteristics of a family of images are different, the
statistical properties of the analysis are also unique. In
addition, the human eye perception also plays an im-
portant role in identifying artifacts in an image which
varies with the properties of images. The majority logic
criterion specializes on a class of images and optimizes
the evaluation process of encryption in the same scope.
While the effectiveness of majority logic criterion has
proven its usefulness for a particular family of images,
there is a need for a criterion to analyze the encryption
strength for any type of image.

In the proposed generalized majority logic criterion,
n number of images from different families are pro-
cessed. The diversity in image contents makes this al-
gorithm more appealing to a wider range of data sam-
ples. Although the generalized majority logic criterion
seems to be an appealing choice due to its application
and suitability to multiple types of images, there are

Consider multiple Plain Images

Encrypt Plain Images using S-box
Transformations

!

Analyze the texture of the Cipher Images w.r.t
Plain Images

v

End

Fig. 1. Generalized majority logic criterion.

many challenges in determining the optimal S-box for
encryption because of the diverse nature of image cat-
egories. The results obtained from statistical analysis
are processed in a similar fashion to the majority logic
criterion, but the interpretation of the results of these
parameters is different and has new meanings.

Table 1. Algorithm for the proposed criterion to select a suitable S-box for image data encryption.

Proposed Criterion

Input: ‘m’ plain bitmap Images, P,,Ps, ... ,P, and ‘n’ S-boxes, S1,S2,...,S,.

Objective: create cipher images for all S-boxes
For imagesi=1tom,
For S-box j=1ton
encrypt image P; by S
store cipher images I;j
End for S-box
End for images
For all plain image and cipher image pair,
Create a matrix A of order m X n;
Calculate Entropy, Correlation, Contrast,

Homogeneity, Energy and Mean of absolute deviation for I,,,,, of matrix A.

End for image pairs

The average value of Entropy, Correlation, Contrast, Homogeneity, Energy and Mean of absolute deviation of column 1 of A gives the reading

of S-box Sy;

similarly second column determine the reading of S-box S, and so on.

We say S-box S; is better than S for j € {1,2...,n}\{i} if S; satisfied majority of the following condition for all considered plain image and

corresponding cipher images.

C\ :If Correlation of pixels of image with its neighbor’s pixels of I; is smaller than I; for j € {1,2...,n}\{i}.

Cy: If mean Entropy I; of is greater I than for j € {1,2...,n}\{i}.
Cs: If Contrast of I is greater than I for j € {1,2...,n}\{i}.

Cy: If Homogeneity of I; is smaller than I for j € {1,2...,n}\{i}.
Cs: If Energy of I; is smaller than I; for j € {1,2...,n}\{i}.

Ce: If MAD of I; is greater than I; for j € {1,2...,n}\{i}.
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The details of the algorithm for generalized majority
logic criterion are presented in Table 1. In this method,
several statistical techniques are applied to the results
obtained from the encryption of images. In the first
step, different types of S-boxes are used to encrypt
images. Once the image encryption is completed, the
next step is to process and extract statistical parame-
ters from the plain images and encrypted images for
the entire set of different S-boxes. The objective is to
use this information in the generalized majority logic
criterion, in order to determine the best possible S-box
for encryption. The generalized majority logic crite-
rion sequentially analyzes the parameters for an image
I; and checks if it satisfies the majority of the condi-
tions of the proposed criteria as compared to /;. In the
case when majority logic is achieved, the correspond-
ing S-box S; is preferred over S;.

The generalized majority logic criterion is further
emphasized in the flowchart of Figure 1. The process
starts with the availability of images at the input level.
The process continues with the implementation of im-
age encryption by the use of various S-boxes. In the
third step, the parameters resulted from processing
cipher images and plain images are processed. The
flowchart in Figure 2 further elaborates the arrange-
ment and flow of statistical image processing algo-
rithms. For example, symbols C; through Cg represent
various processes of analyzing images. Once these six
parameters are calculated, the process of generalized
majority logic criterion starts. At the end, the best suit-
able S-box is predicted which satisfies the majority of
the conditions listed in the criterion.

4. Statistical Analysis of S-Boxes for Images

There are several statistical methods employed in
this work. The characteristics of the parameters gen-

Fig. 2. Details of the generalized majority logic cri-
terion module.

erated by these analyses must be carefully analyzed in
order to optimally use the results in an efficient man-
ner. The details of the analyses used in this paper are
listed below.

4.1. Entropy Analysis

The entropy is the measure of the amount of ran-
domness in a system. In images, the extent of entropy
is related to the arrangement of artifacts which assists
the humans to perceive the image. The process of sub-
stitution, or application of nonlinear S-box transforma-
tion, introduces randomness in the image. The extent
of randomness introduced by the encryption process is
extremely relevant to the fact that the human eye can
perceive the texture in the image. The lack of random-
ness may result in partial/full recognition of the en-
crypted image. Therefore, the measurement of entropy
may provide important information about the encryp-
tion strength, and is measured as

n

H=—7 p(xi)log,p(x), (1

i=1

where p(x;) contains the histogram counts.

In Figure 3, the results of the entropy analysis are
shown graphically. It is evident from the bar graph that
the Skipjack S-box introduces highest amount of en-
tropy among all encryption methods. The prime S-box
also introduces a considerable amount or randomness
which is comparable to Skipjack and Xyi.

4.2. Contrast Analysis
The amount of contrast in the picture enables the

viewer to vividly identify the objects in an image.
A reasonable amount of contrast levels in the image



286

6.813112135

6.813019473 6.810954982

6.805628199 6.805284875

6./97488212 6. /97488212

6784573367

SKIPIACK Xyl

AES APA Gray Lui

PRIME 5 8

Fig. 3 (colour online). Results of entbropy analysis on en-
crypted images.
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Fig. 4 (colour online). Results of contrast analysis on en-
crypted images.

also saturates the artifacts which enable the identifica-
tion of the image more precisely. As the image is en-
crypted, the amount of randomness increases, as a re-
sult, elevates the contrast levels to a very high value.
The objects in the image completely smudge because
of the nonlinear mapping from the substitution of the
image data. We can conclude that a higher level of con-
trast in the encrypted image depicts strong encryption
because it is related to the amount of confusion created
by the S-box in the original image. The mathematical
representation of this analysis is given as

C=3 i~ il pli. j), @
i

where i and j are the pixels in the image, and the
number of grey-level co-occurrences matrices is rep-
resented by p(i, j). The whole image is compared with
the intensity contrast among pixels and its neighbours.
The results of contrast analysis are shown in Fig-
ure 4. In this analysis, the Gray S-box exhibits elevated
contrast levels. The original AES S-box and Lui S-box

performance is also at a considerable level.

4.3. Correlation

The correlation analysis is divided into three differ-
ent types. It is performed on vertical, horizontal, and
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diagonal formats. In addition to analysis on partial re-
gions, the entire image is also included in the process-
ing. This analysis measures the correlation of a pixel to
its neighbour by keeping into consideration the texture
of the entire image. The mathematical representation
of the correlation analysis is given as

i—ui)(j—u)pli, j
ko3 B RIptE) )
ij i0j
In Figure 5, the results of the correlation analysis are
shown. The performance of prime S-box is compara-
tively better than other S-boxes used in this analysis.

4.4. Homogeneity

The image data has a natural distribution which is
related to the contents of that image. We perform the
homogeneity analysis which measures the closeness of
the distributed elements in the GLCM to GLCM diago-
nal. This is also known as grey tone spatial dependency
matrix. The GLCM depicts the statistics of combina-
tions of pixel grey levels in tabular form. The analy-
sis is further extended by processing entries from the
GLCM table. The mathematical representation of this
analysis is given as

pi, j)
Pt 4
i,jl |i_j| ()

0.230040018 0.272142637
0.222785169

0.210486109

0.248716068

0.222785169
2227851 0.237255863

0.215969388

SKIPIACK Xyl

AES APA Gray Lui

PRIME 58
Fig. 5 (colour online). Results of correlation analysis.
0.586893901

0.585506841

0.583652044

0.58323568 0.58323568

0.582764343
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AES APA Gray Lui

PRIME 58 SKIPIACK Xyl

Fig. 6 (colour online). Homogeneity analysis.
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where the grey-level co-occurrence matrices in GLCM
are represented by p(i, j).

The results of the homogeneity analysis are pre-
sented in Figure 6. The comparison between the results
of different S-boxes yields that the prime S-Box has the
best performance.

4.5. Energy of the Image

The energy analysis is used to measure the energy
of the encrypted image. The grey-level co-occurrence
matrix is used to perform the energy analysis. The
mathematical representation of this analysis is given
as

2 ) ®)
LJ

In Figure 7, the results of the energy analysis are de-
picted. It can be seen from the graph that the perfor-
mance of the prime S-box is better than the rest of the
S-boxes used in the analysis.

4.6. MAD Analysis

In order to distinguish the difference between the
original image and the encrypted image, the mean of
absolute deviation (MAD) analysis is performed. This
analysis is mathematically intensive and requires more
computing power as compared to other analysis. The
mathematical expression of this analysis is represented
as

; (6)

1 L L
MAD = m;;mj—blj

where a; ; are the pixels of the image before encryp-
tion, b; ; are the corresponding pixels in the encrypted
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Fig.7 (colour online). Energy analysis of cipher image.
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Fig. 8 (colour online). MAD analysis of cipher image.

image, and L represents the dimensions of either one
of the images.

It is evident from Figure 8 that the Sg AES S-box
performs better in comparison with other S-boxes pro-
cessed in this work.

The generalized majority logic criterion incorpo-
rates the results of the following statistical analyses:
entropy analysis, contrast analysis, correlation analy-
sis, homogeneity analysis, energy analysis, and mean
of absolute deviation analysis. Table 2 lists the param-
eters obtained from the above listed analysis in tabular
form. It is important to systematically interpret the vi-
sual effects or the texture of the encrypted image by
processing the results of the different statistical analy-
sis. The generalized majority logic criterion examines
the underlying properties of the results of these analy-
ses and identifies an appropriate S-box for the image
encryption application. This majority logic criterion
can be tailored to a particular class of images which ev-

Table 2. Entropy, contrast, correlation, energy, homogeneity, and MAD of plain image and cipher image.

S-boxes Average Average Average Average Average Average
entropy contrast correlation energy homogeneity MAD

AES 6.797488 6.07927 0.22278517 0.139739 0.58323568 65.5435225
APA 6.805628 5.860639 0.21596939 0.128124 0.585506841 51.68105
Gray 6.784573 6.197041 0.23004002 0.141668 0.580238979 42.99235375
Lui 6.797488 6.07927 0.22278517 0.139739 0.58323568 64.9935225
Prime 6.813019 5.978965 0.21048611 0.12042 0.578393932 53.88188375
S-8 6.805285 5.969585 0.27214264 0.133271 0.582764343 66.83509625
SKIPJACK 6.813112 5.614802 0.23725586 0.127811 0.586893901 59.56454875
XYI 6.810955 5.895628 0.24871607 0.127832 0.583652044 39.06350125
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idently yields more specific results. On the other hand,
the generalized majority logic criterion is applied to
any type of image in order to form a first benchmark in
determining the strength of S-box encryption.

The results of a generalized majority logic criterion,
when applied to a general class of images, shows that
the Sg AES S-box is most suitable for image encryp-
tion applications. The proposed generalized criterion
systematically processes and analyzes the results of
statistical analysis and proposes a suitable S-box. It can
also be seen from Table 2 that the APA S-box and the
Xyi S-box performs better in MAD analysis and en-
ergy analysis, respectively. While several S-boxes per-
form better in individual analysis, the majority logic
criterion identifies the best candidate S-box with high-
est level of encryption strength.

5. Simulation Results

In the encryption experiments performed in this pa-
per, we use eight well-known S-boxes, which include,
AES, APA, Gray, Lui J, residue prime, Sg AES, Skip-
jack, and Xyi. The results of the statistical analysis per-
formed on these S-boxes were used in the assessment
of a suitable S-box in the image processing applica-
tions. The generalized majority logic criterion method
is proposed to find out an S-box which has the best
properties among all the tested S-boxes. The images
used for the purpose of encryption are sampled from
diverse collection of images with different properties.
This ensemble of plain images covers all types of im-
ages in order to ensure maximum coverage.
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