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Self-Protecting Networks –
How Cooperation Strategies
Can Strengthen Network Security

Selbstschützende Netze – Netzwerksicherheit durch Kooperation

Tanja Zseby, Michael Kleis, Thomas Hirsch, Fraunhofer FOKUS, Berlin

Summary The Internet today is an insecure place. New at-
tacks and vulnerabilities emerge every day, user education
remains fragmentary and security solutions are only sparsely
deployed. Protecting networks against new and unexpected
attacks remains a challenging task, given the dynamic na-
ture of network traffic. It is difficult to model or predict
what to consider as normal behavior in current and future
networks, which is a pre-requisite for detecting deviations
from normality. In this paper we argue that to cope with
these challenges network protection has to become an in-
tegral part of future networks. The evolving research field
on autonomic communication provides a basis for introduc-
ing techniques for detection and defense directly into network
nodes. Together with integration of learning methods, we see
deployment of cooperation strategies as the main enabler for
self-protection. ��� Zusammenfassung Im heutigen
Internet existieren eine Vielzahl von Bedrohungen. Täglich wer-

den neue Angriffe und Schwachstellen registriert. Kenntnisse
über Bedrohungen sind meist nur lückenhaft vorhanden und
Sicherheitslösungen werden immer noch nicht ausreichend ein-
gesetzt. Eine besondere Herausforderung stellt der Schutz vor
neuen unbekannten Angriffen dar. Ein Grund dafür ist die hohe
Dynamik und schlechte Vorhersagbarkeit von Netzwerkverkehr.
Diese erschwert es, ein Normalverhalten in heutigen und zu-
künftigen Netzen zu modellieren, eine Grundvoraussetzung, um
Abweichungen vom Normalfall zu erkennen. Der Schutz vor
Angriffen muss ein integraler Bestandteil in zukünftigen Net-
zen werden, um sich diesen Herausforderungen zu stellen. Das
noch junge Forschungsgebiet Autonomic Communication stellt
eine gute Basis bereit, um Techniken zur Angriffserkennung und
Verteidigung direkt in Netzwerk-Knoten zu integrieren. Neben
der Integration von Lernverfahren sehen wir den Einsatz von
Kooperationsstrategien als Schlüsseltechnologie für die Reali-
sierung von selbstschützenden Netzen.

KEYWORDS C.2.3 [Computer Systems Organization: Computer-Communication Networks: Network Operations] network man-
agement; network protection, security, trust, cooperation

1 Introduction
Ever since the advent of communi-
cation networks, attackers have tried
to disturb, interrupt and destroy net-
work operations and their attacks
are steadily increasing in quantity
and quality. Classical methods of at-
tack prevention such as authentica-
tion, secure protocols, firewalls and
signature-based detection methods

are no longer sufficient to cope with
upcoming threats.
The deployment of new technolo-
gies and protocols, the increasing
heterogeneity of current networks
at all layers and the dynamic na-
ture of network traffic generate an
evolving environment under per-
manent evolution where it is hard
to define which patterns can be con-

sidered as normal, and what can be
construed as potentially harmful de-
viations from normality.

Autonomic Communication
(AC) provides a framework for the
introduction of self-management
and self-protection capabilities in
future networks. As an extension
of classical methods of attack pre-
vention, autonomic communication

390 it – Information Technology 50 (2008) 6 / DOI 10.1524/itit.2008.0511 © Oldenbourg Wissenschaftsverlag



Self-Protecting Networks ���

includes concepts of learning and
node cooperation. It is evident that
future networks need to incorporate
such techniques in order to cope
with the growing number of chal-
lenges in the security area.

2 Autonomic Communication
Autonomic communication aims
to move decision-making processes
into the network in order to auto-
mate network management and to
support application requirements.
One much cited decision cycle
for human decision making is the
OODA-Loop. OODA stands for
Observe-Orient-Decide-Act and de-
scribes the human decision cycle
during battle situations [19].

To automate the management
of complex systems, IBM started
to apply decision cycles to com-
puter systems under a paradigm
called autonomic computing [1].
IBM defines autonomic managers
that implement an intelligent con-
trol loop consisting of four function
blocks similar to OODA: Monitor,
Analyze, Plan, and Execute (MAPE).
In [2] Brent Miller introduces self-
configuration, self-healing, self-op-
timization, and self-protection as
attributes for autonomic comput-
ing architectures. Self-protection is
defined as the ability of a system
to “anticipate, detect, identify, and
protect against threats” [1].

Autonomic communication ap-
plies this idea to communication
systems. In [20] the authors present
an autonomic control loop along
the lines of the MAPE concept in
autonomic computing. Within the
field of autonomic communication
the cooperation among multiple
nodes within networks or different
domains provides a major oppor-
tunity for improving network secu-
rity.

3 Problem Statement
Cooperation provides two advan-
tages for intrusion detection: a)
sharing of viewpoints and b) sharing
of resources.

Components located at different
places in the network have access to

different views of the network situ-
ation. Some network nodes are spe-
cialized (e. g., DNS or AAA servers,
BGP speakers, measurement nodes)
and have access to specific data that
is not seen by all nodes. Combin-
ing viewpoints helps to provide an
overall picture of the network situ-
ation.

The second advantage is the
ability to share resources. A sig-
nificant limiting factor in anomaly
detection is the amount of resources
available for measurement and data
analysis. Cooperation strategies can
distribute resources in such a way
that each node takes over tasks
according to its capabilities to ac-
complish a joint mission.

But cooperation does not come
for free. It requires a communi-
cation infrastructure, incentives to
cooperate, and a certain level of
trust in the behavior of the other
nodes. A solution for cooperation in
network protection should be scal-
able and is also subject to timing
requirements with regard to the de-
cision process.

Reaching joint decisions is a fur-
ther challenge in a system of mul-
tiple interconnected control loops.
Policy conflicts, and inconsistent
information may complicate the
problem. Furthermore, the protec-
tion of privacy may prevent infor-
mation sharing across networks.

A final but nonetheless critical
point is protection of the cooper-
ation system against communica-
tion failures, malicious or faulty
cooperation partners and dedicated
attacks.

In Section 4 we discuss the dif-
ferent phases of the decision cycle
at which cooperation can take place.
In Section 5 we define enablers to
achieve cooperation and show how
different cooperation strategies use
these enablers to provide solutions
for network protection.

4 Cooperation Strategies
Intrusion detection can be separ-
ated into signature- and anomaly-
based approaches. Signature-based
approaches compare the current

network traffic to a previously
stored attack pattern. Such methods
cannot cope with new, so called
“zero-day” attacks unlike anomaly
detection methods which model the
normal state of a network and de-
tect deviations from this behavior.
Statistical methods, machine learn-
ing and data mining techniques are
typically used to learn what can be
considered as normal behavior [4].

But anomalies can also origi-
nate from legitimate changes in user
behavior. Thus anomaly detection
systems often report many false pos-
itives.

Most commercial Intrusion De-
tection Systems (IDSs) such as Cisco
Guard rely on signature detection.
They provide anomaly detection
only as an advisory system to ad-
ministrators. As described below,
systems can cooperate at different
phases of the decision cycle.

4.1 Observe
In contrast to signature-based
methods, in anomaly detection it is
less clear which metrics will reflect
relevant deviation from normal-
ity. Originally designed for classical
large operator networks, most IDSs
have been realized as closed systems,
with a central management entity.

For multi domain, Peer-to-Peer,
Mobile Ad-Hoc or similar scenar-
ios, an IDS must be prepared to
operate without central coordina-
tion. For the first step of the
decision cycle, distributed measure-
ments should identify related events
across network probes.

Multi-point measurements are
essential to get a network wide view
and are also required to calculate
certain metrics such as one-way de-
lays or routes. Existing tools face
the challenges of clock synchroniza-
tion, and accurate correlation of
packet events at different observa-
tion points (e. g., [8–10]).

A sophisticated combination
of data selection techniques with
multi-point measurements ensures
that the same packet is selected at
different points. Hash-based selec-
tion techniques are proposed in [9]
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and [11] that aim at an emulation of
random sampling.

4.2 Orient
The second step is to create a situ-
ational view, which provides the
information needed to achieve the
systems objectives. Cooperation can
provide additional data and enable
joint analysis.

4.2.1 Sharing Information
Various information sharing strate-
gies help to improve a nodes situ-
ation awareness and thus support
the decision process. In [13] a sys-
tem is proposed where neighboring
nodes may be searched for specific
intrusion detection events. Several
context metrics, like validity and
significance of the data, or distance
of the reporting node and current
work load are computed.

In [27] an infrastructure is de-
scribed that enables the sharing
of arbitrary network information
among nodes. It also enables trig-
gering of measurements to improve
the situational view.

Context information helps to
extend the network view. This in-
cludes data from different network
layers, about the network environ-
ment such as geo location, user
behavior or external events. Infor-
mation from network services (e. g.,
DNS or AAA server) can further im-
prove defense strategies [12].

Sharing information among
network operators is a more difficult
challenge. It can help to better iden-
tify an attack, to track an attacker
faster and to isolate the source of the
attack. But privacy and secrecy con-
cerns make sharing of network data
difficult as it can reveal information
about network structure, users or
vulnerabilities to competitors or po-
tential attackers.

This problem is present at all
levels. Incidents are often not re-
ported, for fear of negative public-
ity. This is why the former IETF
working group on Extended Inci-
dent Handling (INCH) developed
the IODEF format to share informa-
tion about security incidents.

Another attempt was made
to standardize a Real-time Inter-
Network Defense (RID) protocol
to enable joint incident handling.
Some implementations for sharing
information were indeed engineered
(e. g., Automated Incident Report-
ing AirCERT [14]), but due to a lack
of supporters the INCH working
group was closed in October 2006.

SPRINT also attempted to
standardize an architecture for data
sharing among operators, yet it
failed to build an IETF working
group around this topic. The ma-
jority of operators have not yet
recognized the importance of shar-
ing incident information.

4.2.2 Distributed Analysis
Delegating analysis tasks facilitates
utilization of free resources, either
centrally controlled or decentralized
and means that data analysis tasks
may be shared between entities. Fur-
thermore, suspicious patterns can
be forwarded to dedicated analysis
components for further inspection.
Commercial IDS, such as the Cisco
Anomaly Detector, are a first step
towards specialization of network
components in a domain. In their
systems, anomalous traffic detected
by the Anomaly Detector in the
network is forwarded to a more
specialized DDoS Mitigation com-
ponent, the Cisco Guard [29].

4.3 Decide
In conventional IDS, a central in-
stance decides whether an incident
has occurred. In the decentral case
any node that locally detects an in-
trusion or anomaly with a strong
evidence can trigger a response. If
evidence is weak, communication
with neighbor nodes may be re-
quired for broader investigation [5].

An important aspect of such
joint decision-making is timely ac-
cess to the required information.
Decision-making algorithms need
fallback solutions for cases where the
required information is not avail-
able at the time when a decision
is needed. Participation of multiple
nodes in the decision-making pro-

cess increases interdependencies and
makes the process more complex.

4.3.1 Election of a Leader
The cooperative decision problem
may be reduced to the central-
ized case. For ad hoc networks the
authors of [6] propose to combine
clustering with a periodic leader
re-election in each cluster. The ac-
tual monitoring is performed by
cluster members which propagate
prefiltered monitoring results to the
leader for analysis. If the cluster
leader detects an intrusion it can co-
ordinate the response.

4.3.2 Voting
A less centralized approach is of-
fered by voting systems. For the case
of sensor networks, [21] describes
a voting system that can be realized
without a priori knowledge of node
behavior. Each sensor is able to ob-
serve its neighbors’ activities and
defines majority sensor behavior as
“normal”, based on its own local
view. If one of its neighbors shows
abnormal behavior, the observing
sensor starts a voting process and
presents evidence to its neighbors.
Intruders are identified by a large
number of negative responses.

4.3.3 Emergent Behavior
To address the cooperative moni-
toring problem, the authors of [7]
study an emergent behavior based
collaborative information process-
ing strategy to address the coopera-
tive monitoring problem. Using the
model of ant colonies, the actual
monitoring results are translated
into a pheromone concentration.
Thus a path of intrusion in the sen-
sor network can be identified by its
pheromone concentration.

4.4 Act
With an approach based on cluster-
ing and leader election the actual re-
sponse to an attack can be initiated
and coordinated by the correspond-
ing cluster leader. Possible actions
initiated by the cluster leader are:
a) traffic blocking (e. g., adjustment
of filter rules) b) traffic redirection
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or c) elimination of infected systems
and services.

A different kind of response
strategies is proposed in [15]. The
presented “currency approach” is
based on the principle that service
is provided only when a client pays
for it with some form of currency.
In the DDoS example such cur-
rency is bandwidth. The speak-up
scheme is based on the assump-
tion that attackers are already using
a significant portion of their up-
load bandwidth for attacks while on
the other hand standard clients have
spare upload bandwidth. To exploit
this fact a speak-up enabled server
encourages all of its clients to speak
up (i. e., invest more of their cur-
rency bandwidth into the session).
Unlike attackers clients can follow
this request, thus good clients crowd
out the bad ones.

5 Enablers
In this section we define a set of
enablers for cooperation between
a group of actors. Starting from
considerations about the require-
ments for the underlying commu-
nication infrastructure we describe
trust, careful selection of incentives
and emergent behavior as enablers
for cooperation.

5.1 Communication
Communication is a pre-requisite
for cooperation. But it also makes
the cooperation system highly vul-
nerable. Unreliable communication
complicates cooperation. Attacks on
the communication infrastructure
can fool the cooperating parties,
hide attack activities or invoke un-
necessary counteractions that bind
system resources. Thus communica-
tion methods that facilitate network
protection have themselves to be
extremely well protected against at-
tacks.

With large scale distributed sys-
tems spanning multiple adminis-
trative domains this is a challeng-
ing task since interactions between
different domains are typically un-
trustworthy, and subject to business
and privacy concerns. However, the

required interactions may be regu-
lated via Service Level Agreements
(SLA) or protected by Virtual Pri-
vate Networks. In addition Overlay
Based Systems can operate without
regard to physical structure. Their
interaction is typically peer-based,
or centered around certified trusted
servers.

5.2 Trust
Any cooperation requires a certain
level of trust in the assumption that
the partners will act in a defined
way. In many scenarios, this as-
sumption must hold true both for
past and future actions. In [18] trust
is defined as “the subjective prob-
ability with which an agent assesses
that another agent (...) will perform
an action, both before he can moni-
tor such an action and in a context
in which it affects his own action.”
Trust can be justified by the existing
administrative or contractual setting
between actors. If those do not exist,
trust has not to be established by
the system itself. In the following we
describe different means to meas-
ure and to establish trust and how
they can be applied to distributed
anomaly detection.

5.2.1 Trust Models
The most immediate approach to
quantify the relationship of trust
that can be put into other compo-
nents comes from the definition of
trust metrics. These metrics com-
monly take the form of a probabil-
ity value, expressed in the unitless
range [0, 1]. An actor would there-
fore attempt to compute and store
a number of trust values, which rep-
resent his expectations about the
success of certain cooperations.

Note that trust in this context
is a subjective representation of the
objective, yet unknown trustworthi-
ness of the other actor [22]. It is the
objective of every actor to increase,
maintain, and correctly represent its
own trustworthiness [23].

Furthermore, trust should not
be confused with risk. As shown
in [22] the two have only a weak
correlation. The risk of an action

failing may be high or low, inde-
pendently of the trust placed in
the actor. However, the trust and
risk values, as well as the cost of
a failure are the decisive factors that
determine whether a node should
engage in cooperation, and how it
should act in response to informa-
tion transferred from other parties.

5.2.2 Trusted Thirds
At the end of the day broad trust can
be replaced by control in situations
where it is not justified. An actor
might have to validate all externally
retrieved information using his own
means. A more convenient means of
ensuring control is to disclose ne-
cessary information to a third party
who is trusted by all the involved ac-
tors. Trusted third parties however
create a hierarchical structure and
a security bottleneck, as we show be-
low.

One way of measuring the in-
herent security of a system is to
determine the size of the attack vec-
tor. The attack vector defines how
many determined attackers it takes
to compromise the system. In terms
of a third party, this size equals one.
If the trusted party decides to break
the system, it is perfectly able to do
so. Thus the system is not secure by
design, but – hopefully – by mech-
anisms said to be established “out
of band”. Requiring trust in third
parties has no computational cost.
Where incidents are rare such trust
is simple to establish. Providing ac-
tual protection is not however, and
incidents have a tendency to be dev-
astating for the system [24].

5.2.3 Distributed Security
Consequently, distributed security
mechanisms aim to establish control
by other means. Where algorithms
cannot provide perfect security by
design, it is argued that cooper-
ation with untrustworthy actors can
provide sufficient security [25]. The
prime assumption is that each group
of cooperating actors consists of
a number of benevolent and mali-
cious nodes. By algorithmically in-
creasing the requirements for the
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attack vector, secure computation
is possible within given limits. Dis-
tributed Security is therefore meas-
ured by the following metrics: the
size of the attack vector and the size
of the access vector. The latter spec-
ifies how many actors are necessary
and sufficient to perform a single
transaction.

When related to the speed
of communication between actors,
these numbers eventually yield the
number of transactions which can
be processed per unit of time. The
design of secure distributed sys-
tems aims at providing a reasonable
number of transactions each time,
while maintaining the given size of
the two control vectors. Hence, the
enabling technology for distributed
security applications is in terms
of the increased speed of commu-
nication and complex information
processing available in the Internet.
With dwindling information trans-
fer delays, higher replication rates
can be reached [26]. More actors
can provide additional control for
each single action in a system.

5.3 Incentives
In terms of a centrally adminis-
trated network, cooperation can be
enforced by operators or adminis-
trators. In systems without central
control other incentives have to
be provided for cooperation. One
assumption made by several “Incen-
tive Systems” [16] is that nodes or
people have an incentive to partici-
pate, e. g., in a cooperative anomaly
detection if the utility they derive
from cooperation is higher than
the cost of joining the system. In
asymmetric systems, wherein the set
of contributors is different from
the set of beneficiaries the situation
can be more complex. From the
viewpoint of cooperative anomaly
detection such a disparity between
contributors and beneficiaries can
occur when a set of nodes is con-
stantly monitoring network traffic
but is never attacked. The Lottery
Trees [16] incentive system covers
such cases by using the principle of
a lottery, where the lottery winner

is selected among the participating
nodes in a way that encourages con-
tributions to, and growth of the
system.

Game theory provides methods
to model and analyze situations
in which the decisions of multi-
ple actors influence each other. One
example is “Tit-for-Tat”, first intro-
duced by Anatol Rapoport.

Tit-for-Tat is an interaction
strategy where an agent will initially
cooperate, then respond in kind to
an opponent’s previous action. If
the opponent previously was coop-
erative, the agent is cooperative. If
not, neither is the agent. One of the
most compelling demonstrations of
the potential of the Tit-for-Tat ap-
proach has been the success of
BitTorrent [17]. In BitTorrent no
centralized resource allocation to
regulate file downloads is made. In-
stead each peer is responsible for
maximizing its own download rate.
To do this, a peer tries to download
from as many sources as possible. It
also decides which peers it should
cooperate with (by uploading con-
tent) and not to cooperate with
(by temporarily refusing to upload).
The “choking algorithm” used in
BitTorrent is based on a variant of
Tit-for-Tat and attempts to archive
pareto efficiency.

5.4 Emergent Behavior
“Emergent behavior” can be seen
as an orthogonal approach to the
ones mentioned above. As emergent
behavior we consider phenomena
where a group of entities inter-
act without central control and
each entity in the system behaves
according to “simple” rules (mi-
croscopic behavior) which engen-
ders “sophisticated” behavior in the
overall group (macroscopic behav-
ior). Examples of such phenomena
in biology are ant or bee colonies.

6 FOKUS Activities
As one strand of its research in
the field of Autonomic Communi-
cation, Fraunhofer FOKUS is devel-
oping a Node Collaboration System
(NCS) which serves to realize au-

tonomic communication solutions
using different cooperation strat-
egies for network protection.

Its basis is an information shar-
ing platform described in [27] and
used to establish situation awareness
for network nodes. The system al-
lows nodes to request measurement
results and network context infor-
mation from neighbors and also
allows for the invocation of new
measurements if needed.

Information can be transferred
using standard protocols like IP-
FIX [30]. The platform serves as the
foundation for a set of distributed
security applications, such as a Dis-
tributed Context-Aware Firewall
(D-CAF). To enable trusted infor-
mation sharing, in March 2008 the
EU project PRISM [32] was initiated
to investigate privacy-preserving
measurement methods.

7 Conclusions
In this paper we have discussed co-
operation strategies and the oppor-
tunities they present for strengthen-
ing network security.

We reviewed the benefits and
challenges of cooperation in the
security context and analyzed pro-
posed cooperation strategies for In-
trusion Detection Systems. We also
enumerated a set of enablers for co-
operation between network nodes.

We argue that cooperation is
a key requirement for the protec-
tion of large scale and decentralized
systems. As an integral part of auto-
nomic communication solutions we
fully expect that cooperative strat-
egies will indeed prove to be a key
component in the development of
self-protecting networks.
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