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Abstract: The SIDH and CSIDH are now the two most well-known post-quantum key exchange protocols
from the supersingular isogeny-based cryptography, which have attracted much attention in recent years
and served as the building blocks of other supersingular isogeny-based cryptographic schemes. The famous
SIKE is a post-quantum key encapsulation mechanism (KEM) constructed on the SIDH, motivated by which,
this article presents a new post-quantum KEM-based on the CSIDH, which is thereby named as CSIKE. The
presented CSIKE has much higher computation efficiency in the decapsulation part by involving an addi-
tional tag in the encapsulation results. The new CSIKE is formally proved to be IND-CCA secure under the
standard isogeny-based quantum resistant security assumption. Moreover, by comparing the new CSIKE
with the only two existing CSIDH-based KEM schemes, i.e., CSIDH-PSEC-KEM and CSIDH-ECIES-KEM, it can
be easily found that the new CSIKE has a slightly longer encapsulation size than CSIDH-PSEC-KEM and
CSIDH-ECIES-KEM, but (i) it beats the CSIDH-PSEC-KEM by the improvement of approximately 50% in
decapsulation speed, and (ii) it has a certain advantage over the CSIDH-ECIES-KEM in security since in the
random oracle model, the security proof for CSIDH-ECIES-KEM needs to rely on the stronger CSI-GDH
assumption, while the new CSIKE just needs to rely on the basic CSI-CDH assumption.
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1 Introduction

Key encapsulation mechanism (KEM) is an asymmetric cryptographic primitive, which is typically used to
construct a hybrid public key encryption (PKE) scheme by integrating a decapsulation mechanism (DEM).
The KEM-DEM framework was first formalized by Cramer and Shoup [1], in which the KEM part is a
probabilistic algorithm used to simultaneously generate a random key and an encryption of this key,
whereas the DEM part is a deterministic algorithm used to encrypt messages with arbitrary length under
the key generated by the corresponding KEM. Up to now, many KEM schemes based on traditional crypto-
graphic hard problems have been presented including [2–4]. In practice, KEM has been widely used to
secure communications over the Internet, and the widely used TLS [5] handshake protocol has implicitly
employed KEM schemes as reported in [6] by Krawczyk et al.

In recent years, the research and development of quantum computers have made great progress, and
Google and IBM are at the forefront of the world in this regard as reported in refs [7,8]. To deal with the
challenges against traditional public key cryptosystems brought by the emerging quantum computers,
post-quantum cryptography (PQC) has gained much attention along with the development of quantum
computers, and some related significant results have been presented. Currently, the promising candidates
for PQC include the lattice, code, multivariate, hash and supersingular isogeny-based cryptography. Spe-
cifically, in terms of post-quantum KEM schemes, there are many options including the schemes in refs
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[9–12], where the SIKE [10] is the KEM instance based on supersingular isogeny. Compared with other types
of PQC, supersingular isogeny-based PQC has its obvious advantage that its key is relatively shorter for the
same security strength. To this end, this work focuses on the research of the supersingular isogeny-based
KEM with the aim to provide a secure and efficient one for option.

1.1 Related works

Historically, isogeny-based cryptography can be dated back to a talk of Couveignes in 1997 at the ENS, and
after that talk, Couveignes wrote a note titled “Hard Homogeneous Spaces” [13], which was neither pub-
lished nor posted publicly until 2006. Independent from Couveignes’s work, Rostovtsev and Stolbunov
rediscovered isogeny-based cryptography and thought this type of cryptography can resist the quantum
computer attacks, and they also posted publicly their discoveries in the literature [14] in 2006. The crypto-
graphic proposals in refs [13,14] were based on the hard problem of finding an isogeny between two given
ordinary elliptic curves, which was believed to be quantum resistant. Nevertheless, Childs et al. [15] later
presented a subexponential-time quantum algorithm, which can be used to recover the private keys in the
ordinary elliptic curve isogeny-based cryptographic schemes. Childs et al.’s subexponential-time quantum
algorithm needs to rely on the commutativity of the order denoted by � associated with the corresponding
endomorphism ring, which implies that it is not available when the associated endomorphism ring is
noncommutative. Motivated by this finding, Jao and De Feo [16] turned to use supersingular elliptic curves
to construct cryptographic scheme since the full endomorphism ring of a supersingular elliptic curve is
noncommutative, and the seminal supersingular isogeny-based Diffie–Hellman (SIDH) key exchange pro-
tocol was thereby presented. Since the SIDH [16] protocol was presented in 2011, supersingular isogeny-
based PQC has gained much attention, and many meaningful results have been then proposed. Galbraith
et al. [17] gave a full security analysis to the supersingular isogeny-based cryptography. The authors in
refs [18–21], have respectively presented their techniques for efficiently implementing the SIDH protocol.
Galbraith et al. [22] also presented identification protocols and signature schemes from supersingular
isogenies. Currently, the state-of-the-art supersingular isogeny-based PQC is the key encapsulation
mechanism SIKE [10].

On the other hand, De Feo et al. [23] revisited Couveignes–Rostovtsev–Stolbunov’s cryptographic
proposals in [13,14] based on ordinary elliptic curve isogenies and presented algorithmic improvement
techniques to accelerate the DH-type key exchange protocol in them. Although De Feo et al.’s acceleration
techniques lead to various improvements, the computation costs required to perform the cryptographic
schemes based on ordinary elliptic isogenies in practice remain discouraging. A really major improvement
to make the Couveignes–Rostovtsev–Stolbunov scheme practical was made by Castryck et al. [24] by
creatively instantiating the Couveignes–Rostovtsev–Stolbunov scheme on the supersingular elliptic curves
over a prime field �p, with the restriction to just consider the commutative �p-rational subring of the
associated endomorphism ring. As a result, they presented the well-known CSIDH (meaning commutative
supersingular isogeny-based Diffie–Hellman) key exchange protocol. Since the CSIDH [24] protocol was
presented, many research results relevant to it were raised gradually, including [25–27].

As for KEM, it can be traced back to the seminal work [28] presented by Cramer and Shoup, which is the
first really practical public key encryption scheme formally proved secure against the adaptive chosen
ciphertext attack in the standard model under the decisional Diffie–Hellman (DDH) security assumption.
Later, Cramer and Shoup formalized the notion of the KEM and its security against adaptive chosen
ciphertext attack (i.e., what is now called IND-CCA) in the literature [1], an extended version of [28] with
some results originally presented in ref. [29]. Meanwhile, in ref. [1], Cramer and Shoup presented a KEM
scheme and proved it to be IND-CCA secure under the DDH assumption. Since then, using an IND-CCA
secure KEM together with a secure symmetric key encryption scheme (i.e, DEM) to construct an IND-CCA
secure hybrid public key encryption scheme became a typical method. In 2004, Kurosawa and Desmedt [2]
presented a more efficient IND-CCA secure hybrid PKE than the basic Cramer and Shoup scheme [28], which
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is an interesting hybrid PKE scheme since it has shown that the KEM does not have to be IND-CCA secure to
construct an IND-CCA secure hybrid PKE scheme. In fact, the KEM part of Kurosawa and Desmedt’s scheme
was later reported in refs [30,31] to be not IND-CCA secure. In 2007, Kiltz [3] proposed a KEM, whose security
was formally proved in the standard model under the Gap Hashed Diffie–Hellman (GHDH) assumption. Later,
Kurosawa and Le Phong [32] revisited the Kurosawa and Desmedt’s KEM scheme, i.e., the KEM part in the
hybrid PKE scheme [2], and turned it to be an IND-CCA secure KEM under the DDH assumption by using a
simple technique, i.e., involving a tag to authenticate the encapsulation ciphertext, which is also adopted in
this work. Along with the development of the KEM scheme, some of themwith reliable security assurance and
good performance have been standardized by some International Organizations to help users to implement
proper KEM schemes in practice, such as the KEM schemes standardized in ref. [4]. In addition to constructing
specific KEM schemes, some modular construction methods for KEM were also proposed, including the well-
known FO transformation [33], the REACT transformation [34] and GEM transformation [35].

However, it should be noted that the underlying building blocks for traditional KEM schemes are based
on either the discrete logarithm problem or the integer factorization problem, which are solvable on quantum
computes by using the well-known Shor quantum algorithm [36]. To this end, developing quantum resistant
KEM schemes is necessary towithstand the security threats posed by quantum computers. Currently, there are
many post-quantum KEM schemes that have been presented, such as the code-based KEM [9,11,12] and
lattice-based KEM [37,38]. This article mainly focuses on the supersingular isogeny-based post-quantum
KEM. In terms of this type of KEM, the most well-known instance is SIKE [10], which has been submitted
to the NIST’s PQC project [39] to compete for the PQC standards. Now, SIKE has been accepted as an
alternate candidate in the third round for NIST’s further evaluation [40]. In fact, SIKE is an instantiation
of the transformation ⊥U ̸ presented by Hofheinz et al. [41] in the supersingular isogeny context. Besides,
Yoneyama [42] presented two post-quantum KEM variants of the ISO/IEC standards based on the CSIDH,
named as CSIDH-PSEC-KEM and CSIDH-ECIES-KEM, respectively.

Motivated by the construction method of the famous SIKE [10] based on SIDH [16], this article presents
a new secure and efficient post-quantum KEM based on the CSIDH [24], and the resulting new post-
quantum KEM scheme is thereby named as CSIKE in this article. The newly presented CSIKE has much
higher computation efficiency in the decapsulation part by involving an additional tag in the encapsulation
part. The new post-quantum CSIKE from CSIDH is formally proved to be IND-CCA secure in the classic
random oracle model. Moreover, the new CSIKE and the relevant KEM schemes CSIDH-PSEC-KEM and
CSIDH-ECIES-KEM are compared from the theoretical viewpoint, and the comparison results show that
the computation efficiency of the new CSIKE is comparable with the CSIDH-ECIES-KEM in both the encap-
sulation and decapsulation parts, while the new CSIKE has certain security advantage over the CSIDH-
ECIES-KEM. Also, the computation efficiency of the new CSIKE is comparable with the CSIDH-PSEC-KEM in
the encapsulation part, but is nearly 50% higher than that of CSIDH-PSEC-KEM in the decapsulation part.
Therefore, the presented CSIKE in this work is a good alternative option to some extent.

1.2 Organization

Section 2 introduces some preliminaries, Section 3 presents the new post-quantum KEM scheme CSIKE from
CSIDH key exchange protocol, and Section 4 formally proves that CSIKE is IND-CCA secure. Section 5
evaluates the CSIKE by comparing it with two existing relevant KEM schemes based on CSIDH from the
theoretical viewpoint, then Section 6 concludes this article.

2 Preliminaries

First, some conventions are remarked here that throughout this article, “←R” means sampling a random
value from a set, and the symbol ∼ on a letter or string indicates a Montgomery elliptic curve defined over a
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finite�p, e.g., ∼a denotes the Montgomery elliptic curve = + +y x ax x2 3 2 , where �∈a p, “∗” denotes the class
group action, and ∣ ∣α denotes the bit length of a variable α.

2.1 CSIDH

The original article introducing the CSIDH protocol is presented in ref. [24], and readers can refer to [24] for
more details. Here, CSIDH is briefly reviewed as follows.

Setup. Let p be a large prime of the form = ℓ ℓ ⋯ ℓ −p 4 1n1 2 , where ( )ℓ = …i n1, 2, ,i are small distinct
odd primes, fix a supersingular elliptic curve = +E y x x:0

2 3 defined over the finite field�p, with�p-rational
endomorphism ring �� [ ]= π . Let ��� �( ) be the set of supersingular elliptic curves over �p with the
�p-rational endomorphism ring � , and � �( )= cl be the corresponding ideal class group.Note: g �[ ] ←R , in
the CSIDH setting, means randomly sampling a vector ( )…e e e, , , n1 2 from the range { }− …M M, , and then

setting g l l �[ ] ( )[ ]= ⋯ ∈ cle
n
e

1
n1 , where M satisfies that �( )+ ≥ #M2 1 cln and l ( )= ℓ −π, 1i . Then, the public

parameters of the original CSIDH [24] protocol consist of { }= ℓparam p E M, , ,i0 .
Key exchange session. Assumed as usual the two communication parties are Alice and Bob, then the

CSIDH key exchange session is performed as follows:
(i) Alice randomly generates a a �[ ] ←R as her private key and computes the Montgomery elliptic curve

a[ ]͠ = ∗A E0: = + +y x Ax x2 3 2 . Thus, the corresponding public key is A, and Alice sends A to Bob.
(ii) Bob randomly generates a b �[ ] ←R as his private key and computes the Montgomery elliptic curve

b[ ]͠ = ∗B E0: = + +y x Bx x2 3 2 . Thus, the corresponding public key is B, and Bob sends B to Alice.

(iii) On receiving B, Alice computes the shared secret S by a a b[ ] [ ][ ]͠ ͠= ∗ = ∗S B E0: = + +y x Sx x2 3 2 .

(iv) On receiving A, Bob computes the shared secret S by b b a[ ] [ ][ ]͠ ͠= ∗ = ∗S A E0: = + +y x Sx x2 3 2 .

Security assumption. Similar to the classic computational Diffie–Hellman (CDH) security assumption
with respect to the traditional Diffie–Hellman protocol situation, the standard CSI-CDH security assumption
from the CSIDH is described as follows.

Definition 1. (CSI-CDH assumption [42]). Given the parameters param, a[ ]͠ = ∗A E0, and b[ ]͠ = ∗B E0, the
CSI-CDH problem is to compute a b[ ][ ] ∗ E0. The CSI-CDH assumption states that the advantage for any
probabilistic polynomial time (PPT) adversary � to solve the CSI-CDH problem defined as follows:

a b� �( ) [ ( ) [ ][ ] ]= = ∗
- param A B EAdv Pr , , ,param

CSI CDH
0

which is negligible.

2.2 Key encapsulation mechanism

Generally, a KEM consists of three algorithms, i.e., the key generation algorithm, the encapsulation algo-
rithm and the decapsulation algorithm, which are typically denoted by ( )⋅KG , ( )⋅Encap and ( )⋅ ⋅Decap , ,
respectively. With the security parameter λ as input, the key generation algorithm ( )KG 1λ outputs a pub-
lic–private key pair ( )pk sk, . The encapsulation algorithm ( )pkEncap generally returns a pair ( )c K, , where
c is the encapsulation ciphertext of the secret encapsulation key K . The decapsulation algorithm

( )sk cDecap , with the private key sk and ciphertext c as its input, returns the corresponding secret key
K . The correctness of KEM ensures that ( ) =sk c KDecap , .
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2.2.1 IND-CCA security of KEM

It has been widely accepted that a secure KEM scheme should achieve the encapsulation key indistinguish-
able against the chosen-ciphertext attack (IND-CCA). Formally, the IND-CCA security of a KEM scheme is

defined by the following security experiment � ( )- λExpKEM,
IND CCA ,

� ( )− λExpKEM,
IND CCA :

( ) ( )←pk sk KG, 1λ ;

( ) ( ) ( )← ←
∗ ∗ ∗K λ K c pkEncapKeyspace ; , ;R0 1

{ }←b 0, 1R ;

� ( )( )
′ ←

≠ ∗ ∗
∗b pk c K, , ;sk c c

b
DECAP ,

if ′ =b b
return 1;

else
return 0;

where � is provided an access to the decapsulation oracle DECAP(sk, ⋅) and gains the corresponding secret
DECAP(sk, ⋅) K ← DECAP(sk, c) on input c with the restriction that � cannot query DECAP(sk, ⋅) on the target
ciphertext ∗c . Then, the advantage of an adversary � against the security of the KEM is defined as follows:

� �( ) ∣ [ ( ) ] ∣= = −
- - λExpAdv Pr 1 1

2
.KEM

IND CCA
KEM,
IND CCA

The corresponding KEM scheme is said to be IND-CCA secure if �( )-AdvKEM
IND CCA is negligible in the security

parameter λ for any PPT adversary � .

2.3 Key derivation function

A key derivation function KDF: �( ) { } ( )
→λ 0, 1 f λ is required in the newly presented CSIKE, which can

output a computational random number with variable length for any random input �( )∈u λ . Its security
is formally defined by a distinguished algorithm � as follows:

� � �� ( ) ∣ [ ( ( ( ))) ] [ ( { } ) ]∣( )
= ← = − ← =λ u λ KAdv Pr KDF 1 Pr 0, 1 1 .R R

f λKDF

A cryptographic key derivation function KDF should satisfy that � ( )λAdvKDF is negligible for any PPT dis-
tinguisher � .

3 The new post-quantum KEM: CSIKE

This section details the new post-quantum KEM scheme CSIKE. Like the now well-known SIKE, CSIKE uses
the classic hashed ElGamal public-key encryption scheme instantiated in CSIDH setting (specifically
denoted by PKEC for easy to quote in this work, and PKE ( )= KG Enc Dec, ,C is depicted in Figure 1) as
its building blocks, as done in ref. [41]. The IND-CPA security of PKEC can be formally proved under the
standard CSI-CDH security assumption with the completely analogous method to prove the classic hashed
ElGamal public-key encryption scheme under the classic CDH security assumption. Thus, its concrete proof
is omitted here, and refs. [43,44], can be referred to for the proof details.

Let { }= ℓparam p E M, , ,i0 be the same system parameters with the CSIDH [24], and λ be the system
security parameter. Also, the cryptographic functions: ( )⋅G , ( )⋅F , ( )⋅H are instantiated with the SHA-3
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derived function SHAKE256 [45] as done in SIKE [10], where it should be noted that �{ } →
∗G : 0, 1 . Mean-

while, an additional key derivation function { } { }→
∗KDF : 0, 1 0, 1 λ2 is used in the new CSIKE scheme, which

is also instantiated with SHAKE256 for simplicity. As usual, CSIKE consists of three algorithms, i.e., the key
generation algorithm ( )⋅KG , the encapsulation algorithm ( )⋅Encap and the decapsulation algorithm

( )⋅ ⋅Decap , , which are also specifically depicted in Figure 2 in addition to the following detailed descriptions.
– ( )KG 1λ : When inputting the security parameter λ, the key pair generation algorithm ( )KG 1λ randomly

generates s �[ ] ←R . It then computes the public key s [ ]= ∗ Epk 0. Also, it randomly generates { }←s 0, 1R
λ

as a part of the full secret key. Finally, KG returns the public–private key pair s( ( [ ]))= spk, sk , .
– ( )Encap pk : When inputting the public key pk to the encapsulation algorithm ( )⋅Encap , Encap randomly

generates { }←m 0, 1R
λ, which is then used along with the public key pk to compute the ephemeral secret

r[ ] ( )= G m, pk by using the ( )⋅G . Then, Encap computes the ephemeral public key r[ ]͠ = ∗R E0.

Meanwhile, the shared secret S is computed by r [ ]͠ = ∗S pk, which is then used to encrypt m by
[ ] ( )= ⊕c m F S2 . Then, the complete ciphertext is ( ( ))= ⊕c R m F S, , where [ ] =c R1 . Please note here
that until now the aforementioned encapsulation steps are similar to SIKE, while the following steps are
different from SIKE. Specifically, Encap proceeds to use the key derivation function KDF to compute the
encapsulation key ( ) ( )= =K k k m c, KDF ,s a , then computes the authentication tag ( )=τ H k c,a . Finally,
Encap returns ( )c τ, as the encapsulation results and ks as the shared secret key.

– (( ) )c τDecap , , sk : When inputting the encapsulation results ( )c τ, together with the private key sk to the
decapsulation algorithm ( )⋅ ⋅Decap , , Decap uses the partial secret key s[ ] to compute the shared secret

s[ ]͠ ͠′ = ∗S R . Then, Decap decrypts the ciphertext c to get the secret ′m by [ ] ( )′ = ⊕ ′m c F S2 . Similarly,
please note here that until now the aforementioned decapsulation steps are similar to SIKE, while the
following steps are different from SIKE. Specifically, Decap proceeds to compute ( ) ( )= = ′K k k m c, KDF ,s a
and check whether ( )=τ H k c,a holds. If not, Decap recomputes ( ) ( )= =K k k s c, KDF ,s a by using the
additional secret key s. Finally, Decap returns the shared secret key ks.

Except for the depended isogeny graphs, the other main differences of the new CSIKE from SIKE have
also been highlighted in Figure 2 using the gray background. Specifically, in the CSIKE, an additional

Figure 1: The ElGamal-type public-key encryption scheme CPKE based on CSIDH.

Figure 2: The presented supersingular isogeny-based key encapsulation mechanism CSIKE.
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authentication tag τ is also output along with the corresponding encapsulation ciphertext, which exactly
helps to avoid performing the partial re-encryption steps in the decapsulation algorithm, making the CSIKE
reduce its class group action computation by one time in the decapsulation part.

Particularly, although the method of constructing the secure and efficient post-quantum CSIKE scheme
from CSIDH in this study can also be applied in the SIDH setting, the resulting KEM scheme from SIDH will
be no longer secure due to the Galbraith et al. [17] attack on supersingular isogeny cryptosystems. This
finding was first pointed out by an anonymous reviewer, and thanks again for this anonymous reviewer.

4 Security proof

In this section, the presented CSIKE is formally proved in the random oracle model by tightly reducing its
IND-CCA security to the IND-CPA security of the underlying public-key encryption scheme PKEC, whose
IND-CPA security proof under the standard CSI-CDH security assumption can be easily obtained by refer-
ring to refs [43,44].

Theorem 1. Let � be a PPT adversary against the IND-CCA security of the new CSIKE and assume � performs
at most qD queries to the decapsulation oracle DECAP, qG, qH and qK queries to the random oracles G, H , and
KDF. Then, it holds that

PKE� 	�( ) ( ) ( )≤
+ + +

+ ⋅ + ⋅
- -

q q q λAdv 2 1
2

2 Adv 3 Adv ,G K H
λCSIKE

IND CCA KDF IND CPA
C

where λ is the system security parameter, � ( )λAdvKDF denotes the advantages of a distinguisher � against the

key derivation function KDF and PKE 	( )-Adv IND CPA
C denotes the advantages of an adversary 	 against the IND-

CPA security of the underlying public-key encryption scheme PKEC.

Proof. The proof is similar to the proof provided in ref. [41], which is proceeded by incrementally defining a
sequence of games from the original IND-CCA security gameG0 of KEM to the end gameG3. Also, denote by
G�

⇒ 1i the event that the corresponding game G ( )=i 0, 1, 2, 3i outputs 1, i.e., � correctly guesses the
random bit b in each game Gi.

Game G0: This game corresponds to the original IND-CCA security game of KEM, so according to the
definition, it holds that

G�
�( ) [ ]= ⇒ −

-Adv Pr 1 1
2

.CSIKE
IND CCA

0 (1)

GameG1: In this game, the decapsulation oracle DECAP and random oracles are simulated as usual but
with the modifications that (i) for the decapsulation oracle DECAP, the special case ( ) ( )=k k s c, KDF ,s a is
replaced with ( ) { }←k k, 0, 1s a R

λ2 ; (ii) for the random oracle ( )m cKDF , , if =m s, then abort this game. Then,
it holds that

G G� �
�∣ [ ] [ ]∣ ( )⇒ − ⇒ ≤ +λ qPr 1 Pr 1 Adv

2
.K

λ1 0
KDF (2)

Game G2: In this game, the decapsulation oracle DECAP is modified so that the secret private key is no
longer used in the decapsulation operations. To this end, the random oracle KDF is also modified accord-
ingly to cope with the modification of the DECAP oracle. Specifically, the modified DECAP oracle and random
oracles are depicted in Figure 3. Then, it can be easily seen that G2 and G1 are indistinguishable from the
view of the adversary � under the security assumption of the key derivation function if the event E1 does
not occur. Thus, according to the security assumption of the KDF and the difference lemma [46], it
holds that

G G� �
�∣ [ ] [ ]∣ ( )⇒ − ⇒ ≤ +λ qPr 1 Pr 1 Adv

2
.H

λ2 1
KDF (3)
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Game G3: In this game, the event E2 also depicted in Figure 3 is considered, and this game is imme-
diately aborted if E2 occurs. Then, according to the difference lemma, it holds that

G G E� �∣ [ ] [ ]∣ [ ]⇒ − ⇒ ≤Pr 1 Pr 1 Pr .3 2 2 (4)

In game G3, it is obvious that � has no access to the ( )=
∗ ∗ ∗K m cKDF , , which implies that

G�[ ]⇒ =Pr 1 1
2

.3 (5)

Thus, it just needs to bound E[ ]Pr 2 to complete this proof. To this end, as mentioned in ref. [41], an
adversary 
 against the transformed public-key encryption scheme PKET

C ’s one-wayness under the plain-
text checking attacks (OW-PCA), is constructed by using the eventE2 as depicted in Figure 4. It should be

noted here thatPKEC
T is transformed from the underlying public-key encryption schemePKEC by using the

specific T transformation [41], i.e., PKE T PKE[ ]= G,C C
T . Specifically, in PKEC

T, the encryption is performed
by Enc( ( ))=c pk m G m, , usingG to generate ephemeral r[ ], while in the decryption algorithm the decrypted

Dec( )′ =m sk c, is output only when the checking testEnc( ( ))′ ′ =pk m G m c, , is passed. The simulation of 


is perfect. The event E2 implies that � has queried ( )∗ ∗m c, to the random oracle KDF, so 
 can return the
correct ∗m . Thus, it obviously holds that

Figure 3: Oracle queries in games 2G and 3G for the theorem proof, where Enc is the encryption algorithm in CPKE .

Figure 4: Adversary 
 against the OW-PCA security of the public-key encryption scheme G,C C
TPKE T PKE[ ]= .
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E
PKET


[ ] ( )≤
-Pr Adv .2 OW PCA
C

(6)

Besides, according to Theorem 2 in [41], we have

PKE PKET 
 	( ) ( )≤
+

+ ⋅
- -

qAdv 2 1
2

3 Adv .G
λ

OW PCA IND CPA
C C

(7)

Then, collecting the inequalities (1)–(7), the theorem can be easily concluded. □

5 Comparison

Compared with the only existing two CSIDH-based KEM schemes CSIDH-PSEC-KEM and CSIKE-ECIES-KEM,
both presented in ref. [42], the encapsulation results in the new CSIKE involve an additional tag τ, whose
size is equal to that of the hash output. Therefore, CSIKE’s encapsulation size (∣ ∣ ∣ ∣+ +p λ τ ) is slightly longer
than that of the CSIDH-PSEC-KEM and CSIKE-ECIES-KEM whose encapsulation size are ∣ ∣ +p λ and ∣ ∣p ,
respectively. Exactly due to the involvement of this tag τ, the decapsulation algorithm avoids performing
an additional isogeny computation for validity checking, which makes the new CSIKE have much higher
computation efficiency than the CSIDH-PSEC-KEM in the decapsulation part since the isogeny computation
is the most time-consumed operation in the isogeny-based cryptography. In fact, compared with the
isogeny computation, other computation costs in these KEM schemes from CSIDH can be roughly omitted;
thus, an approximate comparison of the CSIKE with the CSIDH-PSEC-KEM and CSIKE-ECIES-KEM from
theoretical view by just considering the isogeny computation operation is summarized in Table 1. According
to Table 1, it can be easily seen that the computation efficiency of the new CSIKE is better than the CSIDH-
PSEC-KEM by improvement of approximate 50% in decapsulation part and is comparable with the CSIKE-
ECIES-KEM in both encapsulation and decapsulation parts. In addition, the security model and assumption
used to give formal security proof for these three KEM schemes are also summarized in Table 1, from which
we can see that in the random oracle model, the stronger CSI-GDH assumption is required for proving
CSIDH-ECIES-KEM, while only the basic CSI-CDH assumption is required for proving the new CSIKE. There-
fore, it can be said that the presented CSIKE has a certain advantage over CSIDH-PSEC-KEM in computation
efficiency and CSIKE-ECIES-KEM in the security aspect.

6 Conclusion

This article presents a new supersingular isogeny-based key encapsulation mechanism from the CSIDH
key exchange protocol, and thus is named as CSIKE. The IND-CCA security of the presented CSIKE is tightly
reduced in the random oracle model to the IND-CPA security of the underlying CSIDH-based hashed ElGamal
public-key encryption scheme, whose IND-CPA security can be easily formally proved. Therefore, it can be
said that this article has provided a new secure and practical post-quantum KEM scheme from CSIDH for
resisting the possible quantum computer attacks. Although the security proof in the quantum random oracle

Table 1: Comparison of the CSIKE and relevant KEM schemes from theoretical view, where isogen denotes isogeny computation

Scheme Model Assumption Encapsulation size Approximate computation costs

Encap Decap

CSIDH-PSEC-KEM [42] QROM CSI-DDH p λ∣ ∣ + 2 isogen 2 isogen

CSIDH-ECIES-KEM [42] ROM CSI-GDH p∣ ∣ 2 isogen 1 isogen
CSIKE ROM CSI-CDH p λ τ∣ ∣ ∣ ∣+ + 2 isogen 1 isogen
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for CSIKE should be provided to fully explain its quantum-resistance, which is left as a future work. Moreover,
how to efficiently implement the newly presented CSIKE is another future study work.
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