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Abstract: The notion of confusion coefficient (CC) is a property that attempts to characterize the confusion
property of cryptographic algorithms against differential power analysis. In this article, we establish a rela-
tionship between CC and the transparency order (TO) for any Boolean function and deduce some relationships
between the sum-of-squares of CC, signal-to-noise ratio, and TO. We also give a tight upper bound and a tight
lower bound on the sum-of-squares of CC for balanced s-plateaued functions. Finally, the results generalized a
lower bound on the sum-of-squares of CC of Boolean functions with the Hamming weight k.
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1 Introduction

Side-channel analysis (SCA) is a very powerful technique for block ciphers [1]. Differential power analysis
(DPA) is one of the effective methods of SCA. To improve the resistance of a block cipher to DPA, the
substitution boxes ((n, m)-functions or S-hoxes), as the most important nonlinear part of block ciphers, should
have some features reducing the information leakage. Currently, there are three important indicators
regarding the resistance of S-boxes against DPA-like attacks.

(1) Signal-to-noise ratio (SNR) following [2] was proposed by Guilley at CARDIS conference in 2004. First, they
built a complete model of information leakage based on the framework of traditional cryptographic analysis, so
that the attacker could obtain the autocorrelation value of Hamming weight of the guessed key value.

(2) In 2005, transparency order (TO) was introduced for (n, m)-functions based on single-bit DPA and the
Hamming distance model in the study by Prouff [3]. With the in-depth research of scholars’ cryptology,
Chakraborty et al. [4] refined TO with the cross-correlation function, and they found that the refined TO
has impact on the resistance of the implementation against DPA attacks.

(3) In 2012, confusion coefficient (CC) was presented when they studied the confusion property of cryptographic
algorithms in the study by Fei et al. [5]. Based on the results of the study by Fei et al. [5], Picek et al. [6] calculated the
nonlinearity of S-boxes of different sizes in 2014 and obtained the variance of CC. In the same year, Qiu et al. [7]
revised the original CC and gave a new definition of CC in order to reduce the dimension and the number of CC.

The organization of this article is as follows. In Section 2, the basic concepts and notions are presented. In
Section 3, we deduce the relationship between TO and CC. In Section 4, we derive the lower bound on the sum
of squares of CC from TO and sum of squares of Boolean functions and give the relationships between CC, SNR
and TO. We also investigate the upper bound and lower bound on the sum-of-squares of CC for a s-plateaued
function and discuss the lower bound on the sum-of-squares of CC of Boolean function with the Hamming
weight k. We end in Section 5 with conclusions.
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2 Preliminaries

Let n be a positive integer, F, be the binary finite field, F;' be the n-dimensional vector space on F, and B, be
the set of all n-dimensional Boolean functions. The support of a Boolean function f € B, is defined as
Supp(f) = {0a, X, ...,Xn) € FF|f (%, Xo, ..., Xp) = 1}. The Hamming weight of f is denoted by wt(f), that
is, wt(f) = |Supp(f)I.

For any function f € B,, the Walsh transform of f (also known as the Walsh spectrum) is defined as:

F(f+ 90 = 2 (-1,

XEF}

where @,(x) = a - x = x4 + X0y +-*+ Xyan. We denote by + the additions in F,, in F;' and in B,.

The Hamming distance between two functions f and g, denoted d(f, g) = wt(f + g). We say that an n-vari-
able Boolean function f is balanced if wt(f) = 2""1. Let f € By, the nonlinearity of f is Ny = minge,,d(f, g), and it
can be determined by:

1
Ny =21 — —max|F(f + .
r 5 aEP2n| (f+ @)l

Any f € B, can be expressed in algebraic normal form (ANF) as:

1

i€l

= & a[XI,
1€Py

fOO= o a
1Py

where Py denotes the power set of N = 1,..., n in ref. [14]. Every coordinate x;(x = (x, X, ...,X,)) appears in this
polynomial with exponents at most 1. The degree of the ANF is denoted by deg(f) and is called the algebraic
degree of the function: deg(f) = max{|I| : a; # 0}, where |I| denotes the size of I. A Boolean function is an affine
function if its algebraic degree satisfies deg(f) < 2, and the set of all affine functions is denoted by A,.

The nonlinearity of an n-variable Boolean function is less than or equal to 2*~! - 2:71, and a function is
called bent if it attains this bound.

Let f, g € By. The cross-correlation function of f and g is defined as:

Argla) = Y (-1)/W 00 g € Fy.

XEF}
If f= g, then the autocorrelation function of f at a € F;' is defined as:

A(a) = Z (~1)f O+ xra),

XEF}

The two indicators (af, Ar) are called the global avalanche characteristics of a Boolean function f € By:

oy = Z [A( @], Ar = max |Af(a)|
XEF}
Let n and m be two positive integers. The functions F = (f}, ....f;,), f; € By, be a vectorial function from F;'
to F", and the Boolean functions f, f;, ..., f;, are called the coordinate functions of F.
TO of F is defined by:

m
TO(F) = max Z ~DFBAs ()
peF =

w3 2

where

Apr(y) = Y (~D)A0OS )
J

XEF}

is the cross-correlation between f, f; (if f; = f;, we shall use the notation Ay and call it the autocorrelation of f).
If m = 1, then F = f is a Boolean function, and
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TO(f) =1- Y (1) 0 )

XEF}

1
(2" - 1) 2 '

yery

This article only focus on the case when m = 1.
The next definition gives the distribution of the Walsh spectra for a three-valued Boolean function.
Let f € B,. Then, for any a € F,

2 2 (DSTEWy = F(f+ @),

YEF}' XEF}
The SNR of f is defined by:
22n
e P (f+ @)

Let k; and k; € F;' be two keys. The CC k over (k; k;) is defined as:

SNR(f) =

Nuyik=ik)

K = K(ki, k) = Pr{(ylki) # (Ylk)] = N

where N; is the total number of values for the relevant ciphertext bits, and Nyik)=ik) 1S the number of
occurrences for which different key hypotheses k; and k; result in different ¢ values.

Carlet et al. [8] studied the intrinsic resiliency of S-boxes against SCA and further gave the concrete form of
CC for a Boolean function f € By:

1
2n+2

k(k, k*) = Y [f+ k% - ft+ kP

teF}

where t € F}' is one known plaintext, k* € F; is the correct key and k € F;' is the key.

3 Relationship between TO and CC

We first discuss the relationship between TO and CC.

Lemma 1. [9] Let f € B,. k*, k € F}!, and k + k* # 0. Then,
1 (2"-2Np)?
k(k, k*) 2 i T

Lemma 2. [10] Let f € B,. Then,
@ -7 1

0 =1"@-1n *7-1

According to Lemmas 1 and 2, we obtain Theorem 1.

Corollary 1. Let f € B, .k*, k € F}, and k + k* # 0. Then,

1 - 8x(k, k*)
< -~ 7
TO(f) <1 TR
Proof. By Lemma 1, we have
1
@ - 2Nf)2 > 1 x(k, k*)lZ””,
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and from Lemma 2, we have

e O I

<1 —
100 =<1 2@ -1 -1
2ok 1
-1 -1
R (V) O
-1

According to Corollary 1, we can find that the smaller CC of a Boolean function is, the smaller the upper
bound of TO is.

4 Some research results of sum-of-squares of CC
4.1 Bounds on the sum-of-squares of CC of one Boolean function

For the convenience, for a given k* € F}', we denoted the sum-of-squares of CC for a Boolean function by:

Kp(k*) = ) KXk, k*).

keF}

Lemma 3. [12] Let f € B,. For a given k* € F;', we have

2 - 2wt NP | o

Kf(k*) = 2n—6 - 2n+5 22n+6'

Theorem 1. Let f € B,. For a given k* € F}', we have

@" - 1DTOo(f) - 20 ar
+ .
32 22n+6

Kf(k*) > on-6 _

Proof. We know the Walsh spectrum of f(x) ata = 0 is

F(f+@p) = 2 (-DJ® =20 - 2we(f),

XEF)
D | D (-S| > max F(f + @,) - 2.
yeFZn‘ XEF} aEF}
2 | 2 (CDIWTEN | 2 FY(f+ p) - 20 = [20 - 2wet(f)]F - 2
yEF)" | XEF}!
From the definition of TO

1

TO(f)=1- ———— z z (~1)f O+ Octy)

2n(2n - 1) yers | xerp

2 - 2w (O - 2

<1
(2 - 1)
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Based on Lemma 3,

[2n = 2we(f)] = 2n+5{2n6 + - Ki(k®)|.

22n+6

Thus,
23n 4 o - 22"+6Kf(k*) — 22n+1
22n+l(2n -1
@ -Dro(NH-2" o
32 26

TO(f) <1 -

Kf(k*) > 26 4 g

According to Theorem 1, we can find that the bigger the TO and the o of a Boolean function is, the bigger
the lower bound of the Kp(k*) is.

4.2 Relationships between Ky(k*), SNR, and TO
In this section, we give the relationships between the Ky(k*), the SNR, and the TO.

Lemma 4. [12] Let f € B,. For a given k* € F}', we have

1 [2" - 2we(f)?
L SNRY( f)] - s

Ki(Ik*) = 218

Theorem 2. Let f € B,. For a given k* € F}', we have

* n- 1 (zn B 1)T0(f) n—
Ky(k*) 2 2 6[1 4 SNRZ(f)} + - - gn5,

Proof. By Lemma 4,

o one 1 2 - 2wt (f)?
Kr(k*) = 2 6[1 + SNRZ(f)] on+5 :
Clearly,
> | 2 (DI |z 2t - 2w - 21
yeFy | xF}
Therefore,
2 - 2wt(f)? - 2n
TO(f) < 1 rF -
[20 = 2wt(f)2 < 27 + 272" - 1)[1 - TO(f)].
Hence,
o 1| 2n+2v2 - D[1 - TO(f)]
Kk 2 20+ oeRecr) 2w
on- 1 _ 20+ (2" = D[2" - 2"TO(f)]
=L SNRX(f) on+s
. 1 @ -DIO(f) .,
=2 61+SNR2(f) + 55 25, O
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Based on Theorem 2, we know that the lower bound of sum-of-squares of CC is directly proportional to TO
and inversely proportional to SNR for a Boolean function; thus, these indicators cannot be the best at the
same time.

4.3 Bounds on the sum-of-squares of CC of s-plateaued function

Further, recall that f € B, is called plateaued if |[F(f + ¢,)| € {0,22"} for all u € F} for a fixed integer s
depending on f (we also then call f is s-plateaued).

Lemma 5. [13] Let f € B,, then

n

2
> -
SNR(f) 2 2= -

Lemma 6. [12] Let f € B, be a balanced Boolean function. For a given k € F;', we have

2 - @' - DTO()F

Ky(k*) > 2176 + 2%

Theorem 3. Let f € By, be a balanced s-plateaued function, we have

206(1 + 2572y < Kp(k*) < 2078(1 + 25°M).

Proof. By Lemma 4, we know that f € B, be a balanced Boolean function. For a given k € F;', we have

Kp(k*) = zn-6l1 +

1
SNR(f)
According to the condition and Lemma 5, we know that f € B, be a balanced s-plateaued function, then

Ny = on-1 _ Z"T”—l’

1
SNR*(f)

(2" - 2Np)?

22n
< 2v6(1 + 257M),

Ky(k*) = zn-ﬁll ¥

< zn‘ﬁll +

Based on Lemma 2, Lemma 6, and the condition, we have

[2" - 2" - DTO(f)

Ky(k*) 2 2076 +

on+6
2
@-m 1

. 2n—(2"—1)(1—m+ 2"—1)]
> 26 + s
- 2n—6 + zzs—n—e
- 2n—6(1 + 223—2n)_

Thus, this result is proved. |

Example 1. If s = 1(n must then be odd), or s = 2(n must then be even), we call fsemi - bent. We can make
Tables 1 and 2.
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Table 1: s = 1: the bounds on K;(k*) for balanced s-plateaued function

n Lower bound on Ky(k*) Upper bound on Ky(k*)
1 0.0625 0.0625
3 0.1328 0.1563
5 0.5020 0.5313

Table 2: s = 2: the bounds on K¢(k*) for balanced s-plateaued function

n Lower bound on Ky(k*) Upper bound on Ky(k*)
2 0.125 0.125

0.2656 0.3125
6 1.0039 1.0625

4.4 Bounds on the sum-of-squares of CC of Boolean function with the Hamming
weight k

Finally, we discuss some properties of CC of Boolean function with the hamming weight k.

k(k-1)
227-1)

Op 2 230 + 3 32 — 22¥S = 3 - 3+ 16 - K2 + 29[(2t + (K2 - K) — (271 - 2)(¢2 + )],

Lemma 7. [11] Let f € B,, wt(f) = k, andl

= t. Then,

k(k -
Theorem 4. Let f € B,. wt(f) = k and IZ((Z"—ll)) = t, then
. (@v-2k)?  3k:  k Kk®
Kf(k*)2 2 - on+5 + on+3 B g B 92n+1

k2 @t+DE2-k) @ 1-2(*+1)
2n+2 + o2n+1 - o2n+1 :

Proof. By Lemma 7, we know that:

2 - 2wt (P o

Kf(k*) =20 - on+5 92n+6
s ong_ (@M= 2k)% 2%+ 3 2m3K2 — 2213k — 32kS + 16K
22 - on+5 22n+6
N [t + (k% - k) = (21 - 2)(t* + 1)]
22n+6
s @-2%? 3k Kk KE K
= s Y T g it am
N @t+Dk*-k) @1 -2)(*+ 1) O

22n+1 22n+1

Table 3: Lower bound on Ky(k*) for balanced Boolean functions

n Lower bound on Ky(k*)
3 0.1563
4 0.2734
5 0.5196
6 1.0176
7 2.0167
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Example 2. We can deduce that Kp(k*) 2 2776 - 2773 - 276 (n 2 3) if f is the balanced Boolean function. Table
3 can be drawn.

5 Conclusion

In this article, we give the relationship between CC and TO. And we also give the relationships between sum-of-
squares of CC, TO, and SNR of Boolean function. Furthermore, we give the upper and lower bound on the sum-
of-squares of CC of s-plateaued function and the lower bound on sum-of-squares of CC of Boolean function with
the Hamming weight k. But CC and other cryptographic indicators cannot reach the best; at the same time, we
hope that these results of Boolean functions will help us to construct good S-box in the future.
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