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Abstract: Let Q be a finite set of finitary operation symbols. We initiate the study of (weakly) pseudo-free
families of computational Q-algebras in arbitrary varieties of Q-algebras. A family (H,; |d € D) of compu-
tational Q-algebras (where D C {0, 1}") is called polynomially bounded (resp., having exponential size) if
there exists a polynomial 1 such that for all d € D, the length of any representation of every h € H is at most
n(|d|) (resp., |[Hy| < 214D, First, we prove the following trichotomy: (i) if Q consists of nullary operation
symbols only, then there exists a polynomially bounded pseudo-free family; (ii) if Q = Q¢ U {w}, where Qg
consists of nullary operation symbols and the arity of w is 1, then there exist an exponential-size pseudo-free
family and a polynomially bounded weakly pseudo-free family; (iii) in all other cases, the existence of poly-
nomially bounded weakly pseudo-free families implies the existence of collision-resistant families of hash
functions. In this trichotomy, (weak) pseudo-freeness is meant in the variety of all Q-algebras. Second, as-
suming the existence of collision-resistant families of hash functions, we construct a polynomially bounded
weakly pseudo-free family and an exponential-size pseudo-free family in the variety of all m-ary groupoids,
where m is an arbitrary positive integer.
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1 Introduction

Informally, a family of computational groups is a family of groups whose elements are represented by bit
strings in such a way that equality testing, multiplication, inversion, computing the identity element, and gen-
erating random elements can be performed efficiently. Loosely speaking, a family of computational groups
is called pseudo-free if, given a random member G of the family (for a given security parameter) and random
elements g1, ...,8m € G, itis computationally hard to find a system of group equations

vilas, ..., am; X1, ..., xn) = wil@s, ..., am;x1, ..., xn), i€{l,...,s}, 6))
in the variables x4, ..., x, together with elements hq, ..., hn € G such that (1) is unsatisfiable in the free
group freely generated by a,, ..., am, but

Vi(gly---,gm;hla---,hn)=Wi(g1,---,gm;h1,---,hn)

inGforalli € {1,...,s}.If a family of computational groups satisfies this definition with the additional
requirement that n = 0 (i.e., that the equations in (1) be variable-free), then this family is said to be weakly
pseudo-free. Of course, (weak) pseudo-freeness depends heavily on the form in which system (1) is required
to be found, i.e., on the representation of such systems.

*Corresponding Author: Mikhail Anokhin: Information Security Institute, Lomonosov University, Michurinsky prosp. 1,
119192 Moscow, Russia; Email: anokhin@mccme.ru

3 Open Access. © 2020 M. Anokhin, published by De Gruyter. ‘ (cc) This work is licensed under the Creative Commons
Attribution 4.0 License


https://doi.org/10.1515/jmc-2020-0014

198 =—— M. Anokhin DE GRUYTER

The notion of pseudo-freeness (which is a variant of weak pseudo-freeness in the above sense) was intro-
duced by Hohenberger in [19, Section 4.5] (for black-box groups). Rivest gave formal definitions of a pseudo-
free family of computational groups (see [26, Definition 2], [27, Slide 17]) and a weakly pseudo-free one (see [27,
Slide 11]). Note that the definitions of (weak) pseudo-freeness in those works are based on single group equa-
tions rather than systems of group equations. For motivation of the study of pseudo-freeness, we refer the
reader to [19, 22, 26].

Let Q be a finite set of finitary operation symbols and let 2 be a variety of Q-algebras. (See Subsection 2.2
for definitions.) Then the notions of pseudo-freeness and weak pseudo-freeness can be naturally extended
to families of computational Q-algebras in the variety J. Informally, a family of computational Q-algebras is
a family of Q-algebras whose elements are represented by bit strings in such a way that equality testing, the
fundamental operations, and generating random elements can be performed efficiently. To define a (weakly)
pseudo-free family of computational Q-algebras in 2, we require that all Q-algebras in the family belong
to U and replace the free group by the U-free Q-algebra in the above definition of a (weakly) pseudo-free
family of groups. In this case, v;(ai,..., am; x1,...,xn) and w;(ay, ..., am; X1, ..., xn) in (1) are elements
of the U-free Q-algebra freely generated by a1, ..., am, X1, . .., Xn. Of course, (weakly) pseudo-free families
in different varieties are completely different objects.

1.1 Related work

Until now, researchers have considered pseudo-freeness (in various versions) only in the varieties of all
groups [1, 17-19, 26, 27], of all abelian groups [3, 9, 12-14, 18-20, 22, 26, 27], and of all elementary abelian
p-groups, where p is a prime [2]. A survey of some results concerning pseudo-freeness can be found in [11,
Chapter 1]. Here we give some examples of candidates for (weakly) pseudo-free families of computational
groups. These families are presented in the form ((G4, G4) |d € D), where D C {0, 1}", G is a group whose
every element is represented by a single bit string of length polynomial in the length of d, and G, is a prob-
ability distribution on G4 (d € D). Of course, multiplication, inversion, and computing the identity element
in G, are required to be performed efficiently when d is given. Furthermore, given (d, 1¥), one can efficiently
generate random elements of G, according to a probability distribution that is statistically 27*-close to G.
For a positive integer n, denote by Zjy the set {0, ..., n - 1} considered as a ring under addition and multi-
plication modulo n and by Zj, the group of units of Z. Also, let S, and O, be the subgroups of squares in Zy,
(i.e., {z> mod n|z € Z,}) and of elements of odd order in Zy,, respectively. We denote by U(Y) the uniform
probability distribution on a nonempty finite set Y.

Suppose N is the set of all products of two distinct primes. Rivest conjectured that the family ((Zn, U(Z)) |
n € N) is pseudo-free in the variety 2 of all abelian groups (super-strong RSA conjecture, see [26, Conjec-
ture 1], [27, Slide 18]). A natural candidate for a pseudo-free family in the variety of all groups is ((GL,(Zn),
U(GL,(Zn))) | n € N), where GL;(Zn) is the group of invertible 2 x 2 matrices over Zn (see [8]). If both p and
2p+1 are prime numbers, then p is called a Sophie Germain prime and 2p + 1 is said to be a safe prime. Let S be
the set of all products of two distinct safe primes. Micciancio [22] proved that the family ((Zn, U(Sn)) | n € S)is
pseudo-free in 2l under the strong RSA assumption for S as the set of moduli. Informally, the last assumption
is that, given a random n € S (for a given security parameter) and a uniformly random g € Zy, it is computa-
tionally hard to find an integer e > 2 together with an eth root of g in Zj,. It is easy to see that if n € S and the
prime factors of n are different from 5, then S, = On. Therefore the above result of Micciancio remains valid
if we replace Sy by Oy, in it. The same result as in [22], but with slightly different representations of group ele-
ments by bit strings and different distributions of random elements of the groups, was obtained by Jhanwar
and Barua [20]. Moreover, Catalano, Fiore, and Warinschi [9] proved that under the same assumption as in
the above result of Micciancio, the family ((Z,, U(Sx)) | n € S) satisfies an apparently stronger condition than
pseudo-freeness in 2. That condition, called adaptive pseudo-freeness, was introduced in [9].

Note that it is unknown whether the set S is infinite. Indeed, this holds if and only if there are infinitely
many Sophie Germain primes, which is a well-known unproven conjecture in number theory. Thus, the as-
sumption used in [9, 20, 22] is very strong.
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Assume that finding a nontrivial divisor of a random number in some set C of composite numbers (for
a given security parameter) is a computationally hard problem. Then Anokhin [3] proved that the family
((On, U(Qn)) | n € C)isweakly pseudo-free in 2. It is evident that this result also holds for (Zy, U(Qy)) | n € C).
Compared to the above result of Micciancio, this is a weaker statement, but it is proved under a much weaker
cryptographic assumption.

There are many constructions of cryptographic objects based on classical algebraic structures (e.g.,
groups). However, to the best of our knowledge, there are only a few works concerning both universal alge-
bra and cryptography. Probably the first such work is by Artamonov and Yashchenko [5]. In that work, the
authors introduced and studied the notion of a pk-algebra that naturally formalizes the syntax of a one-round
two-party key agreement scheme. See also the extended version [4] of [5]. Partala [25] proposed a general-
ization of the well-known Diffie—Hellman key agreement scheme based on universal algebras. Moreover, he
considered some approaches to the instantiation of the proposed scheme. Loosely speaking, that scheme
is secure if it is computationally hard to compute images under an unknown homomorphism (in a certain
setting). See also [23] (a preliminary version of [25]) and the thesis [24].

1.2 Organization of the paper and our contributions

In this paper, we initiate the study of (weakly) pseudo-free families of computational Q-algebras in arbitrary
varieties of Q-algebras. We hope that the study of these families will open up new opportunities in mathemat-
ical cryptography.

The rest of the paper is organized as follows. Section 2 contains notation, basic definitions, and general
results used in the paper. In Section 3, we formally define and discuss (weakly) pseudo-free families of com-
putational Q-algebras and related notions. In particular, the results of Subsections 3.4-3.5 can be considered
as tools for constructing (weakly) pseudo-free families of computational Q-algebras.

Let O denote the variety of all Q-algebras. In Section 4, we study the following question: When poly-
nomially bounded (weakly) pseudo-free families in O exist unconditionally? A family H = (H,; |d € D) of
computational Q-algebras (where D C {0, 1}") is called polynomially bounded if there exists a polynomial
n such that the length of any representation of every h € H, is at most (|d|) for all d € D. (See also Defini-
tion 3.3.) Furthermore, the family H is said to have exponential size if there exists a polynomial 1 such that
|Hy| < 214D forall d € D. (See Definition 3.2.) It should be noted that a (weakly) pseudo-free family can have
applications in cryptography only if it is polynomially bounded or at least has exponential size. (Weakly)
pseudo-free families that do not have exponential size per se are of little interest; they can be constructed
unconditionally (see Subsection 3.4). Loosely speaking, the main results of Section 4 can be summarized as
follows:

(i) If Q consists of nullary operation symbols only, then there exists a polynomially bounded pseudo-free

family in ©O.

(ii) Assume that Q = Q¢ U {w}, where Qq consists of nullary operation symbols and the arity of w is 1.
Then there exist an exponential-size pseudo-free family and a polynomially bounded weakly pseudo-
free family (both in O).

(iii) In all other cases, the existence of polynomially bounded weakly pseudo-free families in © implies the
existence of collision-resistant families of hash functions. Thus, in these cases, such weakly pseudo-
free families cannot be constructed unconditionally.

Moreover, the (weakly) pseudo-free families in results (i)—(ii) have unique representations of elements, i.e.,
each element of any Q-algebra in these families is represented by a single bit string. (See Definition 3.4.) This
property seems to be useful in applications. For precise statements of these results, see Subsection 4.3 and
references therein.

In Section 5, we consider the case where Q consists of a single operation symbol of arbitrary arity m = 1.
In this case, Q-algebras are called m-ary groupoids. Assuming the existence of collision-resistant families
of hash functions, we construct a polynomially bounded weakly pseudo-free family and an exponential-size
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pseudo-free family in the variety of all m-ary groupoids. Moreover, the first family has unique representa-
tions of elements. Combining this with the results of Section 4, we obtain that for arbitrary m = 2, polynomi-
ally bounded weakly pseudo-free families in the variety of all m-ary groupoids exist if and only if collision-
resistant families of hash functions exist. The same holds if the weakly pseudo-free families are additionally
required to have unique representations of elements. These results are stated loosely here; for precise state-
ments, we refer the reader to Subsections 5.1-5.2.

Finally, Section 6 concludes and suggests some directions for future research.

2 Preliminaries

2.1 General preliminaries

In this paper, N denotes the set of all nonnegative integers. Let n € N. Fora set Y, we denote by Y" the set of all
(ordered) n-tuples of elements from Y. The operation of disjoint union is denoted by LI. We consider elements
of {0, 1}" as bit strings of length n. Furthermore, let {0, 1}*" = | |I',{0,1} and {0, 1}" = | |,{0, 1}'. If
u,v € {0,1}", then we denote by |u| the length of u and by uv the concatenation of u and v. The unary
representation of n, i.e., the string of n ones, is denoted by 1". Similarly, 0" denotes the string of n zeros.

Let I be a set. Suppose each i € I is assigned an object g;. Then we denote by (g; | i € I) the family of all
such objects and by {q; | i € I} the set of all elements of this family.

When necessary, we assume that all “finite” objects (e.g., integers, tuples of integers, tuples of tuples of
integers) are represented by bit strings in some natural way. Sometimes we identify such objects with their
representations. Unless otherwise specified, integers are represented by their binary expansions.

Suppose ¢ is a function. We denote by dom ¢ the domain of ¢. Also, we use the same notation for ¢p and
for the function (y1, ..., yn) — (@(y1), ..., P(yn)), where n € Nand (y1, ..., yn) € (dom ¢)".

Let p be a function from a subset of {0, 1}* onto a set S and let s € S. Then, unless otherwise specified,
[s]p denotes an arbitrary preimage of s under p. A similar notation was used by Boneh and Lipton in [6] and
by Hohenberger in [19]. In general, [s], denotes many strings in {0, 1} unless p is one-to-one. We use any of
these strings as a representation of s for computational purposes.

For convenience, we say that a function 7: N — N\ {0} is a polynomial if there exist c € N\ {0} and
d € Nsuch that 7z(n) = cn? forany n € N\ {0} (71(0) can be an arbitrary positive integer). Of course, every
polynomial growth function from N to Ry = {r € R|r = 0} can be upper bounded by a polynomial in this
sense. Therefore this restricted notion of a polynomial is sufficient for our purposes.

2.2 Algebraic preliminaries

In this subsection, we recall the basic definitions and simple facts from universal algebra. For a detailed
introduction to this subject, the reader is referred to standard books, e.g., [10], [7], or [28].

Throughout the paper, Q denotes a set of finitary operation symbols. Each w € Q is assigned a non-
negative integer called the arity of w and denoted by ar w. An Q-algebra is a set H called the carrier (or the
underlying set) together with a family (w: H** — H|w ¢ Q) of finitary operations on H called the funda-
mental operations. For simplicity of notation, the fundamental operation @ associated with a symbol w € Q
will be denoted by w. Furthermore, we denote an Q-algebra and its carrier by the same symbol.

Let H be an Q-algebra. A set G C H is called a subalgebra of H if it is closed under the fundamental
operations of H. If S is a system of elements of H, then we denote by (S) the subalgebra of H generated by S,
i.e., the smallest subalgebra of H containing S.

An equivalence relation 6 on H is said to be a congruence (on H) if

(hl, hll), ceey (harw, h;ra}) 6 0 == (a)(hl, ey hara)), a)(hll, ceey hér(‘))) 6 9
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forany w € Qand hy, h),..., harw, harw € H. Suppose 6 is a congruence on H. For arbitrary h € H, we
denote by h/6 the equivalence class of h under 6. Moreover, let H/8 = {h/6|h € H}. Then H/6 is an Q-
algebra whose fundamental operations are well defined as follows:

w(h/0,..., harw/0) = w(hy,..., harw)/0, @€ Q, hy,...,harw € H.

This Q-algebra is called the quotient algebra of H by 6. Also, let 87 = {(h,h’) ¢ 6|h # h'}.1fp: Y — H, then
p/0 denotes the function y — p(y)/0, wherey € Y.

A homomorphism of H to an Q-algebra L is a function ¢: H — L such that for every w € Q and

hl,...,harw € H,

¢(w(h13 covsharw)) = w(¢(h1)a oo, O(har ).
If a homomorphism of H onto L is one-to-one, then it is called an isomorphism. Let ¢: H — L be a homo-
morphism. Then its kernel is defined as {(h, i) € H? | ¢(h) = ¢(h’)}. It is evident that the kernel of ¢ is a
congruence on H. For example, if 6 is a congruence on H, then h — h/0 (where h ¢ H) is a homomorphism
of H onto H/6 (called the natural homomorphism) with kernel 6.

An Q-algebra with only one element is said to be trivial. It is obvious that all trivial Q-algebras are iso-
morphic.

If Q = {w}, where arw = m = 1, then Q-algebras are called m-ary groupoids (or m-groupoids). When
m = 2, these Q-algebras are called simply groupoids. Note that some authors consider m-ary groupoids only
form = 2.

Put Qp = {w € Q| arw = 0}. We note that if Qp = (), then an Q-algebra can be empty. Whenever w € Qy,
it is common to write w instead of w().

Let Z be a set of objects called variables. We always assume that any variable is not in Q. The set Tm(Z)
of all Q-terms (or simply terms) over Z is defined as the smallest set such that Qo L Z C Tm(Z) and if w €
Q\Qpandvy,...,vVaw € Tm(Z), then the formal expression w(vy, ..., Varw) is in Tm(Z). The Q-terms can
be considered as strings over the alphabet consisting of all symbols from Q LI Z, parentheses, and comma. Of
course, Tm(Z) is an Q-algebra under the natural fundamental operations. This Q-algebra is called the Q-term
algebra over Z.

Suppose v € Tm(Z). Then the set subt(v) of subterms of the term v is defined inductively as follows:

v ifveQoUZ,
subt(v) = ¢ {v} UL subt(vy) ifv=wvi,...,vaw), 0 € 2\ Q,
andvq,...,Varw € Tm(2).

Let the string P(v) over Q U Z be obtained from the term v by removing all parentheses and commas.
The string P(v) is known as the term v written in Polish notation. It is well known that the function v — P(v)
(v € Tm(Z)) is one-to-one. Moreover, if the arities of operation symbols occurring in v are known, then v can
be easily recovered from P(v). See [10, Chapter III, Section 2] for details, although in that book reverse Polish
notation is used.

Consider the casewhere Z = {z1, z;, ... }, Wherezy, z;, ... aredistinct. Assumethatv € Tm({z1,...,2Zm})
for some m € N. Furthermore, let hy, ..., hm € H. Then the element v(hy, ..., hm) € H is defined inductively
in the natural way. It is easy to see that {v(hy, ..., hm) |V € Tm({z1, ..., 2m})} = (A1, ..., hm).

An identity (or a law) over Q is a closed first-order formula of the formVz, ..., zm (v = w), wherev, w ¢
Tm({z1,...,2zm}) (m € N). A class U of Q-algebras is said to be a variety if it can be defined by a set T
of identities. This means that for any Q-algebra G, G € U if and only if G satisfies all identities in 7. By
the famous Birkhoff variety theorem (see, e.g., [10, Chapter IV, Theorem 3.1], [7, Chapter II, Theorem 11.9],
or [28, Subsection 3.2.3, Theorem 21]), a class of Q-algebras is a variety if and only if it is closed under taking
subalgebras, homomorphic images, and direct products. Note that if a class of Q-algebras is closed under
taking direct products, then it contains a trivial Q-algebra as the direct product of the empty family of Q-
algebras. Recall that if (H;|i € I) is a family of Q-algebras, then the fundamental operations of the direct
product of this family are defined as follows:

w((hl,i | ie I)y R (harw,i | ie I)) = (w(hl,i’ ey harw,i) | ie I)y
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wherew € Qand hy i, ..., har g, € Hi (i € ).

The variety consisting of all Q-algebras with at most one element is said to be trivial; all other varieties
of Q-algebras are called nontrivial. The trivial variety is defined by the identity V z1, z> (z1 = z). When Qg =
(0, the trivial variety contains not only trivial Q-algebras, but also the empty Q-algebra. If ¢ is a class of Q-
algebras, then the variety generated by € is the smallest variety of Q-algebras containing ¢. This variety is
defined by the set of all identities holding in all Q-algebras in €.

Let U be a variety of Q-algebras. Then an Q-algebra F € U is said to be U-free if it has a generating
system (f; | i € I) such that for every system of elements (g; |i € I) of any Q-algebra G € U there exists a
homomorphism a: F — G satisfying a(f;) = g; for all i € I (evidently, this homomorphism a is unique). Any
generating system (f; | i € I) with this property is called free and the Q-algebra F is said to be freely generated
by every such system. It is well known (see, e.g., [10, Chapter IV, Corollary 3.3], [7, Chapter II, Definition 10.9
and Theorem 10.10], or [28, Subsection 3.2.3, Theorem 16]) that for any set I there exists a unique U-free Q-
algebra (up to isomorphism) with a free generating system indexed by I. It is easy to see that if 2 is nontrivial,
then for each free generating system (f; | i € I) of a 2U-free Q-algebra, f; are distinct. In this case, one can
consider free generating systems as sets.

We denote by Feo,o () the U-free Q-algebra freely generated by a4, a-, ..., x1, X2, .... Of course, if U
is nontrivial, then the elements of this free generating system are assumed to be distinct. Furthermore, sup-
pose m,n € Nand let Feo(U) = (a1, az,...), Fmn(0) = (a1,...,am, X1, ..., Xn), and Fn(YV) = Fp o(V) =
(ai, ..., am). For elements of Fi, n(2), we use the notation v(ay, ..., am; x1, ..., Xn) = v(a; x), where v is an
Q-term. It is well known that a; and x; can be considered as variables taking values in arbitrary Q-algebra
G € 0. That is, for any v(a; x) € Fm,n(0), g1,...,8m € G,and hq, ..., hy € G (separated from g1, ..., gm),
the element v(g1,...,8m;h1,..., hn) € G is well defined as a(v(a; x)), where a is the unique homomor-
phism of Fm,n(Y) to G such that a(a;) = g; and a(x;) = h; foreachi € {1,...,m}andj € {1,...,n}. If
g=(g1,...,8m)and h = (hq, ..., hy), then we sometimes write v(g; h) instead of v(g1, ..., gm; h1,..., hn).
Whenever n = 0, we omit the semicolon in the above notation (e.g., v(a) = v(a; ) for any v(a;) € Foo(0)).

Denote by O the variety of all Q-algebras. We write Foo,co, Foo, Fm,n, and Fp instead of Feo 00(£), Foo(),
Fm,n(9), and Fin (D), respectively. These Q-algebras are the Q-term algebras over the respective sets of vari-
ables.

2.3 Probabilistic preliminaries

Let Y be a probability distribution on a finite or countably infinite sample space Y. Then we denote by supp Y
the support of Y, i.e., the set {y € Y| Pry{y} # O}. In many cases, one can consider Y as a distribution
on supp Y. Suppose a is a function from Y to a finite or countably infinite set Z. Then the image of Y under
a, which is a probability distribution on Z, is denoted by a(Y). This distribution is defined by Pr,«y,{z} =
Pry a '(z) foreachz € Z.

We use the notation yy,...,V¥n ~ Y to indicate that yq,..., yn (denoted by upright bold letters) are
independent random variables distributed according to Y. We assume that these random variables are inde-
pendent of all other random variables defined in such a way. Furthermore, all occurrences of an upright bold
letter (possibly indexed or primed) in a probabilistic statement refer to the same (unique) random variable.
Of course, all random variables in a probabilistic statement are assumed to be defined on the same sample
space. Other specifics of random variables do not matter for us. Note that the probability distribution Y in
this notation can be random. For example, suppose (Y; | i € I) is a probability ensemble consisting of distri-
butions on the set Y, where the set I is finite or countably infinite. Moreover, let J be a probability distribution
onI. Theni ~ Jandy ~ Y; mean that the joint distribution of the random variables i and y is given by
Pr[i=1i, y =yl =Pry{i} Pry,{y} foreachi e Iandy € Y.

The notation y1, ..., yn < Y indicates that yy, ..., yn (denoted by upright medium-weight letters) are
fixed elements of the set Y chosen independently at random according to the distribution Y.

For any n € N, we denote by Y" the distribution of (y1, ..., Vn), whereyy, ..., Vn ~ Y. Furthermore, if Z
is a nonempty finite set, then U(Z) denotes the uniform probability distribution on Z.
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The collision probability CP(Y) of the probability distribution Y is defined by

CP(Y) = > (Pry{y})? = Prly = ¥'],

yey

wherey, y' ~ Y. The next lemma is well known.

Lemma 2.1. Let Z be a finite set and let Z be a probability distribution on Z. Then CP(Z) = 1/|Z|. Furthermore,
CP(Z) = 1/|Z] if and only if Z = U(Z).

Proof. Itis easy to see that

PR -+ =3 (Prz{z} - 1)2 .
IZ| 1Z|

zeZ
The lemma follows immediately from this. O

2.4 Cryptographic preliminaries

LetY = (Y;|i € I) be a probability ensemble consisting of distributions on {0, 1}, where I C {0, 1}".ThenYis
called polynomial-time samplable (or polynomial-time constructible) if there exists a probabilistic polynomial-
time algorithm A such that for every i € I the distribution of A(i) coincides with Y;. It is easy to see that if Y
is polynomial-time samplable, then there exists a polynomial 7 satisfying supp Y; C {0, 1}5"(“‘) foranyi € I.
Furthermore, let Z = (Z; | j € J) be a probability ensemble consisting of distributions on {0, 1}*, where J C N.
Unless otherwise specified, when we speak of polynomial-time samplability of Z, we assume that the indices
are represented in binary. If, however, these indices are represented in unary, then we specify this explicitly.
Thus, the ensemble Z is called polynomial-time samplable when the indices are represented in unary if there
exists a probabilistic polynomial-time algorithm B such that for every j € J the distribution of B(1/) coincides

Suppose K is an infinite subset of N, D is a subset of {0,1}", and D = (D, |k € K) is a probability
ensemble consisting of distributions on D. We always assume that D is polynomial-time samplable when the
indices are represented in unary. Furthermore, put 1X = {1%| k € K}. This notation is used throughout the
paper.

A function v: K — R; is called negligible if for every polynomial 7 there exists a nonnegative integer n
such that v(k) < 1/7(k) whenever k € K and k > n. Of course, if ¢, v: K — R, vis negligible, and e(k) < v(k)
for all sufficiently large k € K, then ¢ is also negligible. Moreover, it is easy to see that if v,v': K — R, are
negligible and ) is a polynomial, then v(k) +v'(k) and n(k)v(k) are negligible as functions of k ¢ K. We denote
by negl an unspecified negligible function on K. Any (in)equality containing negl(k) is meant to hold for all
ke K.

Definition 2.2 (polynomial parameter; see also [21, Preliminaries]). A function é: D — Nis called a polyno-
mial parameter on D if the function d — 15@ (d € D) is polynomial-time computable. It is easy to see that
the function ¢ is a polynomial parameter on D if and only if it is polynomial-time computable and there ex-
ists a polynomial 7 satisfying é(d) < ni(|d|) forall d € D. A function n: I — N, where I C N, is said to be a
polynomial parameter on I if the function 1% — n(i) (i € I is a polynomial parameter on the set {1i |iel}in
the above sense, i.e., the function 1! 110 (i € I) is polynomial-time computable.

To avoid confusion, we always specify the domain of a polynomial parameter. Note that the restriction of any
polynomial to a set I C N is a polynomial parameter on I.

Definition 2.3 (family of hash functions). Assume that D = | |, Di. For each d € D, define k(d) to be the
unique k € K such that d € D;. Suppose the following two conditions hold:

— There exists a polynomial 7 such that () # D} C {0, 1}“’(") for any k € K.
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— The function x: D — K defined above is a polynomial parameter on D.

Furthermore, let ¢ and 1 be polynomial parameters on K. Then a family (¢p,4: {0, 1}5®@) _ {0, 1}1(@) | g ¢
D) of functions is said to be a family of hash functions if this family is polynomial-time computable (i.e., the
function (d, y) — ¢4(y), whered € Dand y € {0, 1}5("(‘1)), is polynomial-time computable) and &(k) > n(k)
forall k € K.

In what follows, we use the assumptions and notation of Definition 2.3 when speaking of families of hash
functions. In this case, we also assume that for every k € K, D, is a probability distribution on D;.
Recall that a collision for a function ¢ is a pair (y, z) € (dom ¢)? such that y # z and ¢(y) = ¢(z).

Definition 2.4 (collision-resistant family of hash functions). A family (¢p4: {0, 1}5®@) _ {0, 1}10@) | g ¢
D) of hash functions is called collision-resistant (or collision-intractable) with respect to D if for any proba-
bilistic polynomial-time algorithm A, Pr[A(d) is a collision for ¢4] = negl(k), where d ~ D.

Note that the algorithm A in Definition 2.4 can compute 1¥ as 1@,

We use the term “collision-resistant family of hash functions” instead of the more common term “family
of collision-resistant hash functions” because collision resistance is a property of the whole family of hash
functions rather than of its individual members.

Remark 2.5. Let (¢4: {0, 1}5@ _, (0,131 | g ¢ D) be a family of hash functions. Assume that this
family is collision-resistant with respect to D. Suppose A is a probabilistic polynomial-time algorithm that on
input d € D chooses v,y « U({0, 1}**@) and outputs (y,y'). Let k € K, d ~ Dy, and y, ¥’ ~ U{0, 1}¢1),
Then

negl(k) = Pr[A(d) is a collision for ¢4l = Pr[¢p4(y) = pq(y')] - Prly = ¥']

1 1 o1 1 W
T on() 2800 T oonl)  pnlo+l T2

(see Lemma 2.1) and hence 2710 = negl(k).

The next lemma is well known and can be proved using a variant of the Merkle-Damgard construction (see,
e.g., [16, Subsubsection 6.2.3.2]). For completeness, we give a short proof of this lemma.

Lemma 2.6. Let (¢g: {0,1}°* D —, (0,131 |4 ¢ D) be a family of hash functions that is collision-
resistant with respect to D. Suppose &' is a polynomial parameter on K satisfying ¢'(k) > n(k) for all k € K.
Then there exists a family (¢);: {0, 186Dy 0 131D | g ¢ D) of hash functions that is collision-resistant
with respect to D.

Proof. For each k € K, put B(k) = [£'(k)/(£(k) — n(k))] and 8(k) = B(k)(é(k) — n(k)) — &' (k). Then B and § are
polynomial parameters on K.

Letd € D, k = k(d), and y € {0, 1}¥'®. Express yo®® as y; . .. Yy, Where y1, ..., yp € {0, 1340710,
Define ~;(y) € {0, 1}'7(") inductively as follows:

101 = 0" 5() = payiria () fori € {1,..., B}

Then we put ¢/;(y) = VB (). Itis evident that (¢, | d € D) is a family of hash functions.

Suppose (y, z) is a collision for ¢/;. Let yodl -y L. Yp(o and 20000 = 2, . -Zg(x)» Where y;, z; €
{0,101 for all i € {1,...,B(k)}. Since yoo® + 205 there exists an i € {1,...,B(k)} such that
Vivi-1(¥) # zivi-1(2). Choose the largest such i. Then it is easy to see that (y;7i_1(¥), zivi-1(2)) is a collision for
¢ 4. This implies that the family (¢/; | d € D) is collision-resistant with respect to D. O
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3 (Weakly) pseudo-free families of computational 2-algebras:
Definitions and properties

From now on, we assume that Q is finite and that algorithms can work with its elements. Let H = (Hy, pg, Ryq) | d €
D) be a family of triples, where Hy is an Q-algebra, p, is a function from a subset of {0, 1} onto H,4, and R4

is a probability distribution on dom p, for any d € D.If H; C {0, 1}" and py is the identity function on Hy,
then we denote this function simply by id because its domain is clear.

3.1 Families of computational 2-algebras

Definition 3.1 (family of computational Q-algebras). The family H is called a family of computational Q-
algebras if the following conditions hold:

(i) There exists a deterministic polynomial-time algorithm that, given d € D and [g]p,, [h]p, (forany g, h €
H,), decides whether g = h.
(ii) For every w € Q there exists a deterministic polynomial-time algorithm that, given d € D and
[A1lpys - -5 [harwlp, (Where Ry, ..., harw € Hy), computes [w(hy, ..., harw)lp,-
(iii) The probability ensemble (R,|d € D) is polynomial-time samplable.

Definition 3.2 (family having exponential size). The family H is said to have exponential size if there exists a
polynomial 1 such that [Hy| < 274D for all d € D.

Of course, exponential size is a property of the family (H, | d € D), but it is convenient to define this property
for families of the form ((Hg, pg, R4) | d € D).

Definition 3.3 (polynomially bounded family). We say that the family H is polynomially bounded if there ex-
ists a polynomial n such that dom p,; C {0, 1}<1U4D forall d € D.

It is obvious that if H is polynomially bounded, then H has exponential size.

Definition 3.4 (family having unique representations of elements). The family H is said to have unique rep-
resentations of elements if the function p is one-to-one for each d € D.

Remark 3.5. Suppose H has unique representations of elements. Then we can assume that for every d € D,
H, C {0, 1} and the unique representation of each element h € Hy is h itself. In other words, we consider
the family ((dom pg,, id, R;) | d € D) instead of H. Here dom p, denotes the unique Q-algebra such that p,; is
an isomorphism of this Q-algebra onto H, (d € D).

3.2 (Weakly) pseudo-free families of computational Q-algebras

Throughout the paper, we denote by U a variety of Q-algebras and by ¢ a function from a subset of {0, 1}"
onto Feo,00 (). Also, suppose s € N\ {0}, H € %, p is a function from a subset of {0, 1}* ontoH,and g € H™,
where m € N\ {0}. Then we denote by 2s(H, U, g, p, g) the set of all tuples

((Iv1lo, Wile), - - . 5 (Ivslos [Wsla), ([hl]p, cees [hn]p))

such that the following conditions hold:

- neN,v,w; € Fpn(P)forallie {1,...,s},and hj € Hforallj € {1,...,n};
— the system of equations
vila; x) = wi(a;x), ie{l,...,s},
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in the variables x4, . .., xn is unsatisfiable in Fr;(0) (or, equivalently, in Fe (0));
— vi(g; h) = wi(g; h)in H foreachi € {1,...,s}, where h = (hq, ..., hn).

Furthermore, let X5(H, 2, 0, g) be the set of all tuples (([v1]s, [W1lo), . . . , ([Vsls, [Wslo)) such that

- Vi, Wi € F(0) foralli e {1,...,s},
- vj # w;forsomejc {1,...,s},and
- vi(g) =w;(g)in H foreachi € {1,...,s}.

Note that in the above definitions of Zs(. .. ) and Z5(. . . ), [vile, [Wilo (i € {1,...,s}),and hilpGe{1,...,n})
denote all preimages rather than arbitrarily chosen ones.

It is evident that (p1, ..., ps) € Zs(H, D, 0, g) if and only if (p1, ..., ps, ) € Zs(H, T, 0, p, g) (the last
condition does not depend on p). Of course, () denotes the empty tuple. Thus, Z5(H, U, 0, g) is obtained from
2s(H,*0, 0, p, g) by imposing the restriction n = 0 and removing the last element () of the tuples. Elements
of X (H, 0, 0, g) will be written as ([v]s, [w]s) instead of (([v]s, [W]s)). Moreover, let

2(H,0,0,p,8) = | |Zs(H,0,0,p,8) and Z'(H,D,0,8)=| |%(H,T,0,8).

s=1 s=1

We say that the family H = ((Hg, pg, Rg)|d € D) isin U if H; € U for all d € D. In this subsection, we
assume that H is a family of computational Q-algebras in 5.

Definition 3.6 (pseudo-free family). The family H is called pseudo-free in 20 with respect to D and o if for any
polynomial 77 and any probabilistic polynomial-time algorithm A,

Pr{A(1%,d, 1) € 2(Hq, T, 0, pa, pa(®))] = negl(k),
whered ~ Dy and r ~ Rg(k).

Remark 3.7. If 9 is trivial, then X(H, %, 0, p, g) = () for any H € 2, any function p from a subset of {0, 1}
onto H, and any g € H™, where m € N\ {0}. Therefore, in this case the considered family H of computational
Q-algebras is always pseudo-free in ¥ with respect to D and o.

The condition of the next definition is obtained from the condition of Definition 3.6 by replacing 2(...) by
().

Definition 3.8 (weakly pseudo-free family). The family H is called weakly pseudo-free in 20 with respect to D
and o if for any polynomial /7 and any probabilistic polynomial-time algorithm A,

PrlA(1K, d, 1) € '(Hy, T, 0, pa(0)] = negl(k),
whered ~ Dy and r ~ Rg(k).

Remark 3.9. Let s € N\ {0}. Define the notion of s-pseudo-freeness (resp., weak s-pseudo-freeness) in U
with respect to D and o by replacing 2(...) by Zs(...) in Definition 3.6 (resp., '(...) by 2i(...) in Defini-
tion 3.8). We consider (weak) s-pseudo-freeness only when s is a constant. Note that in many works (see,
e.g., [19, 20, 22, 26, 27]), pseudo-freeness (resp., weak pseudo-freeness) is understood as 1-pseudo-freeness
(resp., weak 1-pseudo-freeness). It is evident that any pseudo-free (resp., weakly pseudo-free) family of com-
putational Q-algebras in 2 with respect to D and o is also s-pseudo-free (resp., weakly s-pseudo-free) in U
with respect to D and o. Rivest remarked that in the variety of all groups, 1-pseudo-freeness is equivalent to
pseudo-freeness (see [26, Subsection 5.1]). Micciancio obtained the same result for the variety of all abelian
groups (see [22, Corollary 1]). Moreover, Anokhin proved that in the variety of all elementary abelian p-groups,
where p is an arbitrary prime, any weakly 1-pseudo-free family of computational groups is pseudo-free (see [2,
Theorem 3.7]). Note that these results hold only under certain additional conditions.
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Suppose H ¢ U and g ¢ H™, where m € N\ {0}. It is easy to see that if (r{,...,r) € 2'(H,0, 0, 8)
(where t € N\ {0} and r; € (dom0)? foralli € {1,...,t})andj~ U({1,..., 2/1982{1}), then
. / 1 1
Prlj e {1,...,t}, ;€ 21(H, D, 0,9)] = STos ] e
Hence weak 1-pseudo-freeness in 0 with respect to D and o is equivalent to weak pseudo-freeness in 2J with
respect to D and o.

It is obvious that if H is pseudo-free (resp., s-pseudo-free) in U with respect to D and o, then H is weakly
pseudo-free (resp., weakly s-pseudo-free) in 2 with respect to D and .

We say that the algorithm A from Definition 3.6 (resp., Definition 3.8) tries to break the pseudo-freeness
(resp., weak pseudo-freeness) of the family H. The same terminology will be used for (weak) s-pseudo-
freeness.

Remark 3.10 (see also [1, Remark 3.6]). Assume that the family H is weakly 1-pseudo-free in 2J with respect
to D and o. Let D’ be a subset of D such that {H,; | d € D'} does not generate the variety 2. Then there exist
distinct elements v, w € Fn() (for some m € N\ {0}) such that v(g) = w(g) foralld € D’ and g € H}. Itis
evident that ([v]s, [Wlo) € Z1(Hy4, T, 0, g) for every d € D’ and g € HY'. This implies that Prp,, D’ = negl(k).
Thus, we see that if D" is a subset of D such that Pro, D’ is not negligible as a function of k € K (in particular, if
D' = D), then {H, | d € D’} generates the variety 2. This shows that the family H can be weakly 1-pseudo-free
(with respect to D and o) only in the variety generated by {H,; | d € D}.

Remark 3.11. Recall that H = ((Hy, pg, Ry) | d € D) is a family of computational Q-algebras in 2. For each
d € D, let S; be a subset of dom p,; such that p;(S;) = Hy and supp Ry C S,. Also, assume that for every
w € Q there exists a deterministic polynomial-time algorithm that, given d € D and [h1]p,, - . -, [Rarwlp, € Sa
(where hy, ..., harw € Hy), computes [w(hy, ..., harw)lp, € Sq. ThenH’ = (Hg, pals,» Ra) | d € D)is a family
of computational Q-algebras in 5. Moreover, if H is pseudo-free (resp., weakly pseudo-free) in U with respect
to D and o, then H’ is also pseudo-free (resp., weakly pseudo-free) in 0 with respect to D and o. For weak
pseudo-freeness, the converse also holds.

3.3 Two examples of the function o

In this subsection, we introduce two functions nat and SLP. In what follows, we will often assume that o = nat
or o = SLP.

Example 3.12 (natural representation). Denote by Teo,-. the Q-term algebra over the set {a;, a,, ..., X1, X2,
... } of distinct variables. Let v(a; x) be an arbitrary element of Feo,00(0), Where v € Teo . In general, unless
¥ = O, the term v is not uniquely determined by v(a; x). We represent v(a; x) by the term v written in Polish
notation. Moreover, we encode each variable b; by E = bbini, where b € {a,x},i € N\ {0}, and bini is
the binary representation of i without leading zeros. More formally, consider the term v as a string over the
alphabet consisting of all symbols from Q LI {b; | b € {a, x}, i € N\ {0}}, parentheses, and comma. Let v be
obtained from v by removing all parentheses and commas and replacing all occurrences of b; by b; for every
b € {a,x} andi € N\ {0}, where b; is defined above. Then v — V is a one-to-one function from Te o to the
set of all strings over the finite alphabet Q L {a, X, 0, 1}. It is convenient to use v as a representation of v(a; x)
for computational purposes. We call this representation natural and denote the function v — v(a; x), where
v € Two,00, by nat. Of course, the function nat is well defined. For each m € N, let nat,; be the restriction of
natto (a, ..., am). Then nat and naty, are functions onto Fe., () and F (0), respectively.

Assume that U = O. In this case, the function nat is one-to-one. For every i € N\ {0}, we identify a; with
a; and x; with x;. Then nat™!(w) = W for all w € Feo,. This allows us to simplify the notation.

Example 3.13 (representation by straight-line programs). By a straight-line program over Fo.,..(20) we mean
a sequence (uy, ..., un) of tuples such that n € N\ {0} and forany i € {1,..., n}, either u; = (b, m), where
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b € {a,x} and m € N\ {0}, or y; = (w, my, ..., Marw), Where w € Qand my,...,Marw € {1,...,1-1}.
Here a and x are considered as symbols that are not in Q. Any straight-line program u = (uq, ..., un) over
Foo,oo(%0) naturally defines the sequence (v1, ..., vn) of elements of Feo () by induction. Namely, for every
ie{l,...,n},weputv; = by ifu; = (b,m)and v; = w(Vm;»...,Vm,,) if u; = (w, mq, ..., Marw), where
b, m, w,and my, ..., Mar are as above. The straight-line program u is said to represent the element v,. We
denote by SLP the function u — vn, where u = (uq, ..., uy) is a straight-line program over Foo,oo(20) and vy, is
defined above. It is evident that SLP is a function onto Fe,(2J). Note that this method of representation (for
elements of the free group) was used in [19].

Remark 3.14. Assume that 2 = ©. Unlike nat, the function SLP is not one-to-one. However, there exists a
deterministic polynomial-time algorithm that, given [v]s;p and [w]s;p (Where v, w € Fe, ), decides whether
v = w. This algorithm can be easily constructed using the following observation: For any b, ¢ € {a, x}, i,j €
N\{0}, w,p € Q,and vy, ..., Varw, W1, ..., Wary € Feo,00, We have

- bj=cjifandonlyif b = candi = j;
- b #w(vy, ..., Varw);
- wV1,...,Varw) = u(w1, ..., warpy) ifand onlyif w = pand v; = w; foralli € {1, ..., arw}.

Remark 3.15. As in Remark 3.14, assume that U = O. Let u = (uy, ..., un) be a straight-line program over
Feo - and let (vq, ..., vn) be the sequence of elements of Fe o naturally defined by u as in Example 3.13, i.e.,
v; = SLP(uy,...,u;) foralli € {1,..., n}. Then an easy induction on n shows that subt(vs) C {v1,...,Vn}.
Moreover, there exists a deterministic polynomial-time algorithm that, given u, computes (j1, ..., j;) such
that1 <jq <--- <j; < nandsubt(vn) = {v,, ..., V;,}. Indeed, let I'; be the directed acyclic graph with vertex
set {1,...,n} in which (i, j) is an edge (i.e., i — j) if and only if u; = (w, my, ..., Marw) (Where w € Q and
my,...,Maw €{1,...,i-1})andj € {my,..., Marw}. Then it is easy to see (using induction on n) that

subt(vn) = {v;|j is reachable from n in I', }.

The set of all vertices reachable from n in I'; can be found in time polynomial in n using breadth-first search
or depth-first search.

Remark 3.16. Itis easy to see that, given [w]y,¢ for arbitrary w € Feo,o(20), one can compute [w]g; p in polyno-
mial time. Therefore pseudo-freeness (resp., weak pseudo-freeness) in 2 with respect to D and SLP implies
pseudo-freeness (resp., weak pseudo-freeness) in 2 with respect to D and nat. The same holds for (weak)
s-pseudo-freeness for arbitrary s € N\ {0}. However, the inverse transformation [wls;p — [W]nat, in general,
cannot be performed in polynomial time. This is because the unique representation [w]yat (When U = O) can
have length exponential in the length of the binary representation of [w]s; p. For example, assume that 0 = O
and Q > {, w, where ar{ = O and arw = 2. For each n € N, let w, = SLP(({), (w, 1, 1), ..., (w, n, n)). This
means that wo = { and w1 = w(Wn, wn). Then an induction on n shows that the length of W, = nat™(wp)
(as a string over Q) is 2" - 1.

3.4 Certain families of 23-free 2-algebras are pseudo-free

The next lemma is similar to Lemma 3.8 in [1].

Lemma 3.17. Foreachu e 1X, suppose 1, is a function from a subset of {0, 1}" onto F ) (D) (where ~: 1€

N\ {0}) and F,, is a probability distribution on dom 7. Assume that the following conditions hold:

(i) F=((F,0®), Tu, Fu) | u € 1%) is a family of computational Q-algebras;
(i) Tu(suppFu) C {as, ..., a,q} forallu € 1K,
(iii) CP(11x(F1x)) = negl(k).

Then F is pseudo-free in 2 with respect to (UW({1¥}) | k € K) and o.
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Proof. Suppose 7 is a polynomial and A is a probabilistic polynomial-time algorithm trying to break the

pseudo-freeness of F. Let k € Kand f1, ..., f(y € supp F«. Assume that
A(lk’ 1k’ (f].’ e 1fn(k))) S Z(F»y(lk)(%)a m’ O, Tk, (T1k(fl)’ ey le(fn(k))))-
Then, in particular, there exist vy, ..., Vs, W1, ..., Ws € Fy ¢ o(U) (for some s € N\ {0} and n € N) such that

the system of equations

vilai, ..., Qugs X1y oo s Xn) = Wilas, o oo, s X15 -+ 05 Xn), 1€ {1,...,58},

is unsatisfiable in Fe (), but the system

Vit (f1)s + oo TFrgo)s X5+ o Xn) = Wit (f1)s + oo T (Frg)s X5 - o ), i€ {1,...,5},

is satisfiable even in Fw(lk)(‘B). Here, of course, x1, ..., xn are considered as variables. Since {7,«(f1),...,
T (fr)} € {ai,...,a,qn} (see condition (ii)), this implies that 7,x(f1), ..., T1x(fz() are not distinct.
Hence,

PrA(LS, 15, (F1, ... £r)) € Z(F10(D), B, 0, Tyi, (T (), - ., 15 (Brg)))]
m(k)(m(k) - 1)

< Pr[r(f1), . .., T4x(f;) are not distinct] < : CP(11x(F 1)) = negl(k),
wherefy, ..., f4) ~ T (Here we use condition (iii).) Thus, the family F is pseudo-free in 2J with respect to
(U({1%}) | k € K) and 0. O

In the next corollary, @; = nat™!(a;) (see Example 3.12).

Corollary 3.18. Let n be a polynomial parameter on K such that 27" ) = negl(k). Then
F = ((Fynqup» Natyuqun, WAL, -+« » Gy 1)) [ u € 15)

is a pseudo-free family of computational Q-algebras in O with respect to (UW({1¥}) | k € K) and o.

Proof. ltis easy to see that F is a family of computational Q-algebras. Furthermore, CP(U({as, ..., ayw})) =
2710 = negl(k) by Lemma 2.1. Hence the corollary follows from Lemma 3.17. O

3.5 (Weakly) pseudo-free families of quotient algebras

In this subsection, as in Subsection 3.2, we assume that the family H = ((H;, p4, R4) |d € D) is a family of
computational Q-algebras in *U.

Definition 3.19 (o-compatible family). We call the family H o-compatible if there exists a deterministic
polynomial-time algorithm that, given

(d’ [u]U’ ([gl]de sy [gm]pd), ([hl]Pd’ ey [hn]pd))

foranyd € D,u € Fyy,n(0) (m,n e N),and g4, ..., 8m, h1,..., hn € Hy, computes
[u(gi,....gmsh1, ..., hn)lp,.

Note that if the family H is polynomially bounded, then it is SLP-compatible and hence nat-compatible (see
Remark 3.16).

In Lemmas 3.20 and 3.21 below, let (4| d € D) be a polynomial-time samplable probability ensemble
such that for every d € D, &, is a probability distribution on a set E; C {0, 1}%U4), where ¢ is a fixed
polynomial. (We can let E; = supp &, for all d € D.) Furthermore, suppose each pair (d, e) with d € D and
e € E,4 is assigned a congruence 6, . on Hy. Finally, we denote by D the distribution of the random variable
(d, e), whered ~ Dy and e ~ &4 (k € K).

The next lemma is similar to Theorem 3.7 in [1].
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Lemma 3.20. Assume that the following conditions hold:

(i) There exists a deterministic polynomial-time algorithm that, givend € D, e € E4, and [glp,, [h]p, (Where
8, h € Hy), decides whether (g, h) € 0.
(ii) Ifd ~ Dy and e ~ &g, then for any probabilistic polynomial-time algorithm A,

Pr[A(lk, d, e) = (Ylpgs [2]pg) s:t. (v, 2) € 63,8] = negl(k).

Also, suppose the family H is o-compatible and pseudo-free (resp., weakly pseudo-free) in G with respect to D
and 0. Then ' = (Hy/04,¢,pal0a.e» Ra) | d € D, e € E,) is a pseudo-free (resp., weakly pseudo-free) family
of computational Q-algebras in U with respect to (D} | k € K) and o.

Proof. 1t is evident that forany d € D, e € Eg, and h € Hy, the set (pg/64.6) " (h/04,c), where h/04, is
considered as an element of Hy/6, ., coincides with the set p3'(h/60,.), where h/6, . is considered as a
subset of H,. This together with condition (i) implies that H' is a family of computational Q-algebras.

We consider only the case where H is pseudo-free. When H is weakly pseudo-free, the proof is the same,
mutatis mutandis. Suppose 7 is a polynomial and A is a probabilistic polynomial-time algorithm trying to
break the pseudo-freeness of H'. Let B be a probabilistic polynomial-time algorithm (trying to break the
pseudo-freeness of H) that on input (1%, d, r) for arbitrary k € K, d € supp Dy, and r € (supp R;)™™® chooses
e «+ &4, runs A on input (1%, (d, e), r), and returns the output of A (if it exists). Furthermore, suppose C is
a probabilistic polynomial-time algorithm (trying to violate condition (ii)) that on input (1%, d, e) for every
k € K, d € supp Dy, and e € supp &, proceeds as follows:

(1) Chooser « RZU‘).
(2) Run A on input (1¥, (d, e), r). Assume that the output is

(([Vl]O') [Wl]U)a ceey ([VS]O') [WS]U)) (qls ceey Qn)), (2)
where s € N\ {0}, n € N, vj,w; € Fy (V) foralli € {1,...,s}, and g; = [hjlp, = [h,-/ed,e]pd,ed,e
(hj € Hy) forallj € {1,...,n}. Note that, in general, the algorithm C cannot check this condition.

However, if it is not true, then further execution of C does not matter.

(3) Compute [v;(p4(1); h)lp, and [w;i(py(1); h)]p, foralli € {1,..., s}, where h = (hy, ..., hn). (This can be
done in deterministic polynomial time because H is g-compatible.)

(4) Ifthereexistsani € {1,..., s} such that v;(p4(r); h) # w;(p4(r); h), then output
([vi(pa(®; h)lpa, [Wilp4(1); M)]p,) for some such i. Otherwise, the algorithm C fails.

Assume that the algorithm A is invoked by B or C on input (1%, (d, e), r) (where k € K, d € supp Di
e € supp &y, and r € (supp R,)™™) and that the output of A (denoted by u) is in 2(Hyg/0g.e,0,0,pq/04.e
(04/64,¢)(n). In particular, this means that u has the form (2) and (vi(o4(r); h), wi(p4(r); b)) € 84, for all
ie{1,...,shIfvi(py(r);h) = wi(pya(r); h) for everyi € {1,...,s}, then the algorithm B outputs u €
2(Hy, 0, 0, pg, pa(r)). Otherwise, the algorithm C outputs a pair ([ylp,, [2z]p,) such that (y, z) € 63’ .- Hence,
PrlA(1%, (d, €), 1) € Z(Hy/Og.e. T, 0, palOd.e» (pa/0a,e) )] < Pr{B(1*, d, 1) € Z(Hy, T, 0, pa, pa®))]
+Pr{C(1%, d, €) = ([ylp,, [2]p,) s.t. (v, 2) € 6] ] = negl(k) + negl(k) = negl(k),

where k € K,d ~ Dy, e ~ &g, and r ~ Rg(k). Thus, H’ is pseudo-free in U with respect to (D} |k € K)
and 0. O

Lemma 3.21. Assume that the following conditions hold:

(i) There exists a deterministic polynomial-time algorithm that, given d € D, e € Eg4, and [glp,, [h]p, (Where
g, h € Hy), decides whether (g, h) € 0, , (as in Lemma 3.20).
(ii) For any polynomial i and any probabilistic polynomial-time algorithm A,

Pr{A(1%,d, e, 1) = ([Vls, [Wlo) s.t. v, w € Fap(®) and (v(pg(1), wlpg(r))) € Oﬁ’e] = negl(k),

whered ~ Dy, e ~ Eq, and t ~ .'Rg(k).
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Also, suppose the family H is weakly pseudo-free in 20 with respect to D and 0. Then H' = (Hy/04,¢,pa/04,e
Rg)|d € D, e € E,) is a weakly pseudo-free family of computational Q-algebras in 0 with respect to (D). | k €
K) and o.

Proof. As in the proof of Lemma 3.20, we see that H' is a family of computational Q-algebras.

Let 7 be a polynomial and let A be a probabilistic polynomial-time algorithm trying to break the weak
pseudo-freeness of H'. Suppose B is a probabilistic polynomial-time algorithm (trying to break the weak
pseudo-freeness of H) that on input (1%, d, r) for arbitrary k € K, d € supp Dy, and r € (supp R;)™® chooses
e + &4, runs A on input (1%, (d, ), r), and returns the output of A (if it exists). Furthermore, let C be a prob-
abilistic polynomial-time algorithm (trying to violate condition (ii)) that on input (1¥, d, e, r) for every k € K,
d € supp Dy, e € supp &y, and r € (supp R4)"® proceeds as follows:

(1) Run A on input (1%, (d, e), r). Assume that the output is (p1, ..., ps), where s € N\ {0} and p; €
(domo)? foralli e {1,...,s}. Note that, in general, the algorithm C cannot check this condition.
However, if it is not true, then further execution of C does not matter.

(2) Choosej+ U({1,...,2M0851}),

(3) Ifj e {1,...,s}, then output p;. Otherwise, the algorithm C fails.

Assume that the algorithm A is invoked by B or C on input (1%, (d, e), ) (where k € K, d € supp D
e € supp &4, and r € (supp R,)™™) and that the output of A is

u = (([vile, w1lo), . . ., (vslo, [wslo)) € ' (Hg/04.e, BV, 0, (pa/04.6)(1)).
This means that s € N\ {0}, v;, w; € Fy() foralli € {1,...,s},v; # w; forsome j € {1,...,s}, and
(vilpa(M), wi(py(r)) € 0, foreachi € {1,..., s}. For brevity, put

(k,d, e, r) = {([Vle, [Wlo) | v, w € F9(0), (v(pa(r)), wlpa(r)) € OZ,e}-

Here [v]s and [w]; denote all preimages of v and w, respectively, rather than arbitrarily chosen ones. Moreover,
let v¥(g) = (v1(g), ..., vs(g)) and w¥(g) = (w1(g), ..., ws(g)) for arbitrary g € Hg(k). Choose a polynomial n
satisfying 21198251 < n(k). If v¥(pa(r) = w*(p4(r)), then the algorithm B outputs u € 2'(Hy, U, g, pa(r)).
Assume that v¥(p4(r)) # w(p4(r)). Then it is evident that the algorithm C outputs an element of II(k, d, e, r)
ifand only ifj € {1, ..., s} and vj(p4(r)) # wj(p4(r)), where j is defined in step (2) of C. This shows that

PriC(1%,d, e, 1) € I(k, d, e, 1) | A(1K, (d, €), 1) = u]

= Prlj € {1,..., s}, vj(pa(n) # wj(pa(r))] = 2[101gz a2 ﬁ,

wherej ~ U({1,...,2 [log, s 1). (The random bits of the algorithm A are considered as a part of the random
bits of the algorithm C.) Hence,

PrlA(1%, (d, e), 1) = u] < n(k) P[C(1, d, e, 1) € II(k, d, e, 1), A1, (d, ), 7) = u]
and
Pr{A(1", (d, €),1) =’ € Z'(Hy/04.0, D, 0, (pa/04,e)(1))
s.t. v“/(pd(r)) # W“/(pd(r))] <) Prlc(1¥, d, e, 1) € I(k, d, e, 1)].
Therefore we have
PrlA(1%, (d, €), 1) € Z'(Hy/04.e, T, 0, (0a/0a,e)®)] = PrIA(1", (d, €), 1)
=u' € Z'(Ha/ba,e, T, 0, (0a/0g,e) (X))
s.t. v (pa(®) = w¥ (pa(®)] + PrIA(1%, (d, @), ¥) = v’ € £'(Hg/04g.e, D, 0, (pa/0a.e)(X))
s.t.v¥ (pg(®) # ¥ (0a(®)] < Pr[B(K, d, 1) € £'(Hy, B, 0, pa(®)] + n(k) Pr[c(1¥, d, e, 1) € IT1(k, d, e, 1)]
= negl(k) + n(k) negl(k) = negl(k),

wherek € K,d ~ Dy, e ~ Eq,and ¥ ~ 3{2("). Thus, H is weakly pseudo-free in 2 with respect to (D, | k € K)
and o. O
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4 When polynomially bounded (weakly) pseudo-free families in O
exist unconditionally?

In this section, we mostly consider the case where ¥ = O. Recall that W = nat™(w) for any w € Foo o (see
Example 3.12).

4.1 Unconditional results

Remark 4.1. Assume that Q consists of nullary operation symbols only. By Corollary 3.18,

F = ((Fyu, natyu, UW{@s, . .., Gy ) | u € 15)

is a pseudo-free family of computational Q-algebras in O with respect to (U({1¥}) | k € K) and 0. Also, F has
unique representations of elements. Furthermore, it is easy to see that F,x = QU {aj,...,ax} forall k € K.
Therefore each string (over the alphabet QLI {a, 0, 1}) in dom nat,: has length at most k + 2. This shows that
F is polynomially bounded.

Remark 4.2. Assume that Q = Qg LI {w}, where Qq consists of nullary operation symbols and ar w = 1. For
arbitrary n € N, denote by w" the n-fold composition of w with itself. It is easy to see that every element of
Fo can be uniquely represented as w'(b), wherei € Nand b € Qg U {ai,a,...}.

Let k € K. Denote by 8, the following binary relation on F,:

{lv,w) € Fﬁk |[v=worv= w'(b), w = '(b), where i,j> 25, b e QoL {ai,...,ax}}.
This relation is a congruence on F,. The equivalence classes under 6, are

(@°B)Y, ..., {2 (b)), {2 (b), 1 (D),...},

where b ranges over Qo U {a1,..., ay}.
By Corollary 3.18,
F= ((leu\ s natz‘u‘ s U({aﬁ, coes Aopu })) | uc 1K)

is a pseudo-free family of computational Q-algebras in © with respect to (U({ 1k 1) | k € K) and nat. We observe
that, given (1" , V, W) (Where v, w € F,), one can decide whether (v, w) € 6, in deterministic polynomial
time. Also, if (v, w) € 9;, then both vand w have length at least 2ki1as strings over QLI{a, 0, 1}. This implies
that for any probabilistic polynomial-time algorithm A, we have Pr[A(1¥, 1¥) = (v, W) s.t. (v, w) € Gfk] =0 for
all sufficiently large k € K. Moreover, it is easy to see that the family F is nat-compatible. Thus, by Lemma 3.20,

F' = ((Fyju /Ou, naty /0y, U{@T, . . ., @y 1) | u € 15)

is a pseudo-free family of computational Q-algebras in O with respect to (U({1¥}) | k € K) and nat. (We apply
this lemma to H = F, Ey = {e}, where e € {0, 1} is arhitrary, &, = U(Ey), and y,e = 6y for all u € 1X. Since
e is fixed, we omit it.) The family F’ has exponential size because |F,. /6| = 2k + 1)(|Qo] + 28 forall k € K.
But this family is not polynomially bounded and does not have unique representations of elements. The last
disadvantage can be overcome by restricting the function nat,, to the set

Su={wi(b)|ic{0,...,2"}, b e Qou{ay,..., ayu}}
where u € 1X, Namely, let
F” = ((Fyu /Bu, (Matyu [s,)/ 0w, W{aL, - . ., @y 1) |u € 15).

Then by Remark 3.1, F” is a pseudo-free family of computational Q-algebras in O with respect to (U({1¥}) | k €
K) and nat (note that (nat,u|s,)/0u = (naty./6u)|s, forall u € 1X). This family has exponential size and
unique representations of elements, but is not polynomially bounded.
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Remark 4.3. In this remark, as in Remark 4.2, we assume that Q = Q¢ U {w}, where Qg consists of nullary
operation symbols and ar w = 1. Also, we use the notation of Remark 4.2.

Let k € K. Define the function &, by 6,«(i, b) = w'(b) for eachi € Nand b € Qo U {ay,..., a,i}. This
function provides a more succinct representation of elements of F,, than nat,:. By Lemma 3.17,

F= ((Fz\“\ ’ 571’ u({(O’ Tl)’ sy (O’ az\“\)})) | uc 1K)

is a pseudo-free (and hence weakly pseudo-free) family of computational Q-algebras in O with respect to
(U({1%}) | k € K) and SLP. Of course, given 1¥ and [V]lglk s [W]&lk (where v, w € F5), one can decide whether
(v, w) € 6« in deterministic polynomial time. Suppose v, w € Fpand f € {a, ..., ay}™ (where m € N) are
such that (v(f), w(f)) € 67,.Letv = w'(b) and w = w/(c), where i,j € Nand b, ¢ € Qo Ui {ay, ..., am}. Then
v(f) = w'(b(f)) and w(f) = &/(c(f)), where b(f), c(f) € Qo U {a,..., ay}. Therefore we have i,j > 2X. It is
evident that subt(v) = {w!(b)|I € {0,...,i}} and subt(w) = {w!(c)|l € {0,...,j}}. Hence it follows from
Remark 3.15 that if (u1, ..., un) € SLP"1(v) U SLP"*(w), then n > min{i, j} + 1 = 2X + 1. This implies that for
any polynomial 7 and any probabilistic polynomial-time algorithm A,

Pr{A(1%, 1%, 1) = (Vlstp, [Wlstp) S:t. v, W € Frgy and (v(8,4(1), w(81x(1))) € 67,1 = 0

for all sufficiently large k € K, where r ~ U({(0, a3), ..., (O, aTk)})”(k). Thus, by Lemma 3.21,

F = ((Fz\u\ /6u, 8u/Ou, U({(O, ai),..., (0, az\u\)})) |ue 1K)

is a weakly pseudo-free family of computational Q-algebras in © with respect to (u({1’<}) | k € K) and SLP.
(As in Remark 4.2, we apply this lemma to H = F, E, = {e}, where e € {0, 1}* is arbitrary, &, = W(Ey),
and 0y, = 0, for all u € 1X. Since e is fixed, we omit it.) The family F’ has exponential size, but is not
polynomially bounded and does not have unique representations of elements. However, we can overcome
both of these disadvantages by restricting the function 6, to the set Sy, = {(i,E) |i € {0,..., 2‘“‘}, b c
QouU{ay,..., ayu}}, where u € 1%, Namely, let

F" = ((Fypu /8us (Buls, )/ 0w, W0, @1, - . ., (0, @yu)})) | u € 15).

Then by Remark 3.11, F” is a weakly pseudo-free family of computational Q-algebras in O with respect to
(U({1%}) | k € K) and SLP (note that (8uls,)/0u = (6u/6u)|s, for all u € 1X). It is easy to see that the family F’
is polynomially bounded and has unique representations of elements.

Note that neither F’ nor F” is 1-pseudo-free in © with respect to (u({1k V) | k € K) and nat. This is because
the equation x; = w(x1) is unsatisfiable in Fo., but w?" (a1)/6u = 6.(2/¥!, @7)/6y is a solution to this equation
in F, . /0 (u € 1X). In particular, neither F' nor F” is pseudo-free in O with respect to (U({1%}) | k € K) and
SLP (see Remarks 3.16 and 3.9).

4.2 Some cases where the existence of weakly pseudo-free families implies the
existence of collision-resistant families of hash functions

Construction 4.4. Suppose x: | |,.y{0,1}" — F(%) is a function satisfying the following conditions:

(i) N is an infinite polynomial-time enumerable subset of N. This means that the function i — min{n €
N |n > i} is a polynomial parameter on N (see [15, Subsubsection 2.2.3.1]).
(ii) There existsa deterministic polynomial-time algorithm that, giveny € | |,.y{0, 1}", computes [x(y)]nat.
(iii) There exists a polynomial v such that ({0, 1}") C Fv(n)(%) foralln € N.
(iv) Forany n € N, x|;o,1}» is one-to-one.

Also, letH = ((Hy, pg, R4) | d € D) be a polynomially bounded family of computational Q-algebras in U (see
Subsection 3.2). Choose a polynomial parameter 17 on K such that domp; C {0, 1}*"® for each k € K and
d € supp Dy. Denote by ¢ the polynomial parameter k — min{n € N|n > n(k) + 1} on K (see condition (i)).
Then &(k) € N and &(k) > n(k) + 1 for all k € K.
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For any n € N, let an be the one-to-one function from {0, 1}" onto {0, 1}**1\ {0"*!} defined by an(y) =
y10™ W forally € {0, 1}". Then the function (1", y) — an(y), where n € Nand y € {0, 1}*", is polynomial-
time computable.

Choose a polynomial 77 such that ({0, 1}{(")) C F(9() for all k € K. Condition (iii) implies that such a
polynomial exists. Put

Ey={(1*,d, 1) |d e supp Dy, r € (dompy)" ™},

where k € K, and E = |_|k€K Ey. For each e € E, define k(e) to be the unique k € K such that e € E;. It is easy
to see that E;, C {0, 1} for all k € K, where { is a fixed polynomial, and x is a polynomial parameter on E,
as in Definition 2.3. Finally, let

dak,an) = aya(XPa(Mlp,)s

forevery k € K, d € supp Dy, r € (dompd)”("), andy € {0, 1}5("). Here [x(y)(p4(1)]p, denotes the preimage
of x(¥)(p4(r)) under p; computed by the following deterministic polynomial-time algorithm:

(1) Given y, compute [y(y)]nat (see condition (ii)).
(2) Givend, [x(¥)lnat, and r, compute and output [x(y)(p4(r))]p,- (This can be done in deterministic polyno-
mial time because H is nat-compatible.)

Thus, @ = (¢e: {0, 1}¥¥€) _ {0, 1}1()*1 | o ¢ E) is a family of hash functions.

Theorem 4.5. LetH, i, and @ be as in Construction 4.4. Assume that the family H is weakly 1-pseudo-free in 0
with respect to D and nat. For each k € K, denote by &, the distribution of the random variable (1", d, r), where
d~ Dyandr ~ Rg(k). Then the family @ is collision-resistant with respect to € = (& | k € K). (It is evident that
the probability ensemble & is polynomial-time samplable when the indices are represented in unary.)

Proof. Let A be a probabilistic polynomial-time algorithm trying to find collisions for @. Suppose B is a
probabilistic polynomial-time algorithm (trying to break the weak 1-pseudo-freeness of H) that on input e =
(1%, d, r) for every k € K, d € supp Dy, and r € (supp Rd)”(") proceeds as follows:

(1) Run A on input e. Assume that the output is a collision (y, z) for the function ¢e. If this is not true, then
B fails.

(2) Compute and output ([x(¥)Inat, [x(2)]nat), where y is related to 7 and @ as in Construction 4.4. (It is easy
to see that this pair is in 2 (Hy, 0, nat, p4(r)).)

Letk € K,d ~ Dy,and r ~ Rg(k). Then the random variable e = (1" ,d, r) is distributed according to &;.
Furthermore, we have

Pr[A(e) is a collision for ¢e] = Pr[B(1%, 4, 1) € X1 (Hg, 9, nat, pq(1))] = negl(k)

because H is weakly 1-pseudo-free in U with respect to D and nat. Thus, the family @ is collision-resistant
with respect to €. O

Corollary 4.6. Assume that there exists a function x: | |, y{0, 1} — Fw () satisfying conditions (i)-(iv) of
Construction 4.4. Then the existence of polynomially bounded weakly 1-pseudo-free families of computational
Q-algebras in 0 with respect to D and nat implies the existence of collision-resistant families of hash functions
(with respect to some probability ensemble that is indexed by K and is polynomial-time samplable when the
indices are represented in unary).

Corollary 4.6 follows immediately from Theorem 4.5.

Remark 4.7. Here are some cases where a function x: | |,.y{0, 1}"" = Fo (%) satisfying conditions (i)-(iv)
of Construction 4.4 exists:

(i) Q > w, where arw = 2, and U is a nontrivial variety of Q-algebras such that any H € 0 is a groupoid
with an identity element (denoted by 1) under w. (In particular, this holds if 2J is a nontrivial variety of
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(i)

(iii)

monoids, loops, groups, or rings.) In this case, the required function y : {0, 1}* — Foo(0) can be defined
as follows. For any y € {0,1}", let {iy,...,im} (Wherei; < --- < i) be the setof alli € {1,...,|y|}
such that the ith bit of y is 1. Then

1Fm(m) ifm= 0,
X0 =14 a;, ifm=1,
w(...w(w(ay,a,), ay,),...,a;,) ifm=2.

Choose an Q-algebra H € 90 with at least two elements. Furthermore, let h € H \ {1g}. Suppose y
and z are distinct bit strings of the same length. We assume that the jth bits of y and z are 0 and 1,
respectively. Let & be the homomorphism of Fo() to H such that a(a;) = h and a(a;) = 1 for all
i € N\ {j}. Then it is easy to see that a(x(y)) = 15 # h = a(x(z)) and hence x(y) # x(z). (We note that
a(1p_ () = w(a(1p_m), alajs1)) = alaj,1) = 1) Thus, x| (0,1}~ is one-to-one for every n € N.

Q > wo, w1, Wwherearwg = arw, = 1 and wg # w1, and Y = O. In this case, the required function
x: {0,1}" = Fe can be defined by x(y) = wy,(...wy,(wy,(a1))...) forally = y;...yn € {0,1}",
wheren € Nand y,...,yn € {0, 1}.

Q > w, wherearw = m > 2, and ¥ = 9. In this case, the required function y: {0,1}" — Fe can be
defined inductively as follows:

x€) =ai, xu0)=x(), xOo1=wlayyi,--->ay.,x¥),
—_— —mm—————
m-1 times
where € is the empty string and y € {0, 1}". Using induction on |z|, it is easy to see that for any z €

{0,1}" and anyi € {1,..., |z|}, the ith bit of z is 1 if and only if y(z) contains a subterm of the form
w(a;, ..., a;,v), where v € Fo.. This implies that for each n € N, Xl{o’l}n is one-to-one.

By Corollary 4.6, in any of these cases, the existence of polynomially bounded weakly 1-pseudo-free families
of computational Q-algebras in U with respect to D and nat implies the existence of collision-resistant fami-
lies of hash functions (with respect to some probability ensemble that is indexed by K and is polynomial-time
samplable when the indices are represented in unary).

4.3 Summary of results

The main results of this section can be summarized as follows:

Assume that Q consists of nullary operation symbols only. Then there exists a polynomially bounded
pseudo-free family of computational Q-algebras in O with respect to (U({1%}) | k € K) and o. Moreover,
this family has unique representations of elements. See Remark 4.1.

Assume that Q = Qg U {w}, where Qg consists of nullary operation symbols and ar w = 1. Then there
exist

— an exponential-size pseudo-free family of computational Q-algebras in © with respect to (U({ 1k H
| k € K) and nat and

— a polynomially bounded weakly pseudo-free family of computational Q-algebras in O with re-
spect to (U({1¥}) | k € K) and SLP.

Moreover, both of these families have unique representations of elements. See Remarks 4.2 and 4.3.

In all other cases, the existence of polynomially bounded weakly pseudo-free families of computational
Q-algebras in O with respect to D and nat implies the existence of collision-resistant families of hash
functions (with respect to some probability ensemble that is indexed by K and is polynomial-time sam-
plable when the indices are represented in unary). See Corollary 4.6 and Remark 4.7 (cases (ii) and (iii)).
Note that by Remark 3.9, weak pseudo-freeness in O with respect to D and nat is equivalent to weak
1-pseudo-freeness in O with respect to D and nat.
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5 (Weakly) pseudo-free families in the variety of all m-ary
groupoids

In this section, we assume that Q = {w}, where ar w = m is an arbitrary positive integer. In other words, we
consider m-ary groupoids. In particular, O is the variety of all m-ary groupoids.

Lemma5.1. Let G be an m-ary groupoid and let g = (g1, ..., 8n) € G", where n € N. Assume that g1, ...,8n

are distinct and that g; ¢ w(G™) foralli € {1, ..., n}. Also, suppose v and w are distinct elements of Fn such
that v(g) = w(g). Then there exist v, ..., Vm, W1, ..., Wm € Fy such that the following two conditions hold:
(i) w(vi,...,vm) € subt(v) and w(wq, ..., wn) € subt(w);

(i) (vi(g),...,vm(@) # (wi(g), ..., wm(g)), but w(vi(g),...,vm(g) = w(w1(g), ..., wn(g)).
Proof. Denote by V the set of all v € F;, satisfying the following condition:
YweF,(v#w, v(g)=w(g) = 3Ivi,...,Vm, W1,...,Wn € Fy s.t. conditions (i) and (ii) hold).

To prove the lemma, it suffices to show that {a;,...,an} C V and that V is an m-ary subgroupoid (i.e.,
subalgebra) of Fy,.

Ifv e {ai,...,an}, then the assumptions on g imply that for any w € Fn, we have v = w or v(g) # w(g).
This shows that {a;,...,an} C V.

Letvi,...,v;m € Vand v = w(v},..., Vy). Also, suppose w is an element of F, such that v # w and
v(g) = w(g). Then it follows from the assumptions on g that w = w(w/, ..., wy,), where w, ..., wy, € Fn.
If (vVi(g),...,vin(g) # (Wi(g),..., wn(g), then conditions (i) and (ii) hold for v; = v and w; = w} (i €
{1, ..., m}). Otherwise, choose an index j € {1, ..., m} satisfying v]’. # w]’-; such an index exists because v #
w. In this case, conditions (i) and (ii) hold for some v¢, ..., Vm, W1, ..., Wn € Fn such that w(vq,...,vm) €
subt(v}) and w(wq,...,Wn) € subt(w}). This is because v]’- ev, v]’- # w}’-, and v;(g) = w}(g). Thus, we obtain
that v € V. This shows that V is an m-ary subgroupoid of Fj. O

In Subsections 5.1-5.2 below, we use the assumptions and notation of Definition 2.3. In these subsections, we
also assume that supp Dy C Dy for every k € K.

5.1 Constructing a polynomially bounded weakly pseudo-free family from a
collision-resistant family of hash functions

Construction 5.2. Suppose ¥ = (,4: {0, 1} _, 10,1310 | g ¢ D) is a family of hash functions,
where ¢ and 7 are polynomial parameters on K satisfying &(k) > n(k) for all k € K. Then for every d € D, let
G4 be the m-ary groupoid with carrier {0, 1}‘5("(‘1)) and fundamental operation defined by

w(g1,...,8m) =Pa(g1.. -gm)lg(K(d))fn(K(d)), 815-.-,8m € {0, 1}€(K(d))-

Finally, put M, = {0, 1}’7(")05(")"7(") for each k € K.

Theorem 5.3. Let ¥, G; (d € D), and My (k € K) be as in Construction 5.2. Assume that the family ¥ is
collision-resistant with respect to D. Then G = (G4, id, WM,4)) | d € D) is a polynomially bounded weakly
pseudo-free family of computational m-ary groupoids in O with respect to D and SLP.

Proof. It is easy to see that G is a polynomially bounded family of computational m-ary groupoids. Let
be a polynomial and let A be a probabilistic polynomial-time algorithm trying to break the weak 1-pseudo-
freeness of G. Suppose B is a probabilistic polynomial-time algorithm (trying to find collisions for ¥) that on
input d € D proceeds as follows:
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(1) Choose g1, ..., 8 + UMy), where k = k(d). If g1, . .. , 8 are distinct, then put g = (g1, ... , 8xx))-
Otherwise, the algorithm B fails.

(2) Run 4 on input (1%, d, g). Assume that the output is ([vls.p, [Wlsp) € 21(Gy4, O, SLP, g). (Remark 3.14
implies that B can check this condition). If this is not true, then B fails.

(3) Find (by exhaustive search) a pair

((Ivalstps - -+ » [vmlsip), ((wilsp, - - -, [Wmlsip))
of m-tuples such that the following conditions hold:

- w(vy,...,vm) € subt(v) and w(w1, ..., wn) € subt(w);
- (vi(g), ..., vm(®) # Wi(g), ..., wm(g)), but w(vi(g), ..., vm(g)) = w(wi(g), ..., wn(g).

By Lemma 5.1, such a pair exists. (We note that g; ¢ w(G}) foralli € {1,..., n(k)}. This is because
the last bits of g; and of any string in w(G}) are 0 and 1, respectively.) The exhaustive search can be
performed in polynomial time by Remark 3.15.

(4) Output (v1(g)...vm(g), wi(g)...wmn(g)). (By the last condition of the previous step, together with the
definition of w on Gy, it is a collision for ¥ ;.)

Letk € K,d ~ Dy, 81, ..+ 8n(y) ~ UMy), and g = (81, . . . , 8(x))- Then

Pr{A(1%,d, g) € Z1(Gq, O, SLP, g)] = PrlA(1%, d, g) € £1(Gq4, O,SLP, 8), g1, ... , En(x are distinct]
+Pr{A(1*,d, g) € Z1(Gq, O, SLP, ), 81, . . . , 8k are not distinct]

. . n(k)(r(k) - 1)
< Pr[B(d) is a collision for 4] + BTG
= negl(k) + negl(k) = negl(k)

because ¥ is collision-resistant with respect to D and 27 = negl(k) (see Remark 2.5). Thus, the family G is
weakly pseudo-free in O with respect to D and SLP (see Remark 3.9). O

Corollary 5.4. Assume that m > 2. Then the following conditions are equivalent:

(i) There exists a collision-resistant family of hash functions with respect to some probability ensemble that
is indexed by K and is polynomial-time samplable when the indices are represented in unary.
(ii) There exists a polynomially bounded weakly pseudo-free family of computational m-ary groupoids in O
with respect to some probability ensemble (with the same properties as in condition (i)) and SLP.
(iii) The same as condition (ii), but with nat instead of SLP.

Proof. The implication (i) = (ii) follows from Lemma 2.6 and Theorem 5.3. The implication (ii) = (iii)
follows from Remark 3.16. Finally, the implication (iii) = (i) follows from Corollary 4.6 and Remark 4.7
(case (iii)). O

Remark 5.5. Note that the family G in Theorem 5.3 has unique representations of elements. Therefore Corol-
lary 5.4 remains valid if we require that the weakly pseudo-free families in conditions (ii) and (iii) additionally
have unique representations of elements.

5.2 Constructing an exponential-size pseudo-free family from a collision-resistant
family of hash functions

Construction 5.6. Suppose ¥ = (4: {0, 1} _; 10, 1}1@) | g ¢ D) and G, (d € D) are as in Con-
struction 5.2. Let d € D and k = x(d). For each n € {0, ..., 2" — 1}, denote by B;(n) € {0, 1} the binary
representation of length n(k) of n (with enough leading zeros to obtain n(k) bits). Thus, S is a one-to-one
function from {0, ..., 2"® - 1} onto {0, 1}"™, Suppose A, is the homomorphism of F oni t0 G4 such that
Ag(ay) = Bi(i - 1)050-1® forall i e {1, ..., 270} and 6, is the kernel of this homomorphism.
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Recall that W = nat™}(w) for any w € Feo oo (see Example 3.12).

Theorem 5.7. Let W, n,and 6, (d € D) be as in Construction 5.6. Assume that the family ¥ is collision-resistant
with respect to D. Then

Q = (Fynean /04, Aty 04, U@L, - . ., Gynwan })) | d € D)

is a pseudo-free family of computational m-ary groupoids in O with respect to D and nat. Moreover, the family
Q has exponential size.

Proof. Remark 2.5 shows that Pl negl(k). Therefore, by Corollary 3.18,
F = ((Fyutun» Natynquy, UH@T, - -+, Gy D) | u € 15)

is a pseudo-free family of computational m-ary groupoids in O with respect to (U({1¥})| k € K) and nat.
Furthermore, it is easy to see that F is nat-compatible.

Suppose A, (d € D) is as in Construction 5.6. It is not hard to show that, given (d, v) (where d € D and
v € F,uwap), one can compute A4(v) in polynomial time. Hence there exists a deterministic polynomial-time
algorithm that, given (1X, d, v, w), where k € K, d € Dy, and v, w € Fy,, decides whether (v, w) € ;.

Let A be a probabilistic polynomial-time algorithm trying to violate condition (ii) of Lemma 3.20. Suppose
B is a probabilistic polynomial-time algorithm (trying to find collisions for ¥) that on input d € D proceeds
as follows:

(1) Run A on input (1¥, 1%, d), where k = k(d). Let g = A (a1, ..., a,). Assume that the output is (v, w)
such that (v, w) € 6;. (It is easy to see that B can check this condition.) If this is not true, then B fails.

(2) Find (by exhaustive search) a pair ((v1,...,Vm), (W1, ..., Wn)) of m-tuples such that the following
conditions hold:

- wlvi,...,vm) € subt(v) and w(wq, ..., wn) € subt(w);
- (Vl(g)’ ce ey VTH(g)) # (Wl(g)’ ceey WTTI(g))’ but a)(Vl(g), seey Vm(g)) = a)(wl(g)s ceey WTTI(g))- (Of
course, subt(v) U subt(w) C (a;,,...,a; ), where1 <ij <+ <ip < 210 and n < n(k) for some

fixed polynomial 77.)

By Lemma 5.1, such a pair exists. (We note that the elements of the Zn(k)-tuple g are distinct. Moreover,
these elements are not in w(G}}) because the last bits of each such element and of any element in w(G}')
are 0 and 1, respectively. See also step (3) of the algorithm B in the proof of Theorem 5.3.)

(3) Output (v1(g)...vm(g), wi(g)...wmn(g)). (By the last condition of the previous step, together with the
definition of w on Gy, it is a collision for 1. See also step (4) of the algorithm B in the proof of Theo-
rem 5.3.)

Letk € Kandd ~ Dy. Then
Pr{A(1%, 1%, d) = (V, W) s.t. (v, w) € 63] = Pr[B(d) is a collision for 14] = negl(k)

because YV is collision-resistant with respect to D.
For every k € K, denote by D§( the distribution of the random variable (1%, d), where d ~ D «- It follows
from the above and from Lemma 3.20 that

F' = (Fynqun /04, natyyquy /04, W@, - . ., o ) | U € 1%, d e Dy,)

is a pseudo-free family of computational m-ary groupoids in O with respect to (D} | k € K) and nat.

For each d € D, put a(d) = (1*@ | d). Then a is a one-to-one function from D onto {(u,d)|uec1f, de
Dy }. Both a and a1 are polynomial-time computable. Therefore the family F’ can be indexed by D instead
of {(u,d)|u € 1%, d e Dy }. Furthermore, a‘l(ch) = Dy for all k € K. Thus, we see that Q is a pseudo-
free family of computational m-ary groupoids in O with respect to D and nat. Moreover, the family Q has
exponential size because |F,yua /04] < |G4| = 2604 for all d € D, where x and ¢ are polynomial parameters
on D and K, respectively. O
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6 Conclusion

We have initiated the study of (weakly) pseudo-free families of computational Q-algebras in arbitrary varieties
of Q-algebras. We hope that the assumption of the existence of polynomially bounded or exponential-size
(weakly) pseudo-free families in an appropriate variety of Q-algebras will be useful in mathematical cryptog-
raphy. The results of the paper show that this assumption can be quite strong, but not unrealistic. Moreover,
this assumption can hold in a post-quantum world (see Subsections 5.1-5.2).

Here are some suggestions for further research:

— Find applications of (weakly) pseudo-free families of computational Q-algebras. For example, con-
struct a cryptographic primitive or a secure cryptographic protocol from a polynomially bounded or
exponential-size (weakly) pseudo-free family in a suitable variety of Q-algebras. See Subsection 4.2 for
results in this direction.

— Construct a polynomially bounded or exponential-size (weakly) pseudo-free family in some interesting
variety of Q-algebras under a standard cryptographic assumption. See Subsections 5.1-5.2 for results
in this direction.

— Modify the definition of a (weakly) pseudo-free family of computational Q-algebras to make this defi-
nition more useful.

Acknowledgement: I would like to thank the anonymous reviewer for many comments that have helped to
improve the presentation of the paper and to fix a small error in the proof of Lemma 3.21.
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A Table of notation

For the convenience of the reader, we briefly recall the notation introduced in Sections 2-3 (in order of ap-

pearance).

N

le

U

{0, 1)
{0,1}
|u

subt(v)
P}
Feo,0o(0)
Foo(50)
Fm,n(m)
Fm()
v(a; x)
v(g; h)

v(a)
v(g)

0
Foo,o0
Fo
Fm,n
Fm
supp Y

a(Y)

Vi,.oes Vn~ Y
Visee-sVn <Y
%n

={0,1,...}

the set of all (ordered) n-tuples of elements from a set Y

the operation of disjoint union

= LIof0, 1)

- {0, 1}

the length of a bit string u

the concatenation of bit strings u and v

the string of n ones

the string of n zeros

the domain of a function ¢

an arbitrary preimage of s under p (unless otherwise specified)
a set of finitary operation symbols (from Section 3 on, Q is finite)
the arity of w € Q

the subalgebra generated by S

the equivalence class of h under

the quotient algebra {h/68 | h € H} of an Q-algebra H by a congruence 6
= {(h W) € Bh#N}

the function y — p(y)/0

the set of all nullary operation symbols in Q

the Q-term algebra over Z

the set of all subterms of a term v

a variety of Q-algebras

the U-free Q-algebra freely generated by a4, as, ..., X1, X2, ...
={(aj,az,...)

=(A1s ey Qmy X1y s Xn)

= meo(m) = <(11, ey am)

=v(ai,...,am; X1, ..., Xn) for v.e Fyu,n(0)

=v(g1,...,8m;h1, ..., hn)forv e Fmn(0),g = (g1,...,8m) € G™",andh = (hy, ..., hn) €
G",where G € U

=v(ai,...,am)forv e Fn(Y)

=v(g1,...,8m)forve Fn(W)and g = (g1,...,8m) € G™, where G € U

the variety of all Q-algebras

= Foo,00(9)

= Foo(D)

= Fm,n(D)

= Fn(D)

the support of a probability distribution Y on a finite or countably infinite sample space Y,
ie,{y e Y| Pry{y} #0}

the image of a probability distribution Y under a function a

means thatyy, ..., yn are independent random variables distributed according to Y
means thatyy, ..., yn are fixed elements chosen independently at random according to Y
the distribution of (y1, ..., yn), whereyy,...,¥n ~Y
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ui2)

CP(Y)

K

D

D = (Di|k € K)

1K
negl

o
Xs(H,0,0,p,8)
25(H,,0,8)
2(H,T,0,p,8)
Y'(H,9,0,g8)

v

nat

natm
SLP

the uniform probability distribution on Z

the collision probability of Y, i.e., Prly = y'], wherey,y' ~ Y
an infinite subset of N

a subset of {0, 1}"

a polynomial-time samplable (when the indices are represented in unary) probability en-
semble consisting of distributions on D

= {1¥|k e K}

an unspecified negligible function on K

a function from a subset of {0, 1}" 0nt0 Feo,c0 (V)

the set defined in Subsection 3.2

the set defined in Subsection 3.2

=1 Z5(H, D, 0,p, 8)

=52, 25(H, 0, 0,8)

an Q-term v over {ai, az,...,X1,X2,... } (or{as, az, ..., x1,x2, ...} when U = O) writ-
ten in Polish notation, where the indices of variables are represented in binary (see Exam-
ple 3.12)

the function v — v(a; x) that provides the natural representation of elements of Foo,c0 ()
(see Example 3.12)

the restriction of nat to (as, ..., am) (see Example 3.12)

the function that provides the representation of elements of Fes,-o(2J) by straight-line pro-
grams (see Example 3.13)
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