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1 Introduction

The present paper continues to study the quadratic residuosity problem. Given a composite integer N, and a

positive integer a relative prime to N, the quadratic residuosity problem is to decide whether a is a quadratic

residue or a quadratic non-residue modulo N (i.e. whether or not x* = amod N has a solution). The question

we investigate in the present article is:

o Arethere any statistical laws that govern the distribution of quadratic residues and non-residuesin Z/NZ
where N is a large RSA modulus?

We are here of course not completely aimless in posing such a question. Indeed one is motivated to study
the problem by facts already known in the case of finite fields IF, = Z/pZ. When the base field is I, the
quadratic character associated with IF, is the Legendre symbol y = (;). In such a case, y can be viewed as a
pseudo-quadratic residue characteristic function because y(n) takes on the values 1, —1 for nbeing a quadratic
residue or non-residue, respectively. The values of the character sum

S(H,x)= Y x(n
x<n<x+H
thus encode information about how the quadratic residues and non-residues are distributed in IF,. Concern-
ing the distribution of S(y; H, x) when y is quadratic, Davenport and Erdds [3] first proved the following in-

teresting result:
2
S(y; H, 2
%HOsxsp—l: (X—HX) SAH — % J exp(—%)dx

provided log H = o(log p) and p, H — oo. This result can be interpreted as follows: as x runs over elements
of F,, the values of the character sum S(y; H, x) tend to a Gaussian distribution of mean 0 and variance H.

As x(n) takes on the values 1, -1 more or less randomly with equal probability 1/2, one may suspect that
Gaussian distribution behaviors exist for sums involving a much larger class of functions. Indeed, let f be a
random multiplicative function whose values at prime arguments are independent random variables taking
on the values 1, -1 with equal probability 1/2. Extend the domain of f to the square-free integers by the mul-
tiplicative property of f. It is recently established that values of such sums ) f(n) have Gaussian distribution
behaviors under suitable conditions [1, 5]. The result of Davenport and Erdés can also be generalized to in-
clude non-real character sums and exponential sums involving multiplicative as well as additive characters
[10, 12].

—00
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The aim of the present paper is to establish an analogous distribution law in the setting Z/NZ where N
is alarge RSA modulus.! It turns out that an extension to the setting Z/NZ. is not as obvious as it seems. First,
unlike the IF, case, one does not have in the ring Z/NZ a Dirichlet character y which is capable of discerning
whether a positive integer is a quadratic residue or non-residue modulo N. In the present paper, following
the work of [9], we rely on the following quadratic residue characteristic function ®:

D(n) = i(l + Xp(M)(1 + x, ().

Here p, q are the prime factors of N, and y, and y, are the quadratic characters modulo p, g, respectively. If
gcd(n, N) = 1, then ®(n) = 1 if nis a quadratic residue and ®(n) = 0 if n is a non-residue modulo N. Similarly
to short sums in F s define
S(O;H,x) == ) O(n).
x<n<x+H

In order to study the distribution properties of S(®; H, x), we are led to consider the probabilistic model
X, +---+ Xy where the random variables X, ..., Xy take on the values 1, 0 with the corresponding proba-
bility 8, 1 - 8, respectively, where 0 < § < 1. This probabilistic model closely adheres to the reality: In Z/NZ,
approximately § = 1/4 of the ring elements are quadratic residues, and 1 — § = 3/4 of them are quadratic non-
residues. Our analysis shows that such a probabilistic model X, + - - - + X;; gives rise to a Gaussian distribu-
tion of mean Hé and variance H5(1 - §), see Lemma 5.2.

Our study for the distribution of S(®; H, x) relies on a strategy of Lamzouri [10], as his method is quite
effective in producing the main term of the distribution as well as the rate of convergence. The method is
based on drawing connection between the probabilistic model and the moments defined as

1 N
VOEEDINC
x=1

Consequently, we are able to establish that S(®; H, x) has a Gaussian distribution of mean y = H/4 and vari-
ance ¢* = 3H/16 provided H log H = o(log N) and H, N — co.

logN

g — and

Theorem 1.1. Let N be a large RSA modulus. Let two real numbers a < b be given. If both
H — oo, then

{15st sw<bH

\3H/16 ~

= \/% j exp(——(x — \éH_/3)2 )dx + O((b -a+ 1)(H_1/6 + \j_PE;gNH»

g
N

Remark 1.2. The term ji = vH/3 inside the Gaussian kernel is the normalized mean (i.e. ji = u/o). Properly
speaking, Theorem 1.1 says the normalized sum S(®; H, x)/+/3H /16 behaves Gaussian with mean H/3 and
variance 1.

Remark 1.3. The valid range for H in Theorem 1.1is H log H = o(log N), this is slightly weaker than the range
obtained by Davenport and Erd6s in the setting Z/pZ, i.e. log H = o(log p). The slight loss of range is due
to an asymmetry inherent in the probabilistic model. The same calculation would produce an error term in
Theorem 1.1 without VH in the symmetric setting, see Proposition 7.2 for details.

The second question we investigate in this paper has to do with how the quadratic residues and non-residues
modulo N are distributed in Z/mZ., when m is small compared to N. There are two interesting aspects of this
problem. We first introduce some notations. Define

Q(R;a,m) :={n=a+rm:1<r <R, and nis a quadratic residue mod N},

NQ(R;a,m) :={n=a+rm:1<r<R,and nis a quadratic non-residue mod N}.

1 RSA modulus: N = pgwith 1 < p # g < cN'/?> where ¢ > 0.
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Thus |Q| (resp. INQ|) counts the number of quadratic residues (resp. non-residues) in an arithmetic pro-
gression, say a (mod m), where 1 < a < m, and m is a modulus lying in a suitable range. Since the residues and
non-residues are uniformly distributed in the interval [1, N], one may suspect that the quadratic residues and
non-residues should distribute uniformly over the residue classes modulo m. This indeed turns out to be the
case, see Corollary 1.5.

Theorem 1.4. Let N be a large RSA modulus. Suppose A > 0 is a real number such that min(p, q) > AN 12 Let
r,m, A, R be positive integers such that A < m,m < AN"?>, mA(R + 1) < ANV Then we have

1
Y 1Q(Rsa,m)| = ~ AR + O(E), Y INQ(R; a,m)| = 3 AR+ O(E),
4 4
a<A a<A
where the error terms satisfy
1 1 r+1 1
E <, A" TR N (logN)"* >

if the following conditions hold:

A < N ogN, (14)
R » N7 (log N) 57, (1B)
AR'?

——— — 00 asN — oo. (10)
N (logN)™*2
Moreover, we have
1 1 1 1
E <, A R"¥ N#(logN)"*>
if the following condition holds:
AR

W—)OO as N — oo. (2a)

The proof of Theorem 1.4 uses Fourier analysis tools among other things. This method turns out to be quite
effective in dealing with bounding character sums on arithmetic progressions, and was introduced by Fried-
lander and Iwaniec [4]. Theorem 1.4 shows that, for example in the range A < N'/®" log N, the asymptotic
formula holds in the range ARY? > N'4*¢ (when r is large in condition (1C)). This is essentially the non-
trivial bound range from the Burgess method. We should also remark that one could obtain a comparable
result using a mean value Burgess estimate recently obtained by Heath-Brown [6] and Shao [15]. However
these results do not provide the logarithm factor for the error terms in Theorem 1.4. And Heath-Brown’s mean
value estimate gives rise to a slightly weaker asymptotic range AR'/® » N'/4*¢,

By letting A = 1,2,...,msuccessively in Theorem 1.4, we immediately deduce that the quadratic residues
(resp. non-residues) are uniformly distributed in the residues classes modulo m.

Corollary 1.5. Let r,m, R be positive integers and N a large RSA modulus such that m < N/ log N and

m*(R+1) < ANV and
R

N% (log N)2r+1
Then, we have uniformly for 1 < a < m,

— 00 asN — oo.

lim | YRam] 1
N—co Y QR a,m)|  m’

asm
The same estimate also holds for |NQ(R; a, m)|.
One may also ask how the cardinalities of the quadratic residues and non-residues are distributed in Z/mZ.
This line of question was investigated by Lamzouri and Zaharescu [11] in the setting of F, Let1<k<N.
Define

R(k) := {1 < n < k : nis a quadratic residue mod N},

N(k) == {1 < n < k : nis a quadratic non-residue mod N},
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and
Y (N;m,a) = %Hl <k < N :|R(k)| = amodm}|,
Yy (N;m, a) := %Hl <k < N :|N(k)| = amodm}|.

Theorem 1.6. Let N be a large RSA modulus. Then for any integer m > 2 with m = o(N'/?), we have

m—1

Z (‘I’Q,(Nm(N; m,a) — %)2 <
a=0

m
log N’

Consequently, if 2 < m < (log N)'/*, we have uniformly for all0 < a < m — 1,

1 m
Y(N; m,a)Q,(NQ) = m + O(\jlogN).

Theorem 1.6 shows that in the range m « (log N )!/3, the quantities |R(k)|, [N (k)| are uniformly distributed in
Z/mZ. During the proof of Theorem 1.6, we are led to consider a slightly different probabilistic model than
the one used by Lamzouri and Zaharescu, namely: X, + - -- + X (modm) where X, ..., X;; are independent
random variables taking on the values 1 and 0 with the corresponding probability § and 1 — J, respectively,
where 0 < § < 1. Thelack of symmetry in the model creates a number of technical difficulties including several
weighted arithmetic sums which do not exist in the symmetric setting. Otherwise, we are more or less able to
follow the method of [11] in deducing Theorem 1.6.

The rest of the paper is organized as follows. Section 2 contains several technical lemmas that are used
throughout the paper. Theorem 1.4 is proved in Section 3. Section 4 provides bounds involving the quadratic
residue characteristic function. Section 5 studies the probabilistic model X, + - -- + X;. Section 6 studies the
probabilistic model X, + --- + X;; (mod m). Sections 7 and 9 provide links for the probabilistic models intro-
duced earlier and the main theorems. Theorems 1.1 and 1.6 are proved in Sections 8 and 10, respectively.

Convention. The phrase “large RSA modulus” precisely means N = pgq with 1 < p # g < cN'/> where ¢ > 0,
and furthermore N — oo.

2 Technical lemmas

The notation e, (x) = eXp(%) is used throughout the paper. We also use (v,,...,v;) € {0, l}k to indicate that
a binary vector v = (v;,...,v,) is sampled from {0, 1}

Lemma 2.1. Letk,r be positiveintegers such that 1 < k < r. The number of positive integer solutions of the linear
equation x; + x, + -+ x; = ris (;”}).

Proof. We proceed by induction on k. The case k = 1is clear. Let k < ' + 1. Assume now the linear equation
X, + Xy ++--+x,_, =7 has (7(':21) positive integer solutions. Applying the induction hypothesis, we get

Z I_V—f'l Z l_r—fd(r_xk_l)_"zz(d)_(r—l) O
Xyt X =T - X=1 Xyt Xg ==Xy B x=1 k-2 ) d=k-2 k-2/ Ne-1F

Lemma 2.2. Let x > 0 be a real number, and r a positive integer. Then

(2 = 0w
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Proof. Using the identity (}) = 7(;~}), we have
. -1 Lk(r\: ke or—k( ot \? .
G -2 -2 ()
r—1 2 r—1 2
= 3 (D)) = (2 (-0 )
k=0 r/\k k=1 r/\k
The sum over k can be bounded as follows:
= ky(r\? —k - (T —k —r(2r —1 4T
R R N AR e R m

k=1 k=1

Lemma 2.3. Let real numberst, A # 0 be given. Then we have
Y AT, (tvy 4+ ) = (1 + ey, ()
(Ve Vi ) E{O, 13K

Proof. We split the sum into residue classes modulo m according to the values v; + - -+ + v, mod m. Thus

m—1
AT e (H(vy e+ W) = z e, (tb) Z pRCARACH
(Viserrs Vi) E{O, 1} b=0 (Vi Vi) E{0,1}F
vy +-+v,=bmod m
Note that for k > n, we have v; +--- + v, = nif and only if among v,, ..., v, n of them have the value 1 and
the rest (k — n) variables have the value 0. Furthermore, the number of binary vectors (v,, ..., v;) which have

n “1” coordinates is (¥). Hence, the sum becomes

Z e, (tb) Z( lm))t”*"” Z y (b i ) (t(b + m)AP™ = (1 + Ae,, (0)F. 0

>0 b=0 1>0
Lemma 2.4. Let positive integers k, a, m be given such that 0 < a < m < k. Let x be a real number. Define

T L

n=a mod m 1>0
n<k

Then we have

S(x;a,m, k) = i 1:61 e, (—al)(1 + xe,,(I))¥, ifx #0,
0, ifx=0.

Proof. The evaluation of S(1;a, m, k) is a classical identity due to Ramus [13]. The general case is treated in
[8, Theorem 1]. O

Lemma 2.5. Let real number A > 0, and positive integers m > 3, k, t be given. Then

= 1) UA = 0’
(1+ Xe, ()" {= (1 + V), ift = 0modm,
< (1+M)F exp(—%), ifAt#0.

Proof. Thecases A = 0and ¢ = 0 are trivial. In the remaining case, we make a change of variable A — % with
0 < § < 1. This is permissible because the function f(x) = ;= is strictly increasing and maps the interval (0, 1)
onto (0, c0). Therefore fort = 1,2,...,m -1,

8em(t)l =(1-0)"1-8+0e,t)] = (1-8)""|1-28+5(1 +e,(t)|

2506, (1) (en(Z) = en(2))]

<(1- 5)*1(1 ~26+20 cos(%))

=(1-8"

7_[2

<@ —a)“(1 —25+za(1 - ﬁ)) _ —a)‘l(l -

271%8 )
3m? )
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where we have used in the second last step the inequality cos(x) < 1 — x*/3 for 0 < x < 7/2. Thus for m > 3,
we have

) k k 2728\
1+ ——e, () <(1-6 <1 - )
e, <=9 (1-2
218 & 2°kd
=(1-0) eXp( lo g<1_ 3m? >)<(1_6) ( 3m? )
Changing 6 back to A via the transformation é — % proves the lemma. O

Lemma 2.6. Letm, N be positive integers such that m = o(N*/?). Let 0 < § < 6/m* ~ 0.6079. Given any € > 0, we

have for large N
m—1 N-1
Y (N =n)(1-8+8e,(t)" <5 N"“m™.

t=1 n=

—

Proof. We have

m-1N-1 m-1 N-1

5 Y v s 0) = S 3 V(128 48, () el venlL))

t=1 n t=1 =1N e
SZ E(N n)(l—28+26cos(m)>.

Now using the inequality cos(x) < 1 — x*/3, 0 < x < 7/2 gives the upper bound

2

]
—
S

1<t

2,2 N-1 2.2.n
2
y Z(N n)(1—26+26(1——2)> <N Y Z(l— 6”; )
I<t<m/2 n=1 3m I<t<m/2 n=1 3m
N-1 2,2
20m°t
=N e (nlo <1 - ))
XX ep(nlog\1- 5
<m/2 n=1
N-1 2,2
2ndnt
<N Z exp(— " nz )
1<t<m/2 n=1 3m
m/2
N-1 2,2
2némt
< N (— )dt
N-1_2 2
2ném
<s N — exp(— )
N-1 2.\€

Lemma 2.7. Let b, A > 2 be positive integers. Let f be the cut-off function defined as

min(x,1,A+1-x), if0<x<A+1,
fx) = .
0, otherwise.

Denote the Fourier transform of f by f. Then we have

T 4 T dt 4
J |f®ldt = = log A+ O(1), I /D15 = = log 4 +0(1).

—00

Proof. We shall prove only the first estimate. The proof of the second estimate is similar. It is known that
|f(£)] = (7rt)2|sin(rt) sin(7rAt)|, which gives
T I |sin(7rt) sin(7At)| T |sin(7tt) sin(rtAt)|
t)|dt = ——dt=2 | ——————dt.
I ol I (rt)? (rt)?

—00
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We next break the integral into two sub-intervals [0, 1] and [1, co]. Thus,

Tlsin(ﬂt) sin(At)| _ Jl |sin(7rt) sin(At)|

Jl Isin(zA)|
(mt)? (mt)? it

dt + 0(1) = dt +0(1)

0

after replacing sin(nt)/(mt) = 1 + O(t?) in the integrand above. The last integral is

1
J —Ism(rrAt)I dt ~ 2 log A.
t T

-_— 121

To see this, we make a change of variable and break the new range into subintervals of the type [(k — 1), k7).

We get
1 At A in(t A km in(t
1(A) = J Ism(ftr I J Ismt( Ny 3 J ISH;( )N 5
0 0 k=14
The upper-bound can be achieved as follows:
Flsin) & f Isinco)l
I(A) = j e LD J 1SRN 3¢
t — t
0 k=2 (k" 1ym
Z k” 2 Ai 1 2
<C+ J [sin(t)|dt = C + — — < —logA+0O(1).
(k— 10V e T k n
For the lower bound we have
A ke A
1 2 1 2
1=y J [Sin(0lde = = Y = = > log A+ O(1).
k=17 e k=1

O

Lemma 2.8. Let p a large prime number. Let a, m, R be positive integers such that gcd(p, am) = 1. Define the set

S:={1<r<R:a+rm=0(modp)}.

Then we have R
S| = » + O(log p).

Proof. Recall the orthogonal relation

! 1, ifn=0modnp,
l Z ep(tn) _ itn mod p
P i

0, otherwise.

Thus, we have

S| = ZZ (Ita + rm)) = ZZe (Irm).

r<RlO r<Rl 0

The double sum above has a contribution R/p when [ = 0. In the remaining range 1 </ < p - 1, we have

p-l Fle,(mR+1)) K3
Z Z ep(lrm) = Pt (1- eP(lm)) < Z nlm

r<R I=1 =1 |51n »

Now {lm},1=1,..., p — 1, runs through the non-zero residue classes of Z/pZ because gcd(p, m) = 1. We thus

have
158 1
IS| <« — Z N < log p.
P i |sin 7

The second bound is well known, see for instance the chapter on the Pélya-Vinogradov inequality in [2]. [
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Lemma 2.9. Let N be a large RSA modulus. Suppose A > 0 is a real number such that min(p, q) > AN 12 Let
A, R, m be positive integers such that A < m < AN*/2. Define the set E

E:={(ar):1<a<A 1<r<R gd(N,a+rm)>1}.

Then we have AR AR
|E| < 7 + — + O(AlOgN)
q

Proof. Notice that gcd(N, a + rm) > 1 if and only if p|(a + rm) or g|(a + rm). Consider the sets

E,;:=={1<r<R:a+rm=0(modl)}

a,l :
with1 <a < Aandl! € {p,q}. In view of Lemma 2.8, we have |E_;| = R/l + O(log!), and
A
E={J U Ea
a=1l=pq

Since A < m < AN'/?, we have E, |NE, ;=@ for a, # a,. Consequently, any intersection of more than two
distinct of these sets is empty. Furthermore, since

E, ,NE, ;= {r:r=-a;/m(mod p) and r = —a,/m (mod )},

we have |[E, ,NE, ;| <1forl<a,,a, <A. By the inclusion-exclusion principle, it follows that
|E| = Z Y Byl - Z Z|Eu1ana2q| < Z Y Byl =— R, —+O(A10gN) O
a=11e{p.q} a=1a,=1 a=11€{pq} 1

Lemma 2.10. Let M, T > 1,L > 1 be integers. Suppose LT < N for large N. Then the cardinality of the set
{(a;, a5, A1, A5) s ajdy = @A (mod N), M <aj,a, < M+T, 1 <AL A, <L}

has a bound < LT log L.
Proof. See [7, Lemma 12.7]. O

Lemma 2.11. Let A, R,m, N be positive integers such that A < m and m(R + 1) < N. Define the set
S:={(ap,ay,1,1,) a0y +rym = a, + rym(mod N), —~A < aj,a, < A, 1 <r,r, <R}

Then we have
S| 2RA, fl<A<Z o
2RA +2(R-1)(2A —m), zfz <A<m.
Proof. Since 1 < g; +rm < (R+ 1)m < N, the congruence a, + r;m = a, + r,m (mod N) is equivalent to the
equality
a = a = (r,=r)m. 1)
If r, = r,, the equality (2.1) implies a, = a,. Thus there are 2RA solutions satisfying (2.1) in this case. On the

other hand, if |r; — r,| > 2, then (2.1) has no solutions because |a, — a,| < 2m in the range —-A < a;,a, < A.In
the last case, when |, — r,| = 1, we have

0, ifl<A<?,

(a;,a,) : |la; —a,| =m, —A < a,a, < A}| =
ara,): la, - a, v < All 22A-m), % <A<m,

Furthermore, there are 2(R — 1) pairs (r,, r,) such that |r, —r,| = 1. O
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Lemma 2.12. Let N be a large RSA modulus. Suppose A > 0 is a real number such that min(p, q) > AN 12 Let
A, B, R, m be positive integers such that A < m, B < AN"?, and m(R + 1)B < N. Define the set

a trm _ay+rm
by b,
-A<a,a, <A 1<b,b,<B, 1<r,1, sR}.

(mod N),

T := {(al,az,bl,bz,rl,rz) :

Then we have |T| < min(ARBlog N + ARB?,mRBlog N).

Proof. First, notice that the elements of B are invertible because of the condition B < AN 172 Furthermore, we
have 1 < g; + ;m < (R + 1)m < N. Hence given any pair of (1,,1,) with 1 < A,,1, < (R + 1)m, the system of
equations g; + r;m = A; with i = 1,2 has at most one solution in (a,, a,, r;, 1,). Therefore in view of Lemma 2.10,
|T| is at most

A1, A5b1,B) 1 A1k, = Aoby (mod N), 1< Aj A, <m(R+ 1), 1 < by, b, < B}| < mRBlogN.

On the other hand, the relation (a, + r;m)b, = (a, + r,m)b, implies that a, + r;m = a, + rym if and only
if b, = b,. Therefore in view of Lemma 2.11, we have |T| <« ARB in the case a, + rym = a, + rym. In the
case a, +rym# a, +r,m and r, =r, =r, we have that both g, + r;m and a, + r,m belong to the interval
(A +rm, A+rm]. Thus for a fixed r, the number of quadruples (a,, a,, b;, b,) such that (a, + rm)b, = (a, + rm)b,
is bounded by

[{(A1,25,0,,b)) : A, = A, (modN), —A+rm < A, A, < A+rm, 1 <b,b, < B}| < ABlogN.

Therefore, |T| « ARBlog N in this case. The last scenario when a, + r;m # a, + rym and r, # r,. For a fixed
triple (a;, r;, b;), the number of triples (a,, r,, b,) such that (a, + r,m)b, = (a, + r,m)b, is at most B. To see this,
notice that the set

{ay+r,m:-A<a, <A 1<r,<Rr,#+r}= U(—A+rm,A+rm]

r#r)

has at most one intersection with the singleton element (a, + r;m)b,/b,. This means for a fixed b,, the number
of pairs (a,, r,) such that (a, + r,m)b,/b, = a, + r,m is at most one. Finally, |T| < ARB? in this case. O

Lemma 2.13. Let y (mod N) be a primitive character of conductor N of order h. Let f(x) € Z|x] be a polynomial
written as

flx) =[]0 +a)™,

k=1

where d,. are positive integers and a;. are any integers. Define
A= 1—[ H(a,- - a;).

i£j

Suppose the condition
dy,....d,h) =1
is satisfied, then we have
| Y x| < - 0@ N N

x (mod N)

where w(N) is the number of divisors of N.
Proof. See [7, Corollary 12.12]. O

Lemma 2.14. Let N be a large RSA modulus, x the associated quadratic character (Jacobi symbol). Suppose
A > 0 is a real number such that min(p,q) > AN 12 Let r be a positive integer and t € R. Then we have for
C < AN

umod N

2r
Z e(ct)yy(u+c)| <NC +(2r- 1)2NY2c?,

c<C
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Proof. We have

2r T
Ze(ct)XN(u+c)| = Z Z e((cl—oz)t)XN(u+c1)XN(u+cz)>.

c<C umodN  1<¢,6,<C

>

umod N

Clearly, if ¢, = ¢,, the contribution of the above sum is NC". When ¢, # c,, the above sum is at most

Z Z l Z XN( ﬁ(u+ci)(u+c;)>| < (ZT—I)ZNI/ZCZT

1<¢) st SC 1265000y <C umod N i=1

(6] ] )#(C 5]

by the virtue of Lemma 2.13. Notice that (A, N) = 1 because |c{"1)2} - c{jl,z}l < min(p, q). Moreover, the condition
(dy,...,d,2) = 1in Lemma 2.13 is satisfied because there exists at least one d; = 1. O

3 Proof of Theorem 1.4

Let nbe a positive integer such that (n, N) = 1, where N = pqis an RSA modulus. Recall nis a quadratic residue
modulo N if and only if Xp(n) = x4(n) = 1. Thus

4

(1 + x,(M)(1 + x4(n)) |1, ifnis aquadratic residue modulo N,
0, ifnisa quadratic non-residue modulo N.

Therefore, we have in view of Lemma 2.9

a;“IQ(R; a,m)| = igé(l +xpa+ rm))(1 + Xqla+ rm)) + O(m + Alog N)
= i RA + i(SP(A, R) + S,(A, R) + Sy(A,R)) + O(ARN* + Alog N), (B.1)

where the error term comes from counting those terms {a + rm},, such that gcd(a + rm, N) > 1. The character
sums

Sipan) (AR = Y D Xipgn(a+rm)

a<A r<R
require a non-trivial bound. We bound below only Sy (A, R), the treatments for S M}(A, R) are similar. Using
the cut-off function introduced in Lemma 2.7, we have

SN(A,R):% Y Y ) fa+dyyla+d+rm). (3.2)

—A<a<A r<R d<A

Let A = BC, with B < NV2714) and € < ANY®) where A is as defined in Lemma 2.14. The precise values of
the parameters B, C will be chosen later. We use shifts of the type d = bc with 1 < b < B,1 < ¢ < C. Averaging
(3.1) over b, c gives

SN(A,R)=% Y Y Y Y fla+bo)yy(a+be+rm)

—A<a<A r<R b<B c<C

[e¢]

: % Z Z Z J |f(y/b)|d7y |z e(ct)xn(a +bc + rm)|
c<C

—A<a<A r<R b<B_i,

for some t € R. We may bound the Fourier integral by Lemma 2.7, and then use Holder’s inequality to obtain

log N
SNAR « == Y Y )

—A<a<A r<R b<B

= log N z AMu) z e(ct) yn(u +c)
A umod N c<C

< loiN(;/\(u)>1‘1/’( ;A(u)z)l/(lr)( ;

Y elctylalb +c+ rm/b)’

c<C

Zr)l/(Zr)

Z e(ct)xn(u +c¢)

c<C

>
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where A(u) counts the frequency of values in arithmetic progressions which is represented by a residue class
modulo N, i.e.

Mu) = #(a,b,7): (a+rm)/b=u(modN), —~A<a<A 1<b<B 1<r<R}

Clearly,
Y AMu)<2ABR and ) Aw)’ =|T],

umod N u

where the set T is as defined in Lemma 2.12. Therefore in view of Lemma 2.12 and Lemma 2.14, we have that

&N (ABR)'""(ARBlog N)"/®"(NC" + N'>C™)//@), if B « logN,

Sy(AR) «,
’ {“’%N(ABR)*W(ARBZ log N)"/®V(NC” + N**C) @7, otherwise.

Choose B = A'AN"Y@" and C = ANY®" giving the error terms as purported in Theorem 1.4.
Finally, notice that in the range B <« log N (i.e. A <« N/®" logN)

ARN™'? « AT RV E N (log N) >

is equivalent to the statement
AR < N3 (log N) .

Now, the conditions mA(R + 1) < AN and A < m < AN'/? imply that
A’R<mAR < NIN"» « N2*% « N™3%% (log N)¥*.
Furthermore, the conditions
R > N#}-U(logN)’Tl-1 and A<m< N:

imply that 1 . }
AlogN « A" 7R N (log N)' " .

This proves the theorem in view of (3.1) for ¥|Q| in the range A « N/@" log N. In the remaining range, a
similar argument gives
ARN™'? 1 AlogN « A" # R N# (log N)"*2.

We omit the details here. Finally, notice that Y’ |NQ| follows because of the relation

Y 1Q(R;a,m)| + Y INQ(R; a,m)| + O(ARN ™" + Alog N) = AR.

a<A a<A

4 A character sum involving x, and x,

Recall the quadratic residue characteristic function

Dd(n) = i(l + Xp(n))(l + Xq(”))-

Proposition 4.1. Let N = pq be a large RSA modulus. Let T be a non-empty subset of the set {0, 1, ..., N} such

that
gcd(H [ G- N) =1
i,jeT
i#j
Thenin the range 1 < |T| < i log, N, we have
N 3/4
N4, N IT|N
YT]om+i) :E+O<T), (4.1)

n=1ieT

where d,,i € T are any positive integer weights.
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Proof. Assume without loss of generality d; = 1 since ®(n + )% = ®(n + i) as long as ged(n +i4,N) = 1, and the
number n < N such that the sequence {®(n + i)}, contains a term that is not co-prime with N being bounded
by |T|N'/? (see [9, Lemma 3.2]). Therefore,

N N
YJom+i= ﬁ Y T+ xpn+ D)1 + xy(n+ i)
n=1i€T n=1ieT
| X
= o Z(l + Z Xp( H(n+1))>(1 + Z Xq< H(n+z)))
1 !
=7{N+Z:ZMMmUTﬁHO+Z Y saah), (4.2
AcCT n=1 ieA ACT AlcT
Ato INT R
A%

where

S(A,A") = ZXP( H(n+1))xq< H(n+ z))

ieA!

In (4.2), the character sums involving ,, x, can be bounded using the Weil bound and the sum involving yy
bounded by Lemma 2.13. We have

N
Yy xp( ICE i)) < gp" AR <« NPT, (4.3)
ACT n=1 i€eA
A+D

N
Yy Xq( [Ttn+ i)) < pq A" 2T <« NPT, (4.4)
ACT n=1 ieA
A+@

N
Y Y x( [Ter+ ) < N'Z1aP2™ < N2 (4.5)
ﬁ;']@' n=1 i€eA

To bound S(A, A"), we write nn = n,q + n, p where n, runs over a complete set of residues modulo p and », runs
over a complete set of residues modulo g. Therefore, using the notations

fi) =[]&x+is  firlx) =[]+,

i€eA ieA’

we have

S(a,A") = Z Xp(fr(mq + mp))x,(fo(m1q + myp))

n, mod p
n, mod g
= 2 oUimox(hmp) = ¥ xp(fi) ¥ x(fm) <18l 1p"q"
n; mod p n; mod p n, mod g
n, mod q

after applying the Weil bound to the factored complete character sums above. Finally,

Y Y sa,4") « NV TP, (4.6)
ACT A'cT
MO Ny
A#+A'
The proposition is proved in view of (4.2)—(4.6). O

Proposition 4.1 has a few nice consequences. In particular, it implies that in the range |T| « log N, the pat-
tern of (0, 1) derived from the quadratic residue characteristic function ®(-) of length |T| tends to a uniform
distribution. The following corollary answers a question previously raised in [9].
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Corollary 4.2. Let N be a large RSA modulus. Let s be a positive integer satisfying 1 < s < ‘—lllog‘l N. For any
binary vector (v, ...,v,_;) € {0, 1}, define the set

D={l<n<N:On+i)=v,forall0<i<s-1}

Then we have

D] = % + OV log N).

Proof. Similarly to the proof of [9, Theorem 1.1], we have
N
1Dl = Y [[@®+i)+ ON'*logN),
n=1 ieT

where the error term comes from counting the number 1 < n < N such that {O(n + i)}, 0 <i < s — 1, contains
a term that is not co-prime with N. The main term above can be estimated by Proposition 4.1. O

5 Probabilistic model

In this section, X;,..., Xy are independent random variables taking on the values 1 and 0 with the corre-
sponding probability § and 1 — §, respectively, where 0 < § < 1. Define Z,; as sum of the random variables:

Zyg=X;+ -+ Xy
To ease notations, we denote the normalized random variables as
ta (X) ZH)
VH8(1-98)

Lemma 5.1. Let r be a non-negative integer. Then we have E(Z%;) = (SH)'".

Za (X) Z’;) =

Proof. We have

E(Zy) = E(X, +---+ Xg)")

=]E( Z an"'Xn,): Z E(X, - X,)
1<ny,..,n,.<H 1<ny,...,n.<H
= Y EX,) EX,)=8 ) 1=(H). O
1<ny,...,n.<H 1<ny,..,n.<H

We next compute the characteristic function of the normalized random variable Z;. The following lemma
says that Z; has the mean VHJ/(1 - §) and variance 1. Without normalization, Z; has the mean Hé and
variance Ho(1 - §).

Lemma 5.2. Let H be large. Then uniformly for u < |F(8)|"**H'®, we have

E(exp(iuZy)) = E(eXp(—%)) = exp(—”{)(l ¥ O(|F(6)|\L/£—I3_{)) : exp(iu\j§>,

1 8 &
PO - ez s 1)

Proof. First, for a random variable X taking on the values 1 and 0 with the corresponding probability é and
1 - §, respectively, we have

where

E(exp(iuX)) = 8 exp(iit) + (1 - 8) = & cos(@t) + (1 — 8) + id sin(it)
2 4

u S u
=1- m +id Sln(u) + Os(ﬁ), (5-1)
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where we have expanded cos(#) in power series in the last line. On the other hand, since the random variables
X, are independent, we have, using (5.1),

E(exp(iuZy)) = E(exp(iuX))” = exp(Hlog(1 + z)),

where
2 4

+i8 sin(@) + 05(%).

L
© 2H(1-9)

Next using the series expansion log(1 + z) = z — z*/2 + z2° /3 + O(z*) for |z| < 1 and sin(it) = i + O(ii*/6) gives

IE(exp(iuZ;)) = exp(H(— i + 8_“ + O<|F(8)|u_3)))

— +i
2H  /[H6(1-9) H3/?

- exp( )1+ (@2 ))-exp( | 2% 5

6 Probabilistic model modulo m

In this section, we study the probabilistic model Z;; modulo m. Let X,..., Xy be independent random
variables taking on the values 1 and 0 with the corresponding probability § and 1 - §, respectively, where
0 < 8 < 1. The first lemma shows that Z, is uniformly distributed in Z/mZ. for large enough H.

Lemma 6.1. Let positive integers a,m > 3 be given such that 0 < a < m. Then Z;; mod m approaches uniform
distribution on Z/mZ. after an expected running time H with the condition H8/m* — oco.

Proof. This is proved in [8, Theorem 2]. O

In order to prove Theorem 1.6, we also need to know quantitatively the probability when Z,; is equal to
a (mod m). To this end, define

D na(N;m, a) = %Hl <k<N:Z,=amodm}|

We next study the variance of @, 4(N; m, a) — 1/m. The following proposition generalizes [11, Proposition 1],
which has a symmetric setting (i.e. § = 1/2).
Proposition 6.2. Let m > 2 be a positive integer. Then for m = o(N'/?) we have
m—1 2
1 m
]E(((D N;m,a ——) )<< —.
‘;) rand( ) m S N

Proof. Similarly to the proof of [11, Proposition 1], we have

mz_l 1 ? mz_l Z oot N-(vy++vy) 1 Z 1 ?
. _ = _ Vit _ —(vy+tv - =

- IE((CDrand(N,m,a) m) ) T L oA - T (N : ! m)

a=0 a=0 (v,,...,vyy)€{0,1}N 1<j<N

vy +-+v;=amodm

1-6 N m-1 § \MtTtw 2
- Y Y (__) (m Y 1—N>.
(mN)* = el * 9 1<jEN
vy +e+v;=amod m

Using the orthogonal relation, the inner sum can be rewritten and gives

N m-1

(1 - 5)N m-1 EY Vit vy 2
N (% R b SRR

=0 (v,,...vy) €0, 1}

N Vi tetvy m-1
-0y ()Y atma, 6.)
a=0

VsV ) EO1N
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where
m—1 m—1 N m-1 2
ZA(N,m,a)z (Z em(t(v1+---+vj—a))—N>
a=0 a=0 " j=1 t=0
m=1 , N m-1 2
= (Z em(t(v1+~-+vj—a))>
a=0  j=1 t=1
m—1
= e,,(a(s —1)) Z en(r(vy + -+ v;) = s(v; + -+ vy))
a=0 1<r,s<m—1 1<j,k<N
m—1
=m en(tvy +--+v)) —t(vy + -+ v))
t=1 1<jk<N
m—1
=m(m-1)N +m z z en(tvy + -+ v)) (v + - + V)
t=1 1<j+k<N
m—1
=m(m-1)N +m z z en(tV; + Vi + o v)) + e (—t(v + v + o+ v). (6.2)
t=1 1<j<k<N

Thus in view of (6.1) and (6.2), we have

m—1

> ]E((d)md(N; m,a) - %)2) =I+II. (6.3)

a=0

Using Lemma 2.3, the first term I is

- mm-1NQ -9 ( K )N
(mN)? (et 170
And the second term I is
N Vv
n- S )

(V15w ) E{O, 1Y

. z en(tV; + Vi + o+ V) e (—H(V) + iy o+ W)
t=1 1<j<k<N

—

In order to evaluate II, we are going to group the inner sum into residue classes modulo m according
to the values Vit v modm, and then change the order of summation. We first make the following
observation. Let 1 <n < N. Given an N-tuple (v,,...,vy) € {0,1}", there are exactly (N —n) sub-blocks

of length n of the form (v, vj,,...,Vj,,_1). Furthermore, given an n-tuple (v;,vj,;,...,Vj,—1) such that
Vj+ Vit + Vi, = amodm, the number of vectors (u, ..., uy) € {0, 1}V such that Pjt P et P =
amod m is
(i), 2 =22 ()
y 1=2""y :
i \a+1m VeV €0, 1N sy Na+im
Therefore,

_ S \N m-1m-1
(1m1\(]sz) Y Y (en(ta) + e, (ta))

t=1 a=0

N-1 a+lm ViV,
oo ( )T ()

10 (Vpees V) €0, 11N

N m-1m-1 N=1 -
_(1-9 Z Z(em(tll)+em(_ta)) Z(N—n)s(%;a,m,n)(l + %)N .

2
mN*® 5 5 n=1 g

II =
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Expanding S(;%; a,m, n) using Lemma 2.4 leads to

N m-1m-1 N Nenmet }
(lmZ\(]SZ) ~ azo( m i) 2 ( 86) ; em(—al)(l + l(j—aem(l))
_ (IH;NZ)N err;J::rln_Ol Nn;n<1+ l(j_a)Nf‘(l_,_ T3¢ (1))"’:2:; e (alt =) +e,(~a(t +1)))
= (ln;]\?z)N r:1=11 1:=11(N - n)(l + %)N_nKl *+1 faem(t)y + (1 *7 faem(_t))n}
1 m—-1 N-1

=—— Y Y (N-m{(1-8+0e,®)" +(1-38+de,(-1))"}.
t=1

=
I
—

Finally, we apply Lemma 2.6 (with the choice € = 1) to bound the double sum above. This gives
m
1I —. 6.5
< 65)

The proposition is proved in view of (6.3), (6.4) and (6.5). O

7 Link for Theorem 1.1

This section provides links between the probabilistic model introduced in Section 5 and the moment of the
short sum S(®; H, x). Define the moment function

N
M(r) = Z S(®; H, x)'.

1

N x=1
Lemma 7.1. Let N be a large RSA modulus. Suppose A > 0 is a real number such that min(p, q) > AN 2 Letr,H
be positive integers such that H < AN"? and 1 < r < 1/4log, N. Then as H — co,

M(r) = ( ) (1+0((16/H) + 4N,

Proof. We have

1 N r 1 N
M(r>=ﬁg( Y oo ):ﬁz Y Om)-0(n,)

x<n<x+H =1 x<ny,..n<x+H

= % Y ZHG)(x+y,~).

1<y ey, <H x=1 i=1
Given any r-tuple (y,,...,y,) € [1, H]", we can write
- d; d, d;
H(D(x+y,.) =O(x +y; )1 O(x + y;,)7 -+ O + y; ),
i=1

where the elements of k-tuple (y;,...,y; ) are pair-wise distinct, and d; are positive integers such that
d; +---+d; =r.Therefore, M(r) becomes

r N
SY XYY Y )@y (71)

k=1 {iy,oip}c{Lor} d; 444 =T %=1
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The sum over x in (7.1) can be bounded using Proposition 4.1, and the sum over d; can be bounded using
Lemma 2.1. Thus,

r

M(r) = % kz ()0 i)Hk(N/4k + O(NY/2))
=1

S (G oo £ () 1))

= (H/4) + 04" + N"'*H"),
where we have used Lemma 2.2 for bounding the binomial sum above. O

We next compute the characteristic function of the distribution of the normalized sum which is defined as

B 1 N . S((D, H) x)

Proposition 7.2. Fix =1/4. Let N be a large RSA modulus. Let H, T be positive integers such that H < AN'/?
and T < 1/4log, N. Then we have uniformly for u < |F(1/4)|"*H"® =~ 1.732H"%,

= () +0( )2
+O((1+ 16u/V3H)" + N"V4(1 + 4uH/3)" (u\/_) )

Proof. Truncating the exponential series up to the T-th term gives

N

1 o 1 N uS@ ) | (uTS@ )
N x;eXp(’”S((D; H0) =5 le( Z 7! O( T! ))
T-1 . T
B (iu)" M(r) u" M(T)
& rI(HS(1 - 8))7 O(T!(H6(1 - 5))T/2)‘ (%2)
Using Lemma 7.1, the error is bounded by
u” M(T) - uW'(HOT  wNH]3)' 73)
TIHS(1 - &)T2 ~ TWHS(1 -8)T72 T! ’
In view of Lemma 7.1 and Lemma 5.1, the main term in (7.2) becomes
T-1 . T-1
(i)' M(r) (iw)"E(Zy) r o rag—l/4
Z(:) rI(H8(1 - 8)) 2 Z:‘) rI(HO(1 — 8))”2(1 O((16/H)"+ 4'N"T)
T-1 ;. 7 T-1 r T-1 T AT
_ (uZy)" (16u/H)"E(ZY) 1/ u"4"E(Zy;)
- ]E( ;) r! ) " O( TZ:(; rI(H8(1 - §))"/? N ,Z:(; rI(HS(1 — 8))”2) (74)

Using the power series expansion for exp(ix), we see that the first term in (7.4) is

u"E(ZL) ) (ux/T)T)

TIHS(1 - 8))T/2 E(exp(iuZy)) + o(

E(exp(iuZy)) + O(

because by Lemma 5.1
u'E(Z},) L uHYT  wVHP)
TI(HS(1 - 8))12 — TYHS(1 - 8))1/? T! ’
The first error term in (7.4) is

T1(16“/H)’1E(Z) T (16u/V3HY L6u T

The second error term in (7.4) is

-1 T AT T
N LCLC: M OO A )
z < rI(HO(1 - 8))"72 Z (1+4uVH/3) .

The proposition is proved in view of (74) and Lemma 5.2. O



132 —— B.]ustus, Quadratic residues distribution DE GRUYTER

8 Proof of Theorem 1.1

A key element in the proof of Theorem 1.1 is a smooth approximation for the signum function. The origi-
nal idea is due to Selberg [14], and the method is applied effectively by Lamzouri [10] in establishing a two-
dimensional Gaussian distribution for short complex character sums. In deriving Theorem 1.1, the arguments
are essentially those of Lamzouri’s adapted to our situation.

Let 1,, be the characteristic function of the interval [a, b].

Lemma 8.1. Let real numberst > 0,a, b be given such that a < b. Then

sin?(wt(x —a))  sin®(wt(x — b)) )

n u . du
1,5(x) =Im J G(;) exp(2mux)fu,b(u)7 + O( (2t (x — ) + (7t(x — D))

0

where the functions G, f,, are defined as

Gu) = 2u +2(1 —wucot(mu) foru € [0,1],
T
exp(—2miau) — exp(—2mibu)

fa,b (u) = 2

Furthermore, G(u) is differentiable and 0 < G(u) < 2/ for 0 < u < 1. The function f,, satisfies the bound
| fap ()] < mulb - al.

Proof. See [10, Lemma 4.1 and the subsequent discussion]. O
The following lemma generalizes [10, Lemma 4.2].

Lemma 8.2. Let § be real number such that 0 < § < 1. Let t be a large positive number. Then, uniformly for all
real numbers a < b,

Im j G(?) exp(_(anu)Z ) exp<2ﬂiu\j%)fa)b(u)d—: = \/% j exp<_ (x - \/H52/(1 -9))? )dx . O(%)

Proof. Let X be a Gaussian random variable with mean y = \/HS/(1 — §) and variance o? = 1. We have

fexp(ix - JHEI=3)" )

a

dx = P(X € [a,b]) = E(1,,(X)). (8.1)

gl
=)

Using Lemma 8.1, we have
t

E(1,,(X)) = Im J G(%)]E(exp(ZniuX)) fa,,,(u)‘%” + o(lE( 8.2)
0

sin?(mt(X - a))  sin?(wH(X - b)) ))
(mt(X — a))? (t(X - b))?

The error terms in (8.2) are known to be « 1/t (see the proof of [10, Lemma 4.2]). Furthermore for the Gaussian
random variable X, we have

2 2
E(exp(2miuX)) = exp(2mipu) exp(—@) = exp(Zﬂiu\j 1H68 ) exp(— (27;”) ) (8.3)
This proves the lemma after putting (8.2) and (8.3) in (8.1). O

Proof of Theorem 1.1. Let § = 1/4 be fixed. Let T be a positive integer, and ¢ > 1 be a real number such that

log N
t=min(iH‘/6,1 L) and T = [H].
2m 4 \HlogH




DE GRUYTER B. Justus, Quadratic residues distribution =— 133

Using Lemma 8.1, we have

t

ii1 (S@;H,x) =1 IG(E) ) £, ()™ + O(1(t, a) + I(5, ) (8.4)
N & ab sH,x)) = m0 ; y(2mu) f,,(u ” ,a ,b)). .

The main term in (8.4) can be expanded using Proposition 7.2:

t

Im J G(%)w(Zﬂu)fa,b(u)% =Im j G(%) exp(— (27t2u)2 ) exp(Zﬂiu\fg)fa,b(u)dju + O(E),

where

n Q) \ mu)? " r QuuH/)"
=(b-a)|ex + (1 +32mu/V3H)" + N4 (1 + 8mu/H/3) + 2 gy
OJ ( 2 ) VH T!

Thus in view of Lemma 8.2, we have

fon(- T o

a

+ O((b —a+ 1)(\/LH + (%)T + N6 vVH)" " + WT_—P'DTH)) (8.5)

The error terms I(t, a), I(t, b) in (8.4) can be bounded similarly as done in the proof of [10, Theorem 1]. For
I = a,b, we have

1 & — 1
— Y 1,,(S(®; H, x)) = ——
N 2 La(S@H0) = =

sin® (7t (S(®; H, x) — 1))
(t(x - 1))?

1N
I(t,]) = —
1) NZ
2

t
> J (t — v) cos 27Tv(S(CI) H,x)-1))dv

Mz

~

1
"N

®
|
—

2
2

I
=
o

z|=

Mz

J(t - v) exp(—2milv) exp(2mivS(®; H, x))dv

179

X

t
=Re 2 j(t —v) exp(—2milv)y(2nv)dv

\3H
- . H T+1
< %(1 + (%) + N6t vVE)™" + —(4M/T_!) ) (8.6)

In view of (8.4), (8.5) and (8.6), thus far we have obtained

b
— - VH/3)*
,b(S(d); H,x)) = = j exp(—%)dx + O(E,),

% Jtex (Zﬂu) + (1 + @)T + N_1/4<1 + Snu\/ 3 ) (Zﬂm/_)
0

..Mz
9 -

1
N 7
where the error term E, is

L g “1/4 rv1 (4VH)T
=0b- a+l)( \/_ (\/_> + N"V*(16tVH) +—T! ) (8.7)

Now the Stirling approximation gives

@VE™ 4TS
< LK —
T! T! T

1
< -,
t



134 —— B.)ustus, Quadratic residues distribution DE GRUYTER

For large H, we have
(64t2>T <<< 1 )T <L
Moreover,

N6t VH) « N7V

because for large H,

>

logN_ log16log N log N
16T+1 < 16161§:H = exp(M) < exp(&) = N1/32
16logH 32
and as log N/ log H becomes large,

1, logN 3logN

1, logN 1
T+1 < H6(1610gH+1) < N1/64) (\/H)T"'l < Hz(lslogH+1) « HétlogH = N3/64'

L(T+1)

t <H

To conclude, we have the error term (8.7):

HlogH)

E<@®-a+DA/t+ N <« (b-a+ 1)<H"1/6 + \j
logN

9 Link for Theorem 1.6

This section provides links between the probabilistic model introduced in Section 6 and Theorem 1.6. The
goal of this section is the proof of Proposition 9.3. The result extends [11, Proposition 3.1] to the setting Z/NZ.
Letd = (vy,...,v,) € {0,1}°. Define

Basically, A(®) is the index set where the vector # has the 1 coordinates, and A(7) is the index set where the
vector ¥ has the 0 coordinates. Define

D(N;3,s) :={l<n<N:®(n+j)=v;forallo< j<s—1},

where ®(-) is the quadratic residue characteristic function.

Lemma 9.1. Let n < N and s be positive integers. Then the number n such that the sequence {®(n), ®(n + 1),
...,®(n+ s — 1)} contains a term not equal to 0 or 1 is < sN*/2,

Proof. Notice that ®(n) # 0, 1 if p or g divides n. The bound for this exception set
Dy :={0 < n < N : there exists i such that 0 < i < s — 1 and yy(n + i) = 0}

is known, see [9, Lemma 3.2] for a precise estimate. O

Lemma9.2. Let1 <s< 1—16 log, N be a positive integer. Then we have

|ID(N; 3, s)| = N(l)m(f’”(é)lgw)l

. ;) (= oN1%y),

Proof. First, notice that if ®(n + j) € {0, 1}, then

1, ifdn+j)= v,

1-v)+ v, - 1)@ ) =
(I -v)) + 2v; - DO(n + j) {0, 00+ ) # v,
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Thus (1 - v)+@2u; - DO(n+ j)isa characteristic function on the sequence v, 0<j<s, provided there are
only 0, 1-terms in the sequence {®(n), ..., ®(n + s — 1)}. The number of exceptions (i.e. sequences {®(n),...,
®(n + s — 1)} containing a non-0, 1-term) is bounded by sN 12 by Lemma 9.1. Therefore,

S—

1
(1-v;+ v, - DO(n + j)) + O(N'?)

Mz

|ID(N; 9, s)| =
n=1 ]:0
N
= Z( <D(n+j))< H (l—CD(n+j)))+O(N1/210gN)
n=1 " jeA(®) jEA®)
N
=Y ([T ow+p)(1+ ¥ O T]00+ )+ ON"1ogN)
n=1 " jeA(v) TCA®D) jeT
T+2
N N
-y ( [T ot + j)) £ Y Eny ( ] om+ j)) + O(N"21ogN)
n=1 " jeA(D) TcA®) n=1 " jeA(W)UT
T+
=1+11+O(N"logN). (9.0)

The asymptotic evaluation of I, IT can be derived based on Proposition 4.1:

I= D(n + +O(sN>/* 9.2
nzl ]el:([w ()= gy + OGN ©.2)
N N
Y Y I ewm+p= Y 1)|T|<4IA(v)|+|T| + 0(sN3/4))
TCA(D) n=1 jeA(D)UT TCA®)
T+o Teo
(- sa3/ay N 1\A®@)I o103/
4IA(v)| ngv) am O(s2’N™) = RG] <(1 - Z) - 1) +O(s2'N™™)
T+o
3 1\/A@)1 /3 [A@)] N 3/
- N(Z) (Z) TG O(s2’N"™). 9.3)

Finally, in view of (9.1), (9.2), and (9.3), we have

ID(N: 3. 5)| = N(i)IA(ﬁ)I(Z)IK(ﬁ)I . 0(525N3/4) _ N(jll)mw)l(?})lmn(l . O(N‘”“))_

The error term above is obtained by observing that (i)'A(a)| (5)'&'3)| has the absolute minimum value 1/4°. O
Proposition 9.3. Let N be a large RSA modulus. Let 1 <s < = log2 N be a positive integer. Then for any non-

negative function h : {0,1}° — R*, we have

% h(®m),...,0n+s-1)) = E(h(X,,...,X,))(1 + O(N—I/IG))’

||M2

where X, ..., X, are independent random variables taking the values 1, 0 with probability 1, 2, respectively.

44’

Proof. In view of Lemma 9.2, we have

h(®mn),...,On+s-1)) = h(vy,...,v,)|D(N;3,s)|

..... v)ef0,1)¢

= ¥ h(vlw-’vs)(i)lA(ﬁ)l(Z)m”(l L o 19))

Mz

1
N

n

il
—
=
I

=

XS
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10 Proof of Theorem 1.6
We closely follow the proof of [11, Theorem 2]. Let

1, if|Q(k)| = amodm,
Y(k,a) =
0, otherwise.

For any integer j > 1, we have

Z <.
v

N
Y(N;m,a) = %ZY(n,a) ZY(n+],a)+O(
n=1

n_

Therefore,
m-1 m—1 1 N I X
;}(\I’(N,m,a)——) =a_0<mj_zlr;}’(n+],a)__+o(ﬁ))
N(LYyy 2 mL
:a=0<m;;Y(n+]’a)__) +O(W)’

where L = [1/16log, N]. Applying the Cauchy-Schwarz inequality gives the upper bound

m—1 N N
1 L
Z;’,ITIZ( ZY(n+],a)——> +O( > Zi h(®(n +1),. (D(n+L))+O(n;\]>
where the function & : {0, 1} — R" is defined as
m—1 1 2
h(vy,...,v;) = Z(z|1 Sst:v1+---+vijmodm|) .
b=0

Finally, in view of Proposition 9.3 and Proposition 6.2, we have

m—1

;)(‘P(N; m,a) %)2 < E(h(X,,...,X,))(1+O(N/1%) + o(’%)
- MZO B((@umaTim ) - -)7)(1+ 0 19) + o %5)
<2y mL «
L N logN
Notations
N RSA modulus: N = pqwith 1 < p,q < cN"/? where ¢ > 0
() Euler’s totient function
e, (%) exp(¥E)
Xp(-), Xq(') Legendre symbols: (;), (;)
() Quadratic residue characteristic function: i(l + Xp("))(l + Xq(”))
S(®; H, x) Short character sum: ) ..,y ©(n)
M(r) r-th moment: — Zx L S(D; H, x)'
S(x; a,m, k) Y nzamod m, n<k (ﬁ)xn

Svpa LT Xty XpTLier(n+ )y iep (n + )
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X;
E(X)

Zy
D,.q(N;m, a)
0]

A(D)

A(D)

D(N; 9, s)
QR;a,q)
NQ(R;a,q)
R(k)

N(k)

Yy (N;m, a)
W (N5 m, a)

Random variable

expectation of the random variable X
X+ + Xy

Normalized variables

%l{l <k<N:Z, =amodm}|

L) € {0, 1)

S Ug)}

S U)}

{1 5nsN:<I>(n+j)=vjforaHO$sz—1}

Binary vector: ¥ = (vy,..
fl<i<s:v;=1,0=(vy,..

{l1<i<s:v;=0,0=(v,..
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[{n=a+rq:1<r <R, andnisa quadratic residue mod N}|

[{n=a+rq:1<r <R, andnis a quadratic non-residue mod N}|

{1 <n < k:nisaquadratic residue mod N}

{1 <n < k:nisaquadratic non-residue mod N}

%l{l <k < N :|R(k)| = amodm}|
%l{l <k < N : [N(k)| = a mod m}|

Acknowledgement: The author particularly wishes to thank Lillian Pierce for helpful discussions concerning
the character sum bound in Section 4.

[1] S. Chatterjee and K. Soundararajan, Random multiplicative functions in short intervals, Int. Math. Res. Not. IMRN (2012),

References
no. 3, 479-492.

[2]

3]

(4]

H. Davenport, Multiplicative Number Theory, 2nd ed., Graduate Texts in Math. 74, Springer, New York, 1980.
H. Davenport and P. Erdds, The distribution of quadratic and higher residues, Publ. Math. Debrecen 2 (1952), 252-265.
J. Friedlander and H. lwaniec, Estimates for character sums, Proc. Amer. Math. Soc. 119 (1993), no. 2, 365-372.

[5] A.).Harper, On the limit distributions of some sums of a random multiplicative function, /. Reine Angew. Math. 678
(2013), 95-124.

(6]

Stat. 43, Springer, New York (2013), 199-213.
[71 H.lwaniec and E. Kowalski, Analytic Number Theory, Amer. Math. Soc. Collog. Publ. 53, American Mathematical Society,
Providence, 2004.

(8]
9]

J. Math. Cryptol. 8 (2014), 115-140.

[10]
[11]
[12]

Res. Lett. 18 (2011), no. 1, 155-174.

[13]
(14]

D. R. Heath-Brown, Burgess’s bounds for character sums, in: Number Theory and Related Fields, Springer Proc. Math.

B. Justus, An extension of ramus’ identity with applications, Siauliai Math. Semin. 8 (2013), 109-115.
B. Justus, The distribution of quadratic residues and non-residues in the Goldwasser—Micali type of cryptosystem,

Y. Lamzouri, The distribution of short character sums, Math. Proc. Cambridge Philos. Soc. 155 (2013), no. 2, 207-218.
Y. Lamzouri and A. Zaharescu, Randomness of character sums modulo m, J. Number Theory 132 (2012), no. 12, 2779-2792.
K.-H. Mak and A. Zaharescu, The distribution of values of short hybrid exponential sums on curves over finite fields, Math.

C. Ramus, Solution generale d’un probleme d’analyse combinatoire, /. Reine Angew. Math. 11 (1834), 353-355.
A. Selberg, Old and new conjectures and results about a class of Dirichlet series, in: Proceedings of the Amalfi Conference

on Analytic Number Theory (Maiori 1989), University of Salerno (1992), 367-385.
[15] X. Shao, Character sums over unions of intervals, Forum Math. (2014), DOI 10.1515/forum-2013-0080.

Received January 31, 2014; accepted May 4, 2015.



	The distribution of quadratic residues and non-residues in the Goldwasser–Micali type of cryptosystem. II
	1 Introduction
	2 Technical lemmas
	3 Proof of Theorem 1.4
	4 A character sum involving $\chi_p$ and $\chi_q$
	5 Probabilistic model
	6 Probabilistic model modulo $m$
	7 Link for Theorem 1.1
	8 Proof of Theorem 1.1
	9 Link for Theorem 1.6
	10 Proof of Theorem 1.6


