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Abstract. The Modified Rivest Scheme (MRS) is an additive homomorphic scheme re-
cently used in many applications which demands third party processing of encrypted data.
The present study carries out a comprehensive security analysis of MRS. We work out an
attack from the category of known plaintext, chosen plaintext, chosen ciphertext where
the adversary is having with him the pair of plaintext and its corresponding ciphertext.
It is demonstrated that in such a scenario the adversary can compute the private key of
the legitimate node causing threat to the security of the entire system. The novelty of the
present study lies in the fact that any attack from the above mentioned category could be
mounted on MRS (which is not being attacked so far), irrespective of the fact whether the
modulus of the underlying MRS is kept private or made public.
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1 Introduction

Encryption is a well-known technique for preserving the privacy of sensitive in-
formation. The inherent limitation of the conventional encryption model is that an
information system working on encrypted data can at most store or retrieve data
for the user. With a conventional encryption model any further complicated opera-
tions on the encrypted data usually require the data be decrypted first before being
operated on. In 1978, Rivest, Adleman and Dertouzous [8] addressed this problem.
Privacy homomorphism/homomorphic encryption is the proposed solution toward
encrypted data processing. As the internet is playing a crucial role in business
network, homomorphic encryption is a prime cause of concern for security.

Our earlier work [3] presents a strengthened version of Iterated Hill Cipher
(IHC), a homomorphic encryption scheme [2]. As an extension to [3] of ana-
lyzing the two homomorphic encryption schemes [2], the current study evaluates
the security of the Modified Rivest Scheme (MRS); see [1,2]. MRS is used in
many applications, as it is an additive symmetric homomorphic scheme, so it is
fast and, up to the present, it has not been cryptanalyzed successfully. Cheon,
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Kim and Nam reported an attack on Domingo—Ferrer’s additively homomorphic
scheme [5, 6]. Many schemes based on MRS have been developed for Wireless
Sensor Networks (WSN), which comprises of secure data aggregation scheme, se-
cure key agreement scheme and strong key-predistribution scheme [4,7,9]. It has
been observed that MRS is not secure with our proposed attack based on linear
algebra.

The rest of the paper is structured as follows. The detailed MRS scheme is
presented in Section 2. Section 3 gives the security analysis of MRS; Section 3.1
discusses the case for n being public and Section 3.2 the case for n being private.
An example to illustrate the efficiency of the attack is given in Section 3.3. Finally,
Section 4 concludes the interpretation for the known plaintext attack on MRS.

2 Modified Rivest Scheme

The Modified Rivest Scheme [1,2] works as follows with the encryption function
Ey : Zp — (Zp % Zp)?:

Setup. To encrypt a message m € Zp,, m = Zflzl m; mod n where d € 7, the
public parameter is (d, n) and the private key

K=(p.q, "1, csTiyee s ¥ g S1seeesSiveeerSd),

where r; < p and s; < ¢ are randomly selected for all i € [I,d]. Note that
ri’s and s;’s need to be different to avoid the attack due to the vulnerable form of
encrypted zero’s.

Encryption.
Epgris; (m) = ((m1r1 mod p, mys; modgq), (mary mod p, mys; modq),
..., (mgrg mod p,mgs; modq))

= ((x17y1)’(x27y2)"“’ (xdv yd))

Decryption. Given a ciphertext ¢ = ((x1, y1), (x2, y2), ..., (x4, y4)), decrypt
¢ as follows:
* Multiply the components with the corresponding r;~ ! and s 'in mod p and
mod g, respectively:

(()clrl_1 mod p, ylsl_1 mod g), (x2r2_1 mod p, yzsz_1 modgq),

cee, (xdrgl mod p, ydsgl mod q)).
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¢ Use the Chinese Remainder Theorem to find m, m5, ..., mgz modn.
e Sum up m;’s to recover m.
Homomorphism. Let Ex(a) = ((x1,y1),...,(X4,Y4)),t € Z; be a constant
and Ex(b) = ((uy1,v1),...,(ug,vq)), where K = (p,q,ri,si),i € [1,1] is the
secret key. Addition and multiplication are defined as follows:
Ex(a +b) = (((x1 +u1), 01 +v1)).-... (xg + ua), (va + vg))) modn,
E(t.a) = ((tx1.ty1). ..., (txg.tyg)) modn.

3 Security analysis of MRS
Let us assume that the adversary holds
{(m, Ex(m)) | m € S and K is the private key},

where S is the set of plaintext, E stands for MRS encryption and the private key
K is known only to legitimate node. The present section demonstrates an attack
based on linear algebra which successfully computes K for the adversary.

Theorem. The Modified Rivest Scheme can be successfully attacked. If the mod-
ulus n is public, MRS can be attacked with d + 1 linearly independent plaintext-
ciphertext pairs. If the modulus n is secret, MRS can be attacked with d + 2
linearly independent plaintext-ciphertext pairs.

Proof. Letm € Z, be a plaintext such that
m=m;+my—+---+mgmodn.
Then
Ex (m) = ((myrimod p,mysy modq), ..., (mgrg mod p,mgsg modq))
= ((x1.y1). (x2.y2). ... (xg. ya)).

where x; = r;m; mod p and y; = s;m; modgq.

For a subset S of Zj, if {(m,E,(m))|m € S} and {(m,E,;(m))|m € S}
(where E,(m) = (x1,...,x4) and E;(m) = (y1....yq)) are linearly indepen-
dent as a module element of Z,’f+1 over Zy, then {(m, Eg(m)) | m € S} is linearly
independent over Z,.

Since p and g divide n, we have

m=m; +my—+---+ mgmod p. (3.1)
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Substituting x; = m;r; mod p and y; = m;s; modq in (3.1), we get
—m + x1t1 + X2t + -+ + x4t = 0mod p,
—m + y1iy + yalp + -+ + ygiy = Omodgq,

where t; :ri_lmodpandfi =sl._1modqf0ri =1,....d.

3.1 Case 1: n is public

The adversary has d + 1 linearly independent plaintext-ciphertext pairs (M;, C;),
i =1,2,....d + 1 over Z,. Let C; = ((xi1,yi1), (xXi2, Yi2)s..., (Xid, Vid))-
Then

—M; + xi1t1 + xizta + - + X;qtg =0mod p foralll <i <d + 1.
In matrix form:

M1 X11 X12 X1d —1 0
M> X21 X22 ... Xag 1

mod p. (3.2)

Mgy1 Xd+11 Xd+12 oo Xa+id | Lld 0

Since d + 1 pairs (M;, C;) are linearly independent, the homogeneous equa-
tion (3.2) has a non-trivial solution in 74 the coefficient matrix A such that
det(A) # 0,

M, X11 X12 X1d
X21 X22 X2d
A=[M|C]=
Mgi1 Xgy11 Xd+12 oo Xd+1d

Then ged(det(A) modn,n) = p, and hence ¢ can be calculated from ¢ = n/p.
Solving the system of linear equations (3.2) over Zp, the components of secret key
I'p, Tq can be computed, where p, g are known.

The entire private key set K can be computed using d + 1 linearly independent
plaintext ciphertext pairs.

3.2 Case 2: n is secret

Assume d + 2 known plaintext-ciphertext pairs linearly independent over Z, not
in Z;. Each d + 1 pairs constitute a (d + 1) x (d + 1) coefficient matrix A; for
i =1,2,...,d + 2 as in equation (3.2).
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The probability of
ged(det(Ay)/ 1. det(Az)/1, ... det(Ag)/1) =1

can be estimated by approximately 1/¢ with {(k) := > 02, #, where [ = m.p,
2 < k < d + 2. The approximate value of 1/¢(k) for k = 2,3,4,...,101 is
0.6078,0.832,0.9239, ...,0.93.

Once n is known, the other secret keys r, and r, can be obtained similarly to
Section 3.1. In this manner the entire set of private keys K is determined. |

3.3 Example to illustrate the efficiency of the attack

The following example [2] illustrates the analysis worked out in the present study.
Let p = 7 and ¢ = 11, then n = 77. For simplicity, let d = 2, i.e., each plaintext
message is split into two smaller parts. Let ry = 51 = 5and r, = 5, = 3.

The encryption of the four plaintext numbersa = 10, b =7,¢c = 5ande = 1
are as follows:

E(a) = E(a1,a2) = E(4,6) = ((6,9), (4.7));
E(b) = E(b1,b2) = E(3,4) = ((1,4), (5, 1));
E(c) = E(c1,¢2) = E(1,4) = ((5,5), (5. 1));
E(e) = E(ey,e2) = E(4,-3) = ((6,9). (5,2)).

For decryption:
rit=5"1=3mod7; s7'=5"1=9mod1l;

rz_l =3"1= 5mod 7; s2_1 =31 =4mod11.

Case 1: n is public. Using the three plaintext-ciphertext pairs {(10,E(10)),
(7,E(7)), (5,E(5))}, the coefficient matrix is

10 6 4
A1r=|7 1 5
5 55

Then ged(det(A1) modn,n) = ged(14,77) =7 = p.
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Case 2: n is secret. Considering the fourth plaintext e = 1, the second coeffi-
cient matrix for plaintext-ciphertext pairs {(10, E(10)), (7, E(7)), (1,E(1))} is

10 6 4
A =17 1 5
1 6 5
Then
ged(det(A;),det(A2)) =14 = 11 =5 "mod7 = r; =5
— t2:3_1m0d7 = 1 =3
and

g=11 = i1 =5"modll = s; =5

= fh,=3"T"mod1l = s, = 3.

The present work (for d = 2) reveals all the parameters of the secret keys, i.e.,
(p,q.r1,72,51,52) of MRS using the proposed attack based on linear algebra.

4 Conclusion

The present work carries out a comprehensive security analysis of the Modified
Rivest Scheme, a homomorphic scheme. An exhaustive mathematical analysis is
carried out to demonstrate the vulnerability of MRS resulting in feasible compu-
tation of the private key by the adversary, using the attack based on linear algebra.
It is an open problem whether there exist more algebraic privacy homomorphic
schemes which could be cryptanalyzed on similar line of attack.
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