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Abstract. In this paper, we present a fast and secure mental poker protocol. The basic
structure is the same as Barnett & Smart’s and Castella-Roca’s protocols but our encryp-
tion scheme is different. With this alternative encryption scheme, our shuffle is not only
twice as fast, but it also has different security properties. As such, Barnett & Smart’s and
Castella-Roca’s security proof cannot be applied to our protocol directly. Nevertheless, our
protocol is still provably secure under the DDH assumption. The only weak point of our
protocol is that reshuffling a small subset of cards might take longer than Barnett & Smart’s
and Castella-Roca’s protocols. Therefore, our protocol is more suitable for card games
such as bridge, most poker games, mahjong, hearts, or black jack, which do not require
much partial reshuffling.
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1 Introduction

1.1 Mental poker

Mental poker is the study of protocols that allow players to play fair poker games
over the net without a trusted third party. There are very few assumptions about
the behavior of adversaries in mental poker. Adversaries are typically allowed to
have a coalition of any size and can conduct active attacks.

The main challenge is to design a secure mental poker protocol that is fast
enough for practical needs. Numerous mental poker protocols have been proposed
([4,5,10-12,17,18,20,25,26,28,30,34-36]) and many of them are provably secure,
but all commercial online poker rooms are still based on client-server architec-
tures. Therefore, online players are assumed to trust the central server. However, it
is not uncommon for poker players to question the integrity of online games, and
in some cases their suspicions are justified. In the fall of 2007, a major employee
cheating scandal was uncovered at a famous online poker room, Absolute Poker.
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In 2008, a similar scandal occurred at another famous online poker room, Ulti-
mateBet (see [33]). These scandals highlight the need for efficient decentralized
poker protocols. A fast mental poker protocol is proposed in this paper.

1.2 Previous research

The first mental poker protocol was proposed by Shamir, Rivest and Adleman in
1979 ([30]) and allowed only two players to play at a time. Unfortunately, it had
a security flaw (see [25,29]). The first secure mental poker protocol was proposed
by Crépeau in 1987 ([18]). Since then, several other secure protocols have been
developed ([4,5,10-12,17, 18,20, 25,26, 28, 30,34-36], see [10] for a survey).

Barnett & Smart’s protocol was proposed in 2003 ([5]). It can be implemented
by using either the ElGamal or the Paillier encryption scheme. However, Paillier
encryption based version depends on Boneh—Franklin’s protocol ([7, 8]), which is
only secure under the assumption that the maximum coalition size of adversaries is
%, where N is the total number of players. In this paper, we study circumstances
in which active adversaries may have a coalition size of up to N — 1. As such, in
the rest of this paper, any mention of Barnett & Smart’s protocol refers to the
ElGamal-based version of this protocol.

Castella-Roca’s protocol was proposed in 2004 ([10]). The major difference be-
tween Castella-Roca’s protocol and Barnett & Smart’s protocol is their encryption

scheme. Castella-Roca’s shuffle is a bit faster than Barnett & Smart’s.

1.3 DDH assumption

The security of our protocol depends on an intractability assumption, namely, the
Decisional Diffie—Hellman (DDH) assumption.

Let I' be a family of cyclic groups. The DDH assumption (for I") states that, for
any generator g € G € T, the following two distributions are indistinguishable:

* (g, g%, gb , g“b ), where a, b are uniformly random,
* (g, g%, gb ,g€), where a, b, ¢ are uniformly random.

The DDH assumption is believed to be true for several families of groups. The
typical example is the group of quadratic residues modulo a safe prime (i.e. prime
of the form 2p 4 1 where p is a prime). It is also believed to hold true on a prime-
order elliptic curve E over the field GF(p), where p is prime and E has large
embedding degree. Readers are referred to [6] for more details.

The DDH assumption is widely used in cryptography. There are many crypto-
graphic primitives based on the DDH assumption. For example, ElGamal encryp-
tion scheme ([19]), Diffie-Hellman key exchange, and Cramer—Shoup cryptosys-
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tem ([15]). The security of Barnett & Smart and Castella-Roca also depends on
the DDH assumption.

1.4 Zero-knowledge argument

An auxiliary-input zero-knowledge argument ([3,22,24]) for a language is an in-
teractive protocol executed by a prover and a verifier that satisfies the following
conditions:

» The input is some instance i. The prover knows a certain secret related to x
so that she can efficiently verify that i belongs to the language.

* Completeness: If i belongs to the language, the honest verifier will be con-
vinced of this fact by the honest prover.

* Computational soundness: If i does not belong to L, then the probability that
the honest verifier will be convinced by a cheating prover is negligible.

» Zero-knowledge: For every cheating verifier, there is a simulator, and given
only the input i and no access to the prover, it can produce transcripts that are
indistinguishable from the transcripts of the interaction between the honest
prover and the cheating verifier.

* Cheaters, simulators and the honest prover and verifier are all “efficient” in
slightly different ways. The honest provers and verifiers are both probabilis-
tic polynomial time machines. The cheaters are auxiliary input probabilistic
polynomial time machines. The simulators are auxiliary input expected prob-
abilistic polynomial time machines when considering constant round proto-
cols and are strict probabilistic polynomial time machines otherwise.

Let us fix ZKA to be an arbitrary auxiliary input zero-knowledge argument of
equality of discrete logarithms (see [14, 21] for example, these are all constant
round protocols). That is, if the prover knows x = log, b = log,. d, then she can
use ZKA to convince the verifier to accept the fact that log, b = log, d without
revealing any information about x. ZKA is used in our protocol various times.

1.5 Our results

We will present a fast and secure mental poker protocol. It is similar to Barnett &
Smart’s and Castella-Roca’s protocol. The difference between these protocols and
ours is the card encryption and decryption procedure.

In Barnett & Smart and Castella-Roca, each player uses two kinds of secrets to
shuffle the deck. Loosely speaking, the first kind of secrets is used to turn the cards
face down at the beginning of the game. When shuffling, players mix up the cards
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and use the second kind of secrets to hide the permutation of the cards. The sec-
ond kind of secrets is different for each round of shuffling and then is never used
again during the game. Only the first kind of secrets is needed to decrypt a card.
Therefore, the security of the shuffle, card dealing and opening can be proved sepa-
rately. Composition theorems can then be used to show that all these sub-protocols
can be replaced by ideal function and hence the whole protocol is secure.

In our protocol, however, each player uses only one secret to simultaneously
turn the cards face down and mix them up. The same secret is also used for de-
crypting cards.

Before further discussion, let us briefly describe the idea of deck encryption
in our protocol. Let G be a cyclic group and g € G be a generator. Each card i
is represented by an element a; € G. These a; are chosen from G randomly via
a multiparty protocol, so that a; are indistinguishable from independent uniform
random variable (under the DDH assumption, which we discuss below). A face-
up deck of M cards can be considered as the set {a;};<pr. When a player, say
Player j, wishes to shuffle the deck {; }, he privately chooses a secret x; and then
encrypts the deck as {afj } and the generator as g*/. When dealing a card, x; is
used to decode the card.

Each card encryption requires only one exponentiation in our protocol. In the
Barnett & Smart and Castella-Roca protocols, each card encryption requires two
exponentiations. Therefore, our protocol is roughly twice as fast. Detailed com-
parison can be found in Section 4.

It is known that the DDH assumption implies that the following two distribu-
tions are indistinguishable (see [1,9]):

* (ap.ay.,az,....,apm.agy.ay,. .. ,al’f,[), where a;, x are uniformly random,
* (ag,ay,as,...,ap,bo,b1,...,bpy), where a;, b; are uniformly random.

In other words, the DDH assumption implies that the “shuffled deck”, {a}} is
indistinguishable from random variables {b; }. This evidence suggests that the deck
is mixed up randomly.

The situation is very similar for Castella-Roca’s and Barnett & Smart’s proto-
cols. The DDH assumption also implies that the shuffled deck is indistinguishable
from a random deck. In fact, since the secret factor x is not needed anymore for
decrypting the cards, players can discard or forget the secret x after the shuffle.
Therefore, the DDH assumption can be applied to prove that both of these proto-
cols are secure.

However, this is not the case for our protocol. The secret x is needed for de-
crypting the cards. As a consequence, the DDH cannot be applied directly to our
protocol. Therefore, we needed to comprehensively study the shuffle, card dealing
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and opening and find a way to reduce the whole protocol into the DDH problem.
The proof is given in Section 3.

The encryption and decryption of our protocol is simpler than the protocols of
Barnett & Smart and Castella-Roca. In our protocol, only one exponentiation is
required to encrypt a card, and as a result, shuffling a full deck can be completed
twice as fast as previous protocols.

The only weakness of our approach is that reshuffling a small pack of cards
might be slower compared to other protocols. To reshuffle a small pack of cards
using Barnett & Smart’s and Castella-Roca’s protocols, players only need to en-
crypt a subset of the cards (with the second kind of secrets). Because only the first
kind of secrets is needed to decrypt a card, players can use the same way to open a
card no matter how the card has been shuffled. However, in our protocol, in order
to decrypt a card, players need to use the secret x to mix up the deck. Every shuffle
uses a new private key x to re-encrypt the cards. So if a card is being reshuffled
several times, players need to use all secret keys x for these shuffles in order to de-
crypt the card. Therefore, when reshuffling a small part of the deck, players need
to encrypt the rest of the deck with the same private key x as well, so that all cards
can be decrypted with same keys. Consequently, the computational cost of a par-
tial reshuffle is comparable to the cost of a full reshuffle. Therefore, our protocol
is less suitable for card games such as old maid, I doubt and slapjack, which re-
quire many partial shuffle. Partial shuffling is not used in most poker games, bridge
games, go fish, or blackjack. These card games benefit from using our protocol.
Games like uno and ninety-nine requires partial shuffles only once in a while. Our
protocol would likely induce some speed gain, but further study on the statistical
behavior of these games is required to determine a definite conclusion.

2 Protocol description

2.1 Overview

The basic structure and usage of our protocol is the same as those of Barnett &
Smart and Castella-Roca. Detailed considerations and theoretical description can
be found in [5].

The protocol can be divided into four parts: Deck Preparation (Protocol 1),
Shuffle (Protocol 3), Card Drawing (Protocol 5) and Card Opening (Protocol 6).

To play a card game, players first use Deck Preparation to prepare a deck of
cards. Players only need to prepare the deck once. Players can shuffle the deck or
draw cards from the deck multiple times.

The deck can be shuffled by players using Shuffle. When dealing cards, players
can draw cards from the shuffled deck by using Card Drawing. The use of Card
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Opening allows a player to show his cards to other players. Dealing a community
card can be simulated by Card Drawing and Card Opening.

2.2 Deck Preparation

Fix a family of cyclic groups I' that satisfies the DDH assumption. Assume that
a group G € T" of arbitrary large order can be efficiently found and the group
operation of G can be computed efficiently. For example, G can be the group of
quadratic residues modulo a large safe prime or a prime-order elliptic curve E over
the field GF(p), where p is prime and E has large embedding degree. For further
consideration of the efficiency of G and I, please see [16, Section 4.1]. Lastly, fix
a group G € I' with a large order p.

Consider if there are N players playing with a deck of M cards. We name the
cards in the deck as Card 1, Card 2, ..., Card M. Protocol 1 is used to prepare the
deck.

Protocol 1: Deck Preparation

(i) Players generate distinct independent random generators a; € G for every
0 <i < M using Protocol 2 (see below).

(i) (@i)o<i<m = ao.ai1,az,...,ay is the prepared deck of M cards.

Protocol 2: Generate a random element

(i) For j =1,..., N, Player j does the following:

(a) randomly choose generators g;j,/; € G and randomly choose
0<A; <n,

/o Aj
(b) letg; = g7,
(c) broadcast gj,g;.h;.
(i) For j = N, ..., 1, Player j does the following:
/o Aj
(a) lethj = hj ,
(b) broadcast i,

(c) use ZKA (see 1.4) to convince other players that loggj_ g; = loghj h;.

(iii) Return the resulth =[] A ;-
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In Protocol 1, (a;)o<i<m can be considered as the “face up” representation of
the deck; ag is used as the “base” of the deck and for every i > 1, Card i is repre-
sented by a; .

Atstep 1, players can choose any algorithm to generate random ag<; < instead
of Protocol 2, as long as the algorithm satisfies Theorem 3.3. Protocol 2 is our ref-
erence implementation based on the DDH assumption. When playing against pas-
sive adversary, Theorem 3.3 implies that (a;)o<;<p are indistinguishable from
genuine independent uniform random variables. In contrast, when against active
adversaries, some adversaries may refuse to follow the protocol, so the protocol
may not always successfully generate (a;)o<;<pm. If a player fails to follow the
protocol, then it counts as cheating and the player loses the game. Theorem 3.3
basically says that the result generated by Protocol 2 is indistinguishable from
genuine random variables, but we may not always see the result because some-
times the protocol will not be successfully executed. We shall prove Theorem 3.3
in Section 3.2.

2.3 Shuffle a deck

We state that a deck is properly shuffled if the content of the deck has not changed
with the exception of the order of the cards. The following is a formal definition.

Definition 2.1. A deck (b;)o<; <m is properly shuffled trom (a;)o<; < if there is
an x # 0 and a permutation 7, such that 7(0) = 0 and b; = a;( ) for all 7.

Given a properly shuffled deck
(bl)oflfM = b07 b17 bZa ey bM’

we can recover x = log, bo and 7 by comparing a; and b; (with unbounded
computation power). That is, there is a unique face up deck corresponding to a
properly shuffled deck.

To shuffle the deck so that only the shuffler knows the permutation , the shuf-
fler first encrypts the deck as (a7 )o<i<m With a secret x. The encrypted deck
(af )o<i<m can be considered as a “face down” representation of the deck. Then
the shuffler will mix the cards up, so that the shuffled deck becomes

ap (1) A2y - A (ary»
where 7 is a permutation. Clearly, the resulting deck is properly shuffled. The
shuffler can use Protocol 4 to convince other players that the result of his shuffle
is proper without revealing the permutation .
Players can cooperatively shuffle a deck by using the procedure mentioned
above in turn. Protocol 3 gives a detailed description of the Shuffle protocol.
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Protocol 3: Shuffle

(i) Let Bo = (bo,;), where by,; = a;.
(i) For j =1,..., N, one by one, Player j does the following:

(a) randomly choose a secret integer 0 < x; < p,

(b) randomly choose a permutation x; of (0, 1,2, ..., M) such that
7j(0) =0,
(c) compute B; = (b;;), where b;; = ;.Cil’ﬂ(l.),

(d) broadcast B; to other players,

(e) use Protocol 4 to convince other players that B; is properly shuffled
from B;_1.

(ili)) B = By = (bN,i)1<i<m is the shuffled deck.

Protocol 4 (Shuffle Verification) is a zero-knowledge proof and if Player j does
not shuffle properly, then the probability of other players accepting Player j’s
shuffle is at most 27X 4 ¢, where ¢ is negligible. Barnett & Smart’s and Castella-
Roca’s protocol also use the same scheme to verify the shuffle.

2.4 Card Drawing and Opening

Fix an arbitrary efficient auxiliary input zero-knowledge argument of equality of
discrete logarithms (see [14] for example). Player jo can use Protocol 5 to draw a
card from shuffled deck B.

After Player jo has drawn a Card i, he can use Protocol 6 to reveal the card to
the other players.

2.5 Re-shuffle and partial shuffle

Because of the arithmetic properties of exponentiation and multiplication, the
shuffled deck can be reshuffled by using Protocol 3 with a different set of private
keys. Suppose a deck is first shuffled with private keys (x;)1<;j<n. Then players
can reshuffle the deck by using the shuffled deck as the input Bg of Protocol 3 with
a different set of private keys (le-)ls j<n - The resulting deck can be considered as
a deck shuffled with private keys (x; xj/-)ls j<nN- A card can be opened and drawn
using Protocol 6 and Protocol 5 with private keys (x; x,/')lsjs N-

Players can also partially shuffle a deck, that is, only a certain part of the deck
is being shuffled and the remainder of the deck is left undisturbed. The partial
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Protocol 4: Shuffle Verification

(i) Player j randomly chooses integers 0 < y1, y2,..., VYK < P.

(ii) Player j randomly chooses permutations 71, 75, ..., 7 of
0,1,2,3,..., M).

(iii) Player j computes Cx = (ck.;)o<i <M. Where cx ; = b%, . for
k=12....K ST Tl

(iv) Foreachk =1,2,...,K:
(a) Player j broadcasts Cy to other players.

(b) Other players cooperatively generate a bit e by running Protocol 2
and taking the parity bit of the result.

(c) Send ey to Player ;.

(d) If e = 0, Player j broadcasts y, n,/( and every player computes
_ Yk ;
dr; = b/ﬂ;'c(i) for every i.
(e) If ey = 1, Player j broadcasts xg yi, 7; JT;{ and every player

Xk Yk .
computes dy ; = bj._l’ﬂj (i) for every i.

(f) If dy; # ck,; for any i, then Player j does not pass the verification.

(v) Player j passes the shuffle verification.

Protocol 5: Card Drawing

(i) Player jo picks acg € B.
(i) For j =1,2,..., N, one by one, Player j does the following:
—1
(a) if j # jo, then compute ¢; = c;cil,
(b) if j = jo, then compute ¢; = c¢j_1,
(c) broadcast c;j,
(d) if j # jo, use ZKA to convince other players that
log.. ¢j—1 =logy. | bjo.
-1
X~
(iii) Player jo computes ¢ = ¢ NIO and finds the i for which a@; = c.

(iv) Card i is the card Player jo drew.
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Protocol 6: Card Opening

Player jo claims that he has Card i and uses ZKA to prove that
log, cn = logb_/ofl.O bjy-

shuffle procedure is the same as Protocol 3, except that the possible choices of
random permutations (77;)1< ;< are different because only part of the deck needs
to be shuffled. Let (c;)o<i<m be a shuffled deck, S C {1,2,..., M}. If we want
to reshuffle the part of the deck that contains only the i-th card for all i € S, then
we should restrict our choice of random permutations 7, to satisfy 7; (i) = i for
alli ¢ S. The same restriction applies to (77, )1 <k <z in Protocol 4.

3 Security analysis

3.1 Secure mental poker

Let us first consider the ideal model of a card game.

Definition 3.1. A virtual deck of M cards is a permutation 7 of {1,2,..., M}. If
(i) = m, then we say that the i-th card in the virtual deck is Card m.

Fix an arbitrary card game rule. An ideal game is a card game played by N
players with a virtual deck such that:

(i) The virtual deck is held by a trusted third party.

(i) Players and the trusted third party can communicate with each other via pri-
vate channels and a broadcast channel. These channels are reliable and safe,
such that messages can not be altered and senders can be identified.

(iii) The third party can fully or partially shuffle the virtual deck by replacing the
permutation 7t with 7 o 7’ when necessary, where 7’ is a uniformly random
permutation of a subset of {1,2,..., M}.

(iv) The trusted third party can reveal 7 (i) to some or all players for some i when
necessary.

(v) Each player is allowed to forfeit at any time in an ideal game. The game
terminates when a player forfeits.

The goal of a mental poker protocol is to allow players to play a card game
that resembles an ideal game over a network without the need of a third party. The
role of the trusted third party is replaced by a multiparty protocol. The network is
assumed to be safe and reliable. Players can broadcast messages to all players and
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can send private messages to any player via the network. When a safe and reliable
network is not available, players should encrypt, sign and timestamp their mes-
sages to establish practically safe and reliable communication over the network.

However, it is an important note that secure mental poker protocols cannot en-
tirely prevent coalition. Since the ideal model allows players to communicate with
each other secretly, players can easily form coalitions. Blocking or restricting pri-
vate and secret channels between players is beyond the scope of this paper. What
a mental poker protocol can do is minimize the effect of coalition (see [17]), i.e.,
so that is no worse than the coalition in an ideal game.

We use the terminology “hand history” to denote the complete transcript of the
ideal game corresponding to the mental game. The transcript of a mental game
consists of two parts: the card game part and the cryptography part. Hand history
can be considered as the card game part of the transcript of a mental game. The
event of a player being caught cheating in a mental game is identify to the event of
the player forfeiting in the ideal game.

To prove the security of our protocol, we shall show that for any given strategy
in a mental game, a strategy for the ideal game can be efficiently constructed such
that the hand history for the mental game and the ideal game are indistinguishable.
A formal definition is given below.

Definition 3.2. Let o be a real value function. Two distribution ensembles {D,,}
and {E£,} are said to be «-indistinguishable if

x(Ean(T(x) =1) —xern(T(x) =1)|<a«a

for any polynomial time machine 7" for large enough n.

Let o be a real value function of the security parameter n. Fix a subset Z of
players for a mental game. Assume that all other players are honest and they play
the mental game using the same card game strategy as when playing an ideal game.
A mental poker protocol is said to be «-secure against adversary Z if for any
polynomial time mental game strategy S of Z, we can efficiently find an expected
polynomial time ideal game strategy S’ of Z, so that the game history of the mental
game and the ideal game are a-indistinguishable.

A mental game is said to be a-secure if it is secure against any structure of ad-
versary as long as there is at least one honest player. If a mental game is n—k-se-
cure for every k € N, then the mental game is said to be secure.

Intuitively speaking, Definition 3.2 states that whatever the malicious players
can do in a mental game, they can also do in an ideal game. The transcript of
a mental game contains more information than the hand history. However, if the
mental game is secure, the malicious players cannot use the additional information
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efficiently to improve their game, analyze an opponent’s strategy, or make any kind
of significant changes. In particular, Definition 3.2 easily meets all of Crépeau’s
requirements for secure mental poker ([17]). For instance, one of Crépeau’s re-
quirements is to “minimize the effect of coalitions”. As stated previously, there is
no way to prevent coalitions entirely, but secure mental poker protocols are able
to minimize the effect of coalitions. Definition 3.2 implies this requirement in the
sense that coalitions in a secure mental game can take no more advantage than they
can in an ideal game.

Remark. Please note that although both S and S’ can be considered as feasible
strategies, they are feasible in different notion of efficiency. Ideally, we would
like the ideal game strategy S’ to be a strict polynomial time strategy, but our
construction of S’ requires running the simulator of ZKA. As far as we know, all
practical ZKA have expected polynomial time simulators. This is because constant
round zero-knowledge protocols do not have polynomial time blackbox simulators
and extractors ([2]). If a ZKA with strict polynomial time simulator is used instead,
then the strategy S’ constructed in our proof is strict polynomial time. However,
known efficient ZKA (like [14,21]) are all constant round protocols with blackbox
simulators. Since efficiency is one of our main concerns, we shall allow constant
round ZKA with blackbox simulators to be used.

Alternatively, it is also possible to allow both S and S’ in a wider class of effi-
cient machine, see [23,27] for more detail.

3.2 Random element generator

Theorem 3.3. There is an expected polynomial time simulator of Protocol 2 and a
uniform random variable r such that:

(i) The transcript generated by the simulator is indistinguishable from the tran-
script generated by Protocol 2.

(ii) r is independent to {g;, g} JhiYi<n.
(iii) Let h be the output of the simulator. Then Pr(h is generated and r # h) is
negligible.

Proof. Let us consider Protocol 7 as simulator of Protocol 2.
In Protocol 7, i is determined at step (i) because there is only one possible /)
that satisfies
logg, g} = log;, Iy
and only this 4] can be accepted by ZKA (except for negligible probability). Simi-
larly, i is determined at step (iii). Let r; = hj.’ where 5; = log, g} if gj,gj’.,hj
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Protocol 7: Generate a random element £

(i) The adversary broadcasts g, g/1 Jhy.
(ii) Player 2 broadcasts random g2, g5, 1.
(iii) The adversary broadcasts g3, g;, hs.
(iv) The adversary broadcasts % and uses ZKA to prove that
log,, g5 = logy,, hy.
(v) Player 2 broadcasts a random h/2 and runs the simulator of ZKA on
82. 85, ha, I, and generates the transcript.
(vi) The adversary broadcasts A/ and uses ZKA to prove that
log,, g} = logy, h/l.
(vii) Return the result & = k' h) 1.

At step (1), (iii), (iv), (vi), the adversary should act in the same way as she
would in Protocol 2.

are generated and r; = 1 otherwise. Let r = rlh’2r3; r is a uniform random vari-
able independent to g;, g} . hj and the probability that / is generated and i # r is
negligible.

However, since the adversary may fail to pass ZKA at step (iv) and (vi) or refuse
to execute step (i) or (iii), there is some probability that / is not generated and the
adversary forfeits the game. Therefore, for any polynomial time machine 7', we
have

Pr(T(s',h) = 1) = Pr(T(s", hh5h5) = 1 A h is generated)
<Pr(T(s'.r) =1) +e,

where € is negligible. The transcript of Protocol 7 and the transcript of Protocol 2
are indistinguishable, therefore, the element & generated by Protocol 2 also satis-
fied that

Pe(T(h)=1) <Pr(T(r)y=1)+¢€
for every polynomial time machine 7', uniformly random r, and negligible . O
By Theorem 3.3, /& can be viewed as a random variable indistinguishable from a

uniform random variable, except that there is some probability that adversary may
forfeits before the element is generated.



52 T.-j. Wei and L.-C. Wang

3.3 Security proof

Let n = log, |G| be the security of the mental game, where G is the cyclic group
used in the mental poker protocol.

Theorem 3.4. Assume K is bounded by a polynomial of n and 2~X is negligible,
where K = K(n) is the parameter in Shuffle Verification (Protocol 4). Then our
mental poker protocol (Protocol 1, 3, 5, 6) is secure.

Proof. For the sake of simplicity, assume that there are three players in the card
game and Player 2 is the only honest player. Since coalition is allowed, we can
assume that Player 1 and Player 3 are both controlled by the same adversary. The
proof of the general case is essentially the same.

In order to describe our proof, we shall introduce a sequence of games so that we
are able to present an otherwise complicate security proof in a simplistic manner
(see [31] for more information). These games are played by the honest player and
an adversary. Game 0, is the mental game and last game, Game 8, is essentially
the ideal game.

Fix a polynomial time strategy S for the adversary for Game 0. We shall show
that there is a correspondence strategy S for Game k such that the hand history
of Game k is indistinguishable from that of Game k — 1.

Game 0. The honest player and the adversary play the card game using our men-
tal poker protocol. If cheating is detected, then the adversary forfeit the game.

Game 1. Game 1 and Game 0 are the same, except that whenever Player 1 or
Player 3 pass Shuffle Verification (Protocol 4), we attempt to extract x; and x3
from the adversary using Protocol 8. In the case that x; or x3 cannot be extracted,
then Player 2 forfeits the game.

Note that if x; can be extracted, then B; is properly shuffled, but the converse
may not be true.

Let A; be the event that we fail to extract x; or x3 and hence Player 2 forfeits
Game 1. Game 1 and Game 0 are otherwise the same unless A1 occurs. We shall
compute Pr(A47).

By Theorem 3.3, we have Pr(e; = 1) < % + € and Pr(e; = 0) < % + € for
some negligible €. Let j be either 1 or 3. Let p; be the probability that Player j is
going to pass the Shuffle Verification when the k-th round of Shuffle Verification
is just about to begin. We want to show that the probability of Player j passing
the k-th round of verification and x; cannot be extracted is no more than % +e. If
Pi < % + €, then the probability of Player j passing the k-th round of verification
is no more than % + €. Assume pjp > % + €. The probability that Player j passes
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Protocol 8: Extract x;
Let (ey) be the bits generated at Step (iv) (b) of Shuffle Verification. For each
k=12,...,K,
(i) Rewind the adversary back to Step (iv) (b) for k£ of Shuffle Verification.

(i) Run Steps (iv) (b)—(f) of Shuffle Verification and let e;c be the random bit
generated at Step (iv) (b).

(iii) Run Steps (i) and (ii) for n times.

(iv) Steps (iv) (b)—(f) of Shuffle Verification have been executed for n times.
If in one of these executions, e;c is generated and e;c = ey, then both yy
and x; yx are known and we can compute x; = X; yr/Vk.

the k-th round of verification and e;c # ¢y, for all of n executions of Step (i), (ii)

in Protocol 8 is at most
1 n
1— - == .
pe(1-(re-3-¢))

By using calculus method for finding extreme values, we have

1 n 1
1— — - —
Pk( (Pk 3 6)) <2+6

when 1 > pp > % + € and n is large enough. So the probability that Player j pas-
ses all K rounds of the Shuffle Verification and x; cannot be extracted is less than
3+ ok.

Let TimeBound be the polynomial time bound of Game 0. So Protocol 8 can
only be executed for less than TimeBound times in Game 1. We have

1 K
Pr(A;) < TimeBound - (5 + e) ,

which is negligible.
Therefore, except for a negligible probability, hand histories of Game 0 and
Game 1 are the same.

Game 2. Same as Game 1, but we use the knowledge of x1, x3 to detect cheat-
ing when drawing or opening cards. That is, in addition to the zero-knowledge
argument at Step (ii) (d) in Card Drawing (Protocol 5) and Card Opening (Proto-
col 6), we also check whether logcj_ cj—1 = x; directly for j = 1,3if j # jo. If
logcj cj—1 7 xj, then the adversary forfeits the game.
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Let A, be the event that the zero-knowledge argument used in Card Draw-
ing (Protocol 5) and Card Opening (Protocol 6) fails to detect logcj Cj—1 # Xj.
Game 1 and Game 2 only differ when event A, occurs. By the definition of sound-
ness, Pr(A;) is negligible.

Game 3. Same as Game 2, except that Player 2 uses a different method to decrypt
cards at Step (ii) (a) and (iii) of Card Drawing (Protocol 5) and in Card Open-
ing (Protocol 6). Using the notation of Protocol 5, suppose co = by z37y7,(i)>
Player 2 can use the knowledge of x1, x3 (and the transcript of shuffle) to recover
71, w3 and i efficiently. If jo # 2, instead of computing

—1

X

Ny — 2
(/2 cl ’

Player 2 computes
X1X3 e oo
oy = a; if jo =1,
a; 3 if j() =3,
at Step (ii) (a) of Protocol 5.
If jo = 2, instead of computing

Player 2 computes ¢ = a; at Step (iii) of Protocol 5.

Similarly, when opening a card, Player 2 use x1, x3 to recover 71, 73 and hence
i without using x5.

Note that this only a conceptual change and does not alter the values of i, c3
and ¢, and is merely an alternative way of computing these values without us-
ing x5. The hand histories of Game 2 and Game 3 are exactly the same.

Game 4. Same as Game 3, except that

(i) At Step (ii) (d) of Card Drawing (Protocol 5), players do not execute ZKA to
prove
log., c1 = logy, , b2,0.

Instead, we use the simulator of ZKA to generate a transcript that is indistin-
guishable from the real transcript.

(i1)) When Player 2 opens a card, players runs ZKA to prove
logai CN = logbjofl.() b]O

Instead, we use the simulator of ZKA to generate a transcript that is indistin-
guishable from the real transcript.
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(iii) Protocol 2 is replaced by Protocol 7.

(iv) Players do not use Shuffle Verification(Protocol 4) to verify Player 2’s shuffle
at Step (ii) (e) of Shuffle (Protocol 3). Instead, we use the following expected
polynomial time simulator to generate a transcript:

Protocol 9: Simulator for Shuffle Verification
Foreachk =1,2,...,K,

(@) rp < 1.

(b) Choose a random bit ¢’, arandom 0 < y < n and a random

permutation 7z’.
(c) If e’ = 0, compute (¢;)o<i <M, Where ¢; = b/J')n’(i)'
(d) If ¢’ = 1, compute (¢;)o<j<m, Where ¢; = b;)_l,”,(l.).
(e) Use the adversary as a blackbox. Rewind and run Step (iv) (b) of Shuffle
Verification to generate a random bit e by treating (¢;)o<i<am as Ck.

) rp < re + 1.

(g) If rp > n, then stop the simulation and Player 2 forfeits the game.
(h) If e is not generated and ¢’ = 0, go to Step (a).

(i) If e is generated and e # ¢/, go to Step (a).

() Write (c;)o<i<M, the transcript generated in Step (ii) (d), y, 7’ into the
transcript.

(k) If e is not generated, then the adversary shall forfeit.

Therefore ¢’ is independent to (c;) and the distribution of (¢;) is identical to
the real one. Thus, if we did not truncate the simulation (i.e. skip Step (g)), then
the distribution of the transcript generated by Protocol 9 should be identical to the
distribution of Protocol 4. The probability of the simulation being truncated is no
more than K27", which is negligible. So the transcript generated by the simulator
is indistinguishable from the transcript generated by Shuffle Verification.

Since these changes generated indistinguishable transcripts, the transcripts of
Game 3 and Game 4 are indistinguishable.

Game 5. Same as Game 4 except that we use a different method to generate

By = (b2,i)o<i<Mm

in Shuffle (Step (ii) (a)—(c) of Protocol 3). Player 2 does not execute Step (ii)(a)—(c)
of Protocol 3. Instead, recall that (a; )o<; < is the face up deck generated in Deck
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Preparation (Protocol 1). We generate a random x and let f; = a;. Then use the
knowledge of x; to recover m; and compute

bz,i = fnzonl (i)

where 7, is a random permutation such that 75 (0) = 0.

The distributions of B; in Game 4 and Game 5 are identical. The only change
made was the way we generated B, without using x»,, due to the fact that x; is not
needed elsewhere in the game anymore. Therefore, the transcripts of Game 5 and
Game 4 are the same.

Game 6. Same as Game 5, except that we generate uniformly random f; and
does not generate x.

By Theorem 3.3, the face up deck (a;)¢<; <ps can be viewed as genuine random
variables (except for some negligible differences), but there may be some chance
that the adversary may forfeit so that the face up deck cannot be actually generated.
Therefore, the DDH assumption implies that

X X X
(@ao,ar....,apm,ag,ay,...,ay)

and
(aoai,....am., fo. f1..... fm)

are indistinguishable.
Thus, the transcripts of Game 5 and Game 6 are indistinguishable.

Game 7. Game 7 is the same as Game 6, except that instead of letting

bai = frr(i)

when Player 2 shuffles the deck, we compute b, ; = f;. Player 2 still generates
15, which is used for card drawing (see the description of Game 3). This is only
a conceptual change to emphasize that 75 is information theoretically secure. The
transcripts of Game 6 and Game 7 have the same distribution.

Before we describe Game 8, let us summarize the changes that have been made
so far.

The adversary and the honest player uses following protocols to play Game 7
(the adversary uses the strategy of Game 0 to play corresponding fragment of the
protocol).

Deck Preparation: Same as Protocol 1 but Protocol 2 is replaced by the simula-
tor (Protocol 7).

After the shuffle, since x; and x3 are known, 7r1 and 73 can be easily recovered.
Let m = m3mamy. Use Protocol 11 to draw cards.
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Protocol 10: Game 7 Shuffle

(i) Let Bo = (bo,;), where by,; = a;.

(i) Run Step (ii) of Shuffle (Protocol 3) to generate Bj.
(iii)) Rewind the game to extract x; from the adversary (Protocol 8).
(iv) Generate a random By = (b2,;)o<i<M-

(v) Simulate the Shuffle Verification and generate an indistinguishable
transcript (Protocol 9).

(vi) Run Step (ii) of Shuffle (Protocol 3) to generate B3 from B;.
(vii) Rewind the game to extract x3 from the adversary (Protocol 8).

(viii) Let B = (by,i)1<i<m be the shuffled deck.

Moreover, Player 2 privately generates a permutation 7, such that 7, (0) = 0.

Protocol 11: Game 7 Drawing

When Player jo draws a face down card ¢ = b;s from a shuffled deck B.
(i) Player 2 computes i = 71 (i)

(ii) If jo # 2 (when the adversary draws the card):

(a) Run Steps (ii) (a)—(d) of Card Drawing (Protocol 5) to generate c.

(b) Player 2 broadcasts

{al?c]x3 if jo =1,
Cy =

ai* if jo =3,

and uses the simulator of ZKA to generate a transcript.

(c) Run Steps (ii) (a)—(d) of Card Drawing (Protocol 5) to generate c3.

(d) The adversary can run Steps (iii) and (iv) of Card Drawing
(Protocol 5) to find ;.

(iii) If jo = 2 (when Player 2 draws the card):
(a) Run Step (ii) of Card Drawing (Protocol 5).
(b) The card drawn by Player 2 is Card i.
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Protocol 12: Game 7 Opening
The adversary uses Card Opening (Protocol 6) to open cards. Player 2 opens
the card by showing i and then uses the simulator of ZKA to generate a
transcript.

Game 8. Game 8 is the ideal game. The adversary, the honest player and a trusted
third party play the card game using the following protocol.

 Shuffle: The trusted party randomly chooses a permutation 7.

+ Drawing: Player jo picks a number iq < M. The trusted party sends 7~ (io)
to Player jj.

* Opening: When a player wish to open a face down card iy, the trusted third
party announces 7~ ! (io).

The honest player uses the same card game strategy for Game 0 to play Game 8.
The adversary uses the partial information of 7 that the trusted third party sent to
her and the real hand history of Game 8 to simulate a corresponding Game 7.
Then she copies her plays in the simulation to play Game 8. If any player in the
simulated game forfeits, then the adversary forfeits Game 8.

This is only a conceptual change. The algorithm is the same, and only some
parts of the protocol are assigned to and executed by different participants. The
shuffle is completely controlled by the trusted third party. The honest player only
needs to be concerned with his part of the pure card game. The rest of the work is
executed and simulated by the adversary. Secret keys and random bits like x;, e;
etc, are no longer needed by the ideal card game. These variables are only used in
simulation in order to decide the card game strategy of the adversary.

Therefore, the hand histories of Game 8 and Game 7 are the same. O

The parameter K is usually viewed as a constant independent to the security
parameter 7 in the context of mental poker. We have the following corollaries.

Corollary 3.5. Let K = K¢ be a positive constant independent to n. Then our pro-
tocol is secure against passive adversaries.

Proof. We shall prove that our protocol is secure if the adversary always responds
to the Protocol 4 properly, that is,

Pr(the adversary being caught cheating in Protocol 4) = 0.

The hand histories of following games are indistinguishable.
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Game 1. Players play mental poker with security parameter n and K = Kj.

Game 2. Players play mental poker with security parameter n and K = K¢ + 7.
The adversary uses the same strategy as Game 1 to play Game 2 (ignoring the last
n rounds of Shuffle Verifications).

Since the adversary always passes the last n rounds of Shuffle Verifications, the
distribution of the hand history is exactly the same as Game 1.

By Theorem 3.4, Game 2 is secure, so Game 1 is also secure. O

Corollary 3.6. Let K be a positive constant independent to n. Then our protocol
is 27K + €)-secure for some negligible function € of n.

Proof. We only need to prove that the protocol is (% + 2n~9)K _secure for every
positive g.
Fix a positive g and consider the following two games.

Game 1. Players play mental poker with security parameter n and K = K.

Game 2. Players play mental poker with security parameter » and
K = Ko + nKy.

Except for the last n Ko rounds of Shuffle Verification, the adversary uses the same
strategy to play Game 2.

For the last n K¢ rounds of the verification, when being the verifier, the adver-
sary executes the protocol honestly. When being the prover, if he passes the first
Ky rounds of Shuffle Verification, then the adversary uses Protocol 13 to extract
his own x;. If x; is successfully extracted, then he runs the last nK¢ rounds of
Shuffle Verification honestly. Otherwise, he forfeits.

Game 1 and Game 2 are the same except for the event that the adversary passes
the first Ko rounds of the Shuffle Verification but cannot extract his own xy.

Suppose the adversary is going to use Shuffle Verification to prove his shuffle
in Game 1. Let p be the probability that he passes all Ky rounds of verification.

Suppose
1 Ko
> | = -4 .
r=(3+)

Then p; > % + n~4 for some k, where py is the probability that the adversary
passes k-th round of the verification. By Theorem 3.3, the probability that x; can-

not be extracted is
1 L)Y
— ———€
Pk )

2q
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Protocol 13: Extract x;

Let (ey) be the bits generated at Step (iv) (b) of Shuffle Verification.
Foreachk =1,2,...,K,

(i) Rewind the adversary back to Step (iv) (b) for k£ of Shuffle Verification.

(i) Run Steps (iv) (b)—(f) of Shuffle Verification and let e;c be the random
bit generated at Step (iv) (b).

(iii) Run Steps (i) and (ii) 729 times.

(iv) Steps (iv) (b)—(f) of Shuffle Verification have been executed for
n24 times. If in one of these executions, e;c is generated and e}c £ ey,
then both yj and x; y; are known and we can compute x; = x; yx/ k.

(Note that this protocol is the same as Protocol 8, except that Steps (i), (ii)
loop 124 times.)

for some negligible ¢'. For large enough n,

1 n 1\
(1=(r=3=<)) = (-2)

which is negligible.

If p < (% + n~2)Ko_ then for probability (% + n~9)Ko_ the adversary forfeits
and the game terminates.

Therefore the probability that the hand history of Game 1 and Game 2 are dif-
ferent is less than (% + n~9)Ko plus some negligible function. Since Game 2 is
secure, it follows that Game 1 is (% + 2n~9)Ko_secure. |

4 Efficiency analysis

4.1 Computational cost

In this section, we compare the computational cost (time) of our protocol to similar
protocols, namely, the protocols of Castella-Roca ([10]) and Barnett & Smart ([5]).
All these protocols are discrete logarithm based. The most time consuming op-
erations in these protocols are exponentiation and ZKA. So that we can compare
our results with the work of [10], the computational cost of multiplication was
also considered. The computational cost of other operations was assumed to be
much lower and can be ignored. Denote z, e, m as the computational cost of a
zero-knowledge proof, an exponentiation, a multiplication respectively.
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Assume the game played by N players with a deck of M cards. The cost of
Shuffle is compared in Section 4.2, and the cost of Card Opening and Drawing is
compared in Section 4.2.

To give some idea of empirical execution time and how practical these protocols
might be, we have also made some estimations of execution time in Section 4.4.

4.2 Shuffle

Shuffle is usually the most time consuming part of a mental poker protocol.
Recall the security parameter K in Shuffle Verification (Protocol 4). Table 1

compares the computational cost of Shuffle. For the calculation of the computa-

tional cost of Castella-Roca’s and Barnett & Smart’s protocols we refer to [10].

‘ Total cost ‘ Cost for each player ‘
Protocol 3 (KN—l—l)(M—i—l)Ne—i—%KNm (KN + 1)(M + l)e—l—%Km
Castella-Roca | 2(KN + 1)MNe + SKMNm |  2(KN + 1)Me + 3KMm

Barnett & Smart | 2(KN +1)MN(e+m)+ Mm 2(KN + 1)Me + 2KN +
24 %)Mm

Table 1. Computational cost for Shuffle.

Our shuffle is roughly twice as fast compared to other protocols. If the com-
putational cost m of multiplication is ignored, then Castella-Roca and Barnett &
Smart have the same cost.

The main weakness of our protocol related to partially reshuffling a deck. For
Castella-Roca’s and Barnett & Smart’s protocol, the time cost to shuffle a subset
containing M’ cards is % times the cost of shuffling a full deck. In contrast, the
time cost of a partially shuffle is the same as shuffling a full deck using our pro-
tocol. So for card games like old maid, I doubt and slapjack, which require many
partial shuffles, our protocol is more likely to be slower. There are some apparent
ways to speed up the partial reshuffle when implement our protocol. Nevertheless,
it is safe to say that our protocol is more suitable for card games like bridge, most
poker games, mahjong, hearts, or black jack, which do not requires many partial
reshuffles,

4.3 Card Opening and Drawing

The cost of Card Opening and Drawing are much lower compared to Shuffle costs.
Table 2 compares the computational cost of Card Opening and Card Drawing.
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Card Opening ‘ Card Drawing

Our Protocols z (N —1)z + Ne
Castella-Roca z4+ (N —1e (N—-1Dz+ (N + %)e
Barnett & Smart z+ NN —Dm (N—-1)z4+ Ne+ Nm

Table 2. Total computational cost for drawing and opening.

Our protocol is slightly faster than the other protocols. If the computation cost
m of multiplication is ignored, then the computational cost of our protocol and

Barnett & Smart

4.4 Execution

To give some sense of empirical execution time, let us assume M = 52and N =9,

’s protocol are the same.

time

which is typical for a full table poker game.

On an AMD X2 3800+ 2Ghz, which is fairly mediocre by today’s PC hardware
standards, e and m are about 4.4x10™* and 1.3x107% seconds for 512 bits integers
(when using both cores). The computational cost based on this setting can be found

in Figure 1.
Computational cost of Shuffle per player (512 bits)
45
40
35
30
5 25
c
S
o
g 20
15
10
5
, il N
K=10 K=20 K=100
W \Wang&Wei 2.12 4.22 21.01
Castella-Roca 4.16 8.28 41.23
® Barnett&Smart 4,18 8.31 41.35

Figure 1. Computational cost (seconds) for each player (512 bits).
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On the same machine, e and m is about 3 x 1073 and 3 x 10~° seconds for
1024 bits integers. The computational cost based on this setting can be found in
Figure 2.

Computational cost of Shuffle per player (1024 bits)
300

250

200
w
2
S 150
&

100

50

-

K=10 K=20 K=100

B Wang&Wei 14.47 28.78 143.26
Castella-Roca 28.39 56.47 281.12
m Barnett&Smart 28.42 56.53 281.39

Figure 2. Computational cost (seconds) for each player (1024 bits).

The difference between the Castella-Roca and Barnett & Smart protocols are
less than 1% and our protocol is roughly twice as fast.

Considering it is reasonable to expect a human player to take 10 to 15 seconds
to shuffle and cut a deck physically, these protocols seems to be nearly practical
when using 512 bits primes and a lower security parameter K. Since our protocol
is the fastest, it is more practical than others.

When using 1024 bits primes and

K =100,

all protocols are too slow.

To estimate the execution time of Card Opening and Card Drawing, assume
using the Chaum—Pedersen’s protocol (see [13]) as the zero-knowledge argument.
Thus,

z=02N —1)2e + m).
Table 3 and Figure 3 show the total computational cost when the Chaum—Pedersen
protocol is used.
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Opening + Drawing

Our Protocol (4N? —N)e + (2N?%2 — N)m
Castella-Roca (4N2 —1+Yye + 2N2 — N)m
Barnett & Smart (4N? —N)e + (3N?2 — N)m

Table 3. Total computational cost using the Chaum—Pedersen protocol.

Total Computational Cost For 9 Players
1.2
1
0.8
0
e
S 0.6
Q
w
0.4
0.2
0 J -
Opening + Drawing (512 bits) Opening + Drawing (1024 bits)
B Qur protocol 0.139 0.945
Castella-Roca 0.154 1.047
m Barnett&Smart 0.139 0.946

Figure 3. Total computational cost (seconds) using the Chaum—Pedersen protocol.

The computational cost of our protocol and Barnett & Smart’s protocol are
roughly the same, while Castella-Roca’s protocol is approximately 10% slower.
The speed of Card Drawing and Opening of these protocols seem to be acceptable
for practical use.

Theoretically, the Chaum—Pedersen’s protocol is only known to be honest veri-
fier zero-knowledge. However, it is widely used and it serves well for a rough es-
timation of empirical execution time. In fact, it is used in [10] for computing com-
putational cost. The findings in Table 3 and Figure 3 are comparable with previous
research results. Zero-knowledge arguments proposed in [14,21] are secure against
general verifiers and have a very small constant factor of computational overhead
compared to the Chaum—Pedersen’s protocol.
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5 Conclusion

Our protocol was proved to be secure in Section 3 under the DDH assumption.
Theorem 3.4 roughly states that cheating will be detected and other than that, the
mental game is indistinguishable from the ideal game.

However, please note that our security proof is based on some assumptions. For
example, we assume the cheater loses if he is caught cheating. To make this as-
sumption practical, the penalty of cheating should be high enough, so that cheating
is not an option. Moreover, even if a ZKA with a strict polynomial time simulator
is used, the execution time of Game 8 is longer than Game 0. We implicitly assume
that the difference is insignificant.

Our protocol has been shown to be quite fast. Considering the advance of com-
puter hardware, efficient protocols like Castella-Roca and Barnett & Smart may
become fast enough to be practical in a few years. However, now our protocol is
much faster for many card games, and requires only half the computing power
to achieve the same performance level. We did not discuss the communication
costs of our protocol in this paper. However, it can be easily verified that the com-
munication cost of our protocol is also lower; roughly half the cost compared to
other protocols, with the exception of the partial shuffle. Based on the results of
this paper, we have also developed a modified version of this protocol, which has
much lower communication costs, at the expense of small computation overhead
(see [32]).

We hope our research contribution can minimize the gap between theoretical
study and the practical application of mental poker.
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