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Abstract. We present a heuristic asymptotic formula as x — oo for the number of isogeny
classes of pairing-friendly elliptic curves over prime fields with fixed embedding degree
k > 3, with fixed discriminant, with rho-value bounded by a fixed pg such that 1 < pg < 2,
and with prime subgroup order at most x.
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Introduction

Pairing-based cryptography protocols first became important with the work of
Joux [18] and nowadays have numerous applications to the security of information
transmission and other fields. Many of these protocols require the construction of
elliptic curves over finite fields having very special properties. More precisely, let
q = pf be a power of the prime p and let k > 1, r > 1 be integers. We need to
be able to construct an elliptic curve E over the finite field IF, with g elements that
satisfies the following:

(a) E has apoint P of order r rational over IF,.

(b) The group of points E[r] of order r of E is isomorphic to (Z/rZ)? and all
the points of E[r] are rational over the extension field F « of degree k of F.

In practical applications, if a security level of s bits is required, it is generally
recommended that the integer r should have at least 2s bits (see for example [14,
Table 1]). This is because the Pollard-rho algorithm is generally believed to be
the best attack on the elliptic discrete logarithm problem. The subgroup of E(Fy)
generated by P should be of small index in E(Fy). Since f(E(IF;)) € [(\ /g — 1)2,
(/g + D?], so that §(E(F;)) ~ ¢, a convenient measure of the suitability of

the curve is the so-called rho-value, defined by p = }gg‘r], which ideally should
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be close to 1. On the other hand, the integer k needs to be sufficiently small to
allow efficient arithmetic in Fx, which in practice implies that k is at most about
50. These constraints on p and k imply very strong restrictions on the choice of
elliptic curve, making suitable curves very rare [1, 15,20, 24]. For this reason, a
systematic search to obtain curves having parameters of cryptographic interest is
completely out of the question.

Although there is considerable recent interest in protocols where the group order
r is composite [5,6,13], we shall be concerned in this paper with the more familiar
situation where r is a prime number, which is assumed to be the case from now
on. Since known attacks on such protocols are based on the discrete logarithm in
the subgroup of order r of the multiplicative group IE‘;,, and this is believed to be
the same difficulty as the discrete logarithm in ]F;k itself, k cannot be too small.
In what follows, therefore, we shall often suppose that k > 3.

Let E be an elliptic curve over I, satisfying (a), where r is a prime different
from p. Following what has become standard usage, the smallest integer k such
that g¥ = 1 (mod r) is called the embedding degree of (E, P) (or just of E if
there is no possibility of confusion). Alternatively, the embedding degree is just
the order of ¢ in (Z/rZ)*. An argument using the characteristic polynomial of the
Frobenius endomorphism (see [1, Theorem 1]) shows that if £ is an elliptic curve
over [F, that satisfies (a) and if the embedding degree k of E is at least 2, then
E also satisfies (b). Let @ (w) € Z[w] denote the k-th cyclotomic polynomial.
Then r divides ®(g). On the other hand, if ¢ denotes the trace of the Frobenius
endomorphism of E over [Fy, then f{(E(F;)) = g+1—tandsog =t—1 (mod r).
It follows that r divides @ (¢q) if and only if r divides ®, (¢ — 1). Furthermore,
we know from Hasse’s bound that |¢| < 2ﬂ and, if we suppose in addition
that p does not divide ¢, then E is ordinary and there exists a unique square-
free positive integer D and a unique integer y > 0 such that 1> + Dy? = 4q.
The endomorphism ring of E is then an order in the imaginary quadratic field
Q(+/—D). Conversely, if ¢, D, y are integers, if D > 0 is square-free and if
12 + Dy? = 4q with ¢ = p/ a power of the prime p and p does not divide
t, then a theorem of Deuring [11] implies that there exists an elliptic curve E
over Fy such that f(E(IF;)) = g + 1 —¢. If, further, r is a prime dividing both
g +1—1and ®y (¢t — 1), and if the rho-value igg 2 is close to 1, then E is suitable
for pairing-based cryptography. Since we only know how to construct the curve
E corresponding to a choice of parameters (¢, D, y) when D is fairly small (D <
1013, say, see [12]), we shall suppose except in the last section that D is fixed.

The purpose of this note is to discuss the following heuristic asymptotic esti-
mate.
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Estimate 1 (Pairing-friendly curves estimate). Let k > 3 be an integer, let D > 1
be a square-free integer and let pg € R with 1 < pg < 2. We suppose that

(i) (k,D) # (3.3), (4, 1), (6,3);

@ii) if (k, D) is such that there exists a complete polynomial family (ro, to, Yo)
with generic rho-value equal to 1 (see remark (6) below and Section 3 for
detailed definitions), then pg > 1 4+ —

degro*

Let e(k, D) = 2 or 1 according as to whether ~/—D belongs to the field gen-
erated over QQ by the k-th roots of unity or not, let wp be the number of roots of
unity in the imaginary quadratic field Q(~/=D) and let hp be the class number
of Q(v/—D). Then the number of triples (r,t,y) € Z3 with2 < r < x a prime
number dividing O (t — 1), t?> + Dy? = 4p with p prime, y > 0, r dividing
p+1—t, and p < rPois asymptotically equivalent as x — o0 to

e(k, D)wp /" du
2p0hp  J» u?=Po(logu)?’

Several remarks are in order.

(1) If f is a function that is strictly positive for sufficiently large real x and
if g is a second function defined for sufficiently large real x we say that g is
asymptotically equivalent to f as x — oo if g(x) = f(x)(1 + o(1)).

(2) Integrating by parts, we find

x du 1 xrol 1
= 1+0 ,
/; uz=ro(logu)?  po — 1 (log x)2( + (logx))

where the constant implied by the O is independent of pg. Thus, for fixed pg, the
number of triples is also asymptotically equivalent to

e(k, D)ywp  xPo~!
2p0(po — Dhp (logx)?

However, in view of the term pg— 1 that appears in the denominator in this formula,
the version with the integral seems preferable.

(3) Several papers have appeared in the literature showing (either heuristically
or unconditionally) that pairing-friendly elliptic curves are sparse (see for example
[1], [15, §4.1], [20] and [24] and also Remark 4.1). However, to the best of our
knowledge, this paper is the first to suggest a possible asymptotic formula.

(4) When g = p is prime and p > 5, Hasse’s bound implies that p divides ¢ if
and only if # = 0. Since only finitely many primes divide ®;(—1), we must have
t # 0 for all but finitely many triples, so that Deuring’s results [11] imply that all

(0.1)
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but finitely many triples (7, ¢, y) actually give rise to elliptic curves. Furthermore,
the elliptic curves thus obtained are ordinary. On the other hand, a well-known
result of Tate [23] asserts that two elliptic curves E1 and E5 over I, are isogenous

if and only if #(E1(IF4)) = #(E2(F,)), and it is clear that the embedding degree
k and the rho-value ll(z)ngr’ are invariant under isogeny. Thus Estimate 1 is also a
heuristic asymptotic estimate for the number of isogeny classes of elliptic curves
with given k and D defined over prime fields I, and possessing a subgroup of
prime order r < x such that p < rP°. For given D, the methods of [12] construct
curves whose endomorphism ring is the maximal order of Q(+/—D). On the other
hand, [26, Theorem 6.1] shows that every isogeny class of ordinary elliptic curves
contains a curve whose endomorphism ring is the maximal order of Q(~/—D).
Thus, if D is sufficiently small, the methods of [12] enable one to construct at

least one member of an isogeny class corresponding to any triple (r, ¢, y).

(5) We have supposed that 12 + Dy? = 4p with p prime rather than a power of
a prime. However, as is usually the case in analytic number-theoretical situations,
we expect solutions with 12 + Dy? = 4 pf and f > 1 to be negligible in number
as compared with those with f = 1, so they should not in general affect the
asymptotic estimate.

(6) We know of only one pair (k, D) for which there is a complete polynomial
family (7o, t9, o) with generic rho-value equal to 1. This is the pair (12, 3), and
the corresponding family is the well-known Barreto—Naehrig family [2]. In this
case the degree deg ro of the polynomial rq is 4. In general, as we shall explain
in Section 3, the Bateman and Horn heuristic asymptotic formula [3] predicts that
a complete polynomial family with generic rho-value equal to one will produce
more triples than predicted by Estimate 1 when pg < 1 + degLrO. This will be a
consequence of Theorem 3.1 below.

(7) On the other hand, the cases (k, D) = (3,3), (6,3) and (4, 1) have to be
excluded for a trivial reason. These are exactly the values of (k, D) with k > 3
and Q(+/—D) is equal to the field generated over Q by the k-th roots of unity;
one deduces easily that 2 + Dy? cannot be of the form 4p with p a prime. See
Remark 1.3 for further details. Recall however that this does not imply that there
are no pairing-friendly curves when (k, D) takes one of these values, but only that
such curves cannot be rational over prime fields. Indeed, when (k, D) = (3, 3),
there is a well-known construction of curves over fields of square cardinality (see
[14, §3.3] and also Remark 4.1 below).

(8) We have excluded the cases k = 1 and k = 2.

When k = 1 and E has a point P of order r rational over [,, there are two
possibilities:
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(a) either all the points of E[r] are rational over [, in which case r2 <q+
1 + 2. /q by the Weil bound, which implies that the rho-value is asymptotically at
least 2, or

(b) the points of E[r] that are not multiples of P become rational only after
extension of scalars to IF;r, so that computations of any sort are completely infea-
sible.

When k = 2 and E has a point P of order r rational over I, then r divides
q + 1 —1¢ and also r divides ¢ + 1, since ®2(w) = w + 1. Hence r divides ¢ and
again there are two possibilities:

(a)ift # 0, then r < |t| < 2,/q and so the rho-value is asymptotically at least
2, 0r

(b) t = 0, in which case E is supersingular. Suppose for example that the
prime r is such that 2r — 1 is also prime and take ¢ = p = 2r — 1. By Deuring’s
results [11], there exists a supersingular elliptic curve E over [, with #f(E(Fp)) =
p + 1 = 2r. By the Bateman—-Horn heuristics, there is a constant C > 0 such
that the number of primes r < x with 2r — 1 prime is asymptotically equal to
C fzx (1;;—1;)2‘ For the corresponding elliptic curves, the rho-value approaches 1 as

r — oo. Thus, when k = 2, we expect far more pairing-friendly elliptic curves
with r < x than predicted by Estimate 1.

Here is a brief outline of the paper. In Section 1, we briefly describe a heuristic
argument which leads to Estimate 1 and in Section 2 we present numerical evi-
dence for several values of (k, D) # (12,3). In Section 3, we review families
of pairing friendly curves and in particular the Barreto-Naehrig complete family
[2], and explain why Estimate 1 is expected to fail when (k, D) satisfies condition
(ii) of Estimate 1 and, in particular, when (k, D) = (12,3). This involves the
Bateman—Horn heuristic asymptotic estimate on polynomials with integer coeffi-
cients and its generalization by K. Conrad [9] to polynomials with rational coeffi-
cients that take integer values. Finally, in Section 4, we briefly discuss a variant of
Estimate 1 where D is allowed to vary and compare this with the recent work of
Urroz, Luca and Shparlinski [24] (see Remark 4.1).

We insist on the fact that Estimate 1 is only a heuristic assertion, not a theorem.
Indeed, proofs of most of the steps that are used to derive it and described in
Section 1 seem to be a long way off.

All calculations reported on in this paper where done using PARI/GP [4] run-
ning on the GMP kernel [17] and often using PARI’s GP to C compiler gp2c.
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1 A heuristic argument

As in the Introduction, we fix an integer k > 1 and a square-free integer D > 1.
If r is a prime such that r does not divide kD, r = 1 (mod k) and — D is a square
(mod r), the Cocks—Pinch method [8], as explained say in [14, Theorem 4.1],
produces all parameters (r, ¢, y) corresponding to ordinary curves with embedding
degree k and endomorphism ring an order in Q(+/—D) having a point of order r.
This means that r divides @ (t — 1), y > 0 and 2> + Dy? = 4p with p prime, the
corresponding curve having coefficients in IF,. As is well known, the rho-value
of the curve is usually around 2. The heuristic argument that follows will give a
measure of the frequency with which it can be expected to give curves with smaller
rho-values.

As before, we fix a real number pg with 1 < pg < 2. We wish to estimate
asymptotically as x — oo the number of triples (r, 7, y) € Z3 as above withr < x
and p < rPo. Thus, the heuristic argument that follows is, in fact, an estimate of
the expected number of curves with » < x and p < rP0 that the Cocks—Pinch
method produces.

We first recall the following well-known lemmas, the first of which can be ex-
tracted from [25, Chapter 2, §2]:

Lemma 1.1. Let k > 1 be an integer and let r be a prime number not dividing k.
The following statements are equivalent.

(i) The cyclotomic polynomial @y (w) has a root (mod r).
(ii) P (w) splits into distinct linear factors (mod r).
(iii) r = 1 (mod k).

(iv) r splits completely in the cyclotomic field Q({y) generated over Q by a prim-
itive k-th root of unity .

Lemma 1.2. Let K = Q(~/—D) be an imaginary quadratic field. Let hp be the
class number of K and wp the number of roots of unity of K. Then, as X — oo,
the number of pairs of integers (t,y) with t?> + Dy? = 4p, p aprime and p < X
is asymptotically equivalent to

wp X

hplog X'

Proof. Lett, y and p be as in the statement of the lemma and put

7T_t+y\/—D
=
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Then 7 is a root of x2 — tx + p, so that 7 is an algebraic integer of K. Write
N(w) for the norm down to @ of an element o of K. Then N(;r) = p so that the
condition that p be prime is equivalent to the condition that 7 generate a principal
prime ideal of K. By the prime ideal theorem in K (see for example [22, Chapter 7,
§2]), the number of principal prime ideals p of K of prime norm p bounded by X
is equivalent to W as X — oo. On the other hand, every non-zero principal
ideal of K has wp generators all having the same norm. The lemma follows. O

We are now ready to explain our heuristic argument.
Step 1. Let r > 2 be any integer. Taking X = r®° in Lemma 1.2, we find that
the expected number of pairs (¢, y) with 1> + Dy? = 4p, p prime and p < 1’0 is

asymptotically equivalent to %.

Step 2. Let again r > 2 be any integer. By Lemma 1.1, the probability that r is
prime and splits completely in Q((x) is equal to the probability that r is prime and
that 7 = 1 (mod k). Since there are ¢ (k) residue classes (mod k) consisting of
integers prime to k, the prime number theorem generalized to arithmetic progres-
sions implies that the probability that r is prime and splits completely in Q({y) is
equal to m.

If, furthermore, ¢ is the first member of a pair (¢, y) as in Step 1, we assume that
t is a sufficiently random integer for the probability that &z (r — 1) = 0 (mod r)
to be equal to @ Since ®1(w) = w+ 1 and ®,(w) = w — 1, this is reasonable
only when k > 3. Thus, when &k > 3 and r > 2 are fixed integers, the expected
number of triples (7, ¢, y) assuming 7 to be a prime dividing ®; (r — 1) and (¢, y)
as in Step 1 should be

1 ¢(k) wprro wprPo
¢(k)logr r hppologr — hppor(logr)?’

Step 3. We now estimate the probability that r divides p + 1 — ¢, given that r
is prime. Now p + 1 —¢ = N(;r — 1), so that r divides p + 1 — ¢ if and only if
there exists a prime ideal r lying above r and dividing = — 1. Since pg < 2, this
implies that r splits in Q(+/— D) as a product r¥ of two prime ideals of degree one.
The probability that a random algebraic integer 7 satisfies 7 = 1 (mod r) is %
and the generalization to Q(~/—D) of Dirichlet’s theorem on primes in arithmetic
progressions implies that this remains true if 77 generates a prime ideal. Since there
are two prime ideals r and T dividing r, the probability that r divides p + 1 —¢
given that it splits in Q(~/—D) is %

On the other hand, the probability that r splits as a product of two degree one
primes in Q(~/—D) is 1 if vV—D € Q(&), and % if not. This is equal to @.

Step 4. Putting Steps 1-3 together, we conclude that if r > 2 is a fixed integer,
the expected number of triples (r, ¢, y) with t> + Dy? = 4p, p a prime such that
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p < rPo and r prime and dividing both ®; (t — 1) and p + 1 —¢ is asymptotically
equivalent to
e(k,D)wDrg e(k, D)wp

pohpri(logr)? — pohpr2=ro(logr)?’
Summing over all integers r such that 2 < r < x and taking into account that

Z 1 / * du

2ot r2=ro(log r)? 5 u?2=ro(logu)?’

we obtain an estimate that differs by a factor of 2 from that in Estimate 1, the
difference being due to the fact that we assumed in Estimate 1 that y > 0 whereas
in the preceding argument the sign of y is arbitrary.

Remark 1.3. Step 3 assumes that 7 is an essentially random element of the set of
algebraic integers of Q( v—D) such that & — 1 belongs to one of the prime ideals
dividing r. In particular, the probability that it generates a prime ideal should be
that predicted by the prime ideal theorem. This is not true when (k, D) = (3, 3),
(6, 3) or (4, 1), in other words in those cases where Q({x) = Q(+/—D). Suppose
for example that (k, D) = (3,3). The condition r|®3(¢t — 1) then implies that
4r divides 41> — 4t + 4. On the other hand, since 4r divides (t — 2)? + 3y? =
t2 — 4t 4+ 4 4+ 3y2, we find by subtraction that 47 divides 3(¢2 — y2). Whenr > 5,
this implies that 1 = +y (mod 4r). Since |¢| < 2r and |y| < 2r, this implies
that t = #y when r is sufficiently large and so #2 + 3y? cannot be of the form 4p
with p a prime. A similar argument works when (k, D) = (6, 3) or (4, 1). Thus
the heuristic argument fails these cases.

2 Numerical evidence

In order to test Estimate 1 numerically, we wrote a programme in PARI/GP [4]
to search for all triples (r, ¢, y) with r in some interval [a, b], k, D and pg being
given. Thus, for each prime r = 1 (mod k) belonging to [a, b] such that —D is
a square (mod r), the programme finds all the roots of ®;(t — 1) = 0 (mod r)
and searches for those for which |¢| < 2r . Given such a t, it tests whether there
exists y > 0 such that 2 + Dy? = 4p with p prime and p < r?°. It outputs the
vector of all sextuples (7, ¢, y, h, p, p) satisfying these conditions, with r, ¢, y and
p as before, h the cofactor defined by p +1—1¢ = rh, and p = llzgg P the actual
rho-value.

For a given r, there are two possible strategies for finding ¢. The first is to factor
@y (x) (mod r) using a standard factorization algorithm for univariate polynomi-
als over finite fields. The second is to first choose at random a primitive root g
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(mod r), so that if s = grk;1 (mod r), then s is a primitive k-th root of unity in
the field with r elements. The possible values of ¢ are then st + 1 (mod r) as
£ ranges over the integers between 1 and k that are prime to k. This is justified
by the fact that the roots of ®; are precisely the primitive k-th roots of unity. In
the range where the systematic search for all triples (r, ¢, y) is feasible, the second
method turned out to be the faster although it is clear that for large values of r the
first method is preferable since k¥ < 50 and the exponentiation to the power ’k;l
becomes costly.

In view of the discussion in Section 1, our programme is basically an imple-
mentation of the Cocks—Pinch method that selects only those curves with p < py.
However, as all primes 7 = 1 (mod k) need to be tested, this cannot be expected
in reasonable time to find curves in an interval [a, b] where a and b are of a suffi-
ciently large size for the curves to be of cryptographic interest (unless the value p
is taken to be close to 2). In practice, it was found that for given k and D the vector
of all sextuples (7, ¢, y, h, p, p) could be calculated in between 15 and 75 seconds
when b —a = 108 and b was smaller than about 101°. Under these conditions, the
time taken was roughly proportional to 1/¢ (k). Also, in view of the irregularity
that one expects when k and D vary and r is very small, it was decided to restrict
attention to r > 109,

In what follows we present, for different values of k, D, pg, @ and b, the number
N = N(k, D, pg,a, b) of triples (r,t, y) as in Estimate 1 with a < r < b and, for
comparison, the value of the corresponding integral

I =1(k,D,pg,a,b)=

b
e(k, D)wp / du @.1)

2p0hp u2=ro(logu)?’

We define Iy by Io(k, D, pg,a,b) = e(k,D)"'I(k, D, po,a,b): note that I
depends only on D and pg but not on k.

Table 1 gives the values of N(k, D, 1.7, 10%, 85698 768) for all k such that
3 < k < 30 and all squarefree D with D < 15 as well as D = 19, 23, 43
and 47. This choice of D includes all imaginary quadratic fields of class num-
ber one except Q(+/—163) and, for each integer / less than or equal to 5, at
least one field whose class number is equal to 4. The second line of the ta-
ble recalls the class number sp of Q(+~/—D). The third line gives the value of
Io = e(k, D)~ 1(k, D,1.7,10°, 85698 768). The values of I are the reason for
the choice of 85 698 768 as upper limit. In fact, when D is such that wp = 2 and
hp = 1, then

1 85698768 du

Io ~ 1000.00

17 106 u%3(logu)? —
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so that the predicted value of N(k, D, 1.7, 10°, 85 698 768) is 1000 in these cases.
The main part of the table contains the values of N(k, D, 1.7, 10°, 85698 768),
the entries corresponding to values of (k, D) with e(k, D) = 2 are marked with
an asterisk; Estimate 1 predicts that they should be close to 27y and therefore
roughly twice as large as the other entries in the same column. The last line of
Table 1 gives the average value of each column as k varies from 3 to 30, the
cases where e(k, D) = 2 being counted with weight % and the excluded values
(k, D) = (3,3), (4,1) and (6, 3) omitted. Estimate 1 predicts that each of these
averages be close to the corresponding value of /.

Table 2 gives the values of N(k, D, 1.5,10% 2 x 10%) for the same values of
(k, D) as Table 1. When D is such that wp = 2 and hp = 1, we now have

1 2-108 du

o = — R
715 106 u%5(logu)?

~ 58.17.

Although all the entries in Tables 1 and 2 (with the exception of those for
(k, D) = (3,3), (4,1) and (6, 3)) are of the order of magnitude predicted by Es-
timate 1, there is considerable variation in the actual values, especially in Table 2.
This is perhaps not unexpected, as similar variation occurs when one computes
the number of values for which polynomials simultaneously take prime values and
compares the result to the Bateman—Horn heuristics. In fact, if 7 (x) denotes as
usual the number of primes less than or equal to the real positive x, no explicit
formula analogous to Riemann’s formula for 7 (x) — 2x lgg"u seems to be known
in the Bateman—Horn context (see for example [19] for a discussion of the case of
prime pairs). So, presumably it would also be a hard problem to find one in the
context of Estimate 1.

In order to obtain numerical data for larger values of x and examine what hap-
pens when pg varies, it is necessary to restrict the values of k and D. The case
(k, D) = (12, 3) will be discussed in the next section. Table 3 presents data for
the three cases (k, D) = (28, 1), (27,11) and (8, 23). In each case, the table gives
the values of N(pg) = N(k, D, po,a,b) and I(po) = I(k, D, po,a,b) for pg €
{1.1,1.2,1.3,1.4,1.5} and for each of the three intervals (a,b) = (10°, 108),
(108, 101%) and (102 — 10'°,10'2 4 10!°). These results emphasize just how
rare triples with rho-values close to one are. For example, if one wanted to con-
struct a table like Table 1 with /o = 1000 but taking pp = 1.2 instead of 1.7,
Estimate 1 suggests that one would need to test all r up to about 7.9 x 102°, which
is obviously completely out of the question.
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Datafork =28, D = 1, pg € {1.1,1.2,1.3, 1.4, 1.5}

Interval | 10°<r <10® | 108 <r <10' | 10'>—10' <r <10'* 4 10'°
po | I(po)  N(po) | I(po)  N(po) | I(po)  N(po)
L1 0.325 0 0.311 1 0.002 0
1.2 1.502 3 2.286 6 0.022 0
1.3 7.104 8 17.22 24 0.321 0
1.4 34.39 37 13271 135 4.723 5
1.5 170.07 188 | 1044.7 1128 | 69.86 73
Data fork =27, D =11, po € {1.1,1.2,1.3,1.4, 1.5}
Interval | 106 <r <10® | 108 <r <10' | 10'>—10' <r <10'* 4 10'°
po | I(po)  N(po) | I(po)  N(po) | I(po)  N(po)
L1 0.081 0 0.078 0 0.00038 0
1.2 0.375 0 0.57 2 0.0055 0
1.3 1.78 1 4.31 5 0.080 0
1.4 8.60 9 33.18 30 1.18 1
L5 42.52 57 261.17 271 17.46 22
Data for k = 8, D =23, pp € {1.1,1.2,1.3, 1.4, 1.5}
Interval | 106 <r <108 108 <r <10 | 102 —10" <r <10'2 4+ 10'°
po | I(po)  N(po) | I(po)  N(po) | I(po)  N(po)
1.1 0.027 0 0.026 0 0.00013 0
1.2 0.125 0 0.191 0 0.00183 0
1.3 0.592 0 1.435 1 0.0267 0
1.4 2.866 1 11.06 16 0.394 0
1.5 14.47 7 87.06 76 5.821 6

Table 3. Results for (k, D) = (28,1), (27,11) and (8,23). Here, I(pg) is an
abbreviation for I(k, D, pg,a,b) as defined in (2.1) with (a,b) = (10°,10%),
(108, 10'%) or (10" —10'%,10'2 + 10!°). Similarly, N(po) is an abbreviation for
N(k, D, pg,a,b), the number of triples (r, ¢, y) as in Estimate 1 witha <r < b.
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3 The Barreto—Naehrig family and the case k = 12, D =3

The various known methods of constructing pairing-friendly elliptic curves are
reviewed in [14]. Since Estimate 1 is primarily concerned with ordinary elliptic
curves over prime fields and assumes that k > 3, we limit our attention to those
methods which apply in these situations. We want to understand asymptotically as
Xx — oo the number of triples (r, ¢, y) with r < x that belong to such families and
have rho-value at most pg and compare this with Estimate 1. Clearly we can only
compare constructions where k and D are fixed.

Apart from the Cocks—Pinch method, which constructs all parameters corre-
sponding to ordinary curves and on which our heuristic estimate is based, the other
well-known constructions with k and D fixed are the polynomial families. These
fall into two kinds: (a) sparse families, of which the most familiar example is
MNT families [21]; (b) complete families, of which the general construction is
due to Brezing and Weng [7]. We refer to [14, §5, §6] for a detailed review of the
two kinds of families.

The idea behind both constructions is to find polynomials ro(w), fo(w) and
po(w) € Q[w] such that ro(w) divides both @y (to(w) — 1) and po(w) + 1 —
to(w). One then seeks values wg of w for which ro(wog), to(wg) and po(wy) are
all integers with ro(wg) prime (or a prime multiplied by a very small factor) and
po(wp) is prime (or a prime power). The values of the integral parameters r, ¢
and p are then respectively ro(wo), fo(wo) and po(wp) with ro(we) and po(we)
prime. By definition, the generic rho value of the family is iiggfg. As wy tends
to infinity, the rho-value of the elliptic curve corresponding wq approaches the
generic rho-value.

However, the two constructions differ in the way they treat the parameter y.
Define the polynomial /g(w) by po(w)—+1—tg(w) = ro(w)ho(w). If r = ro(wo),
t = to(wo), p = po(wp) and h = hy(wp), then the corresponding y parameter
satisfies

Dy? =4p —1% = 4hr — (t — 2)2.

In the case of sparse families, the general idea is to choose rg, fp and pg in
such a way that 4pg(w) — to(w)? is of degree two. When this is the case, the
affine curve with (w, y)-equation Dy? = 4po(w) — to(w)? is of genus 0. If
this curve is to have infinitely many integral points, its real locus must be either a
parabola or a hyperbola. In all the cases of which we are aware, the real locus is a
hyperbola. Thus, an affine change of coordinates transforms this into a generalized
Pell equation Z2 — aY? = b, with @ > 0 is not a square. The integral solutions
of this are of the form Z + ﬁ Y = «a&”, where o runs through a finite set of
elements of the real quadratic field Q(+/a), € is a fundamental unit of Q(+/a),
and n € Z. From this we deduce that the number of values of r < x that can
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arise from a sparse family is O((log x)?). On the other hand, Estimate 1 predicts
that there are at least >> x50~ 12 choices of the parameters (r, ¢, y, p) with r < x
and p < rPo. Thus, sparse famlhes can only contribute a negligible proportion of
pairing friendly-curves with given k and D.

In the case of complete families, the basic strategy was described in full gener-
ality by Brezing and Weng [7]. In addition to rg, fg, hp and po, we also require
a polynomial yq such that 79(w)? + Dyo(w)? = 4po(w), so that the y param-
eter is the corresponding value yo(wg). Now, the polynomials rg, o, Yo, fo, Po
simultaneously take integral values at integers wg varying over a finite set of con-
gruence classes modulo some fixed integer. Furthermore, if r¢ and pg are to give
rise to triples (r, ¢, y) corresponding to elliptic curves, they must simultaneously
take prime values.

Before going further, we recall the Bateman—Horn heuristics [3] in the case of
two polynomials f and g with integral coefficients. We assume that f and g are
distinct and irreducible. For any prime p let N, denote the number of solutions of
the congruence f(x)g(x) =0 (mod p) and suppose that N, < p for all p. Then
let C be given by the conditionally convergent infinite product

c= ] (1—£)(1—1)_2. G.1)

p>2 prime p p

Then the number of integers wo with 2 < wg < X such that f(wg) and g(wg) are
simultaneously prime is asymptotically equivalent to

C X du
(3.2)
degrodeg po J» (logu)?

as X — oo. In particular, since C > 0, there are infinitely many integers wg such
that f(wp) and g(wg) are simultaneously prime.

We need to adapt this statement to polynomials whose coefficients are rational.
Let f, g € Q[w] and let » > 1 be a common denominator of the coefficients of f
and g. Then there are integers m; with 0 < m; < n such that f(nwo + m;) € Z
and g(nwg + m;) € Z for all i and for all wg € Z.

Then, for each i, we can apply the generalization by K. Conrad (see [9, §2])
of the Bateman—Horn heuristics to the pair of polynomials w +— f(nw + m;)
and w — f(nw + m;). This implies that (3.2) still holds, although the value
of C will no longer be given by (3.1) in general, but can be computed using [9,
Conjecture 5]. Since in what follows we only need the actual value of C in the
case of polynomials with integer coefficients, we do not discuss this in detail.

Returning to our discussion of complete families, it follows that there exists a
constant C’ > 0 such that the number of triples (r,z, y) with r < x coming from
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the family is asymptotically equivalent to

C’ (x/cro)l/degm d C'd 1/ degro
[ u egro X (3.3)
2

deg ro deg po (logu)? 1/ dero oo (logx)?”

where ¢;, is the leading coefficient of r¢ and degrg is the degree of rg, and the
asymptotic equivalence of the two displayed formulae is seen by integrating by
parts. (Note that in general C’ will not be equal to C, since both positive and
negative values of wg may yield triples (r,7, y).)

As wo — o0, the rho-value of the triple (ro(wo), to(wo), yo(wo)) approaches
(Clligg—‘r'f. Comparing (0.1) and (3.3), we deduce that if deg#ro > po — 1, then the
Bateman—Horn heuristics implies the complete family parametrized by (rg, to, o)
asymptotically contains more choices of triples than predicted by Estimate 1. It
also follows that this family can contain infinitely many triples with rho-value
< po only if ‘ézggfg < po. It is clear that deg pg > degrg so, since deg po and
deg r¢ are integers, the conditions

deg po _

< and
deg ro

> po—1
degro po

are satisfied only if deg po = degro. We deduce (i) of the following theorem.
Theorem 3.1. We keep the notation that has just been introduced and assume the
Bateman—Horn heuristics together with their generalization by K. Conrad.

(i) Suppose that pg < 1 + deg#m. Then the complete family (ro, to, o) asymp-
totically contains more choices of parameters than predicted by Estimate 1.
Furthermore, one has deg po = degro.

(i) On the other hand, if po > 1 + degl S then the family does not contain suffi-

ciently many triples to contradict Estimate 1.

Point (ii) is proved in a similar way to (i), again comparing of (0.1) and (3.3).
On the other hand, what happens when pg = 1 + de; P depends on the relative
values of the constants appearing in (0.1) and the right hand side of (3.3).

Table 8.2 of [14] summarizes, for all k up to 50, the construction of the family
with the smallest rho-value and the corresponding value of D. When k > 4, the
families listed are all complete families, and all have deg po > deg r¢ except when
k = 12, in which case the corresponding value of D is 3. When k& = 3, the family
is also a complete family and D = 3 and also satisfies deg po = degrop, except

that po(w) = (3w — 1) cannot represent primes (see [14, §3.3]).




Heuristics on pairing-friendly elliptic curves 99

The case k = 12 and D = 3 is thus expected to provide a genuine counterexam-
ple to Estimate 1. The corresponding family is the well-known Barreto—Naehrig
family [2], where

ro(w) = 36w* + 36w + 18w? + 6w + 1, fo(w) = 6w? +1, ho(w) =1,
yo(w) = 6w? +4w + 1, po(w) = 36w* + 36w> + 24w? + 6w + 1.

Since the degree of ro is 4, we expect the family to provide more curves than
Estimate 1 when pg < 1.25.

This can be tested numerically using similar calculations to those presented
in Section 1. To see the contribution of the Barreto—Naehrig family, we need to
calculate the constant C appearing in the Bateman—Horn heuristics for it. For
any prime p, let Ny, , denote the number of solutions of ro(w) = 0 (mod p) and
define Np,, p analogously. Write N, for the number of solutions of ro(w) po(w) =
0 (mod p). Then N, = N3 = 0. Furthermore, when p > 5, we deduce from
the relation po(w) = ro(w) + 6w? that ro and po cannot have a common root
(mod p), so that N, = Ny, p + Np,, p. Since rg and po have integral coefficients,
the Bateman—Horn constant is given by (3.1).

As written, the product (3.1) is conditionally convergent and therefore unsuit-
able for numerical computation. Instead, we apply the formula given by the theo-
rem of Davenport and Schinzel [10]. This gives

. NP 1N
C = o ,,E[S@‘%)(l‘ﬁ) NICORECHRS

p=5

where ngz) and N1§4) denote respectively the number of irreducible factors of
ro(x)po(x) (mod p) of degree 2 and of degree 4, p(K;,) and p(Kp,) the residue
at 1 of the zeta function of the number fields K, and Kj, generated over Q
respectively by a root of rp and a root of pg and

- -2 1-H 23
r=(-%) (1-5) (-3 ==

The two infinite products in the Davenport-Schinzel formula for C are now
absolutely convergent. When p > 5, Table 4 gives the value of NI§] ) when j=2
and j = 4.

Using these formulae and taking the product over all p with 5 < p < 106,
we find that the first product appearing in the formula for C equals 0.88576. ..

and the second equals 1.26250.... On the other hand, p(K,,) = 0.36105...
and p(Kp,) = 0.52642.... It follows that C ~ 17.651. Since neither of the
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p mod 12 po(w) mod p Ny NP NIS4)

p
1 4 roots 8 0 0
1 0 roots 4 2 0
5 0 2 1
7 2 3 0
11 0 4 0
Table 4

polynomials rg and pg are even functions, the values of ro(wgp) and po(wg) at
negative integers wg will, with finitely many exceptions, be different to those at
positive integers. Hence C’ = 2C so that % ~ 2.206 and, if the Bateman—Horn
heuristics are correct, we can expect the number of triples (r, ¢, y) arising from the

Barreto—Naehrig family with x’ < r < x should be approximately equal to

Jen(x',x) 2206/)61/4/% du
x',x) =2. —.
BN x4/ /6 (logu)?

Table 5 gives the values of N (12,3, pg,10°, 108) together with N(12, 3, po,
108,1019) for pg € {1.1,1.2,1.3,1.4,1.5} and compares them with the corre-
sponding expected value of 1(12, 3, po, a, b).

0o = 1.1 1.2 1.3 1.4 1.5
N(10°,10%) 3 8 21 57 305
1(10°,10%) 0.49 225  10.66 51.58 255.11
N(108,1019) 6 10 44 221 1655

1(108,101%)  0.47 3.43 2583 199.07 1567.0

Table 5

The column py = 1.1 of Table 5 shows three triples with 106 < r < 10% and
six with 108 < r < 1019, All these nine triples (r, ¢, y) are in fact members of the
Barreto—Nacehrig family: they correspond to the values of the polynomials rg(x)
etc. at x = —107, =55, =52, —41, —15, 20, 78, 82, 123. This should be com-
pared with the expected contributions from the Barreto—Naehrig family which are
respectively Jen(10°, 108) = 6.05 and Jen (108, 101%) = 10.26. Although there
is some discrepancy between the computed and expected values, this is perhaps
not surprising in view of our previous remarks concerning the variation between
computed and expected values in the Bateman—Horn heuristics.
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4 What happens when D varies

Let again D denote a square-free positive integer. As before, we denote the dis-
criminant of the imaginary quadratic field Q(~/—D) by dp, thus dp = —D if
D =3 (mod 4) and dp = —4D if D = 1,2 (mod 4). If z is small with respect
to x, Estimate 1 suggests that the number of triples (r, ¢, y) as above with r < x,
p < rPoand |dp| < z should be equivalent to

Z e(k, D)wp /x du
2p0hp  J, u?=Po(logu)?’

ldpl<z

Here we shall not try to give a precise meaning to the condition that z be small
with respect to x, which would require a discussion of the error term in Estimate 1
which would take us too far afield. We content ourselves with a heuristic asymp-
totic estimate for the sum
Z e(k, D)wp
2p0hp

ldpl<z

as z — oo. Itis well known that ~/—D € Q({y) if and only if dp divides k.
Furthermore, wp = 2 except when D = 1 or D = 3. Therefore

> &y Lo Lo,

dplez  2POlD PO api<z

where the constant implied by the O(1) depends only on k. Estimates for the
sum Z| dpl<z h% for various positive values of o, and in particular @« = 1, have
been studied since the time of Gauss (see for example [16] and the references cited
therein). However, we have been unable to find any reference to the case ¢ = —1
which is of interest here. On the other hand, heuristic considerations involving
the prime ideal theorem and the residue of zeta functions at s = 1 for imaginary
quadratic fields suggest that

1 6
Z h—w—ﬁ, Z —> 0
dpl=z P T

and this seems to be confirmed by numerical calculation. This suggest the follow-
ing heuristic:

Estimate 2 (Variable D estimate). Let k > 3 and po such that 1 < py < 2 be
fixed. If z is small with respect to x, then, as x — oo the number N (k, z, po, X)
of triples (r,t, y) as in Estimate 1 with |dp| < z is equivalent to

6 x d
PoT 2 u?Po(logu)?
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In particular, if we can take z = x* for some small positive « then, integrating
by parts, we find that the number of triples (r,¢, y) with r < x and |dp| < x“

should be equivalent to
6 x2tro—1

po(po — D (logx)?
At present it is not quite clear how large we can take o for this estimate to be
reasonable. This depends in particular on the size of the error term in Estimate 1, a
problem which certainly deserves study but we prefer to leave this for future work.
One reason for this is that, to the best of our knowledge, no detailed discussion of
the error term in the Bateman—Horn heuristics has appeared in the literature up till
now.

Remark 4.1. In [24], Urroz, Luca and Shparlinski prove a result which implies an
unconditional upper bound on N (k, z, po, x). In fact, their Theorem 1 implies that

log x log x

N (k.2 po.x) < pll)(xP 4+ xT )22 20 p(h)x T 22—
loglog x log log x

where the constants implied by the <« are absolute. This follows from the hy-

pothesis that 1 < pg < 2, the variable x of [24] corresponds to our x*°, the

y of [24] to our x, and the z of [24] is contained between %z and z when z is

used in our sense. For constant z, this is much weaker than Estimate 1, but when

(k, D) = (3, 3) there exists the complete family
ro(w) =9w? —3w+1, fo(w) = =3w + 1, yo(w) = 3w — 1,
ho(w) =1, go(w) = Bw —1)*,

together with a similar family with ro(w) = 9w? — 9w + 3 (see [14, §3.3]). The
Bateman—Horn heuristics therefore imply that

1

X
(log x)2

for any z > 3 and any pg. A similar argument using the Barreto—Naehrig family
suggests that

N(3,z,po,x) >

1
X
N(A2,z,p0,X) > ——
( po. X) (log x)2
for any z > 3 and any pg. Thus, the Urroz—Luca—Shparlinski upper bound for a
given k is strongly related to the existence of complete families with rho-value 1
for at least one value of D.
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