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Abstract: With the advent of the Internet of Things (IoT) era, the application of intelligent devices in the
network is becoming more and more extensive, and the monitoring technology is gradually developing
towards the direction of intelligence and digitization. As a hot topic in the field of computer vision, face
recognition faces problems such as low level of intelligence and long processing time. Therefore, under the
technical support of the IoTs, the research uses internet protocol cameras to collect face information, improves
the principal component analysis (PCA), poses a PLV algorithm, and then applies it to the face recognition
system for remote monitoring. The outcomes demonstrate that in the Olivetti Research Laboratory face
database, the accuracy of PLV is relatively stable, and the highest and lowest are 98 and 94%, respectively.
In Yale testing, the accuracy of this algorithm is 12% higher than that of PCA algorithm; In the database of
Georgia Institute of Technology (GT), the PLV algorithm requires a time range of 0.2—0.3 seconds and has high
operational efficiency. In the selected remote monitoring face database, the accuracy of the method is stable at
more than 90%, with the highest being 98%, indicating that it can effectively improve the accuracy of face
recognition and provide a reference technical means for further optimization of the remote monitoring system.
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1 Introduction

Today, information technology has gone through three historic stages of development: computer, Internet, and
mobile internet. The Internet of Things (IoTs) is another ongoing development process. The IoTs is an exten-
sion of the Internet. With the widespread application of intelligent devices in the network, the range of
information applications continues to expand, making people’s daily lives more convenient [1]. With the
advent of the IoTs era, monitoring technology is constantly developing towards digitization, intelligence,
and networking. The core of remote network monitoring is a new research direction of the IoTs, which is
based on network communication and combined with machine learning algorithms [2]. Remote network
monitoring refers to accessing video monitoring devices to the Internet through internet protocol (IP)
addresses, viewing video images through computers or mobile intelligent terminal devices, and achieving
remote monitoring functions. Developing research on facial expression recognition technology for remote
network monitoring can quickly and timely obtain facial expression and dynamic change information from a
wider range of regions using the Internet, which has important theoretical significance and application value
in combating extreme nationalism, multimedia information interaction, and other aspects. Sharma designed a
local binary pattern histogram technique for the recognition of unique facial features, which was
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implemented using the Python programming language. The results show that this method has good perfor-
mance in visual qualitative analysis [3]. However, there is information loss in the current IP webcam collection
of face images, and it is difficult for face recognition systems to achieve ideal recognition results in remote
monitoring, which restricts the further promotion of this technology. Therefore, in order to further improve
the effectiveness of remote network monitoring, research is based on the IPv6 protocol technology of the IoTs
architecture, using IP cameras to collect face information, and improving the principal component analysis
(PCA) method for face recognition. The first part of the study is a literature review on face recognition and
related technologies in the IoTs. The second part is about the IPv6 protocol technology of the IoTs architecture
and the construction of face recognition systems based on PCA. The third part is about the application effect
analysis of this technology. Through the Ipv6 protocol technology and improved PCA algorithm face recogni-
tion system under the IoTs architecture, the research expects to build a remote monitoring facial expression
recognition system under the IoTs architecture and improve the face recognition effect in this scenario to
further improve the security of remote monitoring.

2 Related work

The research on face recognition has received the attention of many professionals in recent years. Many
methods including PCA, neural network way, local feature method, etc. have achieved good results.
Identification has strong reference significance. Aiming at the problem of unconstrained face recognition,
Larrain et al. posed a sparse fingerprint classification algorithm, which extracted the face network from the
subject’s face pictures in the training phase, extracted the network from the query image in the testing phase,
and used the sparse fingerprint classification algorithm. Each patch is converted into a binary sparse repre-
sentation, and the outcomes demonstrate that it can handle face recognition in the case of facial changes such
as occlusion and expression [4]. To help people with low vision and blindness, Neto et al. used Microsoft Kinect
sensor as a wearable device for face detection and use PCA dimensionality reduction method and K-means
algorithm for face recognition. The outcomes show that it reduces computing resources and improves recog-
nition accuracy [5]. On the basis of a new machine learning algorithm of hierarchical temporal memory,
scholars such as Timur et al. proposed a face recognition system based on memristive hierarchical temporary
memory, which can create a face recognition system based on the important and unimportant features of the
images in the training set. In different categories of image sets, the results show that it reduces memory
requirements and achieves an accuracy of 83.5% [6]. Shonal et al. designed a visual assistance system that
recognizes moving faces under unconstrained conditions through convolutional neural networks, and it
demonstrates good recognition performance under daylight and artificial lighting conditions [7]. For dealing
with the interference of illumination, expression, and occlusion on the face recognition system, Okokpujie and
John created a face recognition system with constant illumination through a four-layer convolutional neural
network, which can recognize face images with different illumination levels. It is shown that its recognition
accuracy reaches 99.22%, achieving a robust and adaptive face recognition target [8]. Rashid et al. used median
filtering and histogram equalization as image preprocessing methods, and then used Gabor wavelet transform
to extract spatial frequency features, directional selectivity, and spatial locality of the face. Then, PCA was used
to analyze and reduce the dimensionality of the image. Finally, support vector machine (SVM) was used for
classification, and the results demonstrated the robustness and accuracy of the system [9].

In order to recognize faces in unconstrained datasets, Tamilselvi and Karthikeyan have created a hybrid
road method that largely uses point set matching convolutional neural networks. The outcomes demonstrate
that the accuracy in the labeled faces in the wild face database reaches 96%, and it still has a good recognition
effect in various weather and lighting conditions [10]. To reduce the implementation cost of the existing pose
robust model, Gunawan and Halimawan designed a deep learning framework that achieved the depth residual
equivariant mapping, and the outcomes displayed that its accuracy was increased by 0.07%, and the verifica-
tion speed difference was 0.17 ms, which is better performance compared to the extreme naive model [11].
Abdulrahman et al. used the OpenCV library and Haar Cascade method to detect faces in automotive safety
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technology, and implemented facial recognition using local binary pattern histograms to determine the
identity information of car owners and thieves [12]. Liu et al. proposed an evaluation model based on con-
tinuous Bayesian networks to address the issue of poor reliability in continuous variable measurement in
facial recognition systems. This model utilizes clustering tree propagation algorithm to infer continuous
variables of facial recognition systems and solve for reliability [13]. To eliminate the problem of student
exam simulation and cost rigidity, researchers such as Nagajayanthi have developed an object detection
framework, which recognizes students’ faces and records students’ class attendance in a user-safe and friendly
way, and the results show that their face detection accuracy was 78%, while their face recognition accuracy
was 95% [14]. To reduce the influence of the facial recognition system outdoors, Huu et al. designed a
preprocessing method to remove the haze of the input image and raise the image quality, thereby improving
the application of convolutional neural network in the face recognition system. The outcomes demonstrate
that it increases the accuracy from 90.53 to 98.14%, which greatly improves the recognition efficiency [15].
To sum up, image preprocessing, feature extraction and classification in the face recognition system are the
three basic steps. Most researchers have posed corresponding optimization methods from these three aspects,
including PCA, SVM, and histogram equalization to achieve phased results. Therefore, optimizing face recognition
technology and applying it to remote network monitoring can achieve higher accuracy and recognition effect.

3 Remote monitoring of face recognition under the Ipv6 protocol
technology of the IoTs architecture

3.1 IPv6 protocol technology of IoT architecture

The IoT uses equipment such as positioning systems, sensors, and radio frequency identification technology to
connect people and things to the network to exchange communication and information, so as to realize
identification, positioning, monitoring, and intelligent management. The essence of the IoT is an extension
of the Internet. On the basis of the Internet, it has special functions such as remote control, intelligent
identification, and real-time monitoring [16]. Under the current network structure standards, the IoT is divided
into application layer, transport layer, and perception layer. The face information is collected by the IP camera
of the perception layer, then transmitted through the transport layer under the network protocol, and finally
processed by the application layer to realize remote monitoring of face recognition. The system architecture is

shown in Figure 1.
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Figure 1: System architecture diagram based on IoT.
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As the key protocol in transmission control protocol/internet protocol (TCP/IP), IP protocol is suitable for
network communication of wide area network and local area network. The IPv4 protocol is widely used at
present. With the increase in Internet machine access, the 32-bit network space it possesses has made it
difficult to meet realistic requirements. The IPv6 protocol is a new generation of Internet protocol.
Compared with IPv4, there are three main advantages [17]. First, the address space of IPv6 is 28 bits, which
can support more levels of address space, i.e., the address space is wider. Second, there are only six determi-
nistic domains for IPv6, with a total size of 64 bits and no additional options [18]. Finally, IPv6 has added
automatic configuration support, which has not only a more intelligent and higher configuration space but
also stronger confidentiality and higher security capabilities. The powerful advantages of IPv6 make it neces-
sary to convert IPv4 to IPv6. There are translation mechanism, tunnel mechanism, and dual stack mechanism
to realize this process [19]. The tunnel mechanism can avoid the dependencies when upgrading areas, routers,
or nodes. The dual stack conversion mechanism not only enables free communication between IPv4 and IPv6,
but also enables mapping between IPv4 and IPv6. In the combined IPv4/IPv6 network, communication
between these two nodes and between IPv6 nodes is a difficult point to overcome. Therefore, the research
adopts the cross-platform, object-oriented Java language to develop [20]. IPv6 addresses are divided into
anycast, multicast, and unicast. Arbitrary wave address is routing policy and network addressing, calculates
the distance through routing protocol, and transfers data packets to the address interface with the shortest
distance. Multicast network addresses deliver packets to all address interfaces by establishing a point-to-
multipoint connection, i.e., between a server and a browser [21]. A unicast network address establishes a
peer-to-peer connection and only sends packets to a single address interface. The flow of server—client socket
communication is shown in Figure 2.
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Figure 2: Flow chart of server-client socket communication.

In the dual-stack mechanism system, the Java network stack establishes IPv6 sockets first. In a mixed
programming system, Java needs to establish two sockets, IPv6 and IPv4. On the server side, the two sockets
established will remain permanent [22]. On the client side, it is resolved by the IP address, and after an IP
protocol is adopted, another socket is closed [23]. So, the most important thing in Java socket programming is to
obtain and verify the IP address. First, the server creates a ServerSocket instance, then calls Accept and waits
for the client to establish a connection. After the connection is established, the client’s Internet protocol,
namely IPv6 or IPv4, is determined to process the corresponding data information. In the perception layer,
the IP network camera controls the camera through the gateway interface technology, and the general
gateway interface can execute the server-side program after compilation [24]. The Pan, Tilt, and Zoom
(PTZ) camera used in the study can be controlled with multiple zooms and moved up, down, left, and right.
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In the face recognition system, the hypertext transfer protocol is obtained through the web camera and then
handed over to the Common Gateway Interface program for processing, thereby realizing communication
interaction. In remote video surveillance, compression coding is an extremely important part. After the IP
network camera collects video data, it will be compressed into M-JPEG format and then transmitted to the face
recognition system.

3.2 Face recognition system based on PCA

After the video data are collected by the IP network camera and compressed into a picture, a face recognition
system is required for identification. Before face recognition, geometric normalization of face image is carried
out. After the video data are collected by the IP webcam and compressed into pictures, the face recognition
system is required for recognition. The research uses the whole method to extract the features of the face
image because the facial expression is generated by causing facial muscle movement, resulting in facial
texture and body changes. From an overall point of view, this kind of motion makes the face deform sig-
nificantly and has a great impact on the global information of the static image. Therefore, the facial expression
feature can be extracted from the overall point of view. Based on the overall feature extraction algorithm, the
facial features are expressed by extracting the macroscopic information of the face. PCA is an extraction
algorithm based on linear features, which can effectively extract the main features of high-dimensional data
samples, and is one of the main features and dimensionality reduction methods. PCA algorithm, as a fast and
efficient linear algorithm, has been successfully applied to extracting facial features and data dimensionality
reduction. However, when the PCA algorithm is used for face recognition, it mainly faces three deficiencies
[25]. First, the PCA algorithm does not have a high accuracy rate for face recognition. Second, due to the
nonlinear characteristics of human faces, it is difficult for PCA algorithms to process them. Furthermore, it has
no classification ability [26]. Therefore, the existing PCA algorithm needs to be optimized. The flow of PCA
algorithm is shown in Figure 3.
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Figure 3: Flow chart of PCA algorithm.

The PCA algorithm uses a small number of main features to represent the original main part of the data set
information by projecting the data set from the high-dimensional space into the low-dimensional feature space
[27]. The projection expression of a certain vector in a certain direction is shown in equation (1).

= |lIxll cos 6 @

where x; represents the vector, v is the direction, and 0 represents the angle between the two vectors. When
the data are standardized, the variance derivation after projection is shown in equation (2).
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where o2 represents the variance and v'x; is the numerical value after projection. Since v7x; = 0 represents a
numerical value, we obtain v'x; = (vTx;)T as shown in equation (3), and hence
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where vTx; represents the m x m matrix and m is the number of eigenvalues. Then, to obtain the maximum
variance, the corresponding vector must be found. Therefore, equation (3) is converted into the solution
eigenvalue and deduced by the Lagrange multiplier method, and the final eigenvalue equation, namely the
variance equation, is obtained as follows (equation (4)):

vIcy = vTAv = Ty = 4, 4)

where A represents the indefinite multiplier. Therefore, the PCA algorithm first needs to calculate the projec-
tion vector of the vector in a certain direction and then calculate the inner product of the vector and the
direction. Then, the variance after projection is obtained, and the eigenvectors and eigenvalues are obtained.
Finally, the eigenvalues are arranged, i.e., the largest eigenvalues are selected, and the eigenvectors are
obtained, i.e., the final projection. After analyzing the PCA, a linear discriminant analysis method is intro-
duced, which can perform learning supervision and effectively handle the sample category information [28]. It
first projects the sample features in the high-dimensional space to the low-dimensional space and thus obtains
a plane in the low-dimensional space to collect the data samples of the same features projected in the plane. At
the same time, the difference feature samples are separated to achieve the purpose of “large variance between
classes and small variance within classes,” as shown in Figure 4.
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Figure 4: Schematic diagram of LDA algorithm projection.

In Figure 4, five-pointed asterisks with different colors represent different data categories, m; and m,
represent the average value, u; and u, represent the data features, and W represents the plane. The linear
discriminant algorithm (LDA) algorithm uses a straight line to separate the u; and u, and takes the best
separability of the sample as the purpose to reduce the variance of the sample. The “inter-class” walk matrix
of training samples is shown in equation (5):

1 q
Sp = NZNi(mi - m)(m; - m)T, 5
i=1

where N; represents the sum of training samples, m; represents the mean vector, and Sy, is the “inter-class”
scatter matrix. The “intra-class” scatter matrix is shown in equation (6):
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14 N; " "
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where S, represents the “intra-class” scatter matrix and ml-(K ) represents the Kth face. The optimal projection
matrix is shown in equation (7):
| T

w*Syw
7})' = [Wlx WZ;---me]: (7)
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where ] represents the optimal projection matrix. Therefore, the LDA algorithm can process the category
information of face samples to the greatest extent. Therefore, the PCA and LDA algorithms are combined and
applied to the extraction of facial features. First, PCA algorithm is used to extract the global features of the face
image, and then LDA algorithm is used to identify the face categories to further compress the face data, so as to
achieve face feature enhancement and face feature extraction. After the combination, we first need to obtain
the sample mean value, select samples from the face database, and divide them into test sets and training sets.
The overall face mean value is shown in formula (8):

1 m
0 = H;%” ®

where m;® represents the average of the overall face, m is the number of faces, and ¢ is the number of
pictures. After obtaining the mean difference value of the training samples, the LDA algorithm can effectively
utilize the information of “intra-class” and “inter-class,” and its distance judgment equation is shown in
equation (9):

_ St — Sw
J= Sw ©9)
Sp = St = Sws

where S; is the overall scatter matrix. From this, the mean difference value is obtained, and the one-dimen-
sional sample is redefined. The final equation of all scattering matrices is shown in equation (10):

S = MyMZ
Sp = MosMi (10)
Sw = MCWMCI\;vy

where M represents the mean difference. Then, select a suitable kernel function, and input the judgment
criteria of “inter-class” and “in-class” distance into the kernel function to obtain the kernel matrix K. Then, the
radial basis kernel function is selected as the input of the kernel function after the combination of the two
algorithms, as shown in equation (11):

AT
K(x,y) = exp —% 1)

3

where g2 represents the variance. Finally, center the kernel matrix to obtain eigenvalues and eigenvectors, as
shown in equation (12):

nNa = Ka, a = [a,...,ax]", 12)

where 1) is the eigenvalue, a is the eigenvector, and N is the N-order matrix. Finally, a new projection matrix is
obtained, and the new projection matrix is obtained by using the kernel principal component, and its expres-
sion is shown in equation (13):

Y = WIK, 13)

where Y represents the projection matrix. Therefore, the face recognition process after the fusion of PCA and
LDA algorithms is as follows: first, the system reads the image data from the face database and preprocesses it.
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Then, a fusion algorithm is used to extract the processed facial image features, and finally, a classifier is used to
train and recognize the extracted features [9]. To further improve the accuracy of face recognition, an SVM
classifier is used to identify the face after feature extraction. SVM classification is powerful and performs well
in handwritten digit recognition and face recognition [29]. The SVM will segment the training sample set to
obtain planes of different classes. One of the multiple planes can maximize the classification distance between
the sample points, i.e., the optimal hyperplane. At this time, the closest distance to this plane is the support
vector. Then, the training samples are divided by the optimal hyperplane. The farther the support vector is
from this plane, the better the classification effect, as shown in Figure 5.

Figure 5: Classification diagram of SVM algorithm.

In Figure 5, different graphs represent different training samples, H; and H, represent the parallel planes
closest to the optimal hyperplane, and the distance between them is the classification interval, denoted by
Margin. The determination equations of H; and H, are shown in equation (14):

w-x;+bz1ly =1

14
w-x;+b<1ly =-1, a9

where x; represents the sample set and Y, represents the label. Therefore, after correctly classifying all sample
points into their respective categories, the satisfied expression is shown in equation (15):

_yl(W TXi t b) -1z 0’ i= 1) 2:'-') n, (15)

where i represents the number of samples. Therefore, the algorithm used in the final face recognition system is
PCA + LDA + value stream mapping, which is named as the PLV algorithm and is applied to the application layer
of the remote monitoring face recognition system under the Ipv6 protocol technology of the IoT architecture.

4 Analysis of the effect of remote monitoring face recognition
under the Ipv6 protocol technology of the IoTs architecture

To verify the accuracy of the proposed PLV algorithm in remote monitoring face recognition, the algorithm
was first applied to the Olivetti Research Laboratory (ORL) and Yale face databases. ORL contains 40 face
images, a total of 400, i.e., each person has 10, and the pixels are 112 x 92 dp. There are 165 images in Yale, 11 of
each, 100 x 100 dp pixels. The main frequency of the experimental operating platform is 2.4 GHz, the CPU is
quad-core i3-2370M, the operating system is Win7 Ultimate 64-bit, the memory is 8G, and the simulation
software is MATLAB 2017a. At the same time, in the two personal face databases, the first 3, 4, 5, 6, and 7
face pictures of everyone are selected as the training set, and then the remaining pictures are used as the test
set. A total of five groups of experiments are included, which are recorded as 1, 2, 3, 4, and 5 samples,
respectively. The training set accounts for 70%, and the test set accounts for 30%. The number of test samples
and training samples of the five groups of experiments is shown in Table 1.
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Then, the algorithm is compared with the PCA, LDA, and PCA + LDA algorithms. To ensure the scientificity of

the results, each group of experiments will be run six times. The experimental results in the database ORL are
shown in Figure 6.
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Figure 6: Recognition results of four algorithms in ORL database.

Figure 6 shows that the face recognition accuracy rates of the four algorithms in the five sample numbers
are on the rise. Among them, the PCA algorithm has the highest accuracy rate of 87% and the lowest accuracy
rate of 81%, which is the lowest among the four algorithms. The LDA algorithm and PCA + LDA algorithm have
the highest accuracy of 89 and 91% and the lowest of 83 and 87%, respectively, while the PLV algorithm has the
lowest of 94% and the highest of 98%, and in the five groups of samples, the accuracy rate can remain stable, be

higher than the other three algorithms, and has higher accuracy. The results obtained in the database Yale are
shown in Figure 7.
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Figure 7: Recognition results of four algorithms in Yale database.

From Figure 7, in the data set Yale, the face recognition accuracy of the PCA algorithm is 78% at the highest
and 72% at the lowest. The highest accuracy rates of PCA + LDA and LDA algorithms are 89 and 81%,
respectively, while the proposed PLV algorithm is up to 93%, which is up to 15, 12, and 15% higher than
PCA, LDA, and PCA + LDA, respectively. And the recognition rate gradually stabilized, improving the accuracy
of face recognition. To further compare the face recognition performance of the four algorithms, the database
Georgia Tech (GT) is selected, which contains 750 images of 50 people, and each person has 15 color images
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with different poses and expressions. The comparison is also carried out according to the appeal method, and
the comparison of the recognition time is added at the same time, and the obtained results are shown in
Figure 8.
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Figure 8: Recognition results of four algorithms in GT database. (a) Accuracy results under database GT. (b) Identification time change
results under database GT.

Figure 8(a) is the result of face recognition accuracy in GT database, and Figure 8(b) is the result of
recognition time. It can be seen from Figure 8(a) that, in the comparison of the recognition accuracy of the
four algorithms, the PCA + LDA algorithm is the highest. The highest accuracy rates of PCA, LDA, and PCA +
LDA are 76, 81, and 83%, respectively, while the highest PLV is 92% and the lowest is still above 80%. It can be
seen from Figure 8(b) that the recognition time of the PCA algorithm gradually increases with the increase of
face image samples, and the recognition time ranges from 0.4 to 0.7 s, which is the shortest among the four
algorithms. The identification time of the LDA algorithm generally showed an upward trend, and the highest
was 0.5s. The time required by the PCA + LDA algorithm fluctuates in the range of 0.3-0.4 s, and the time
difference between the algorithm and the LDA algorithm is small, but they are still better than the PCA
algorithm. The time fluctuation of the proposed PLV algorithm is the smallest, reaching a peak value of
0.3s when the number of face samples is 600, and the minimum is close to 0.2 s, which is lower than other
algorithms and has the highest efficiency. Finally, the four algorithms are used in the face recognition of
remote monitoring. The selected sample data are 800 face images collected by remote monitoring, and they are
randomly divided into eight groups of 100 images each. The results obtained are shown in Figure 9.

pLv Oprca+LDA EHLbAa Hrca

100 -
g g d
95 |- B o J
|
? 90 - 0
8 a
Q —
g 85 - ad 0
g sof = o H
2
g 75 - B 1
2 - ] |
(=2
70 o O a
65 -
60 | 1 1 1 1 | 1 |
Group Group  Group Group  Group Group  Group Group8

1 2 3 4 5 6 7

Face sample group

Figure 9: Recognition results in the selected face sample database.
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As can be seen from Figure 9, in the selected sample database, the accuracy of the PCA algorithm is at a low
level, with a peak value of 76%, and the peak accuracy of the LDA and PCA + LDA algorithms is 84 and 85%,
respectively. The main reason is that there is a certain loss of face samples for remote monitoring. The peak
accuracy rate of the PLV algorithm reached 98%, and the accuracy rate remained above 90% in the eight
groups of face samples. This is mainly because it added the SVM algorithm, which can further classify and
improve the processing of face samples and the recognition accuracy.

5 Conclusions

In the era of the IoT, monitoring technology is developing in the direction of networking and intelligence, and
face recognition has gradually become a new problem for its further breakthrough. On the basis of analyzing
the architecture of the IoT, the research applies IPv6 technology to video data collection and introduces the
LDA algorithm to improve PCA. Then, it combines with SVM to form the PLV algorithm, which is applied to
remote monitoring of face recognition. The experimental results show that in the data set ORL, PCA, LDA, and
PCA + LDA have the highest accuracy of 87, 89 and 91% respectively, while the proposed PLV algorithm has the
highest accuracy of 98%; In Yale database, PLV algorithm is 15, 2, and 12% higher than PCA, PCA + LDA, and
LDA, respectively. In the GT face database, the recognition time of PCA and PCA + LDA fluctuates in the range
of 0.4-0.7 s and 0.3-0.4 s, respectively, while the PLV algorithm has the longest recognition time of 0.3 s when
the number of face images is 600, and the overall time required is lower than the other three methods. In face
recognition under remote monitoring, the peak values of PCA + LDA, LDA, and PCA algorithms are 85, 84, and
76%, respectively, while PLV is up to 98%, which has high accuracy and operation efficiency, and can realize
face recognition under remote monitoring. However, during the research, the number of remote monitoring
samples selected is still small, so it is necessary to expand the sample range to further verify the accuracy of
the results.
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