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Abstract: Due to the complexity and versatility of network security alarm data, a cloud-based network
security data extraction method is proposed to address the inability to effectively understand the network
security situation. The information properties of the situation are generated by creating a set of spatial
characteristics classification of network security knowledge, which is then used to analyze and optimize the
processing of hybrid network security situation information using cloud computing technology and co-
filtering technology. Knowledge and information about the security situation of a hybrid network has been
analyzed using cloud computing strategy. The simulation results show that a cyber security crash occurs in
window 20, after which the protection index drops to window 500. The increase in the security index of 500
windows is consistent with the effectiveness of the concept of this document method, indicating that this
document method can sense changes in the network security situation. Starting from the first attacked
window, the defense index began to decrease. In order to simulate the added network defense, the network
security events in the 295th time windowwere reduced in the original data, and the defense index increased
significantly in the corresponding time period, which is consistent with the method perception results,
which further verifies the effectiveness and reliability of this method on the network security event percep-
tion. This method provides high-precision knowledge of network security situations and improves the
security and stability of cloud-based networks.
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1 Introduction

With the development of information technology, network technology has been closely related to people’s
lives and social development. Currently, network development is facing many critical problems; among
them, network security issues are the most distressing [1]. Various cyber threats and attacks continue to be
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distributed, large-scale, highly complex, and indirect development; this means that the network has higher
requirements for security product technology, so people urgently need to study a new technology, in order
to realize the perception and monitoring of large-scale network security situation [2]. There are some
unique security issues in the large-scale and complex network environment, if it is difficult to achieve
user data security and privacy protection, unable to plan and deploy security protection measures in a
unified manner, and traditional security measures are difficult to meet the needs of massive information
processing [3]. If you can grasp all kinds of security information in a large-scale and complex network
environment in a comprehensive and timely manner, grasp the situation from the network as a whole, and
evaluate and predict its development trend, can take effective measures to deal with various security
threats, and improve system safety performance and self-protection capabilities. Figure 1 is a diagram of
the network security situational awareness technology architecture.

Network security situation awareness data come from various types of security systems; these systems
provide different types of security events and data, and there is too much redundant information in these
massive amounts of information, if directly used for safety assessment and prediction, will bring unneces-
sary trouble to data processing, and it also has a certain impact on the real-time performance of the
processing results [4,5]. Therefore, data preprocessing must be performed on the original data set, and
on this basis, perform integration operations such as reduction, merging, and integration. In other words,
data fusion is one of the foundations of cyber security situational awareness; only after compressing and
refining safety information data through data fusion technology, the results can be used as an important
basis for security posture assessment and threat assessment. However, the data of network security situa-
tional awareness have the remarkable characteristics of massive, cross-domain, heterogeneous, and dis-
tributed; traditional network security situational awareness data fusion technology is applied to large-scale
network environment, facing huge challenges and difficulties [4,6]. Network security situation awareness
uses timely collection and processing of network security situation changes to provide the basis for the
management of the network and improve the network security early warning ability.
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Figure 1: Network security situational awareness technology application architecture.
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Based on this study, a method for extracting information about the security situation of the network
based on cloud computing has been developed. On the one hand, by combining the advantages of tradi-
tional feature selection methods and deep self-coding algorithms in the processing of large unlabeled
samples; on the other hand, the advantages of cloud computing cannot be exploited in traditional algo-
rithms for large-scale data processing. Alternatively, failures and performance verifications of the inability
to efficiently process large amounts of data can be demonstrated through simulation tests to demonstrate
the high performance of the method described in this document to improve knowledge of network security
conditions.

2 Literature review

In a large-scale network environment, the network system is more complex; the diversity of users, the
openness of services and systems have become the main features, making the traditional information
security problem more serious. For the above reasons, researchers have begun research on cyber security
situational awareness technology, mainly for real-time monitoring of the current network security situa-
tion, trying to find out some potential and malicious network behaviors as much as possible, before it has a
bad impact on the network, a timely response strategy is given. Huang et al. proposed a network situation
awareness model based on distributed multi-sensor data fusion; unfortunately, it failed to realize its
prototype system. Subsequently, academia and research institutions based on their theoretical knowledge
and models carried out relevant research in the field of network security situational awareness [7]. Fan et al.
proposed a network security situation awareness method based on topology vulnerability analysis, use the
extended finite state machine to determine all the states of the network, calculate the situational compo-
nent values of threat existence, threat state, state transition probability, etc., so as to obtain network
security situation information to realize network security situation awareness [5]. Zhang et al. proposed
a situational awareness mechanism based on cognition, use self-organizing mapping to analyze the current
network security situation and achieve visualization [1]. Radchikova and Odintzova et al. proposed a
general network attack defense framework; it implements this defense framework by dynamically migrating
server locations [8]. Mahlknecht et al. proposed that cyber security situational awareness is mainly divided
into three stages: The awareness of network situation awareness, the understanding of network situation
awareness, and the prediction of network situation awareness [9]. Meng and Wang et al. proposed
to combine the advantages of situational awareness and network security technologies; it is helpful
to enhance the management response ability of network managers to the current entire network [10].
Xi et al. used cognitive models to predict the network situation, and according to different defense models,
it defines the overall level of network attack threats to network threats. To improve the robustness of the
defense system through the overall detection of cyber threats, they designed a network situation decision
support tool [11]. Liu et al. proposed a real-time defense system to conduct network security situational
awareness. The system consists of distributed passive and active network sensors; the purpose is to effec-
tively capture suspicious information related to cyber threats, develop an effective testing plan, and accu-
rately distinguish between attack events and normal browsing time, in order to protect the security of the
network [12]. Husak et al. proposed a hierarchical network security situational awareness model based on
information fusion, and give the network security situation assessment workflow [13]. Jened et al. pro-
ceeded from the two perspectives of mobile collaborative perception platform and data fusion technology;
by using the advantages of both the weighted average idea and the Kriging algorithm, the data fusion
algorithm was successfully applied to the mobile collaborative perception platform [14].

The most important thing in the network security situation awareness is to collect and analyze the
large-scale network security incidents, and to effectively describe the information, so that the network
security managers can quickly grasp the network security situation. However, in practical application,
network security situation perception is faced with many problems: (1) at the present stage, the network
security alarm volume is large and the false alarm rate is high. When the data to be analyzed are large and
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continuous work, the network alarm volume can generally reach the order of G, among which about 90% of
the alarm information is false alarm information. Therefore, how to dig out the useful information from the
large-scale data is an important problem to be solved for the network security situation awareness; (2) the
attack activities in the network will largely produce large-scale trivial alarm information, many types,
the correlation is difficult to determine, and how to accurately identify the attack behavior as the problem
to be solved by the security situation awareness. For the aforementioned problems, a network security
situational awareness technology based on data mining is proposed.

3 Research methods

3.1 Cyber security situational awareness technology architecture

Network situation is the network operating status and changing trend composed of factors such as the
working conditions of different network devices, network behaviors, and user behaviors. Network situation
awareness is in a complex network environment, collecting security factors that can cause changes in the
network situation, and predicting the future situation of the network. It integrates different types of perception
data sources through big data technology, through data mining technology, convert different network
security data that are out of order and seemingly unrelated into intuitive information, and complete network
security situational awareness [15]. Therefore, this research uses the cloud computing platform to complete
the collection and analysis of network security situation information; the frame structure is shown in Figure 2.

Perceiving the network security situation, it mainly includes the following three important stages: the first
stage is to collect different types of security data such as terminals, borders, and applications in the entire
defense range, get data related to network security, at the same time, the data are stored uniformly, and a
secure database is generated. The second stage uses data mining technology to discover security incidents,
analyze potential threats, and predict unknown threats. The third stage is to estimate and perceive the
network security situation based on data mining. The overall architecture is described in Figure 3.

3.2 Data collection

In the process of cyber security situational awareness, data are the basis of research, the choice of data type
plays an important role in the final research results. Data collection consists of three parts, followed by
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Figure 2: Cloud computing platform framework.
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device log collection, sensor collection, and data preprocessing. The device log mainly collects log data
generated by different security devices on the network; sensors can provide more complete data, improve
the reliability of analysis results; preprocessing mainly preprocesses the collected data, delete some invalid
data, so as to get more accurate analysis results [16,17]. Before preprocessing the data, transform every
network security incident received into a standard format that can be processed; there are many types and
large scales of network security events collected, but it can be described in the form of the following tuples
as shown in formula (1):

W T a P P p s c s, ET, , IP , IP , , , , , , , other ,i d i s d s d i i i y[ ]= (1)

where Td is used to describe the time when a network security incident occurred, ai is used to describe the
level of network security events, ET is used to describe the types of network security events, IPs and IPd are
used to describe the source and destination addresses of network security incidents, Ps and Pd are used to
describe the source port and destination port of a network security event, pi is used to describe the type of
protocol, si is used to describe the sensor that collected the security event, ci is used to describe the
credibility of the occurrence of network security incidents, sy is used to describe the severity of network
security incidents, and other is used to describe the rest of the network security event information. There are
differences in the sources of network security incidents, and there are also differences in the format of
information collected; the event needs to be transformed into a unified form, in order to facilitate subse-
quent processing.

3.3 Network security situation assessment

3.3.1 Extraction of association rules based on data mining

Through data mining methods, conduct pattern mining, pattern analysis, and learning for network security
event data sets; in order to complete the extraction of network security situation rules, it provides a basis for
network security situation estimation. Assuming that W represents the collection of all project elements, it
can be described as W w w w, , , n1 2{ }= ⋯ . Data set R r r r, , , n1 2{ }= ⋯ , among them, the element ri of R is a set
composed of elements in the set W, that is, r Wi ⊆ .

Definition 1. Set C is composed of elements in R, if the number of C ri⊆ in the data set R is l, then the
support of set C in data set R can be calculated by C l nsup( ) = / , if sup(C) exceeds the minimum support
threshold ε, then the set C is the frequent k item sets of the data set R.
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Figure 3: Network security situational awareness framework.
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Definition 2. If the set C and D conform to A W D W⊆ ∩ ⊆ , then the confidence of C → D can be described

as C D
C

sup
sup
( )∪ . Association rules are mainly to mine the C→ D that meets the minimum support and minimum

confidence in the data set is based on the shopping basket problem; through the mining of frequent item
sets of things, we can discover the association rules between things; this method has been widely used in
many fields such as retail, finance, e-commerce, and so on.

Association rule mining mainly includes two steps: first, mine frequent item sets that meet the
minimum support degree, the second is to mine the association rules that meet the minimum confidence
level according to frequent item sets. In view of the large scale of network security situation data, mining
association rules with the help of Hadoop platform [18]. Get a subset of the item set through the Map
function, collect the support of all subsets in the instrument through the Reduce function, in order to obtain
the support of frequent items, mining the frequent item sets in the data set, the detailed steps are as follows:

Input: the input path of the original network security data set R, the minimum support β.
Output: Frequent item set files meeting the minimum support degree.
(1) According to the path of the input file, from the minimum support frequent item sets file to the

original network security data set, divide it into n data subsets of uniform size, format each row of the
subset to form a <key, value> key-value pair, the key represents the character offset, and the value
represents the data information. (2) Use the Map function to pair each <key in the subset, value> key-value
pair to read, parse the value into the collection through the split function. (3) Treat all subsets as output
keys, at the same time, assume that the value of each subset is 1. (4) Call the optional Combin function, in
the massive network security data, all Map terminals will form large-scale key-value pairs with consistent
key values, if all the obtained key-value pairs are transmitted to the Re-duce end using the network, the
efficiency will be greatly reduced, therefore, use the Combin function to merge the same key-value pairs
together.

3.3.2 Network security posture assessment

Cyber security posture is the distribution of the intrusion of the monitored network within a period of time
and the impact on the security goal [19–26]. Network security situation information is mainly related to time
and space, for an independent node, after it is attacked [27–34], both the attack index and resource impact
will change [35–39]. Calculate the security risk level of the network node according to the alarm time after
fusion, it is mainly related to the alarm confidence level c, the alarm severity level v, and the resource
impact h [40–46]. The alarm confidence is calculated by using the initial definition and fusion, the alarm
severity level is set, the degree of resource impact is related to network configuration and business [47–51].
In addition to the above analysis, it is also necessary to consider node security defense level en and alarm
recovery coefficient sn. The security situation assessment value of an independent node can be obtained by
the following formula:

Z t c υ h e s .n i i i n n( ) ∑= / (2)

In the process of evaluating the network security posture, we need to analyze the risks of different
nodes in the network, because the position and role of nodes in the network are different, so the key level of
nodes is also very different, therefore, the node weight ωn needs to be calculated. The network security risk
value can be calculated by the following formula:

Z t ω Z t .n n n( ) ( )∑= (3)

In the above analysis, mainly analyze the network security alarm target node, but in practical applica-
tions, the complete security situation also needs to analyze the activity level of the intruder [52–55]. There-
fore, it is also necessary to obtain the attack index of the intruder according to the network security alarm
source address. The formula description is shown as follows:
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Q t c υ ,n i i( ) ∑= (4)

Through the above analysis, we can get the change curve of the network security situation assessment
value over time, based on the estimated value of the network security situation; the prediction of the
network security situation can be realized, complete the perception of the network security situation.

4 Results and discussion

4.1 Experimental data

The experimental window is 1 min, the data in the attack detection data set have about 1,000 time windows
within 16 h, the experimental data time is 16 h in total, 39,125 pieces of data are obtained through one-way
filtering, there were seven security incidents in the entire data set, there are three types of attacks, and the
specific network security event information is described in Table 1.

4.2 Experimental process and analysis

In the experimental environment, 168.12. XX stands for internal network, in order to get complete intrusion
data, there was no defense when conducting the experiment, so when perceiving the network security
situation, it also uses a method of manually changing the experimental data, after the experiment has been
carried out for a certain period of time, simulate false positives, false negatives or when security defenses
are in effect, changes in cyber security situational awareness, so as to verify the validity of the author’s
method [56]. Figures 4 and 5 adopt the method of this article; from the perspective of the original situation
and artificial changes, the network security situational awareness attack index is calculated.

In Figure 4, the most primitive security threats are shown in the range of 0–500 windows, since the
network has no security defense, all access from outside the network, small packets related to network
security incidents enter the subnet so it can be reflected in the attack. After the 500th time window,
defensive processing for network security incidents began.

Figure 5 shows that after manually reducing the 295th time window of network security incidents, using
the obtained attack index, after discovering that the security incident was cancelled, the corresponding
window attack index is reduced to 0, and it shows that the author’s method can effectively realize network
security situational awareness.

The above analysis is the author’s perception of changes in the network security situation; the fol-
lowing analyzes the actual changes in the network security situation, described by the defense index,
analyzes whether the author’s method perception results are consistent with the actual network situation

Table 1: Security event table

Type Time Invaded party Duration/s

U2R 8:24:11 168.12.115.50 241
R2L 8:55:34 168.12.110.50 2
PROBE 9:50:21 168.12.0.2 40
U2R 10:28:04 168.12.112.50 181
R2L 11:50:28 168.12.100.100 14
U2R 12:34:41 168.12.114.50 85
PROBE 21:24:12 168.12.1132.50 17
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changes. In Figure 6, cyber security incidents have appeared since the 20th time window, after that, the
defense index decreased, until the 500th window; this is mainly due to the lack of security defenses on the
network during this period of time. At 500 windows, the defense index increased, which was consistent
with the author’s method perception result, explaining that the author’s method can perceive changes in
the network security situation.

In Figure 7, from the first window of attack, the defense index begins to decrease, in order to simulate
the added cyber defense, reduced the 295th time window of cyber security incidents in the original data,
during the corresponding period of time, the defense index increased significantly, consistent with the
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Figure 4: The original data attack index change graph.
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Figure 5: Changes in attack index after reducing scanning.
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author’s method perception result, it further verifies the validity and reliability of the author’s method for
the perception of network security incidents.

5 Conclusions

With the rapid development of the network, the network scale continues to expand, and new network
applications and technologies also continue to appear. Due to the openness and sharing of modern network
systems, it leads to frequent attacks, rampant viral threats, and various major cyber security incidents.

0 200 400 600 800 1000

0.87

0.90

0.93

0.96

0.99

m
ea

su
re

d 
va

lu
e

Time window

Figure 6: The original data defense changes.

0 200 400 600 800 1000

0.87

0.90

0.93

0.96

0.99

m
ea

su
re

d 
va

lu
e

Time window

Figure 7: Simulation of the defense situation of network security incidents being intercepted.
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In the face of continuous attacks and threats, various network security devices and defense systems are
widely used. Although they improve the security of the network to a certain extent, various detection
mechanisms also bring massive network traffic data, which cause some obstacles to the security situation
awareness of network managers. Many research institutions began to try to overcome the difficulties of
these massive information processing, and timely adjust the network security strategies and network
management systems to meet the needs of large-scale networks. On the basis of constructing a network
security situational awareness model, combining methods of steady-state feature analysis and safety
information assessment, it can realize the optimal deployment design and security design of the security
node of the hybrid structured network. The research on data mining method of network security situation
awareness based on cloud computing is proposed.

The proposed method has the following advantages: (1) can provide simple and effective overall frame-
work of network security situation perception, give basic ideas for related problems; (2) simplify the large-
scale network security event database through data mining technology, obtain the network security situa-
tion association rules; (3) establish the network security situation model according to the correlation rules
to estimate and predict the network security situation. The next step to be strengthened is as follows: (1)
optimize the design of the technical structure under the existing framework, improve the perceptual
performance of the larger scale network security situation; and (2) focus on the prediction methods of
major network security events. Through data mining technology, effectively complete the simplified pro-
cessing of the large-scale network security event database, obtain the association rules of the network
security situation by mining frequent patterns. According to the association rules, establish a cyber security
posture model, estimate and forecast the network security situation.

The next research work can be deeply studied from the following aspects:
(1) Improve the processing of network traffic data

With the emergence of large-scale complex networks, network security situation awareness data
present new characteristics: massive, multi-source, and heterogeneous. This allows the system to
produce different descriptive data for the same object in the real world, thus affecting the accuracy
of network security situation perception results. Therefore, how to solve the problem of data incon-
sistency and conduct unified description and identification need further research and discussion
of data.

(2) Realize the optimal selective integration classifier
When implementing the selective integration base classifier, it is a serial process to select the base

classifier with large accuracy and then select the large difference, but there may be a base classifier with
small accuracy but large difference to be removed; so how to integrate the base classifier by combining
accuracy with difference will be further studied.
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