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Abstract: This paper aims to propose a method for data hiding in video by utilizing the least significant bit
(LSB) method and improving it by utilizing the knight tour algorithm for concealing the data inside the AVI
video file and using a key function encryption method for encrypting the secret message. First, the secret
message is encrypted by utilizing a mathematical equation. The key used in the equation is a set of random
numbers. These numbers differ in each implementation to warrant the safety of the hidden message and to
increase the security of the secret message. Then, the cover video was converted from a set of frames into
separated images to take the advantage of the large size of video file. Afterward, the knight tour algorithm is
utilized for random selecting of the pixels inside the frame utilized for embedding the secret message inside
it to overcome the shortcoming of the conventional LSB method that utilized the serial selection of pixel and
to increase the robustness and security of the proposed method. Afterward, the encrypted secret message is
embedded inside the selected pixels by utilizing the LSB method in bits (7 and 8). The observational results
have drawn that the proposed method has a superior performance compared to the previous steganography
method in terms of quality by a high PSNR of 67.3638 dB and the lowest MSE of 0.2578. Furthermore, this
method preserves the security where the secret message cannot be drawn out without knowing the decoding
rules.
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1 Introduction
Theprotection of digitalmedia on the Internet has becomean essential issue because of the vast improvement
of personal computers and data innovation and the huge increment in the utilization of Internet networks
in the transmission and reception of data and information. Consequently, the researchers concentrated on
building methods to protect the information and data and make it more private to prevent intruders and
hackers from access to it [3, 18]. Cryptography is a technique used to secure information by utilizing encryp-
tion in a way that anybody cannot comprehend and read it except the trusted individual who has the secret
key [4, 14]. There are numerous methods utilized to encrypt and decrypt data, but all became ineffective
after the emergence of the Internet, so it became necessary to search for other techniques in the data con-
cealment. As a result, the concept of steganography was invented [11, 15, 31]. Steganography is the art of
concealing data or concealing the correspondence between the sender and the recipient of the secret infor-
mation that uses the host media as a cover, for example (text, images, audio, or video) [5, 12, 17, 23]. The
distinction among cryptography and steganography is the first term is utilized for rearranging the content of
the message in a way that only the sender and the recipient of the message comprehend, while the second
term is utilized to hide information within cover without any changing in the content. The merging between
the steganography and cryptography methods is more effective to achieve the confidence and protection of
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data [21]. The fundamental challenge in the data concealing process is to embed the information by keep-
ing the quality of cover object, which require extraordinary methods that hide a huge amount of payload and
robustness of these techniques against the aggressors. Video steganography comprises two procedureswhich
are the embedder and detector. The embedder has two data sources, which are payload implying the amount
of secret message inserted inside a cover, and the cover video is utilized as a cover that contains the message
inside it. Most methods of steganography implement the hiding operation on the cover without selecting
better pixels. The correct selecting of pixels for hiding data achieves a high quality and robustness [7, 20].
Steganography has many techniques to hide the information. One of them is the least significant bit (LSB)
method. The main disadvantages of this technique are the serial selection of pixels within the frame that is
used for embedding the information inside it and theweakness against electronic attacks. For this reason, the
knight tour algorithm was utilized for random selection of pixels and also a key function encryption method
used to encrypt a secret message to increase the security and the robustness for the proposed method. After
that, the stego video is made as an outcome of the embedding process and will be sent to the recipient. The
detector represents the second procedure where the stego video represents the input to this procedure, and
the detector can find the secret message by utilizing an extraction procedure [6, 10, 22].

2 Related Works
There are numerous methods and techniques that were proposed from the scientists in the field of video
steganography. The real objective of these methods and techniques is to get exact outcomes. As of late, the
researchers concentrated on enhancing the execution of video steganography by utilizing diverse strategies.

Abbas et al. presented a technique in video steganography by utilizing the Cuckoo search algorithm in
2015 [1]. In this technique, the secretmessagewas separated into byte by byte then five different types utilized
for showing the bits of each byte. Subsequently, the Euclidian distancewas utilized for selecting a better pixel
by calculating the similarity between the pixels and diverse byte type. Afterward, the Levy flight randomwalk
is utilized to transfer from one pixel to another randomly, then, the LSB method was utilized for embedding
the secret message inside the video frame.

In 2015, SahuandMitra introducedamethod in video steganographyusing theLSBmethodandadvanced
encryption standard (AES) method [25]. In this method, the secret data was encrypted using the AESmethod.
Then, the frames used for embedding the data was selected randomly, and the pixel swapping algorithm
was used to enhance the security. After that, the LSB method was used to embed the secret data within the
selected video frame.

Sudeepa et al. proposed amethod in video steganography in 2016 [30]. In thismethod, the secretmessage
is encoded utilizing a key and a feedback shift register (FSR) used for choosing the frame arbitrarily to avoid
redundancy. Subsequently, the secret message was inserted inside a video utilizing the LSB method.

In 2016, Sethi and Kapoor presented amethod in video steganography by utilizing the AES cryptographic
algorithm and the genetic algorithm [27]. In this method, the secret message was compressed to reduce the
size. Afterward, the AES algorithm was utilized to transfer the compressed message into the cipher text, and
then, the encodedmessage was embedded in the image by utilizing a genetic algorithm and the LSBmethod,
where the genetic algorithm is utilized for selecting the pixel utilized for embedding the data by utilizing the
LSB method.

In 2016, Saleema and Amarunnishad introduced a technique in image steganography by utilizing an
arbitrary selection of image pixel utilized for embedding the secret message inside it and by utilizing the LSB
method for embedding the data inside the image and by utilizing hybrid Fuzzy Neural Networks for improv-
ing the image quality after the embedding process [26]. In 2016, Alsaffawi proposed a method by utilizing
LZW to minimize the size of secret message and by utilizing EMD and knight tour algorithm to embed the
secret message inside the image [3]. In 2016, Solichin and Painem introduced a method in video steganogra-
phy called the less significant frame (LSF) method [29]. In this method, the selection of the frame that had
the secret message depended on the movement of the frame using the features of optical stream. In 2016,
Rezagholipour and Eshghi presented a method in video steganography based on the movement of the frame
where the secret message was inserted in the movement vectors of the moving frames [24]. In 2017, Putu
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et al. introduced a technique in video steganography, by utilizing an AES-128 bit method for encoding the
image. After that, the LSB method was utilized for embedding the encoded image inside the video [21]. In
2017, Mumthas and Lijiya presented a newmethod in video steganography by utilizing RSA and randomDNA
for encrypting the secret message, and after that, the encoded message is compressed utilizing the Huffman
encoding. After that, the 2D DCT is utilized for embedding the secret data to increase the protection of the
system [19]. In this study, the video steganography method was proposed using a proposed encrypted key
function for encrypting a secret message to increase the security and using the LSB method for embedding
the information within the video and improving it using the knight tour algorithm to increase the robustness
and security during the selecting of the pixels used to embed the secret digit inside it as well as to keep the
stego video quality and make it like the cover video.

3 Proposed Method
The primary objective of this method is to hide a lot of data with a high quality of stego video and accomplish
a high security for the information hiding inside the cover video.

3.1 Preparing the Secret Message

First, the secret message is written with the English alphabetic. After that, the secret message is encoded to
increase the security. In this process, the secret message is encrypted utilizing a key that is ascertained by
Eq. (1):

key = round(sum(u))2 (1)

where umeans a set of random values calculated using Eq. (2):

u = rand(1, 5) (2)

Here, the function key generates a set of random values, which gives a high degree of security for the
secret message. In each stage of implementation, the value of the key will vary according to random values
that will be generated, and by applying Eq. (3), the secret message will be encrypted:

E = sm + key (3)

where, E represents the values of the encrypted secret message, and sm represents the values of the secret
message.

The steps of preparing the secret message can be reviewed as:

Input: secret message.
Output: encrypted secret message.
Step 1: read a secret message.
Step 2: generate a set of random values (u) using Eq. (2).
Step 3: calculate the key by applying Eq. (1).
Step 4: encrypt the secret message using additive method according to Eq. (3).
Step 5: Convert the encrypted secret message into binary.

The flow chart of preparing the secret message is shown in Figure 1.

3.2 Embedding Process

During this stage, the encoded secret message is embedded inside video frames by utilizing the knight tour
algorithm and the LSB method. Here, the video is split into frames and converted into a set of images. After
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Figure 1: The Flow Chart of Encrypted Secret Message Process.

that, the frames utilized as a cover are chosen randomly. Afterward, the pixels inside the chosen frame uti-
lized for hiding the data inside it is chosen randomly utilizing a knight tour algorithm. Then, the LSBmethod
is utilized to hide the encrypted secret message inside the chosen pixels. Later, this process was applied on
the set of images until the encrypted secret message was done. Then, the set of images was converted to the
frames. At last, the video frames are merged to get the stego video.

3.2.1 Preparing the Cover Video

This process represents the configuring process for the cover video to embed the information inside it. Here,
audio video interleave (AVI) is utilized as a cover for hiding the secret information. AVI is a kind of video file
comprised of a gathering of images and sounds and called frames. AVI has a major size, and the principal
advantage of utilizing it is hiding the enormousmeasure of information that can be embedded inside it. Also,
it can be transmitted from sender to recipient over the network after the embedding process [2, 13]. Initially,
the video is segmented into frames. After that, the frame used for embedding is randomly selected. Then, the
knight tour algorithm is utilized to choose a specific pixel of the chosen frame to embed the data utilizing the
LSB method.

3.2.2 Knight Tour Algorithm

One of the shortcomings of the LSBmethod is the serial selection of the pixels. For that reason, it is important
to findmethods that use a random selection. One of thesemethods is the knight tour algorithm. It is a succes-
sion of moves of a knight on a chessboard to such an extent that the knight visits each square just one time.
Subsequent to separating a video into frames, according to this method, the chosen frame is represented as
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a chessboard and according to the movement of the knight on the chessboard, which is one row and two
columns or two rows and one column in random ways like the letter (L) in English [3, 8], to choose the pixels
utilized for embedding the data. This process is utilized to increase the robustness of the proposed method
and to beat the detriment of the LSB method that applies the serial choice of the pixels and the shortcoming
against the electronic assaults.

3.2.3 Least Significant Bit (LSB) Method

After the process of choosing pixels of frame by utilizing the knight tour algorithm, the LSBmethod is utilized
for the purpose of embedding an encrypted secret message within it. The LSBmethod is considered a famous
and easy method in steganography [28]. In this method, a video frame dealing is finished by changing the
least significant bits 7 and 8 to embed the secret data to make the process of change in the video frame hard
to recognize by the human eye. Eq. (4) is utilized to compute the pixel value after the embedding process [28]:

ai′ = ai − ai mod 2n + Ei (4)

where the value of a pixel before and after embedding is ai and ai′, n indicates the quantity of bits that will
be embedded, and Ei refers to the encrypted secret message value. Afterward, the video frames are merged
to accomplish a stego video that has a secret message.

The steps of embedding process are:

Input: cover video.
Output: stego video.
Step 1: split the video files (.AVI) into frames.
Step 2: convert the video frames into images.
Step 3: select the images used as a cover randomly.
Step4: determine the chosen pixels inside the video frame used for embedding the secret message randomly
using knight tour algorithm.
Step 5: LSB method is used to hide an encrypted secret message inside bits (7 and 8).
Step 6: convert the image into the frame.
Step 7:merge the video frames.
Step 8: stego video.

The flowchart of embedding process is shown in Figure 2.

3.3 Extraction Process

In this stage, after the embedding process is completed, the sender sends the stego video into the recipient.
The stego video is arranged by dividing the video into frames. Subsequently, the pixels that have the data
inside it are determined by utilizing the knight tour algorithm and applying similar steps that are utilized as
a part of the embedding process. After that, the LSBmethod is utilized to extract the encoded secret message
from the LSB (7 and 8) of the video frame by utilizing Eq. (5) [28].

Ei = ai′ mod 2n (5)

where Ei represents the encoded secret message values, and ai′ represents the value of the pixel of the
stego image. Later, the encoded secret message will be decoded to get the secret message by utilizing
Eq. (6):

sm = E − key (6)

where sm represents the secret message values.



Z.S. Younus and G.T. Younus: Video Steganography | 1221

Start

Input the video

Split video into frames

Select the video frames randomly

Convert the pixels values into binary

Select the pixels inside determined frame that used for

embedded the encrypted secret message within it using

knight tour algorithm

Hide the encrypted secret message within bits 7

and 8 of video frame using LSB method

Merge the frames into video

Stego video

End

Figure 2: The Flow Chart of Embedding Process.
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Figure 3: The Flow Chart of Extraction Process.
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The steps of the extraction process are:

Input: stego video.
Output: secret message.
Step 1: open the stego video and split it into frames.
Step 2: convert the video frames into images.
Step 3: determine the chosen images used as a cover.
Step 4: determine pixels used for embedding the secret message using knight tour algorithm.
Step 5: LSB method used to recover an encrypted secret message from bits (7 and 8).
Step 6: decrypt the secret message using subtraction method according to Eq. (6).
Step 7: secret message.

Figure 3 explains the flowchart used for the extraction process.

4 Results
The primary objective of this paper is to hide a huge amount of data with high secrecy and saving the quality
of video in the meantime. This method is assessed by utilizing numerous components, for example, quality,
payload, and robustness. The proposed technique utilizes videos in various sizes as a dataset for assessment
as clarified in Figure 4 below.

The peak signal-to-noise ratio (PSNR) is used to assess the quality of the video after the embedding pro-
cess. If the result of the PSNR is equal or more than 30 dB, it means that the secret data is imperceptible to
human vision [9, 16]. The PSNR is used to evaluate the quality using Eq. (7)

PSNR = 10 log10
max2

MSE (7)

where, max represents the greatest estimation of pixels in the frame, and MSE (mean square error) is uti-
lized to determine the distortion between the cover video and the stego video and is ascertained utilizing
Eq. (8):

MSE =
M*N∑︁
i=1

(pi − pi′)
2/(M*N) (8)

where, M*N represent the size of the video frame, while, pi and pi′ represent the estimation of the pixel before
and after the information embedding inside the video frame.

Newsreader.avi Coastguard.avi Rhino.avi

Figure 4: The Videos Dataset Used for Evaluating the Proposed Method.
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Correlation is utilized to quantify the similarity between the stego videos and cover videos if the value is
closer to one, which implies that the stego video is closer to the cover video. Eq. (9) is utilized to compute the
correlation as:

CR = cov(p, p′)/σpσp′ (9)

where CR represents a correlation, cov(p, p′) represents the covariation, and σpσp′ represents the standard
deviation.

Table 1 demonstrates the results of embedding a different size of secret message in the different sizes of
cover videos used to assess the proposed method.

From Table 1, observe that the estimation of the PSNR is high, while the estimation of the MSE is low
when embedding 24,000 characters inside videos with a size of frame 512*512. The estimation of the MSE
is increasing, and the estimation of the PSNR is decreased when the payloads are increasing to 60,000 and
96,000 characters inside a video, which implies that the quality of the video is decreasedwhen the payload of
characters is increased. Also, notice that although the estimation of PSNR is decreased and the estimation of
MSE is increasedwhen the size of video frames is decreased to 256*256 using the same payloads of characters
which is used in frame size 512*512. The results of PSNR are still high, as well the value of the MSE is still low,
which means that the stego videos are closer to the original videos. In addition, the values of the correlation
are near to 1, and this means that the stego videos are closer to the cover videos.

For the purpose of evaluating or testing the proposedmethod and the old method, namely, the Sahu and
Mitra method [25], the same size of video frame and number of characters are used.

Table 2 represents the comparison between the proposed method and the Sahu and Mitra method [25]
using a 256*256 size of video frames and the payload of 3000 characters that was used for embedding inside
the video. The experimental results show that the values of the PSNR and MSE for the proposed method is
better than the previous method in all videos used for comparison.

Table 1: The Experimental Results of the Proposed Method.

Video dataset Size of frame in video Payload MSE per frame PSNR per frame Correlation per frame

Newsreader.avi 256*256 24,000 0.2843 66.5255 0.9567
60,000 0.2891 62.4480 0.9321
96,000 0.2898 59.9047 0.9012

Newsreader.avi 512*512 24,000 0.1624 70.9535 0.9856
60,000 0.1720 66.9081 0.9645
96,000 0.1794 62.8188 0.9598

Coastguard.avi 256*256 24,000 0.2753 67.4661 0.9543
60,000 0.2772 64.1999 0.9335
96,000 0.2790 61.9156 0.9122

Coastguard.avi 512*512 24,000 0.1150 68.5684 0.9871
60,000 0.1164 65.6880 0.9665
96,000 0.1272 62.9015 0.9610

Rhino.avi 256*256 24,000 0.2140 68.0999 0.9558
60,000 0.2152 64.2742 0.9325
96,000 0.2271 62.8199 0.9082

Rhino.avi 512*512 24,000 0.1132 70.1098 0.9869
60,000 0.1251 65.9659 0.9653
96,000 0.1585 64.4809 0.9599
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Table 2: The Experimental Results of the Proposed Method.

Methods Video dataset Size of frame in video No. of characters MSE per frame PSNR per frame

Proposed method Newsreader.avi 256*256 3000 char 0.2843 66.5255
Sahu and Mitra Method [27] 3000 char 0.6991 63.1972
Proposed method Coastguard.avi 256*256 3000 char 0.2753 67.4661
Sahu and Mitra Method [27] 3000 char 0.6371 63.2714
Proposed method Rhino.avi 256*256 3000 char 0.2140 68.0999
Sahu and Mitra Method [27] 3000 char 0.5428 65.4914
Average of PSNR and MSE of the proposed method 0.2578 67.3638
Average of PSNR and MSE of the Sahu and Mitra method [27] 0.6263 63.9866

5 Conclusion
In this paper, a novel method for video steganography is proposed by utilizing a proposed key function
method to encode a secret message to increase the security. Furthermore, it utilizes a key function for encryp-
tion that has an arrangement of arbitrary values that are changed in each process to increase the efficiency
and robustness for the proposed method. Also, the knight tour is utilized to enhance the LSB method for
embedding the data inside the video frame by randomly selecting the pixels that were utilized for embedding
rather than serial selection in the traditional LSB to increase the security and to prevent the hackers from dis-
covering the pixels that have the secret data. The experimental results depict that the proposed method is
more reliable in terms of the PSNR, MSE, and security. In future works, it can utilize a key, which represents a
set of arbitrary values for selecting frames and embedded image or audio file within a video, and it can used
as other methods to select pixels like the PMM and GLV methods.
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