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Abstract: With the ever-increasing need for concealing messages within cover media like image, video, and
audio, numerous attempts have been developed for steganography. Most of the steganographic techniques
perform their embedding operation on the cover image without selecting a better location. The right selection
of location for embedding the information can lead to high imperceptibility and robustness. Accordingly, in
this paper, we develop a new cost function for estimating the cost of every pixel to identify the good location
to embed the message data. The proposed cost estimation procedure utilizes multiple parameters like wavelet
coefficient, edge transformation, and pixel intensity. The proposed cost matrix is then utilized to embed the
message data into the cover media using an embedding integer. The proposed steganographic technique
is experimented with two magnetic resonance brain images, and the results are analyzed with the peak-to-
peak signal-to-noise ratio (PSNR) and mean square error. The robustness analysis ensured that the proposed
steganographic technique outperforms the existing methods by reaching the maximum PSNR of 72.74 dB.

Keywords: Steganography, medical image, wavelet, edge transformation, PSNR.

1 Introduction

Recently, with the rapid improvement and evolution in biomedical systems, the importance of digital medical
images has increased in the medical world. Digital hospital systems and modern clinical infrastructures are
formed by using the Hospital Information System and PACS based on Digital Imaging and Communications
in Medicine (DICOM) standards [12, 21, 30]. Later on, a DICOM encoding method has become the only data
protection for nearly 20 years. However, it is fundamental during exchanging medical images to maintain the
security and privacy of patient information. This requirement can be easily fulfilled by the technique called
steganography. Steganography is the science and art of concealing a message within empirical cover media
(image, audio, or video, etc.) [8].

Steganography can be done in both spatial and frequency domains [32, 38]. The least significant bit (LSB)
substitution is a spatial domain steganographic technique. In LSB substitution, private data are hidden in the
least significant bits (rightmost bits) so that the original pixel value is not affected by the embedding proce-
dure. The negative part of this approach is that it is prone to minor image manipulations. Thus, this method
is not safe for sending confidential data. In the frequency domain, discrete cosine transform (DCT) is a widely
used method. DCT allows an image to be broken up into three frequency bands, namely the low-frequency
band, high-frequency band, and mid-frequency band. In this approach, the secret data are embedded into the
DCT blocks containing mid-frequency sub-band components, whereas the high-frequency sub-band compo-
nents remain unused. Another approach is to do the steganography on the discrete wavelet transform (DWT)
domain. Steganography using DWT has more advantages over DCT because it provides high compression
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ratios and also avoids interferences due to artifacts. Thus, comparatively, DWT is a better method for hiding
confidential data [7].

Designing steganographic algorithms for empirical cover sources [9] is very challenging due to the funda-
mental lack of accurate models. The most successful approach avoids estimating (and preserving) the cover
source distribution because this task is infeasible for complex and highly non-stationary sources, such as
digital images. Instead, message embedding is formulated as source coding with a fidelity constraint — the
sender hides the message while minimizing an embedding distortion. Practical embedding algorithms that
operate near the theoretical payload-distortion bound are available for a rather general class of distortion
functions [14, 15]. Generally, a good steganographic method should have acceptable statistical impercepti-
bility and a sufficient payload, although these two objectives are generally conflicting with each other for a
given algorithm. Therefore, the purpose of the steganographer is to lower the statistical detectability, i.e. to
improve the security performance for a fixed payload. In modern steganography, numerous attempts have
been made to achieve this purpose. Among them, preserving a chosen cover model has been proved to be a
bad idea, while the most common and effective approach is minimizing a heuristically defined embedding
distortion for the empirical cover media. Such approach is also formulated as a minimal distortion embed-
ding framework [16].

In this paper, we have developed a steganographic technique using the cost estimation process. The pro-
posed steganographic technique is performed using three important steps. In the first step, the cost estima-
tion process is applied to estimate the cost value of every pixel using wavelet, edge transformation, and pixel
intensity. A new mathematical model is developed to find the cost of every pixel. The estimated cost matrix
based on every pixel is then used to embed the message data within the cover image. The embedding opera-
tor utilizes cost, cover image, and message with the embedding integer. Finally, modular operation is used to
extract the message data from the embedded image. The main contributions of the paper are given as follows:
— A new mathematical model is developed to find the cost of every pixel using wavelet coefficient, edge

transformation, and pixel intensity.

— A location-aware steganographic technique is developed by giving the optimal location for embedding
the message data within the cover image.

The paper is organized as follows. Section 2 presents the review of the literature, and Section 3 presents the
motivation behind the approach. Section 4 presents the proposed steganographic technique, and Section 5
discusses the experimentation and results. Finally, the conclusion is given in Section 6.

2 Literature Review

The literature presents different techniques for steganography using various methods like DCT, DWT, and
edge detection [4, 13, 19, 20, 36, 37]. DCT coefficients [16] and DWT coefficients [7, 18] are used commonly for
steganography in most of the methods. Wavelet transform-based techniques are extensively discussed in
Refs. [34, 36], and interpolation-based techniques are analyzed in Refs. [19, 37]. Meanwhile, fuzzy logic-based
technique [20] and LSB-based technique [35] are also importantly used in the literature for image steganogra-
phy. Also, the clustering algorithm [22] is applied to perform the embedding process. Edge transformation [3]
also plays a major role in identifying the sensitive pixels for maintaining the perceptibility of the images. On
the other hand, the steganography methods applicable to medical images are discussed in Refs. [5, 6, 11, 17,
19, 23-25, 28, 31, 39]. Table 1 reviews the literature of the different steganography methods.

3 Motivation Behind the Approach

This section explains the major challenges involved in steganographic techniques. Due to widespread growth
of medical images, the exchange of information requires good steganography technique, where patient infor-
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Authors Methods Advantages Issues
Baby et al. [7] DWT-based Safe, sound, and flexible Have perceptible changes
technique approach

Li et al. [22]

Al-Dmour and Al-Ani [3]

Ahani and Ghaemmaghami [1]

Sedighi et al. [33]

Holub and Fridrich [18]

Guo et al. [16]

Clustering-based
method

Edge detection-
based technique

Sparse
representation-
based technique
LSB-based method

Wavelet-based
technique

DCT coefficients-
based technique

Embedding modifications in
heavily textured regions are
locally heading toward the
same direction

Embedding different numbers
of bits per pixel may also
improve the security of the
message

Very effective, because it is
introduced to avoid errors
caused by the rounding process
Achieves the following

novel insights into both
steganography design and
steganalysis

Independent of the embedding
domain

Minimal distortion embedding
framework

Computation of cost for every
pixel should consider multiple
criteria

Right selection of edge filter

Sparse process requires more
computational overhead

The empirical detector
overestimates the payload due to
its lower detection power

This heuristics approach requires
much computational time

The DCT coefficients have been
prohibited from embedding
message in JPEG steganography
for a long time

mation can be easily hidden on the medical images. The important challenge to be considered is that the
embedding of information on medical images should be flexible to noisy data, as the medical images from
the medical instruments are commonly affected with more noises.

Embedding of patient information on the medical image should pose two important challenges. The
detection ability for information by a third party should be low to ensure security. Also, the imperceptibil-
ity should be high, which means that the embedded images should be exactly the same as that of the cover
image. An additional challenge that needs to be posed is the capacity of the cover image. When devising a
new embedding algorithm, the bit of information to be embedded should be more, so that more information
can be embedded on the image.

One of the recent works presented in the literature is clustering-based steganography [7]. This method
utilizes the estimation of cost of every pixel to check the feasibility of the embedding strength. This cost com-
putation does not cover the neighbor pixel coverage as well as the edge information. Additionally, wavelet
coefficient can also be utilized for the cost to find the fittest of the pixels. By considering this, multiple criteria
to decide the cost can improve the detection ability as well imperceptibility.

4 Proposed Methodology: Multiple Criteria-Based Cost Function for
DWT-Based Medical Image Steganography

This section presents the multiple criteria-based cost function for medical image steganography to find the
best location for embedding. The proposed technique is developed using three important steps: (i) identifica-
tion phase, (ii) embedding phase, and (iii) extraction phase. In the identification phase, a novel cost function
is devised to identify the relevant pixels by considering multiple criteria like wavelet energy, pixel coverage,
and edge information. Once the relevant pixels are identified, embedding of patient information to the origi-
nal medical image is done using the proposed embedding mechanism. The proposed embedding mechanism
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utilizes the cost function for embedding the patient information into the magnetic resonance images along
with embedding the integer. In the extraction step, the patient information is extracted from the original
medical image using the proposed extraction scheme. Figure 1 shows the block diagram of the proposed
steganographic technique.

4.1 Cost Estimation of Pixels for Embedding

The first step of the proposed steganographic technique is the estimation of the cost of the pixels for embed-
ding. The estimation of the cost value should handle the two objectives like visual quality in the embed-
ded image and message quality in the extracted message. Thus, the identification of parametric measure
to preserve the visual quality of embedded image and extracted image is important. Here, we have taken
three levels of informatics measure, like wavelet coefficients, pixel intensity, and edge transformation, to find
the cost value of pixels. The wavelet coefficients are capable of isolating fine details and identifying coarse
details. Also, it is able to reveal aspects like trends, breakdown points, and discontinuities in higher deriva-
tives and self-similarity. The pixel intensity is also an important parameter, as intensity is directly correlated
with the human visual system. The third parameter we considered is the edge transformation, which can
identify vital information of images, like boundary, corners, and curves, easily.

Let us assume that the input medical image is represented as A, which has the size of mxn. Every pixel
within this image is denoted as a The intensity of the pixel a; is varied from O to 255, a;e (0.255).

Az{ai).; 1<i<m; 1£j£n}. 1)

The intensity-based cost vector is computed based on the variance among the neighbor pixels. The original
image A is processed with neighbor pixels, and every pixel value is replaced by the variance among the neigh-
bor’s pixels. The formula used to compute the variance of the pixel intensity is given as follows:

v 1 L k
a; == (a;-u), @
bia
where p is the number of neighbor pixels considered and 4, is the mean of the neighbor pixels, which is com-
puted as follows:

1 p
Hy==.a 3
b
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Extracted message <: Extracting process <=1 Embedding process
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Figure 1: Block Diagram of the Proposed Method.



DE GRUYTER S.l. Nipanikar and V. Hima Deepthi: Multiple Criteria-Based Cost Function for Medical Image = 335

Once the variance of the pixels based on neighbors are computed, the binary cost is then found by applying
a threshold T. Here, if the variance of the pixel is less than the threshold T, then we assign the binary cost as
1. Otherwise, the binary cost is assigned as 0. The idea behind this computation is that if the variance obtains
minimum among the neighbor pixels, then this region is more like a texture part, so these pixels can be modi-
fied to embed the original message within the data.

lifa)<T, “
57 o0ifa)>T

The next parameter is the utilization of DWT coefficients to identify the cost of the pixels a The input image
A is directly given to DWT computation [2] to find the wavelet coefficients.

B=DWT(4), (5)

where B is wavelet-transformed approximation image. Here, every wavelet coefficient is represented as bij, as
follows:

B={bi).; 1<i<m; 1£j£n}. (6)

The wavelet-approximated image is given for the neighborhood-based variance computation to find the cost
of the pixels for identifying the better location. Every wavelet coefficient is subtracted from the mean of the
neighbor pixels to find the variance. The formula used to find the variance based on wavelet coefficients is
given as follows:

v 13
bij =;g;(bx];( _'uij)’ @)

where p is the number of neighbor pixels and My is the mean of the neighbor pixels. The mean of every wavelet
coefficient based on the neighbor pixels is computed as follows:

1 p
1=, Xy (®)
k=1

Then, the variance of the wavelet approximation bzyv- is used to find the cost vector hij’ which is a binary
matrix, containing the cost value of either O or 1. If the variance is less than threshold T,, then the hinary cost

is assigned as 1. Otherwise, it is assigned as 0.

7:{1 1.f bl.).<TD . ©)
' |0ifby>T)

The third parameter considered here is the edge transformation, which can be found using the canny edge
detection algorithm [10]. The process of canny edge detection algorithm contains five different steps. Initially,
Gaussian filter is applied to smooth the image in order to remove the noise, and the intensity gradients of the
image are computed. Then, non-maximum suppression is found out to get rid of spurious response to edge
detection and, finally, double threshold is applied to determine potential edges. The edge-detected output
from the input image is given as follows:

C=edge(A). (10)

This edge detection process marks the edge pixels as 0 and the non-edge pixels as 1. Thus, the cost vector
belonging to the edge transformation is represented as C. Every value in C; belongs to either 0 or 1, c,E0&L:

C={c;; 1<i<m; 1<j<n}. (11)
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After finding the cost values of pixels based on intensity, wavelet, and edge, the aggregated cost of every pixel
is computed by taking average of the cost value:

1
=308 Ry (12

where 8; is cost vector related to intensity, hi}. is cost related to wavelet, and ¢ is cost related to edge. Finally,
the cost value that is greater than the threshold R, is taken as the final cost of the pixels, li]., and those pixels
are taken for embedding the message data:

~ 1 ifri}.>RT

| = .
i {o ifr <R, 13)

4.2 Embedding of Message into Cover Image

The second step is to perform the embedding process, where the message will be hidden within the cover
image A. The message information is taken here as binary image m, which is in the size of uxv.

mz{m 1<k<u: 1Sl£v}. (14)

kl?
The embedding of the message m within the cover image A is performed using cost matrix L and embedding
integer X. At first, the input message is sequentially scanned to embed into the original image, and the order
of embedding within the original image is performed based on the cost matrix L, which contains the elements
either O or 1. The pixel elements that have the cost value of 1 are the right location in the cover image for
embedding. Thus, we consider only the location having a cost value of 1 of the original image for the embed-
ding process. The changing of every pixel within the embedding image S is as follows. If the cost vector is not
equal to 1, then there will not be any change in the pixel of the original image. The same pixel intensity of the
original image is assigned to the embedded image S. If the cost vector is equal to 1, then the intensity of the
original pixel value will be changed based on the message information.

a,+(1-1);if ] #1
Ty i =1" (15)

The changing of pixel value based on message is denoted as Vi If the message bit is equal to 1, bitwise AND
operation is performed in between the pixel value of the original image and embedding integer X. If the
message bit is equal to 0, bitwise OR operation is performed in between the pixel value of the original image
and complement of embedding integer:

a; & Xif;m, =1
Vi = (16)

. ’
a; ~X;ifm,==0

where X is initialized as 254. This process is repeated for every bit value of message data until it embeds on
the cover image.

4.3 Extraction of Message from Embedded Image Using Security Parameters

The extraction step is to retrieve back the hidden message within the embedded image using the extraction
step. Once the sender embeds the message into the cover image, the receiver receives the embedded image
and the message information should be extracted back from the embedded image. If any intruder receives
the embedded image and the extraction algorithm, they can easily identify the message information. Thus,
in order to improve the security concern, the receiver requires three additional parameters here to find the
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original message from the embedded image. As we perform the embedding process based on the cost vector,
the cost vector is required at the receiver, but we can compute the cost vector at the receiver end through the
proposed procedure if the input image is known at the receiver. Also, the size of message bit is also important
for extracting the message from the cover image. Accordingly, the input image A and size of the message data,
u and v, should be known at the receiver end.

In the receiver side, the original image is used to find the cost matrix L. The modular 2 operation is per-
formed on the embedded image S if the cost matrix of the location is 1. The modular 2 operation provides
either O or 1 based on the embedded data:

m, =m0d(sﬁ, 2); lij =1. 17)

This process of extracting the message is performed sequentially until the size of the extracted message is
equal to uxv.

4.4 Running Example of Embedding and Extraction Procedure

Figure 2 shows the example of embedding and extraction procedure for steganography. Let us assume that
the input image R contains 3 x 3 pixels, which is directly given to the procedure of the proposed cost estima-
tion that utilizes the DWT and canny edge detection. The binary cost is assigned to every pixel. The first pixel
25 obtains the cost value of 1 and the second pixel 30 obtains the value of 0. Then, the DWT-dependent cost
matrix L and the input image R are utilized to find the embedded image. In order to select the embedding
location, the cost matrix is utilized. The location that does not have the cost value of 0 is taken for embedding.
The selected location for embedding is marked with different colors in Figure 2. Pixels 25, 46, 120, 86, 32, and
32 are selected to embed the message data. Then, message data are sequentially scanned and embedded into
the original image sequentially within the selected pixels. The first message bit is 1, which should be embed-
ded into the pixel value 24. Thus, bitwise AND operation is performed in between 25 and 254, which gives the
value of the 24, which is then placed in the first location instead of 25. The second bit of the message data is

Original image (R) Cost matrix (1) Embedded image (S) Message (m)
Estimation 1 and
25 | 30 | 46 of cost 1 0o |1 ] R oY m| 1 0
~ 26 30 [ 47 )
120| 86 | 78 1 1 0 ’ 121 )86 ) 0 1

32 34 32 1 0 1

|

Estimation of cost (1)

!

Extracted " (1201~254) (82 and 254)
message (m*)

1 1

]
()2

3

Embedding process

—

u,v 1 0

=7 o AN

Mod (s;,
1 1 (i

2) if l==1 Extraction process

Figure 2: Example of Embedding and Extraction Procedures.
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0, which should be embedded within 47. While performing bitwise OR operation between 46 and negation
of 254, we obtain the value of 47, which is filled instead of 46. This process is repeated for all the pixels, and
the embedded image is obtained. After embedding, the pixels are 24, 30, 47, 121, 86, 79, 32, 34, and 32. In the
extraction process, security attributes like original image or size of message data should be known at the
receiver. The cost matrix can be computed from the original image, so the location of embedded pixels can be
identified. Then, modular 2 operation is applied to retrieve the message data.

5 Results and Discussion

This section presents the experimental results of the proposed steganographic technique and the detailed
evaluation of the proposed techniques.

5.1 Experimental Setup
5.1.1 Images considered

The experimentation is performed using the medical images available in the BRATS database [26]. Two mag-
netic resonance medical images are taken here for experimental purpose. Also, two mammogram images are
taken from the MIAS database [27]. The message data are the synthetically generated image. The size of the
medical image is 255 x 255, and the size of the message data is 90 x 90.

5.1.2 Evaluation metrics

The evaluation of the proposed technique is done using two metrics, called peak-to-peak signal-to-noise ratio
(PSNR) and mean square error (MSE), which are taken to evaluate the two objectives of steganography. PSNR
is computed between the original image and the embedded image to ensure that the embedded image is visu-
ally balanced with respect to the original images. MSE is computed in between the original message and the
extracted message to ensure that the extracted message preserves the original message.

E xmx
PSNR =20log,, -z~ 1

>y@, s

where m and n are the width and height of the image, A, is the pixel value of the original image at coordinates
x,y), S;y is the embedded pixel value at coordinates (x, y), and E__is the largest energy of the pixels (i.e.
E__ =255 for 256 gray-level images).

m

(18)

u \4 2

__1 o
MSE=-— 2y > (m,-my) , (19)

k=1 1=1

where u and v are the width and height of the message, m,, is the pixel value of message at coordinates (k, D),
and m;l is the pixel value of the extracted message at coordinates (k, I).

5.1.3 Parameters considered
The implementation is done using MATLAB 2014, and the performance of the proposed technique is com-

pared with the existing methods, such as random order-based embedding, sequential order-based embed-
ding, and the existing work given in Ref. [22]. In random order-based embedding, embedding locations are
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randomly selected and the sequential order-based method embeds the message by scanning the cover image
sequentially.

5.2 Experimental Results

The experimental results of the proposed steganographic technique are presented in this section. Figure 3A
shows the first cover image taken for embedding, and Figure 3B shows the message data. Then, the original
image is given for the embedding process. The embedded image is shown in Figure 3C, and the extracted
message is given in Figure 3D. Figure 4A shows the second cover image taken for embedding, and Figure 4B
shows the message data of the second image. The embedded image of the second one is shown in Figure 4C,
and the extracted message is given in Figure 4D. Figure 5 shows the intermediate results of mammogram
image 3. Here, Figure 5A shows the original cover image and Figure 5B shows the message. The embedded
image is given in Figure 5C, and the extracted message is given in Figure 5D. Similarly, Figure 6A shows the
original cover image 4, and Figure 6B shows the message. Figure 6C shows the embedded image, and the
extracted message is given in Figure 6D.

Figure 7 shows the quantitative results of the four methods for the two images. From Figure 7A, we under-
stand that the random order-based technique obtains the PSNR value of 59.4 dB and the sequential order-
based technique obtains the PSNR value of 59.6 dB. The proposed method obtains 61.1 dB as PSNR for image
1. This shows that the proposed technique obtains the maximum PSNR as compared with the existing tech-
nique. When image 2 is given as input, the clustering modification directions (CMD) technique obtains the
value of 59.2 dB and the random order-based technique obtains the value of 59.4 dB, but the proposed tech-
nique obtains the value of 59.6 dB. When image 3 is given as input, the proposed method obtains the PSNR
value of 72.5 dB and the existing random order-based technique obtains the PSNR value of 62.5 dB. Similarly,

A

ram

[dm

Figure 3: Intermediate Results of Image 1.
(A) Original cover image. (B) Message. (C) Embedded image. (D) Extracted message.
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Figure 4: Intermediate Results of Image 2.
(A) Original cover image. (B) Message. (C) Embedded image. (D) Extracted message.

ram

ram

Figure 5: Intermediate Results of Image 3.
(A) Original cover image. (B) Message. (C) Embedded image. (D) Extracted message.

DE GRUYTER

a PSNR value of 72.74 dB is obtained for the proposed algorithm in image 4. Figure 7B shows the performance
of the methods using MSE in four images considered for the experimentation. From the graph, we understand
that the MSE of four methods is 0, which ensures that all the methods are correctly extracting the message
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Figure 6: Intermediate Results of Image 4.
(A) Original cover image. (B) Message. (C) Embedded image. (D) Extracted message.
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10 -0.8 i
0 1 : . : .
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Images Images

Figure 7: Quantitative Results.
(A) PSNR. (B) MSE.

information. Overall, even though all the methods show similar performance in terms of MSE, the proposed
technique outperforms the other methods in showing the better visual quality for the embedded image.

5.3 Attack Analysis

This section shows the attack analysis of the four methods to ensure the robustness of the methods. In order
to analyze the robustness of the methods, the embedded image is applied with different attacks, like filtering,
noise, and contrast enhancement, and then the message is extracted from the attacked images.
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A

Filtering attack

Figure 8 shows the performance of the methods after applying a filtering attack. Here, Gaussian filtering
is used for the filtering attack. Figure 8A shows the performance of the extraction process. Here, filter size
is varied from 2 to 6, and the results are analyzed. For the filter size of 2, the CMD, random order, sequen-
tial order, and proposed technique obtain the MSE of 5.9E4, 0.65E4, 1.4E4, and 0.42E4, respectively. Also,
for the filter size of 6, the proposed technique obtains MSE of 0.47E4, which is lesser than that of the exist-
ing methods. Figure 8B shows the performance of the methods for image 2. When the size of the filter is
increased, MSE is also increased. For the filter size of 6, the proposed technique obtains 0.65E4, which is
lesser than that of the existing methods.

Noisy attack

Figure 9 shows the attack analysis of the methods using noisy information. Here, we utilized salt and
pepper noise for the robustness analysis. The graph given in Figure 9A is plotted by varying the density
of the noise from 0.05 to 0.09 for image 1. For the density of noise of 0.05, the proposed technique obtains
the value of 0.05E4, which is lesser than that of the CMD technique. The CMD technique obtains the
value of 5.9E4. For the density of 0.09, the CMD technique, random order, sequential order, and proposed

x104 x104
6 : A - = = : v B 6= CAS 2 - = = 4
5 5
4 4
L

—as—CMD (¥} —4—CMD

3| —#— Random > 3 —+—Random
+ Sequential . ] + Sequential + 1

—g— Proposed . —4—Proposed *

2 2

-
\ .
3

—_

L
b 4

x
+ &

2 25 3 35 4 45 5 55 6 2 25 3 35 4 45 5 55 6
Filter size Filter size

Figure 8: MSE after Filtering Attack.
(A) Image 1. (B) Image 2.
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w —+—CMD w —+—CMD
CEO 3 —&#—Random | g 3 —&#— Random
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o¢ + + + + 0 L A
0.05 0.1 0.15 0.2 0.25 0.01 0.015 0.02 0.025 0.03 0.035 0.04 0.045 0.05
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Figure 9: MSE after Noise Attack.
(A) Image 1. (B) Image 2.
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technique obtain the value of 5.98E4, 0.08E4, 0.1E4, and 0.08E4, respectively. Here, random order,
sequential order, and proposed technique almost behave similarly. Figure 9B shows the MSE of the four
methods for image 2. From Figure 9B, we ensured that the random order, sequential order, and proposed
technique show almost similar performance. For example, they obtain the MSE value of 5.9E4, 0.51E4,
0.53E4, and 0.52E4, respectively.

— Histogram attack
Figure 10 shows the performance of the extraction process using MSE after performing histogram equali-
zation. Here, the embedded image is directly applied to the histogram equalization procedure and the
resultant is used to extract the message. Here, hgram is varied from 250 to 254. When we increase the
hgram from lowest to highest, the MSE of all the methods is also increased. For the hgram of 250, the
proposed technique obtains the value of 0.43E4, which is lesser than that of the CMD technique. The CMD
technique obtains the value of 3.4E4. For the hgram of 254, the CMD technique, random order, sequential
order, and proposed technique obtain the value of 3.68E4, 4.7E4, 2.4E4, and 0.46E4, respectively. This
shows that the proposed techniques obtain the maximum PSNR as compared with the existing tech-
nique. When image 2 is given as input, the CMD technique obtains the value of 3.7E4 and the random
order-based technique obtains the value of 3.3E4, but the proposed technique obtains the value of 0.62E4.
This ensures that the proposed technique obtains the better performance in both the images than the
existing methods.

— Motion attack
Figure 11 shows the robustness analysis of the four methods against the motion attack. Here, motion blur-
ring is applied on embedded image and the extraction is performed from the attacked embedded image for
extracting the secret message. Here, the performance is varied for various lengths of blurring parameters.
Figure 11A shows the MSE of image 1 after applying blurring attack. From the results, we proved that the
proposed method obtained the MSE of 4.8E4, which is less than that of the existing random order-based
technique, which obtained the MSE value of 1.6E5. For the higher blurring length, the proposed method
obtained the MSE value of 6.8E4, which is also less than that of the existing method. Similarly, the per-
formance analysis of the proposed method with the existing method for image 2 is given in Figure 11B.
From Figure 11B, we ensure that the proposed method obtained the MSE value of 7.1E4 for higher blurring
length. This is far better than the existing random order-based technique, which obtained the MSE value
of 1.61E5. The same kind of performance analysis for image 3 and image 4 is given in Figure 11C and D.
These graphs also clearly prove that the performance is better for the proposed technique than for the
existing methods.

4 4
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Figure 10: MSE after Equalization Attack.
(A) Image 1. (B) Image 2.
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Figure 11: MSE after Motion Attack.
(A) Image 1. (B) Image 2. (C) Image 3. (D) Image 4.

5.4 Comparative Analysis

Table 2 shows the comparative analysis of the proposed method with the reported results available in Ref.
[5]. This table discusses the performance in terms of comparative parameters like image modality, embed-
ding domain, embedding technique, secret data, embedding rate, and image quality. From the table, the
embedding rate is analyzed with various parameters. Through the bit rate comparison, the proposed method
ensures that the maximum capability of the proposed method is 32,512 bits, which is higher than that by
Memon and Gilani [24], who obtained the maximum capacity of 23,184 bits. In terms of image quality, the
proposed method outperformed all the existing methods by reaching the maximum PSNR of 72.7 dB.

6 Conclusion

In this paper, we have developed a steganographic technique using three important steps, such as cost esti-
mation, embedding, and extraction. In the proposed cost estimation process, a new mathematical model was
developed to find the cost of every pixel. This new cost function utilized multiple parameters like wavelet
coefficient, edge transformation, and pixel intensity to identify the good location to embed the message data.
Then, estimated cost matrix based on every pixel is used to embed the message data within the cover image.
Finally, modular operation is utilized to extract the message data from the embedded image. For the experi-
mentation, two magnetic resonance brain images are taken and the results are analyzed using PSNR and
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MSE. The robustness analysis ensured that the proposed steganographic technique outperforms the existing
methods by reaching the maximum PSNR of 61.16 dB. In the future, the proposed cost estimation procedure
can be improved with the recent optimization algorithms.
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