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Abstract: Proxy signature and group signature are two basic cryptographic primi-
tives. Due to their valuable characteristics, many schemes have been put forward
independently and they have been applied in many practical scenarios up to the
present. However, with the development of electronic commerce, many special
requirements come into being. In this article, we put forward the concept of
group—proxy signature, which integrates the merits of proxy signature and group
signature for the first time. We also demonstrate how to apply our scheme to
construct an electronic cash system. The space, time, and communication com-
plexities of the relevant parameters and processing procedures are independent
of group size. Our demonstration of the concrete group—proxy signature scheme
shows that the concepts brought forward by us are sure to elicit much considera-
tion in the future.
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1 Introduction

In a proxy signature scheme, an original signer can delegate his sign ability to an
entity called proxy signer. Then, the proxy signer can sign messages on behalf of
the original signer. Since Mambo et al. [18, 19] put forward the concept of proxy
signature [18, 19], many proxy signature schemes have been proposed [8, 11, 13,
15, 16, 22, 24-26).

The group signature scheme, introduced by Chaum and van Heyst [10], allows
one user from a group to sign messages on behalf of the group without revealing
his identity and without allowing the messages to be linkable to other signed mes-
sages. Thus, a group signature can be verified with the same and unique public
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key of the group. There exists an identity called group manager who can “open”
particular signatures to revoke the anonymity of the signatures in such schemes.
Sometimes a group manager can be divided into an issue manager called issuer
and an open manager called opener. This is a desirable property that allows
the distribution of trust. Group signatures are among the most important cryp-
tographic primitives for providing privacy and have been used for applications
such as anonymous credentials, identity escrow, voting and bidding, electronic
cash (e-cash), etc. Many group signature schemes [1-7, 12, 14] have also been put
forward as yet.

Let us consider the following scenario. Let O be the root entity of a company
or an organization. For some reasons, for instance, it is absent or to improve pro-
cessing efficiency, the root entity O will delegate his sign ability to its sub-entities
similar to the proxy signature scheme. Let P be the set of the sub-entities and
P, be the entity with identity i € P. Then, each sub-entity P, can sign messages
on behalf of the original signer 0. Under some circumstances, for example, the
signer’s privacy needs to be protected, then any verifier can check the validity
of the signature similar to the ordinary signature schemes but cannot compro-
mise the real identity corresponding to the signature. Many branch banks who
can dispense e-cash on behalf of the country’s central bank can be regarded as
the typical application of the above scenario. Such schemes should have the fol-
lowing properties [9, 17]:

1. No bank should be able to trace any e-cash it issued. Therefore, the consum-
ers can spend their e-cash anonymously.

2. All the branch banks form a group. Any vendor only needs to invoke a single
universal verification procedure, based on the group public key, to ensure the
validity of any e-cash he receives.

3. There is a single public key for the entire group of the branch banks, and the
size of this public key should be independent of the number of the branch
banks. Therefore, when more branch banks join the group, the public key
does not need to be modified.

4. In case of dispute, there exists some entity in the group formed by the branch
banks who can “open” the particular signature and trace the real branch bank
who issued the particular e-cash. No one else can determine the identity. No
vendor can even determine the bank from which the consumer obtained his
e-cash even though the vendor can easily check that the e-cash is valid. This
restriction gives an extra layer of anonymity because it conceals both the
spender’s identity and the bank who issued the e-cash.

One key point of realizing multibank e-cash system is secure delegation. Con-
cretely, the central bank securely delegates his sign ability to the branch banks. It
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is similar to the concept of proxy signature. Thus, the concept of proxy signature
can be applied to the e-cash system.

Another key point of realizing multibank e-cash system is anonymity. Specifi-
cally, after being delegated by the central bank, each branch bank should issue
the e-cash anonymously. However, to resist malicious branch banks, there also
exists a group manager in the group formed by all the branch banks who can
“open” the particular signature and trace the actual issuer. Thus, from this angle,
the concept of anonymous e-cash system is similar to the concept of group signa-
ture, and the ideas of group signatures can be adopted in e-cash system.

Some scheme [27] just adopts the proxy signature to realize the e-cash
system. To prevent the malicious original signer, a third trust party is introduced
into the system. Thus, the efficiency is compromised. Furthermore, to satisfy the
anonymity requirements, the identity of the branch bank cannot be used to verify
the validity of the ultimate signatures. Thus, to satisfy the above requirements,
only proxy-unprotected signature can be adopted. That is, all the branch banks
use the same secret key delegated jointly by the central bank and the trust party
to generate the signatures. Thus, on the one hand, schemes constructed this way
cannot resist a frame attack coming from the coalition of the central bank and
the third trust party. On the other hand, to resist the coalition attack, the branch
bank’s secret key could be additionally required and integrated into the delega-
tion key generated by the central bank and the third party. However, when verify-
ing the ultimate signature, the branch bank’s public key is needed. Thus, a large
number of the branch bank’s public key certificates need to be stored, and effi-
ciency declines quickly. Furthermore, the anonymity is difficult to satisfy when
the branch bank’s private key and public key are used to generate and verify the
signature, respectively.

Lysyanskaya and Ramzan [17] combined the notions of blind signatures and
group signatures and presented a group—blind signature and applied it to e-cash
system. However, first, their scheme is of low efficiency because the vendor must
engage in a protocol with the bank to resist the double spending each time he
receives an e-coin from the consumer. Second, the consumer must engage in an
expensive several round interactive protocol with the banks each time he wants
a new e-coin.

To achieve the requirements of a secure e-cash system listed above, we put
forward a novel practical group—proxy signature scheme. Our scheme combines
the already existing notions of proxy signatures and group signatures. It is an
extension of Miyaji and Umeda’s signature scheme [20] that adds the proxy prop-
erty. We will show how our scheme can be applied to construct a practical e-cash
system where multiple branch banks pertained to the central bank and the branch
banks can substitute the central bank to distribute anonymous and untraceable
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e-cash. Moreover, the identity of the e-cash-issuing bank, i.e., the branch bank,
is concealed. All the branch banks form a group, and in case of dispute, the ano-
nymity of the signature can be compromised by the group manager entity in the
group.

The rest of the article is organized as follows. In the next section, we describe
some preliminaries and the concept and model of the group—proxy signature.
Then, our concrete group—proxy signature scheme is presented in Section 3.
Some security analysis and performance evaluations are discussed in Sections 4
and 5, respectively. Finally, the conclusions and remarks are made in Section 6.

2 Preliminaries and the Group—Proxy Signature
Model

2.1 Notations

For a set A, a €, A means that a is chosen randomly and uniformly from A, and
A\{a} means that A — {a} = {x € A|x # a}. For a group G = (g), ord(g) means order
of gin G. The bit length of a is denoted by |a]. Let c[j] be the j* bit of a string c¢. We
use | to denote the concatenation of two (binary) strings or of binary representa-
tions of integers and group elements.

2.2 Signature Based on Proof of Knowledge

In a signature based on proof of knowledge (SPK), the signer ties his knowledge
of a secret to the message to be signed. Thus, a signature of knowledge is used
to sign a message and to prove the knowledge of the secret. Without the secret,
no one can generate the valid signature. Signatures of knowledge were used by
Camenisch and Stadler [6]. Their construction is based on the Schnorr signature
scheme [23] to prove knowledge. All the signature of knowledge proposed by
Camenisch and Stadler [6] can be proved secure in the random oracle model and
their interactive versions are zero-knowledge.

We use several existing protocols of signature of knowledge [6] such as
proving the knowledge of double discrete logarithm on a message and proving the
knowledge of representations of some elements to the other bases on a message
as building blocks in our proposed scheme. Due to space limitation, we omit the
details of these protocols here. For more discussions, please refer to Ref. [6].
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2.3 The Group-Proxy Signature Model

Our group—proxy signature model extends the group signature over only known-
order group [20]. Generally speaking, our proposed group—proxy signature model
comes from the basic group signatures [20] and integrates the properties of proxy
signatures. Our model allows the member of a group to sign messages anony-
mously on behalf of some original entity such that the following properties hold
for the resulting signature.

-  Strong unforgeability: Only delegated group members can issue valid signa-
tures on behalf of the original signer.

— Signer anonymity and signatures unlinkability: Given a signature, no one
except the group manager can determine which group member issued the
signature. It is infeasible to determine whether two message—signature pairs
were issued by the same group member.

— Undeniable signer identity: The identity of the group member who issued
the valid signature can always be traced by the entity called group
manager.

— Secure against framing attacks: Neither the original signer nor the coalition
of the original signer and some subset of the delegated group members can
generate valid signatures on behalf of other group members.

2.4 Participants and Procedures

Our group-proxy signature scheme consists of a trusted party for the initial
setup, the original signer O, two group managers (the issuer and the opener), and
group users P, with unique identities i €N (the set of positive integers). All P;’s
form a group G. Each P, can join G by its interaction with the issuer. Then, P, can
sign messages anonymously on behalf of O. In case of dispute, the identity of
each group—proxy signature can be traced by the opener. Our scheme is specified
as a tuple GPS = (Setup, Delegate, Join, Sign, Verify, Open) of polynomial-time
algorithms described as follows.

- Setup: A probabilistic algorithm that generates the publickeys Y, Y,, Y and
the corresponding private keys x , x,,, x, for the original signer O, the issuer,
and the opener.

— Delegate: An algorithm that inputs the original signer’s secret key and
outputs the proxy signer P;’s delegation key s .

— Join: An interactive protocol between the issuer and the new group member
Alice that produces Alice’s secret key x, her membership certificate v, and her
public key z.
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- Sign: An algorithm on input message m, some user’s delegation key s , secret
key x, and his membership certificate v produces a signature s on m that satis-
fies the properties above.

- Verify: An algorithm oninput (m, s, Y, Y,, Y ), determines if s is a valid signa-
ture for the message m with respect to the corresponding public information.

- Open: An algorithm on input (s, x,) returns the identity of the real identity
who issued the signature s.

3 Our Proposed Scheme

As shown in the above sections, our proposed group—proxy signature scheme
extends the group signature scheme [20] that adds the proxy property. Our
scheme allows P, to prove the knowledge of his delegation key s correspond-
ing to the valid delegation procedures and the original signer’s private key and
his membership certificate (4, b) corresponding to his secret key x,. Let P be
a prime with P|P -1, P=pgand q|p - 1. Let g, g, 8, be the g-order elements
in Z,. Thus, after obtaining a delegation key s, from the original signer O, P,
selects a secret key x, and obtains his membership certificate (Ai, bi), satisfy-
ing A = g g* g, "y, mod P. Precisely, our proposed scheme consists of six algo-
rithms as follows.

3.1 System Setup

Suppose k is a security parameter. To set up the group—proxy signature scheme,

similar to Miyaji and Umeda [20], the following procedures are performed:

1. Suppose H : {0, 1}* — {0, 1}* be the secure, collision resistant, one-way hash
function.

2. Choose a random k-bit prime g and a random prime p, such that g|(p — 1)
and set P=pq.

3. Choose a random prime P such that P | (P —1).

. Denote cyclic subgroup G,c Z: with order g and G, c Z;‘ with order P.

5. Choose random elements g, h, g,, 8,, g,and g, €, G, \ {1} such that the discrete
logarithms based on each other elements are unknown.

6. Choose arandom element g €, G;\{1}.

7. Compute y,=g*modP, y, =g*modP, and y, =g3* modP, where x,x,,
X, € Z,are kept secret by the original signer O, the issuer and the opener,
respectively.
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8. Output the group public key PK = (g, P, P, g h g, 8, 8, 8, 8 YV yok) and
the secret key SK = (xo, Xy X Zq).

ok eR

3.2 Generation of the Delegation Key

The original signer O performs the following steps to generate the proxy signing

key and delegate his sign ability to the proxy signers:

1. Generate the warrant m , which consists of the type of the delegated infor-
mation, the original and the proxy signers’ identities, the delegation period,
etc.

2. Selectk, €, Z and compute

r,=g“modP,

s,=xH(m_ ||r)+k mod g,

S, =g modP,
T,=H(m,|lr,)* modP.

r., S, T are published by the original signer.
3. Send (r, s, m ) to the proxy signer P, € G via secure channel.

After receiving (ro, S, mw), the proxy signer P, verifies the validity of the original
signer O’s signature by checking

S =g* =y """y modP.
Finally, s, is kept secret by the proxy signer P, and it will be used to generate
the proxy signer’s private signing key in the later sections.

3.3 Registration

In this protocol, after receiving the delegation secret s, user P, and the issuer
jointly perform the following procedures. In the end, P, obtains a random value
x; € Z, satistying A, =g)'g>g; "y.“mod P, where x, is only known by P, and A,
b, are generated by the issuer manager. The concrete procedures are as follows.
1. P —issuer:I=g;h"modP, wheret,r,Z,.

2. P «issuer:u,ve, Zq.

3. P,computes x,=ut+v, y,=g, g” modP.
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4. P, — issuer : y, and a signature on the warrant m_based on the proof of

5.
6.

knowledge of (¢, B, 7) such that T = H(m_ [/ )’ mod P, y,= g4g’modP, and

S,8,I" =h"y,mod P. Precisely, P, executes as follows.

(a) Chooserandom integersr,r, 1, €, Z,

(b) Compute T=S,g,I"y;'mod P andt,=H(m ||r)modPand T, = g7g"” mod P,
T,=h"modP, T, =t} modP.

(c) Computec=H(g,Iglhlt, Iy, I TIT,IT,IT,1T,]r,1m,).

(d) ComputeinZ:s =r —cx,s,=r,—cur,s,=r,-cs,.

(e) Send (c, s, s,, s,) to the issuer.

After receiving (c, s, s,, 5,), the issuer computes
t,=H(m,|Ir,ymod P, T=S,g;I"y;' mod P
C'=H(gz lglhlit, Iy ITIT,|g58>y; |h*T* ||thToC||rO||mw)
and checks whether ¢’ = ¢ holds. If not, the protocol aborts.

U« issuer:A;=y,g;" modP and b,=w, - Ax, mod g, where w, &, Z .
U, verifies that g g* = Agly; modP.

Finally, P, obtains a membership key (x, s,) and a membership certificate (4, b)
€Z,XZ, and the issuer inserts (ID, A, b) into the member list ML.

3.4 Signature Generation

To sign a message m, any legitimate P, executes the following procedures.

1.
2.

Choose a random integer w €, Z,.

Compute T,=g% modP, T,=T5 modP, T,=gg'gy modP and T,=Ag"
mod P, T, =y" mod P and T, =T% mod P.

Choose random integers Wy Wy, Wy €, Zq, for 1<j<k.

Compute ¢, =5%"modP, t, = T mod B, ty = T modP, and ty;=
gyvg,” gy mod P, for 1<j<k.

Compute

¢ =Hg, g N BTN TITIT e, e Dl He e e e, DTty lm, lm,
s,=w,—c[jlb,mod g, s,=w, - c[jlwmod g, and s, =w,; - ¢ [jlx,mod g, for 1<j<k.

Remark 1. The above protocol is actually the signature of knowledge of

SPK{(cyc0,): T, = 8 mod P AT, =T mod P

AT, =gog g  modP and T, =TS modﬁ}( ),
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and the set of (¢, S, . . ., 8,12 Syps - -+ 5 Syps Sypp - - -5 S5) € {0, 1} ><Zq3k is the corre-

sponding signature.
Subsequently, P, executes the following procedures.

1. Choose random integers w, €, Z,, W, W, W,, W, €, Z,,.

2. Computet =H(m,_ | r)mod P.

3. Compute t,=g3°g,"g,;*modP, t, =y, g, "g,gy"g" modP, t, =y, modP,
t,=T" mod P,and t, =t modP.

4. Compute
c,=H(glg,lg g, Igl & 1y, y, I TITITIT T¢It It e le,)m,lm),
s,=w,-c,AmodP,s,.=w,—cbmodg,s,=w,-c,x,;modg,s,=w,-cwmodg,
and s,=w, - ¢,s, mod g.

Remark 2. The above protocol is actually the signature of knowledge of

SPK{(ct,» 52 0, @7, at5): € Zp AT, = 85781 85 mod P
AT, =y, 8, 8,85 " mod P
AT, =y modPAg™ =T/ mod P
and T, =t;* mod P} (),

and the setof (c,, s, S, S, S,, 5,) € {0, 1} x Z,xZ ;‘ is the corresponding signature.

3.5 Signature Verification

Any verifier can perform the following procedures to check the validity of the
signature.
1. Compute

&% modBif ¢,[j]=0

t’~ = S ~ ’
v T mod P otherwise
T%" mod Pif c,[j]=0
t, i = S . ’
Y T# mod P otherwise
7% mod Pif c,[j]=0
t, =

3j $3j ~ . ’
T# mod P otherwise
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’

4j s1j

Y g g mod Pif ¢,[j]=0
T,g3" g g mod P otherwise

and

;=H(g2||g3||g4||§||T1||T2||T3||T6||t{1||...||t;k||t;1||...||t;k||t;1||...

W5 Nt 11 m, 1 m).

2. Compute t;=g7g;g>T;* mod P, t; =y, g, g;g7g" T, mod P, t;=y;Ty"
modP, t; =T;*(g§") mod P, t; =t;T;* mod P, and c;=H(g,l1g, 18,118, I8
NNV 1Yo ITUNT T N T NT, NS 1€ N7 1165 It ||mw||m)-

3. Check whether ¢;=c, and c,=c; hold. If it does, the signature is valid.
Otherwise, it will be rejected.

3.6 Open

To trace the real identity of a signature on message m, the opener executes as
follows.

1. Check the validity of the signature on message m.

2. Compute A =T,/T* mod P.

3. Identify a signer P, from A, using the member list ML.

4. Output the signer’s identity ID..

4 Security of the Proposed Scheme

Our proposed group-proxy signature scheme extends Miyaji and Umeda’s [20]
basic group signature scheme and adds the proxy property. In this section, we will
show that our revised group signature part is secure as of old. Furthermore, our
security analysis indicates that the added proxy signature part is secure as well.

4.1 Security Proof of the Delegation Phase

As presented in Section 3.2, the proxy signer P, € G obtains (r,, s,, m ) from the
original signer O. Actually, (r, s) is the original signer O’s signature on the
warrant m . The correctness of the signature is obvious. In fact, we use Schnorr-
type signature [21], which has been proved secure in the random oracle model,
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to generate such signature. In general, the warrant m_ contains the type of the
delegated information, the original and the proxy signers’ identities, the delega-
tion period, etc. Thus, from the angle of the proxy signature, neither can the del-
egated proxy signer P, € G abuse the rights delegated by the original signer nor
can anyone forge a valid delegation tuple. In the later sections, we will show that
any verifier can be convinced that the valid group—proxy signature implies that
the proxy signer P, owns the original signer O’s authorization.

4.2 Security Proof of the Membership Certificate

Similar to Miyaji and Umeda [20], the security of our revised membership cer-
tification-generation algorithm is based on the difficulty of the strong multiple
discrete logarithm problem (MDLP).

For the security parameter k, let p and g be primes with |g|=kand q|p - 1.
Set P =pq, and let g, g,, g,, g, € Z, be elements with order g. Define a set
XZp, 81585, 85 8,) =10, X,, X3, x,) € Z, x Zq3lx1gf1g;1 =gyg," mod P}, where
the discrete logarithms of g, g,, g,, and g, based on each other element are not
known.

Problem (strong MDLP). Given Z,, g,, g,, g,and g, € Z,, such that the discrete
logarithm based on each other element is not known and any subset X c x(Z,, g,,
8, 8, 8,) with the polynomial order | X |, find a pair (x, x,, x,, x,) € Z,X Z, ; , such

X —

that x,g7'g;* =gy’g,* mod P and (x,, x,, x,, x,) ¢ X.

Assumption (strong MDLP assumption). There is no probabilistic polynomial—
time algorithm P that can solve the problem above.

Similar to Miyaji and Umeda [20], we have the following theorem to guaran-
tee the security of the certificate-generation algorithm.

Theorem 1. Let A be a polynomial-time adversary who can successfully forge a

new certificate, then there exists an adversary B who can attack against the strong
MDLP with at least the same advantage.

4.3 Security Proof on the Group Signature
The following theorem shows the security of the group signature generation.

Theorem 2. The interactive version of the group signature generation is an honest-
verifier zero-knowledge proof of knowledge of a delegation key authorized by the
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original signer O and a pair of membership certificate and corresponding member-
ship key obtained by interaction with the issuer. Furthermore, (T,, T;) is the EIGamal
ciphertext for A with respect to the publickey y .

Proof sketch. 1t is easy to prove the completeness and the zero-knowledgeness.
The rest is to extract the knowledge. Owing to the knowledge extractor of each
SPK, we can extract the values a,, a,, Ay Qs Ay Ay O, and «, satisfying

T,= g% mod P )

T, =T mod P, Q)

T, =T mod P, 3)
T,=858,8,° =85°8, 8;* mod P, @)
T,=y,"8,"8;"85 8" mod P, (5)
T, =y, mod P, ©)

g&" =T mod P, @)

T =t mod P, (8)

a, ez, 9)

Here, o, =, @,=a, and @, =, hold from Eq. (4). Thus, Egs. (1) and (2) represent
T,= g% mod P (10)
and
T,=T% mod P. 1)
From Egs. (5) and (10), Eq. (7) can be rewritten as
gy,’k"“gf“‘g?‘g’s”g‘s‘“ :( g~g§")a4 mod 13
Then
88" =a,y;' g, mod P 12)
holds.
It is obvious that the tuple {aé, Qg Ay 0‘5} implies a valid delegation key, a
membership certificate, and the corresponding membership key.
From Egs. (8) and (12), the original signer O’s delegation key «, i.e., s, is

extracted. That is to say, our signature proves the knowledge of the delegation key
authorized by the original signer O.
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From Eq. (12), Eq. (5) represents
T,=a,g5 modP.

Thus, (T,, T,) is a pair of ElGamal ciphertext, and the ciphertext can be con-
sidered as the encryption of ¢, i.e., A, with respect to the opener’s public key y .
Besides, similar to Ref. [20], our proposed scheme satisfies the basic secu-
rity requirements of the group signature scheme. We omit the proof procedures
here. O

5 Efficiency

In this section, we simply analyze the performance of our proposed group—proxy
signature-based e-cash system. Based on Miyaji and Umeda’s [20] group signature
scheme, the concept of proxy signature is drawn into. Moreover, secure delegation
of proxy signature and anonymity of group signature are blended into each other.
Here, we first define some notations in Table 1, then the time complexities of each
phase of our scheme over Ref. [20] is presented in Table 2. From the comparison,
only 9 modular multiplication operations and 17 modular exponentiation opera-
tions are increased additionally in one cycle of the procedure. This is much more
efficient than “group signature + proxy signature” combined simply. Furthermore,
the additional operations are negligible when the system is implemented with
the large-scale integrated chip. More specifically, the additional operations over
Miyaji and Umeda’s [20] group signature scheme are as follows. In the delegation

Table 1. Definitions of notations.

Notation Definition
Tou Time for modular multiplication
Top Time for modular exponentiation

Table 2. Time complexity of the proposed scheme over Ref. [20].

Phase T T

MuL EXP

Delegation key generation
Registration

Signature generation
Signature verification
Open

O W WL N
(=
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key generation phase, two modular multiplication operations and four modular
exponentiation operations are respectively increased. In registration phase, one
modular multiplication operation and one modular exponentiation operation are
respectively increased. In the signature generation phase, three modular multi-
plication operations and six modular exponentiation operations are respectively
increased. In the signature verification phase, three modular multiplication opera-
tions and six modular exponentiation operations are respectively increased. There
is no additional operation increment in the open phase.

From Table 2, we can see that the time complexity of our proposed scheme
is almost the same as Miyaji and Umeda’s [20] original scheme, even though the
group—proxy property is achieved creatively. Therefore, the implementation of
our proposed e-cash system is applicable.

6 Conclusion

We have proposed the group—proxy signature model and presented a concrete
scheme. Our scheme is an extension of the group signature scheme proposed by
Miyaji and Umeda [20]. The basic group signature scheme is based on only pub-
licly known-order groups. As a result, the ultimate group signature size and the
computational amount of the signature generation and verification algorithms
are reduced largely. Our security and performance analysis shows that the our
proposed scheme is secure and applicable. We also demonstrate how our con-
struction could be applied to set up an e-cash system in which more than one
branch banks can be designated by the central bank to dispense anonymous
e-cash on behalf of the central bank.
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