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Abstract: Machine learning (ML) is increasingly deployed
in critical domains such as healthcare, finance, and
autonomous driving, where the use of sensitive data raises
significant privacy challenges. My research places individ-
uals and their data at the center of ML privacy, building
systems that protect individuals’ privacy without sacrificing
performance. I focus on (1) exploring the threat space in ML
privacy to inspire targeted protection, (2) analyzing the root
cause of privacy leakage from ML models, and (3) devel-
oping individualized privacy guarantees that protect data
according to individuals’ unique needs while improving
privacy-utility trade-offs. My vision is to advance privacy-
preserving ML to address the evolving challenges of increas-
ingly complex ML models and systems. As models grow in
scale, integrate diverse data modalities, and become embed-
ded in critical societal applications, protecting individual
privacy becomes both more urgent but also more challeng-
ing. My goal is to create methods that ensure privacy across
a broad spectrum of ML applications, while also addressing
the interplay between privacy and other trustworthy ML
aspects, and aligning technical privacy measures with legal
and societal expectations to meet individual rights.

Keywords: trustworthy machine learning; privacy; GI
junior fellow

1 Introduction

Machine learning (ML) is increasingly deployed in critical
domains such as healthcare, finance, and autonomous driv-
ing, where the use of sensitive data raises significant privacy
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challenges. Regulatory frameworks, including the European
Union’s General Data Protection Regulation (GDPR), the
United States’ California Consumer Privacy Act (CCPA), and
the Health Insurance Portability and Accountability Act
(HIPAA), have been established to address privacy concerns.
However, their application to ML systems remains limited
due to fundamental gaps in understanding the ML-specific
threat space, insufficient insights into the root causes of pri-
vacy leakage, and inadequate consideration of individuals’
heterogeneous privacy requirements when implementing
protective measures. These unresolved issues do not only
increase the risk of privacy violations but also threaten to
undermine the adoption of ML in socially critical domains.

My research addresses these gaps by developing pri-
vacy frameworks that prioritize the protection of indi-
viduals and their data in ML systems. To achieve this,
I focus on three key directions. First, I explore novel
threat spaces in ML, identifying how individuals’ data may
be exposed through previously unconsidered vulnerabili-
ties. By broadening the understanding of potential risks,
my work inspires protection against unintended leakage.
Second, I analyze the root causes of privacy risks in
ML, with a focus on how memorization and other model
behaviors lead to data leakage. By uncovering the under-
lying mechanisms behind these risks, my research offers
valuable insights for designing targeted mitigation strate-
gies. This work emphasizes the importance of implement-
ing privacy-by-design principles, enabling a more effective
balance between robust privacy protection and optimal
model performance. Finally, I develop protection mea-
sures with individualized privacy guarantees. Unlike tra-
ditional approaches that rely on protecting all training data
points of an ML model uniformly, these individualized guar-
antees allow to protect every data point according to its
unique privacy requirements or preferences. This approach
does not only put individuals into focus, but by leveraging
the training data more effectively, also yields better privacy-
utility trade-offs.

My work advances privacy research in ML by
prioritizing an individual-centric approach, enabling
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systems that respect individualized privacy without
sacrificing performance.

2 Identifying novel ML privacy risks

To date, the awareness of potential privacy risks in ML
is low, even among ML practitioners, i.e., individuals who
are in charge of designing and implementing ML systems
[1]. Additionally, methods to protect ML privacy are signif-
icantly less widely known than methods protecting other
aspects, such as ML security. Finally, large parts of the threat
space against ML privacy still remain to be explored.

In my work [2], I discovered the inherent privacy
risks of Federated Learning (FL), currently the most widely
applied framework for decentralized ML. My findings inval-
idate a large body of literature claiming that FL provides
a non-formal notion of privacy resulting from the fact that
instead of raw user data, only ML model gradients of this
data are exchanged. These prior beliefs were mainly based
on the assumptions that reconstruction methods are com-
putationally costly, and typically obtain low-fidelity recon-
structions, especially for data that is high dimensional or
contains multiple instances from the same class, or when
the local gradients are calculated over many data points
inside a mini-batch. My work disproves these claims and
highlights that even individual users’ gradients calcu-
lated on large data mini-batches and high-dimensional
complex datasets directly leak individual training data
points. Since, in FL, these user gradients are directly sent
to a central party coordinating the distributed learning
process, this allows for direct and perfect, i.e., zero-error
data extraction at near-zero computation costs, result-
ing in severe privacy breaches. I also showed that passive
privacy leakage can be significantly increased through a
novel active data extraction attack which inconspicuously
manipulates the weights of the shared model sent out to the
users. This demonstrates that FL, often used in highly sensi-
tive contexts across the industry, such as in Google’s mobile
keyboard prediction or Apple’s news personalization, is not
private and relies on an implicit trust assumption on the
central party.

In follow-up work [3], I showed that the privacy risks
still persist even when FL is hardened by distributed Dif-
ferential Privacy (DP) and secure aggregation — previously
considered the most private yet practical version of the
protocol. By instantiating a simple sybil attack where the
server introduces a few manipulated devices into training,
I demonstrated that individual users do not necessarily
obtain their promised privacy guarantees. This is because
distributed DP relies on every user adding a share of the
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noise to implement protection against leakage. Yet, users
do not have any guarantees that other users (potentially
sybil devices) would add the right amounts of noise, leav-
ing their data unprotected. Having each user add the nec-
essary amount of noise locally does not offer a practical
alternative as it deteriorates the final model’s performance
significantly. Thereby, my work showed that prior solutions
to improve FL privacy either provide utility or provable
privacy protection, but not both. My insights also revealed
that the power-imbalance between the server and the users
is the main cause for FL’s vulnerability: the server controls
the shared model, can introduce devices into the protocol,
and can sample participants for given training rounds while
the users have no guarantees on the training protocol, the
other users and their data. This inspired the design of novel
solutions towards truly private FL. To date, my initial paper
[2] has been cited more than 190 times and inspired multi-
ple follow up works that achieve actual privacy protection
while maintaining model performance by shifting power
from the server to the users, e.g. [4]. The line of work also
sparked wide interest in the industry. For example, I was
invited to present my findings at Microsoft Research, Apple,
and Google.

Following my presentation, Google revised its offi-
cial stance on FL, shifting from describing it as privacy-
preserving to framing it as data minimizing.

3 Understanding the causes of
privacy leakage in ML

In my work, I also analyzed the root causes of privacy leak-
age in ML through the framework of memorization. Mem-
orization, defined as the retention of specific training data
by ML models, is often linked to privacy risks, especially in
generative models where it can lead to the unintended full
exposure of sensitive data during inference (for example,
when a diffusion model generates a 1:1 copy of its training
data points). While prior research on memorization has
primarily focused on supervised learning, self-supervised
learning — central to modern large language and vision
models — has received far less attention and was considered
only empirically. Traditional formal definitions of memo-
rization, centered on predicting labels, fail to address these
models’ high-dimensional outputs. To bridge this gap, my
research has formalized and examined memorization in
self-supervised vision and generative models like diffusion
models.

In [5], together with my first PhD student, I introduced
the first formal definition of memorization tailored for
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self-supervised vision encoders. Our definition operates
solely on the encoders’ output representations, mak-
ing it universally applicable across state-of-the-art self-
supervised pretraining frameworks. It captures memoriza-
tion by identifying a significantly higher representation
alignment on memorized data — where encoders pro-
duce notably more similar representations for different
augmented views of memorized input images. This novel
lens allowed us to analyze memorization across diverse
encoders and pretraining methods, uncovering that, akin
to supervised learning, self-supervised learning inherently
requires a degree of memorization to generalize effectively
to downstream tasks. Surprisingly, we found that this holds
even when the pretraining data comes from a different dis-
tribution than the downstream data: memorizing data from
one distribution enhances the encoder’s ability to perform
tasks on others. Our theoretical results suggest that memo-
rizing outlier and atypical data creates a more structured
latent space, which supports this generalization. Beyond
traditional classification tasks, we demonstrated that this
phenomenon extends to more complex tasks such as seg-
mentation and depth estimation.

Overall, our insights underscore the inevitability of
trade-offs between privacy and generalization, emphasizing
the need to design methods that achieve desirable trade-offs.

In our follow-up work [6], we developed a novel
method to localize memorization within the parameters of
self-supervised vision encoders. Specifically, we introduced
measures to identify memorization at the level of both indi-
vidual layers and individual neurons, enabling us to pin-
point specific neurons that memorize individual train-
ing data points in various encoders. Our localization tech-
niques allowed us to systematically compare memorization
behaviors across different self-supervised frameworks and
encoder architectures and their supervised learning coun-
terparts. While supervised learning predominantly assigns
responsibility for classes to individual neurons, we found
that self-supervised learning distributes memorization of
individual data points in a large number of neurons. We
attribute the contrast to the differing training objectives:
supervised learning focuses on class distinctions, whereas
self-supervised learning distinguishes between individual
instances. Our findings carry significant privacy implica-
tions, revealing that self-supervised models initially expose
more information about individual data points. However,
we also demonstrated that this risk can be mitigated by
pruning neurons responsible for memorization, offering a
practical pathway to enhancing privacy in self-supervised
models.
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Building on these insights, we extended our research to
the more complex setting of generative diffusion models [7],
where memorization can result in the direct reproduction of
training data. To address this, we developed a computation-
ally efficient localization scheme tailored to the large archi-
tectures and iterative generation processes characteristic of
these models. Remarkably, we discovered that even in such
complex systems, individual neurons can be responsible for
memorizing specific data points — and in some cases, a sin-
gle neuron can encode multiple data points. By selectively
dampening or deactivating these neurons, we demonstrated
that memorization could be effectively mitigated without
compromising model performance. Our approach offers a
practical and scalable solution to privacy risks in generative
models. Crucially, it is minimally invasive and applicable
to already trained models, eliminating the need for costly
retraining. This ensures that both the computational invest-
ment in training and the utility of the model are preserved,
making it a highly attractive option for addressing privacy
concerns in generative models.

These studies highlight the dual role of memorization
in driving model performance and contributing to privacy
risks. Our work provides key insights into the memorization
behavior of self-supervised and generative models and the
associated privacy leakage. By localizing memorization, we
enable targeted mitigation strategies that address privacy
concerns while maintaining model utility.

4 Providing individualized privacy
guarantees

In traditional privacy-preserving ML, a single privacy level,
often expressed as a privacy parameter &, governs the pri-
vacy guarantees for the entire dataset. In the mathemati-
cal framework of differential privacy (DP), this parameter
upper-bounds the potential privacy leakage, with higher
values of € indicating greater leakage and lower values indi-
cating stronger privacy protection. However, this uniform
approach fails to account for the diverse privacy preferences
or requirements of individuals in the dataset. As a result,
in ML, to avoid violating anyone’s privacy preferences, the
strictest privacy requirement encountered in the training
dataset dictates the overall privacy level. As stricter privacy
requirements rely on the addition oflarger amounts of noise
during training, this degrades model performance.

To enhance model performance while respecting
individuals’ privacy preferences, I pioneered the concept
of individualized privacy in machine learning (ML). This
groundbreaking approach tailors privacy guarantees to the
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specific needs of each individual, overcoming the limita-
tions of traditional one-size-fits-all methods. I developed
both a theoretical framework and practical algorithms to
train ML models with individualized per-data point privacy
guarantees. In [8], I extended the PATE algorithm [9], one
of the two canonical algorithms for private ML, to support
individualized privacy. Specifically, I modified the noisy
knowledge transfer mechanism at the algorithm’s core to
allow data points to contribute varying amounts of infor-
mation, resulting in tailored privacy guarantees. Similarly,
in [10], I introduced two novel individualized extensions
to the widely-used DPSGD algorithm [11]. These extensions
adjust either the likelihood of individual data points being
included in training or the amount of information transmit-
ted through gradients, depending on their privacy prefer-
ences. This ensures that each data point’s unique privacy
requirements are met while introducing no computational
overhead in comparison to non-individualized training.
Both works include rigorous theoretical proofs verifying
the privacy guarantees and experimental results showing
that individualized privacy can improve the privacy-utility
trade-offs: by tailoring privacy levels, these methods utilize
data more effectively, enabling better model performance
while respecting individual privacy needs.

This work offers a new approach to privacy-preserving
machine learning by tailoring privacy guarantees to individ-
ual needs. It addresses the limitations of traditional privacy
frameworks and improves the balance between privacy and
utility. As a result, these methods enhance the applicability
and effectiveness of privacy-preserving ML in a variety of
real-world scenarios.

5 Ongoing and future work

My research vision focuses on integrating privacy into trust-
worthy ML systems with a strong emphasis on individual
protection. To achieve this, I have identified three key goals
and specific project directions that will drive my future
work and vision.

5.1 Goal 1: privacy in the age of foundation
models

The rise of foundation models, which undergo a two-step
process of pretraining and fine-tuning, presents new pri-
vacy challenges, particularly due to the complex interaction
between pretraining and fine-tuning data. To address these
challenges, I am focusing on the following key directions:
Direction 1: Privacy in Foundation Models. My goal is to
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investigate the novel privacy risks inherent in the pretrain-
ing and fine-tuning process. By thoroughly exploring this
emerging threat landscape, identifying potential sources
of leakage, and developing targeted, effective mitigation
methods, I aim to ensure that foundation models can be
applied safely in sensitive domains, thereby benefiting soci-
ety. Direction 2: Privacy Across Modalities. In addition, I
am interested in exploring privacy risks that extend beyond
single modalities. Many modern foundation models process
multiple modalities, such as combining text, images, or even
video. As a result, information about individuals may be dis-
tributed across these modalities. I seek to understand how
privacy can be assessed and protected across modalities,
and to develop effective defenses that preserve individuals’
privacy in these complex settings.

5.2 Goal 2: privacy and its interplay with
other aspects of trustworthy ML

My second major goal is to explore the tensions and syn-
ergies between privacy and other aspects of trustworthy
ML, such as fairness and robustness, and to leverage these
synergies for better-performing systems. Direction 1, Ana-
lyzing Trade-Offs hetween Privacy and Other Trustwor-
thy Aspects: I will continue [12], [13] to characterize the
trade-offs between privacy and other aspects of trustwor-
thy ML, such as fairness, robustness, and model utility. By
understanding these trade-offs more deeply, I aim to identify
how to mitigate negative impacts while maintaining privacy
guarantees. Direction 2, Joint Optimization: In prelimi-
nary work [14], [15], we are exploring methods for jointly
optimizing privacy, fairness, and utility, using approaches
such as game theory to find Pareto frontier solutions that
balance these aspects. Extending this line of work, my goal
is to design systems where privacy of individuals does not
have to come at the cost of fairness or performance.

5.3 Goal 3: governance and legal alignment
for privacy

Effective privacy governance ensures model deployment
aligns with privacy standards and regulations by establish-
ing clear documentation, monitoring, and accountability
throughout the model lifecycle. Direction 1, Privacy Gov-
ernance and Auditing Frameworks: I aim to develop gov-
ernance frameworks that provide comprehensive oversight
of privacy practices in ML systems. These frameworks will
identify and mitigate privacy risks, particularly concerning
sensitive data exposure and model memorization, while
offering tools to monitor real-world deployment impacts
and maintain compliance. Direction 2, Alignment with
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Legal and Regulatory Standards: Building on my experi-
ences at the intersection of technical and legal privacy risk
assessment [16], I plan to design tools ensuring ML systems
comply with regulations like the GDPR and support privacy
audits for legal contexts, enabling organizations to navigate
complex regulatory landscapes.

Overall, my efforts will lead to more socially reliable
ML systems that not only achieve high performance but also
respect and protect the privacy of individuals at every step
of their lifecycle.
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