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Abstract: There is a demand for a digital currency that
facilitates remote trading over the Internet and strives to
reduce external control, ensuring that transactions are
conducted only between authorized persons or parties
involved in the transfer. The financial sector has been sig-
nificantly impacted by cryptocurrency, or digital currency,
which brings new potential and challenges. The concept of
digital currency is thoroughly examined, as are its compli-
cated implications on various aspects of the economy.
Trading digital currencies via the Internet may be vulner-
able to theft and forgery due to the development of hacker
programs. Therefore, we proposed to design a new digital
currency and then built a 16 x 16 structure and filled the
matrix with random numbers within GF(251). We used the
random algorithm (Chun-Hui He’s iteration), then generated
four directions, and used polynomial equations for the pur-
pose of distributing powers between the parties in our future
complete system. The original matrix was encoded with the
photon sponge hash function after updating the S box by inte-
grating the algorithms (Chun-Hui He’s iteration, Mariorana—
McFarland method), and the results were good security mea-
sures (correlation coefficient, bijective property, balanced
criteria, completeness criteria, and strict avalanche criteria)
as well as the encryption and decryption time became faster
(0.0005202). The major objective is to design a new digital
currency system toward achieving security, scalability, and
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comprehensive adoption, looking into how it might improve
security, promote financial inclusion, and change the pre-
sent payment systems.
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1 Introduction

The main introduction of digital currency design refers to
the foundational principles and concepts behind creating
digital currencies. Digital currencies are virtual or electronic
forms of money that use cryptography for secure transac-
tions, decentralization for control, and rely on blockchain
technology or other distributed ledger technologies for
operation [1,2]. The development of currencies has wit-
nessed significant changes. After the exchange or barter
was the first commercial process between individuals and
societies, it developed to include bronze in the mining of the
first monetary coins. Then, it was followed by the entry of
both silver and gold in transactions, which are currently
known as currencies. By the end of the second millennium,
there was a significant surge in development. This led to the
transformation of commercial exchange tools into a digital
form, including the emergence of credit cards and specia-
lized applications designed for electronic payments, along
with their corresponding digital payment methods. The
financial sector experienced significant growth, leading to
the emergence of encrypted digital or digital currencies. The
trade volume of digital currencies had a significant surge
toward the end of the first decade of the twenty-first cen-
tury, reaching billions of US dollars. This increase in value
has made them a destination for electronic hacks and
piracy. For instance, the amount of one million US dollars
in digital currencies raises concerns about the feasibility of
protecting traders involved in this kind of currency [3,4].

8 Open Access. © 2024 the author(s), published by De Gruyter. This work is licensed under the Creative Commons Attribution 4.0 International License.


https://doi.org/10.1515/eng-2024-0050
mailto:cs.20.11@grad.uotechnology.edu.iq
mailto:monem.rahma@uoa.edu.iq
mailto:Hala.b.abdulwahad@uotechnology.edu.iq

2 =—— Asmaa A. Mohammed et al.

It is important to note that designing a new digital currency
requires careful consideration of various technical, eco-
nomic, regulatory, and societal factors [5]. The strengths of
our proposed system are as follows: 1. We used Chun-Hui
He’s iteration and the photon sponge hash function to
encrypt digital currency. 2. Direct interaction between users
without the need for financial intermediaries, which
increases the speed and efficiency of the exchange process
between them. 3. Encryption and decryption time is faster. 4.
Increased security ratio in our system due to the use of
highly complex. The weaknesses facing our proposed system
are as follows: 1. Adoption and acceptance: The new digital
currency may face challenges in adoption and acceptance
by users, institutions, or companies, which may affect its
value and use. 2. Security and fraud: The new digital cur-
rency may face challenges in terms of security and fraud,
especially in its early stages, which can affect customer’s
trust. Algorithm Research problems: Because of the different
aspects of life (commercial, industrial, agricultural, and
others) need to exchange wages between people, and the
exchange of wages (material) sometimes requires that it
be between the two sides only without a third party, such
as the bank or a specific supervisory authority, ie., the
exchange is independent, ie., the currencies are free to
exchange through the Internet and that they enjoy the
same advantages as paper currencies and coins. That is,
they have self-immunity against theft and forgery. Because
of these problems, therefore, we proposed designing a
digital currency that is electronically unrestricted and inde-
pendent between people without the need for a third party
and, at the same time, has immunity against theft and for-
gery. In our proposed system, a matrix of size 16 x 16 was
designed and filled with numbers within GF(251) and
randomly scattered with an algorithm (Chun-Hui He’s
iteration) to increase randomness and security. Then, we
generated from the original matrix four matrices (top,
bottom, right, and left) for the purpose of distributing
powers in our complete future system. Next, we encoded
the random matrix with an algorithm (photon sponge
hash function) by updating the S box by merging two algo-
rithms (Chun-Hui He’s iteration and Mariorana-McFarland
method) for the purpose of increasing randomness and com-
plexity and the proposed method gave higher randomness,
as well as the time of encoding and decoding became faster.

The remainder of this article is structured as follows:
Related works are explained in Section 2. Section 3 deals
with digital currencies with advantages, challenges, and
design types of digital currencies. The random algorithm
for Chun-Hui He’s iteration is highlighted in Section 4.
The topic of hash function is explained in Section 5. The
Mariorana-McFarland method is explained in Section 6.
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Finally, the proposal system of digital currency design is
discussed in Section 7.

2 Related studies

Technology and finance practitioners, as well as researchers,
are interested in the design of digital currencies. Research
Gate, Google Scholar, and Google as a large library were
searched.

Nakamoto [6] initially created Bitcoin to address the
problem of double spending associated with e-accounts
since digital currencies could be transferred between users
without enabling the user to copy, transfer, and spend
electronic currency twice.

Hineman and Blaum [7] presented an approach for
accelerating and simplifying the encoding in Shamir’s
secret-sharing approach by eliminating the need for sym-
bols to be distinguishable at most a predetermined dis-
tance apart. Furthermore, this process is accelerated by
using array codes based on XOR operations instead of
Reed-Solomon codes.

A cryptocurrency wallet (Bitcoin wallet) for Android
0S was developed and carried out by Khan et al. [8] with
the use of a secure private key storage method (“Cold
Wallet”) and an Android application based on QR codes.
Because of its benefits in integrating Blockchain with IoT,
Ghalwesh et al. [9] depended on the hyperledger project to
maximize security in the two monitoring and storage opera-
tions. In order to reduce such time complexity, Mbaye et al
[10] devised two parallel approaches that rely on distributed
systems and GPUs. We were able to reduce time complexity
and enhance the algorithms with the aid of the distributed
approach.

Garratt et al. [11] examined the consequences of uti-
lizing commercial banks of different sizes in the introduc-
tion of a central bank digital currency (CBDC). They focused
on two aspects of CBDC design: payment simplicity and
interest rate. These traits reflect currencies’ qualities as a
store of value and medium of trade. Payment simplicity is an
overlooked aspect of CBDC design that interacts with the
financial benefits of interest payments. A sufficiently high
convenience value of a CBDC could enhance the transmis-
sion of monetary policy.

Kakebayashi [12] concluded that CBDC could address
problems with the value-added tax (VAT) system while
preserving its efficacy, simplicity, and fairness. According
to the report, CBDCs have the potential to significantly alter
public financing overall, but their design and acceptance
should not be determined solely by how they could impact
the tax system, as shown in Table 1.
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3 Digital currency

Digital currency is issued through private parties and
exclusively flows through the Internet instead of govern-
ment-issued money circulating through traditional banks
and financial organizations. While it shares certain char-
acteristics with bank transfers, digital currency transactions
are not burdened by high fees, fraudulent chargebacks, or
protracted wait times for cleared funds, whereas those
involving bank accounts and credit cards [13]. A digital
representation of value that could be transferred, stored,
or traded electronically is called a digital currency. The
public authority or central bank does not issue it. It is not
a fiduciary currency-linked payment. The fact that indivi-
duals accept it as a form of payment strengthens it [14,15].
Digital currencies are described as a digital representation
of a value by the European Banking Committee. It is a form
of payment accepted via legal and ordinary persons, not
issued through a central bank or public authorities, is not
always associated with a particular currency, and may be
transferred, stored, and traded electronically. Virtual fake
currencies made up of digital codes that could be kept on a
network or hard drives are called digital currencies. It is
challenging to keep track of the selling and buying activities
on the Internet or even identify the owners of such currencies
because their value depends on demand and supply [16,17].

traditional financial transactions. Weaknesses: concerns about user privacy
and data security remained, prompting discussions around implementing

Strengths: digital currencies continued to drive innovation in decentralized
robust privacy solutions in digital currencies

applications, smart contracts, and NFTs, expanding their utility beyond

Strengths and weaknesses

3.1 Characteristics of electronic currency

systems
o e 1. Digital: Electronic currency exists only in digital form
g— {‘,,i and is stored, transferred, and verified electronically.
§ é’ 2. Decentralized: Most electronic currency systems do not
= = have a central authority or intermediary, such as a
bank, that controls the system.
3. Cryptographic: Electronic currencies use complex cryp-
= %‘ tographic algorithms to secure transactions and prevent
E<| fraud.
S 3|2 4. Limited supply: Many electronic currencies have a limited
supply, meaning that a finite number of units could be created.
= 5. Peer-to-peer: Users of E-currency systems can frequently
35’ - and directly interact with one another, bypassing the
"qo: :;:_: g requirement for a central intermediary [18,19].
53|8
3 3.2 Challenges encountered by electronic
s |E currency systems
% E £ § It is important to consider in relation to some factors
i g2 = before sharing confidential or personal information with
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the customer. Similarly, different types of businesses face

the same cultural challenges when both cultural adapta-

tion and assimilation are done [20,21].

1. Security: E-currency systems are just as vulnerable to
cyberattacks as any other financial system.

2. Scalability: E-currency systems will face inconvenience
when they get overwhelmed by the high volume of
transactions due to the problems that they encounter
while they are growing in popularity.

3. Volatility: the challenges that user experience to deter-
mine the value of their digital assets are a result of the
magnitude and the rate at which E-currencies value
fluctuates.

4. Regulation: Things can be complicated for the authorities
as this type of financial system can be difficult to monitor,
resulting in profit profiteering by illegal operators who
launder and carry out their illegal activities.

5. Integration with traditional financial systems: To colla-
borate electronic money systems with the standard
financial systems may be tedious, as in the exercising
of the traditional bank networks and the credit card
systems [22].

3.3 Types of digital currency

Many types of digital currencies are available today, and

some of the most common variants are listed as follows:

1. Cryptocurrencies: Cryptocurrencies are virtual money
systems that primarily use blockchain networks and
cryptography technologies as their foundation: Bitcoin,
Litecoin, and Ethereum.

2. Stablecoins: Stablecoins are a sort of digital money that
ties the price of each coin to one particular item or a
basket of related assets, thereby ensuring that the value
of each coin remains stable. Ones anchored to a fiat
currency, like the United States Dollar or Euro.

3. CBDCs: Digital currencies known as CBDCs are produced
and controlled by central banks. CBDCs are centralized
and administered by the issuing central bank, in con-
trast to decentralized cryptocurrencies. The goal of
CBDCs is to provide the advantages of digital currencies
without sacrificing control over monetary policy and
financial stability [23].

4. Utility tokens: Utility tokens are digital assets generated
by projects or companies that are used to grant access to
their products or services. Such tokens are mainly
employed within a given ecosystem to allow for pay-
ments, utilization of features, and participation in the
system’s governance. Here, we have BNB (Binance Coin)
and LINK (Chain-link) to cite.
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5. Security tokens: Security tokens are used to represent
ownership in underlying assets like real estate, stocks,
or commodities. These tokens are subject to security
regulations and provide investors with rights and ben-
efits, such as dividends or voting rights. Security tokens
aim to digitize traditional financial assets, enabling
more efficient trading and ownership transfer [24].

6. These are some of the main types of digital currencies
available today. Each type serves different purposes and
offers distinct features within the digital currency land-
scape [25,26].

4 Chun-Hui He’s iteration

The variant method of He Chun-Hui based on iteration
belongs to the class of iterative computing algorithms for
solving nonlinear equations and optimization problems.
The main purpose of this technique is to solve nonlinear
functions and obtain their roots or mains. The method
involves an iterative algorithm, which allows the original
solution to be updated by small adjustments and conse-
quently leads to a desired precision level.

The main definition of Chun-Hui He’s iteration method
can be summarized as follows:

Given a nonlinear equation fix) = 0, where x is the
variable to be solved for, the iterative update rule for
Chun-Hui He’s method is as follows:

Xn+1 = Xn — f(Xn) ,
f )
where Xx,, is the current estimate of the root or minimum, F(x,)
is the value of the function at (x,), and F(x,) is the derivative of
the function with respect to (x) evaluated at (xy).
The main algorithm of Chun—Hui He’s iteration method
can be summarized as follows:

1. Start with an initial guess (x) for the root or minimum.

f )

I O)
until reaching the minimum (convergence) or max-
imum number of iterations.

3. To make sure how convergence is attained, one has to
check whether the convergence criteria are met (for
example, the absolute or relative difference between con-
secutive iterates is less than some specified threshold
value or the function value is close to zero).

4. In the case of convergence, the current iterate (x,) is
taken as the approximate root for the included function.
This method operates on the basis of Newton’s method
and it is particularly eloquent for functions with smooth
and well-behaved derivatives. However, it may exhibit
convergence issues for functions with complex behavior

()

2. Implement a loop with the update rule x;.1 = x, —
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or near singularities. Proper initialization and conver-
gence criteria are important aspects to consider when
applying Chun-Hui He’s iteration method [27-29].

5 Sponge hash function

Megha Mukundan et al. created the cryptographic construc-
tion known as a sponge [30]. It uses an iterated model, pro-
cessing r bits regarding a message block to produce n bits of
output from a state S of b bits. The width of the permutation,
or b =r + ¢ 2 n, represents the sponge state’s size. In the
sponge state, the b bits undergo a permutation ab. The mes-
sage block size or rate is denoted by the Algorithm 1.

Algorithm 1: Photon sponge structure

Input: data input or message

Output: hash blocks

parameter r, whereas the capacity is denoted by the
value c [30,31].

Begin

Step 1: In order to make the input length an integral
multiple of r, the data input, or message, is padded by
adding a 1bit and as many zeros as necessary.

Step 2: An internal ¢-bit state made up of an r-bit rate
and a c-bit capacity.

Step 3: The permutation P is applied to the t-bit state
after mi is XORed with the rate component of the internal
state for each of the i iterations.

Step 4: For the squeezing phase, the internal state is
divided into 7 and ¢ sections, which may differ in length
from r and c. This phase produces a sequence of I r’-bit
hash blocks z0,., zj-1, zi < P(zi-1)

There are 12 rounds of four stages in the permutation:

1-AddConstants: The first column of the matrix is
XORed with round constants.

2-SubCells: An S-box performs the step of mapping
each entry in the matrix by a new value.

3-ShiftRows: Each row’s cell positions are flipped.

4-MixColumnsSerial: Using this function, each column
is individually mixed linearly [32-34].

End.

6 Maiorana-McFarland algorithm

S-boxes can be created using the Maiorana-McFarland
algorithm, which is mostly applied to symmetric-key cryp-
tography methods like block ciphers [35]. The algorithm’s
goal is to produce S-boxes that have advantageous crypto-

DE GRUYTER

graphic characteristics, like strong non-linearity and resi-
lience to cryptanalysis methods [36-38].

Let n be an even positive integer, “f Z," - * Z,” a
function and denote the m output coordinate functions of f
by “f= (fl,..., fm).” Assume that every “fi,i=1,2, .., m isa
Maiorana function, i.e., has the form “fi(x) = fi(x1, x2) = mi
(x1). xz + gi(xD), P” where mi is a permutation of the space Z,!
and g, is a function from Z," to Z,™. Then, f= (f1, f2, ..., fm) is
perfect nonlinear if every nonzero linear combination of
the permutations “xi, i = 1, 2, ..., m” is again a permutation
of “Zp;” [39,40).

7 The proposal system for the
digital currency design

Algorithm 2: Proposal system for the digital currency
design

Input: Array of numbers, size 16 x 16

Output: SHA-256 hash for each cell in the array

Begin

Step 1: Create a 16 x 16 array of numbers.

Step 2: Fill the array with random numbers in the
range of GF(251) using the logistic map random algorithm.

Step 3: Determine the interconnections for each cell by
specifying the 1-Top, 2-Down, 3-Left, and 4-Right connections.

Step 4: Determine the value of the top (1) neighbor for
the first cell [0, 0] and assign it to the finite set (X?) as the
top value.

Step 5: Determine the value of the down (1) neighbor
for the first cell [0, 0] and assign it to the finite set X2 +1) as
the down value.

Step 6: Determine the value of the left (<) neighbor for
the first cell [0, 0] and assign it to the finite set (x + 2) as the
left value.

Step 7: Determine the value of the right (=) neighbor
for the first cell [0, 0] and assign it to the finite set (x + 1) as
the right value.

Step 8: Apply the SHA-256 hash algorithm to each cell
in all four directions (Top, Down, Left, and Right).

Step 9: Return the hash value after replacing the S box
of the photon sponge with the coupled Chun-Hui He’s
iteration and Maiorana-McFarland S box for each cell.

End

1-Build structure size 16 x 16.

2-Fill the structure with random numbers within the
Galois field (GF) 251 using the Chun-Hui He’s iteration
random algorithm, which can be seen in the next array.
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14 10 3 2 11 100 200 209 88 99 12 8 7 0 0 1
2 244 233 230 44 23 97 49 66 65 21 233 23 54 67 78
34 76 89 09 12 56 23 32 45 54 67 90 10 2 9 4

5 4 88 77 45 23 19 200 80 33 67 59 34 76 49 90
41 31 44 51 81 3 2 10 68 99 87 4 3 66 33 12
22 32 24 36 48 5 9 12 22 47 88 98 36 34 23 53
23 97 49 89 09 12 23 97 49 66 12 8 7 0 0 1

56 23 32 88 77 43 56 23 32 45 21 233 23 54 67 78
23 19 200 44 51 66 23 19 200 80 67 90 10 2 9 4

3 2 10 24 36 76 3 2 10 68 67 59 34 76 49 90
12 8 7 0 0 1 23 97 49 66 87 4 3 66 33 12
21 233 23 54 67 78 23 97 89 09 89 98 36 34 23 53
67 90 10 2 9 4 56 23 88 77 88 97 67 90 89 09
67 59 34 76 49 90 23 19 44 51 44 23 67 39 88 77
87 4 3 66 33 12 3 2 24 36 24 19 87 4 44 51
88 98 56 34 23 53 23 97 89 09 89 2 67 90 24 36

3-For each cell, we specify four directions: top, down,
right, and left. Then, apply the finite set operations for each
direction.

1. top (the top of row 0 is row 15) Top in index 0.0 is 88,
then apply finite set operation x2

We select five cells to check:

Top [0, 0] = (88*88) mode 251 = 214

Top [0, 15] = (36*36) mode 251 = 41

Top [0, 3] = (34*34) mode 251 = 152

Top [0, 6] = (23*23) mode 251 = 27

Top [0, 8] = (89*89) mode 251 = 140

Then, this operation is applied to all cells.

The resulting array is as follows:

214 66 124 152 27 48 27 122 140 81 140 4 222 68 74 41

196 100 9 4 121 211 91 7 214 12 144 72 49 0 0 1
4 49 73 190 179 27 122 142 89 209 190 73 27 155 222 60
152 3 66 81 144 124 27 27 17 155 222 68 100 4 81 16

25 16 214 156 17 27 110 91 341 85 222 218 152 3 142 68
175 208 179 91 35 9 4 100 106 12 39 16 9 89 85 144
233 20 74 41 45 25 81 144 233 201 214 66 124 152 27 48

27 122 142 140 81 144 27 122 142 89 144 64 49 0 0 1
124 27 20 214 156 92 124 27 27 17 190 73 27 155 222 60

27 110 91 179 91 89 27 110 91 125 222 68 100 4 81 16

9 4 100 74 41 3 9 4 100 106 222 218 152 3 142 68
144 64 49 0 0 1 27 122 142 89 39 16 9 89 85 144
190 73 27 155 222 60 27 122 140 81 140 66 124 152 27 48
222 68 100 4 81 16 124 27 214 156 214 122 222 68 140 81
222 218 152 3 142 68 27 110 179 91 179 27 222 218 214 156

39 16 9 89 85 144 9 4 74 41 74 110 39 16 179 91

2-Down (the down of row 15 is row 0)
Down 14 is 2, then apply finite set operation x2 + 1
We select five cells randomly to check:
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Down [15, 0] = (14*14) + 1 mode 251 = 197
Down [15, 15] = (1*1) + 1 mode 251 = 2
Down [0, 2] = (233*233) + 1 mode 251 = 74
Down [10, 3] = (0*0) + 1 mode 251 =1
Down [0, 5] = (23*23) + 1 mode 251 = 28
The resulting array is as follows:

5 50 74 191 180 28 123 143 90 210 191 74 28 156 223 61
153 4 141 82 145 125 28 21 18 156 223 69 101 5 82 17
26 17 215 157 18 28 11 92 126 86 223 219 153 4 143 69
176 209 180 92 36 10 5 101 109 13 40 17 10 90 86 145
234 21 75 42 46 26 82 145 234 202 215 67 125 153 28 49
28 123 143 141 82 145 28 123 143 90 145 65 50 1 1 2
125 28 21 215 157 93 125 28 21 90 191 74 28 156 223 61
28 11 92 180 92 90 28 111 92 126 223 69 101 5 82 17

10 5 101 75 42 4 10 5 101 107 223 219 153 4 143 69
145 65 50 1 1 2 28 123 143 90 40 17 10 90 86 145
191 74 28 156 223 61 28 123 141 82 141 67 125 153 28 49
223 69 101 5 52 17 125 28 215 157 215 123 223 69 141 82

223 219 153 4 143 69 28 11 180 92 180 28 223 69 215 157

40 17 10 90 86 145 10 5 75 42 75 111 40 17 180 92
215 67 125 153 28 49 28 123 143 82 143 5 123 69 75 42
197 101 10 5 122 212 92 8 215 13 145 65 50 1 1 2

3-Left (the left of column 0 is column 15)

Left 14 is 1, then apply finite set operation x + 2
Left [0, 0] = (1 + 2) mode 251 =3

Left [0, 1] = (14 + 2) mode 251 = 16

Left [15, 0] = (36 + 2) mode 251 = 38

Left [6, 0] = (1 + 2) mode 251 =3

The resulting array is as follows:

3 16 12 5 4 13 102 202 211 90 101 14 10 9 2 2
80 4 246 235 232 46 25 99 51 68 67 23 235 25 56 69
6 36 78 91 11 14 58 25 34 47 56 69 92 12 4 11

92 7 6 90 79 47 25 21 202 82 35 69 61 36 78 51
14 43 33 46 53 83 3 4 12 70 101 89 6 5 68 35
35 24 34 26 38 50 7 11 14 24 49 90 100 38 36 25

3 25 99 31 91 11 14 25 99 51 68 14 10 9 2 2
80 38 25 34 90 79 45 38 25 34 47 23 235 25 56 69
6 25 21 202 46 53 68 25 21 202 82 69 92 12 4 11

11 5 4 12 26 38 78 5 4 12 70 69 61 36 78 51
14 14 10 9 2 2 3 25 99 51 68 89 6 5 68 35
35 23 235 25 36 69 80 25 99 91 11 91 100 38 36 25
1 69 92 12 4 11 6 38 25 90 79 90 99 69 92 91
79 69 61 36 78 31 92 25 21 46 53 46 25 69 61 90
53 89 6 5 68 35 14 5 4 26 38 26 21 89 6 46

38 90 100 58 36 25 55 25 99 91 11 91 4 69 92 26
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4-Right (the right of column 15 is column 0)
Right [0, 0] is 10, then apply finite site x + 1
Select cells randomly to check:

Right [0, 0] = (10 + 1) mode 251 = 11

Right [0, 1] = (3 + 1) mode 251 = 4

Right [1, 0] = (244 + 1) mode 251 = 245
Right [0, 14] = (1 + 1) mode 251 =2

Right [0, 15] = (14 + 1) mode 251 = 15

The resulting array is as follows:

Improvements in the randomness and security of digital currency =— 9

11 4 3 12 101 201 210 89
245 234 231 45 24 98 50 67
77 90 10 13 57 24 33 46

5 89 78 46 24 20 201 81
32 45 52 82 4 3 1 69
33 25 37 49 6 10 13 23

98 50 90 10 13 24 98 50
24 33 89 78 44 57 24 33

20 201 45 52 67 24 20 201
3 1 25 37 77 4 3 11

9 8 1 1 2 24 98 50
234 24 54 68 79 4 98 90
91 11 3 10 5 57 24 89
60 35 477 50 91 24 20 45
5 4 67 34 13 4 3 25

99 57 35 24 54 24 98 90

100 13 9 8 1 1 2 15
66 22 234 24 55 68 79 3
35 68 91 11 3 10 5 35
34 68 60 35 77 50 91 6

100 89 5 4 67 34 13 42
48 89 99 57 35 24 54 23
67 13 9 8 1 1 2 24
46 22 234 24 55 68 79 57

81 68 91 11 3 10 5 24
69 68 60 35 77 50 91 4
67 88 5 4 67 34 13 13
10 90 99 57 35 24 54 22
78 89 98 68 91 90 10 68
52 45 24 68 60 89 78 68
37 25 20 88 5 45 52 88
10 90 3 68 91 25 37 89

4-Apply the hash function for each cell after replacing
the S-box of the photon sponge hash function with the S-
box constructed using the Maiorana—McFarland algorithm.
We need to define a new S-box using the Chun-Hui He’s
iteration and the Maiorana-McFarland method and inte-
grate it into the photon sponge hash function, the result
after replacing the S box of photon with the S box of MM.

Hash = f (top, down, left, right)
Cell [0, 15] = (41, 61, 2, 15)

SHA-256(41, 61, 2, 15) = 2ds43d61ccf89b7bb57e3d021b0-
da5ala6el7a8a85b6ce890ae988af52050940

Cell [15,15] = (91, 36, 26, 89)

SHA-256(91, 36, 26, 89) = 451a3ella7a4c684758d1c065f-
daf737e56bla2bfc6bfa7c1b92561beeb67dof

8 Results and discussion

The proposed system is compared with the traditional
photon hash function n and photon hash function proposal

algorithm according to several evaluation criteria men-
tioned. Tables 2 and 3 show this comparison.

As shown in Tables 2 and 3, the new method has pro-
duced more randomness and security than the standard
photon sponge hash function. To enhance security and
prevent forgery and replication attempts, the proposed
digital currency employed a random (Chun—Hui He’s itera-
tion) filling method to populate the matrix structure. We
established interconnections from all directions (Top,
Down, Left, and Right) and applied equations from the
finite set to derive the values. Additionally, we utilized a
hash function (SHA-256) that took the four directions as
inputs. This approach strengthened the currency’s resis-
tance against fraudulent activities and unauthorized dupli-
cation. The proposed system gave better results than the
traditional photon sponge hash function, and the encryp-
tion and decryption time was less.

9 Conclusion and future work

Designing a new digital currency requires addressing various
challenges, such as scalability, security, decentralization, user
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Table 2: NIST Test Suite comparison between standard photon hash function and modified photon hash function

Test No. Statistical test name Standard photon Modified Photon
P-value Status P-value Status

1 Approximate entropy 0 Fail 0.421 Pass
2 Block frequency 0.050 Pass 0.556 Pass
3 Cumulative sum 0.876 Pass 0.786 Pass
4 Discrete Fourier transform 0.662 Pass 0.832 Pass
5 Frequency 0.433 Pass 0.671 Pass
6 Linear complexity 0.543 Pass 0.852 Pass
7 Longest run 1.000 Pass 1.000 Pass
8 Non-overlapping template 0.326 Pass 0.474 Pass
9 Overlapping template 0.025 Pass 0.222 Pass
10 Random excursions 0 Fail 0.659 Pass
n Random excursion variant 0 Fail 0.399 Pass
12 Rank 0 Pass 0.228 Pass
13 Runs 0.132 Pass 0.723 Pass
14 Serial 0 Fail 0.743 Pass
15 Universal 0.044 Pass 0.322 Pass

Table 3: Compression between the standard photon sponge hash
function and the modified Photon sponge hash function

Security metrics Traditional Present proposal
present

1 - correlation coefficient ~ -0.122251573 -0.30287

2 - entropy of plain text 0.395537806 0.20062288645

3 - entropy of cipher text ~ 0.974489403 0.9936507

4 - bijective property False True

5 - balanced criteria False True

6 - completeness criteria  False True

7 - avalanche criteria 60 64

8 - strict avalanche 64 64

criteria (SAC)

9 - encryption time 0.000996828 0.000520229339

10 - decryption time 0.001009703 0.001325607299

adoption, and regulatory compliance. We designed a structure
size of 16 x 16 and distributed the numbers randomly using an
algorithm (Chun-Hui He’s iteration) to increase randomness.
Then, we generated four matrices, each matrix representing
the direction (top, down, right, and left), and then encoded
the arrays using the (photon sponge hash function) algo-
rithm. Then, we updated the S-box by merging algorithms
(Chun-Hui He’s iteration and Maiorana—McFarland) for the
purpose of increasing randomness and security so that the
theft and forgery process is difficult. A cipher’s crypto-
graphic characteristics, especially its non-linearity, diffu-
sion, and resistance to cryptanalysis, can be improved
by combining the Maiorana—McFarland and Chun-Hei He’s
iterations. While Chun-Hei He’s iteration can improve the

confusion and diffusion qualities through its iterative proce-
dure, the Maiorana—McFarland transformation increases non-
linearity by altering the Boolean function representation.
When these two methods are used together, the resulting
cipher can function more efficiently and with greater security
than when they are used separately. The cipher is also more
appropriate for secure data transport and storage applica-
tions since the combination of these iterations can offer
more resilient protection against different cryptanalytic
attacks. Future studies could involve improving technical
aspects of digital currency, enhancing privacy and security,
investigating user experience and adoption as well as
improving regulatory framework.
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