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Abstract:With the continued exponential growth of digital
images, concerns about the security and confidentiality of
visual data have increased. In this session, a new devel-
oped approach was presented for image security and
confidentiality by taking advantage of deep learning (DL)
technology and producing data hierarchies. Due to the
development taking place in the field of images and the
large circulation of them through modern applications, it
has become necessary to maintain their security. DL tech-
nology was used to encrypt and decrypt images, and based
on hierarchical variables to complicate the encryption pro-
cess. Convolutional neural networks are used in automatic
learning to extract hierarchical features from an image,
and to ensure adaptability, the model is trained on a
variety of images. In order to encrypt the image, multi-
layered hierarchical processes are used, and there are
layers added during the work for complexity and to thwart
attacks. Manipulating the layers of the neural network in a
hierarchical manner to benefit from the outputs of the
layers in feedback reflects the importance of the contribu-
tions here. Likewise, scattering the columns and rows of
the image in a descending or ascending manner increases
the efficiency of the contribution in this study. The use of
hierarchical parameters facilitates encryption and decryp-
tion for authorized users. The evaluation of the research
was conducted using established picture metrics and com-
pared to pre-existing encryption techniques. The experi-
mental findings substantiated the efficacy of the proposed
approach in upholding image security, with the inclusion

of hierarchical information further bolstering its ability to
thwart attacks. Consequently, it emerges as a very pro-
mising strategy for ensuring image security. The proposed
method is a significant advancement in creating an image
security strategy using DL and a hierarchical variable crea-
tion process. The study provides a good and adaptable
solution to evolving image security challenges in the digital
age.
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1 Introduction

Despite the tremendous growth of digital images today and
the many applications that use these images, the security
and integrity of information security must be highlighted
as a priority in the digital environment [1]. The various
advances in image processing technology, which are spread
through social media and data transmission processes, were
either medical or any other field with an urgent need to
maintain their security. This study presents a new image
encryption system based on deep learning (DL), based on
hierarchies of random values in encryption.

Traditional image encryption methods have relied, for
a long time, on traditional encryption algorithms. The
effectiveness of these algorithms has diminished over
time and in the face of increasingly sophisticated cyber
threats [2]. In response to this, our proposed scheme takes
a serious step forward by harnessing one of the artificial
intelligence (AI) algorithms, namely, DL algorithms, and it
is considered a model that has proven unparalleled success
in various tasks, especially for applications that rely on
images such as recognition and analysis [3]. Many media
are circulated on the Internet, and information is trans-
mitted through or through them. Pictures have become
one of the most important media nowadays, especially
since the spread of social media. The security of images
is a must, as it is the most important means of transferring
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confidential data. Therefore, the security of images is the
basic matter in our current study.

In our proposed approach lies the strategic integration
of hierarchical parameters that are generated and derived
from a deep neural network (DNN). These parameters
depend on complex image features and analyze them at
multiple levels of abstraction, starting from the lowest
pixel level up to the semantic structure level. The hierarch-
ical process leads to increased complexity in the encryption
process and also enhances security by addressing features
that are publicly visible. These features have one thing in
common, which is to reveal an encrypted image that is very
secure.

It is clear that DL plays an effective role in maintaining
image security in various fields. Many applications include
detecting forged and potentially tampered images. In addi-
tion to protecting copyrights in some cases, the process of
revealing confidential information contained in the image,
and in some cases diagnosing the image, leads to revealing
a lot of information. DL helps hide the basic identity of
images and the integrity and security of the information
inside them, in addition to detecting potential attacks and
verifying the authenticity of the digital content in the
image. Through this, we see the importance of deep educa-
tion in maintaining image security. For this reason, the
researchers in the literature considers the image security
in AI algorithms.

In our modern era, there has been a rapid increase in
the transmission of digital images via the Internet. In this
regard, the sender expects the transmission channel to be
secure in transmission and free of any security threat that
may occur to the image, but it is not possible to predict the
reliability of the transmission [4]. The increase in auto-
mated education technologies has led to increased con-
cerns about data security in various fields [5]. In terms of
privacy, the world has become in need of protecting the
security of its data, and the more data there is, the greater
its security responsibility. Digital images contain large
data, represented by data related to the juxtaposition of
pixels. Traditional encryption techniques such as Data
Encryption Standard and Advanced Encryption Standard
(AES) are not suitable [5].

In order to protect the personal data of individuals
passing through communication networks, many efforts
have been made to find solutions that provide image
security, and this protection is through many different
techniques of encryption, shorthand, and image authenti-
cation. Recently, DL has played a vital role in this issue in
terms of discovery and segmentation: images, style transfer,
image reconstruction, and image compression [6]. Of all the
above, image security using DL has captured the attention of

researchers and has achieved significant progress in this
field.

Traditional encryption systems rely mainly on chaos,
according to the known characteristics of encryption.
Initially, the chaotic cryptosystem was first proposed by
Matthews in 1989 [7]. After that, several designs for image
encryption systems based on chaos [8,9] were proposed.
Then, many techniques that depend on chaos and DNA
coding were encrypted: wavelet transforms, etc. Encryption
systems are a combination of propagation and switching
rounds. The arrangements of pixel locations are arranged
randomly, which is useful to avoid statistical attacks. In this
case, the image is in the form of a scatter and does not
contain any information, and then, the pixel values are
modified using secret keys, which is the basis of the encryp-
tion process [10].

DL includes a lot of characteristics in its non-linear
structure and its ability to learn [11]. Much effort has
been made in the past to link DL to encryption, especially
digital images. It is still in its infancy, which is why it
encouraged researchers in this direction. This article sum-
marizes some important works in the literature related to
DL and image encryption systems and understanding their
similarities. This study also describes the development of
DL used in image encryption, summarizes a good portion
of that research, compares the methods used, and men-
tions the pros and cons of each of the methods [12].

In this study, an image encryption system based on a
new chaotic map using DL and key generation is proposed.
Through a deep convolutional neural network (CNN), a
public key for a new chaotic map was generated, and the
new contributions of the proposed study can be confirmed
as follows:

A new method for generating encryption keys using
CNN has been proposed.

A new sequence of the chaotic map was proposed
using hierarchical variables produced through a DNN.

2 Related work

Image security is extremely important in protecting images
and not tampering with them except by authorized parties.
Among the security systems is encryption, which is consid-
ered the basis for image security due to the sensitivity of
images. Images enter a wide range of fields and applica-
tions, so researchers are interested in the security of this
information. Images are important in the medical, military,
and financial fields, so security measures must be taken,
and this is what has been suggested in the literature to
protect the security of digital images. Many techniques
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have been used to maintain the security of images, including
traditional methods, including statistical methods, and
many algorithms proposed in the past, but among the
most important of these methods are the methods that
rely on AI and its algorithms, including DL algorithms.

Many researches have been proposed in the literature
regarding DL and its role in image encryption. [13] They
proposed a secure method for generating keys that has a
relatively lower latency than its counterparts, and it
worked well. They used variable methods to change the
pixel value in the image and used Fibonacci to fool the
hacker into the value inside the pixel [14]. A dynamic
authentication method was proposed by Sathyadevan
et al. [15], which adopted dynamic encryption and a preci-
sion measure in producing the security key. A combination
of DNA sequencing and DL is used to generate an encryp-
tion key that increases the security of the process and also
increases the chaos of the encrypted image [16]. Nonlinear
systems such as chaotic systems have also been used to
encode images using their unique computational proper-
ties, unpredictability, and randomness. In terms of key
generation [17], a new seed generator was adopted based
on the sensor and to increase the accuracy of the encryp-
tion, which allowed the combination of a hybrid graph and
an algorithm that works to increase the chaos of the image.
A very chaotic system based on beta functions was pro-
posed, which was used to create a complete chaotic chain
that mixes the locations of pixels in the image, leading to
the loss of the relationship between the original image and
the encoded image [18]. The Arnold chaotic sequence was
also used to create the private encryption key and thus was
used to encrypt the image, using the improved AES algo-
rithm and the keys that were used to generate the chaotic
system [19]. An algorithm has been proposed to stand up to
brute force attacks, which works to generate random num-
bers to increase the complexity of encryption in the image
and chaotic mapping, as the key that is generated with a
large area helps in designing a very false environment [20].
A method based on repeated random generation controlled
by a DL algorithm was proposed to find the best encryption
key generation sequence [21]. The best algorithms use mul-
tiple patterns that are close to mathematical formulas,
which produces an encrypted image that is complex but at
the same time consuming time and computer resources [22].

2.1 Research gap

The research gap in determining the use of DL in main-
taining data security is identifying previous techniques
and areas where methodologies may be deficient and

need further development. One of these gaps is that DL is
able to detect image security manipulation faster and more
accurately, especially complex images that are vulnerable
to attacks and forgery, which traditional methods may not
be able to keep up with. In addition, DL has proven itself in
many fields due to its ability to predict through training
and testing, so it is worthwhile to develop a method to deal
with image security. Another important gap is that DL is
able to give more reliable and reliable results, especially
when developing and hybridizing DL algorithms.

2.2 Image encryption with DL

Many techniques were used in traditional image encryp-
tion, including chaotic sequence techniques, which were
used as a key to the encryption secret. The encryption
system basically consists of changing the positions of pixels
in the encrypted image as well as changing the value of the
pixel as a numerical value [23]. Recently, AI techniques
have been used, including DL technology, to encode images.
According to Figure 1, the number of studies that considered
DL in image encryption is estimated, from 2018 until 2023,
and efforts are still continuing in this direction.

Encryption of the image is carried out by convolution
of the regular image. The convolution kernel is updated
through the chaotic sequences of a specific chaotic map,
and this work does not require training for the encryption
to be effective [24]. Confusion and diffusion process through
which images are encoded by the permutation process, and
the convolution kernel for the convolutional network is cre-
ated and the sequence required for the scrambling process
is obtained. Thus, the propagation process is carried out
through XOR operation with chaotic sequences. Encryption,
in general, consists of combination, switching, and diffusion.
The large key space is one of the basics of the success of the
encryption process [25]. The encrypted image is also
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Figure 1: Publishing research in the literature.
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obtained through discrete Fourier transform (DCT) opera-
tions, and in this type of encryption, chaotic operations
are the main key in the encryption process. Encryption
using DL sometimes requires a generative adversarial
network (GAN) cycle to create an encryption key. For
certain images, the key is private through a network
and with the help of XORed with the original image. In
this case, encryption is the best means of defense against
brute force attacks. XOR operations are well known on bit
locations of a single pixel and are often associated with
DL algorithms. Table 1 summarizes the most important
studies in the literature.

Encryption is an effective process for images and is
considered highly secure, and there are AESs that are
relied upon [36]. There is a reliable property in encryption,
which is the property of pseudo-randomness, and the sen-
sitivity of the initial value in the chaotic map as well as the
interaction, and the chaotic maps are the sequences that
generate the key for encryption. Many researchers have
proposed methods for encrypting various types of images
such as medical, military, and engineering. The main
stages that image decryption goes through are the mixing
stage and the masking stage. Chaotic maps are used to mix
the components of the input image and thus hide them,
and as for the mixing, it is carried out in new innovative
ways for each approach and thus works to create a map
that can only be solved by the encryption key.

2.3 DL

The progress in analyzing information and contemporary
technology, including big data (high-quality image pixels),

satellite imaging, and powerful computing devices, has
facilitated the development of algorithms that use machine
learning (ML) to understand complex systems and their
information patterns [27]. ML allows machines to acquire
information through diverse means, while being limited by
likely developers or constrained rules [28].

DL is a sort of ML that focuses on obtaining useful data
out of images, audio, and texts. DL refers to a method that
uses multiple layers to analyze complicated information
and extract features, either with or without supervision.
This allows for precise identification and classification of
structures [29]. The discipline of AI greatly reduces the
need for ML by imitating the human brain’s ability to ana-
lyze, make decisions, and learn [30]. The goal of DL is to
mimic the hierarchical learning mechanism of the brain of
a person, which entails obtaining characteristics directly
from unstructured data, such as raw photos. DL utilizes
hierarchical features computing to represent information
in the desired manner, including the progressive choice of
characteristics from lowest to greater levels. ML is exten-
sively utilized for multiple applications, such as encryp-
tion, where it excels in terms of its exceptional accuracy
and speed in comparison with conventional methods of
encryption. At first, DL techniques do not produce ade-
quate outcomes as they necessitate a training period to
encompass all the pixels in a picture, even in cases of
high-resolution images where the pixels are scattered ran-
domly. DL automatically extracts features by analyzing the
associations between pixels in the image. This pertains to
the DL technique and the specific attributes it depends on
for encoding images. AI techniques are essential for the
advancement of technology and are widely applied in sev-
eral scientific domains, such as pattern recognition and

Table 1: Most important studies in the literature

References Method used Advantage Disadvantage

[26] 2020 Image encryption by cycle GAN Improved GAN for encryption Low diffusion issue
[27] 2019 Hiding information by steganography

using GAN
Cover image transfer through
communication

High-resolution image is needed

[28] 2021 Diffusion with GAN Improved diffusion for encryption Diffusion used only XOR operation
[29] 2022 DNN with weight over the DCT No need for training just and nonlinear

technique
Not robust and histogram is not uniform

[30] 2021 Use CNN in both diffusion and confusion Useful for diffusion in encryption Require two images to get encryption
[31] 2021 Key generating using DNN Generate dynamic key Not enough efficiency
[32] 2020 Using DNN and traditional techniques Increase the security due to dynamic key Weak decryption method need to improve
[33] 2018 DL technique for iris image Stand against brute force attack Weak in general
[34] 2022 Using chaotic sequence and deep auto

encoder
Auto encoder to keep scrambling for secure
image

Weak histogram uniform

[35] Hybrid approach for DNN and attention-
based recurrent neural network

Decrease the rate of misclassifications by
resampling

Lake in big data management special for
social media
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computational power. The user’s text is a reference to a spe-
cific range of numbers, specifically previous studies [37,38].

The precise representation of the image being input,
used as a feature, is the basis for the efficient processing of
image pixels, regardless of their amount. Both decryption
and encryption entail distinct limitations. Therefore, DL
approaches can be utilized to extract unique features
that are used to overcome restrictions in many domains.

The primary distinction between ML and DL is in the
approach to feature selection [38], as depicted in Figure 2.

To simulate appropriate results, features are automa-
tically created in DL. Hidden layers help in making the
right decisions by transferring information from a pre-
vious layer to a subsequent layer, but sometimes decisions
are made based on information from the subsequent layer
and returning data to the layer before it. So sometimes the
previous layer is fed from the outputs of the next layer.
This is what distinguishes DL and deducing immediate
decisions. DL allows the computer to perform complex
operations that require a large amount of time through
simpler calculations to exploit the computer’s efficiency.
Understanding some complex data, such as correlations
of pixels in an image, the confusion matrix, and the diffu-
sion matrix, these concepts are difficult for a computer.
This is why for using DL techniques, which improves
encryption based on the randomization of image pixels.
Completely predicting the proposed new randomly map
for encryption is the basis for using DL [39].

3 Proposed method

In terms of image processing, the encryption process relies
on a power key. There are some methods that use one key,

and there are methods that use two keys for encryption. In
the suggested technique, two maps of chaotic were used,
namely, sensitive logistic maps and Hannon map [40]. It is
useful for increasing random chaos in system and for
better standards. The behavior of the logistic map can be
described by Equation (1) [16]:

( )= −+X rX X1 .n n n1 (1)

Consider ( )∈r 0.4 with n = 1, 2, …, n, where X1 is the
initial value such as (0 < X1 < 1). r is used for logistic func-
tion with a range around 3.5699 to 4. Then, Figure 3 shows
the logistic behaviors such as X1 = 0.5 and r = 3.99.

Henon map is the second chaotic map in the proposed
method, which, in turn, increases the process of code com-
plexity. The behavior of the Henon map can be explained
as in the following equations [7]:

= − ++X aX Y1 ,n n n1
2 (2)

=+Y bX .n n1 (3)

where X and Y are the variables that represent the initial
conditions, and (a and b) consider as control parameters
used for cryptography. Chaotic events that are excellent for
a = 1.3 and b = 0.4. This is because of Henon map that
responds to these parameters.

The encrypted image is in the form of a random dis-
tribution of pixels and is noisy due to this distribution of
pixels, and this is reflected in the useful information of the
visual image. Therefore, removing noise from the image is
necessary, whether this noise is artificial or caused by
work. Noise considers unwanted data that is embedded
to image in a certain way to affect the image quality.
Images are exposed to several types of noise, including
Gaussian noise, salt and pepper noise, anisotropic noise,
and gunshots. The most famous type of noise is Gaussian
noise, which has a significant impact on the encoded image

Figure 2: DL with encryption process.
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during the distribution of pixels. The Gaussian distribution
can be described by the following Equation [7]:

( )
( )

= −
−

f x
σ π

1

2
e ,

x μ

σ2

2

2 (4)

where σ and μ are considered standard deviations with
averaging noise where μ = Zero.

Image encryption technology contains two very important
processes, which are the confusion process and the diffusion
process. As shown in Figure 4, the image comes in the form
given data and is followed by pre-processing in order to nor-
malize the image, and then, it is prepared of confusion process.

One of the most important problems facing encryption
in images is how to create a random key that scrambles the
pixels of the image randomly. Changing the locations of the
pixels leads to changing the visual image to a random
image, but the information contained in the pixels does
not change, and the change is only in the title. Changing
the locations of pixels is a change in the pixel coordinates
of the image, because the pixel density does not change in
the random order of the image. The new arrangement of
pixels in the image must save the locations in order for the
recipient to rearrange to obtain the original image, which
is stored in the encryption key.

Figure 3: Logistic map behavior.

Figure 4: Main process in the encryption proposed method.
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In DNN, the row and column are selected hierarchi-
cally from the original image. The column or row borders
are chosen from the outside to the inside in a hierarchical
manner, as the particular image is in the form of a
decreasing border from the outer sides. The hidden layers
are the ones that deduce which columns are to be replaced
or which columns should be replaced. The changing values
of the hidden layers, especially the layers that feedback
from the later layers, have an impact on the encryption
process, as shown in Figure 5.

The features come from choosing the column and the
number of pixels that make up this column. At each reduc-
tion, it stores the number of pixels of the decrease in one
vector and repeats the process until the number of pixels
reaches half. The hidden layer plays a role in choosing the
number of pixels and the length of the column, and the
training process plays a role in the possibility of choosing
the sections of the column and the amount of part that will
be replaced with the corresponding column. The complex-
ities of choosing a column or choosing a line using the
same principle are complicated at first, but during the
training process, they become better and simpler. The
neural network is fed the coordinates of the pixels (X, Y)
of the columns and lines, and thus, the coordinates are
chosen in the advanced stages.

The pixel coordinator enters a random function to be
updated by a DNN. Through training, the coordinates of the
pixels in the image are updated. The predictions produced
by the hidden layer increase in complexity with each
training session, and then, the randomness of the image
increases. The pixels that are replaced are compatible with
the replacement between the line and the column, as
shown in Figure 6.

The main purpose of changing the position of all
pixels in the image is to encrypt, change the sequence
and confuse the intruder. Repositioning the image using
coordinates shows the values stay constant, which is cri-
tical for decoding. Confusion is a technique that relies on
the logistic map to shift or change pixel coordinates, dis-
entangling old pixel associations and creating new ones.
Changing position is necessary to stand against statistical
attack. This is one of the benefits of applying DL and
feedback algorithms to find new coordinates for image
pixels through the horizontal and vertical hierarchical
formation of the image. The strength of the proposed
algorithm can be detected by solving the following
equations:

( · )

( ) ( )
=

x y

D x D y
Cor

cov
, (5)

Figure 5: DNN with hierarchical selection.
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where ( ) ( )= ∑ − ′=D x x x
N i

N

i

1

1
2 for horizontal correlation,

( ) ( )= ∑ − ′=D y y y
N i

N

i

1

1
2 for vertical correlation, and ( · )x ycov

( )( )= ∑ − ′ − ′= x x y y
N i

N

i i

1

1 for diagonal representation.
These equations test the correlations of pixels in the

image based on their horizontal, vertical, and diagonal neigh-
bors. This test aims at the encrypted image whose features
are unknown, and the other complementary test is the rela-
tionship between the encrypted image and the original plain
image, which is what the following improved equations do:

∑ ∑=
× = =

A
M N

A̅
1

,

i

M

j

N

ij

1 1

(6)
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× = =
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M N
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1
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ij

1 1

(7)
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∑ ∑ − −
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M
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N
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i

M

j

N

ij i

M

j

N

ij

1 1

1 1

2

1 1

2 (8)

where A is the plain image (original) and B is the ciphered
image (encrypted) that share dimensions both N and M,
and CC is the difference between them, which gives the
strength of encryption.

All the parameters that are related to feedback within
iterations and weighted variables are generated due to
improvement in the DL technique in additional to vectors

through scrambling, while standard parameters such as
pixels and for random techniques are fixed and come
from used techniques.

4 Experimental results

Image encryption is an important and sensitive topic in
which many criteria and evaluation methods can be used.
This study will address a set of criteria that are considered
themost important for evaluating the proposedmethod. The
important evaluation here is the standing against attacks,
randomness, and correlations in the image, whether between
pixels or the image as a whole. First, we must know that
encryption is the process of hiding information in a way
that can only be solved by the encryption key, which contains
the method for returning the image. The encrypted image is
transmitted from the sender who encrypted it to the recipient
who will decrypt it. Encryption and decryption are two
methods, one opposite to the other. The work sequence is
shown in Figure 7.

The encryption process consists of several stages. The
plain image is prepared to change its information using the
encryption key, after which the components of the image
are changed in a random sequence, and it becomes an
encrypted (cipher) image. It is then sent to the last

Figure 6: Encryption by scrambling.

Figure 7: Encryption strategies through network.
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receiving side, so that the reverse process takes place by
rearranging the image components according to the encryp-
tion key, thus producing the original (plain) image without
losing its important information. Figure 8 shows the differ-
ence between plain image and encrypted image (cipher)
that are difficult to recognize that contains it.

The image after encryption is missing features due to
the pixels in the image being randomly distributed and
thus changing the spatial pixel values. Among these distri-
butions is randomness, which is important to measure the
amount of randomness of the distribution of pixels, which
distinguishes one method from the other. According to the
logistic map, the random function proposed here, as well
as Henon map, is the one that gives complex randomness
in the image and is difficult to guess, as well as the white
Gaussian noise, which can also be measured. The random-
ness evaluation is illustrated in Table 2.

Here, the p-value with s-value reflects the randomness
and the power of encryption that are effected by proces-
sing in the proposed method. The achieved results come
from the method that used the three types of randomness
in additional key space of it. One of the most important
evaluations in this study is the correlation of pixels in a
single image. When implementing the program, the colli-
sion equation and the randomness of the hierarchical

random distribution are studied through columns and
lines. More than 5,000 pixels are subjected to a random
equation, and through the DNN in the number of iterations
during training, the three correlations are analyzed. The
SIPI database provides a good environment for measure-
ment because it is used by many researchers to be a good
standard for benchmarking, as shown in Table 3.

The strength of the correlation varies from one pixel to
another and also according to the value. It is not possible
for a correlation to be weak horizontally and at the same
time strong vertically. Therefore, the homogeneity and
strength of the link is evidence that the encrypted image
is good and undetectable. The correlation is greater in
images with a soft nature, as well as for areas with high
color frequencies and edges. The evaluation can also be
based on the histogram and a measure of the number of
pixels in the image along with the color intensity of each
pixel. The histogram is often rich in useful information
about the image, and the peaks on the graph provide dis-
tinct and clear information. In order to hide information,
the histogram must be in the form of a straight line. This
reflects the strength of the encryption method, as shown in
Figure 9.

Through evaluations and practical results of the pro-
posed method, the merit of the proposed method can be
proven, given the goal of each study is to obtain good
results. It is possible that it will achieve more ideal results
in the future to encrypt images with a high degree of
security.

The main problem facing encryption or data security,
in general, is how to ensure that the image is secure and
protects against attacks. This basis lies with the encryption
process and the amount of randomness in the encrypted
image, which is the basis of the strength of the encryption
method. The proposed method proved its worth because
DL helped in randomly selecting pixels in the image, which
increases the complexity of the method.

DL is one of the AI algorithms that relies on prediction
at work, and this issue may be useful in the process of
encrypting images and maintaining their security. Choosing
the locations of pixels or areas in the image that are more
changeable than others is performed through strong ran-
domness predicted by the algorithm in order to increase
the complexity of the random process in the image. In
previous studies, the influencing element in the image
was neglected. If it changes, what does it affect and the
sequence of the subsequent effect of any pixel in the
image? The hierarchical sequential effect of the change
in the image cannot be calculated except through DL,
which predicts the good result, thus moving to another
level of work, and so on.

Figure 8: Difference between original and encrypted images.

Table 2: Randomness evaluation

Statistic evaluation p-value s-value

Runs 0.92 0.96
B-matrix 0.95 0.98
Longest run 0.72 0.89
Frequency 0.96 0.98
FFT 0.59 0.86
Linear complexity 0.85 0.99
Entropy 0.96 0.99
Random excursions 0.96 0.99
Random variant 0.95 0.98
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5 Conclusion

The image encryption process was presented in this study
using a random key and a DNN. The goal of encryption is to
increase the randomness of the logistic map and the Henon
map, which effectively contributes to increasing the chaos
of the image. The encryption process, in general, depends
on two terms: changing the location of a pixel and the
relationship between the pixel and its neighbors. The
random selection of pixels comes from a neural network
prediction, and this is used in the process of switching col-
umns and rows hierarchically and sequentially according to

the encryption key. The histogram, the strength of the cor-
relation, and the degree of randomness were chosen to
evaluate the work, and a standard dataset was used. The
results were satisfactory, and the reliability of the proposed
method was adopted to increase the system’s efficiency.

Due to the development in data security, encryption
methods are very useful in various fields, such as the mili-
tary and medical fields, where encryption is performed to
prevent image manipulation, and in the financial and cor-
respondence fields. The work can be developed in a more
professional manner based on the proposed method,
which is the basis for any future work by researchers in

Table 3: Correlation of images with the proposed method

Images Image type Image size Correlation

Vertical Horizontal Diagonal

RGB 512 × 512 0.962 0.951 0.921

Grayscale 512 × 512 0.932 0.978 0.937

RGB 1,200 × 110 0.893 0.887 0.897

RGB 512 × 512 0.932 0.936 0.976

RGB 1,200 × 110 0.973 0.978 0.938

Grayscale 512 × 512 0.872 0.886 0.871

Figure 9: Plain and cipher images with corresponding histogram.
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the field of data security, especially images. Since the
development in the field of information technology and
digital images can extend the work with the contribution
made to an extent that can guarantee the safety of the
image against attacks, researchers move to developing
the work, on the other hand, and not stopping at attacks
and intrusion on the security of images.
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