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Abstract: The purpose of this work is to develop and
implement a disaster recovery plan (DRP) in stock exchange
industry in Indonesia, in order to perform a system recovery
in the event of a disaster. To develop a DRP, there are
several steps that must be performed as a risk analysis to
determine how much risk the company would receive when
a disaster occurs, business impact analysis to identify cri-
tical business units and necessary resources for the recovery
process to run smoothly, to identify recovery strategies to be
used as a backup method and recovery site, the recovery
procedure that needs to be done in order to make the
recovery process run properly, testing and review, and doc-
umentation of the DRP. Based on the results of tests that
have been done, the development of DRPs can be imple-
mented at stock Exchange industry in Indonesia. With the
DRP, the company is expected to have a plan to prepare for
and recover resources and information systems in order to
be able to walk back in the event of a disaster in order to
minimize losses to the company.

Keywords: disaster recovery plan, business impact ana-
lysis, risk analysis, recovery procedure, documentation

1 Introduction

Information system has been an important part of a com-
pany because the entire business processes use computer
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systems. To support the business services, the company
has the IT infrastructure such as data centers that con-
nected with regulator (Indonesia stock exchange) so that
remote trading system used for trading can run [23].
Remote trading system itself is trading remotely using
host to host order routing interface system where the
Indonesian stock exchange provides an application inter-
face for securities firms. As mentioned, the company
brokerage office information system will connect to this
application with the IDX trading system [4].

As mentioned in ref. [13], transactions in the securi-
ties companies occur in matter of seconds because when
the customer orders buy or sell, the order must be entered
into the system as soon as possible. If the system is
experiencing interference and cannot be used, then the
company may suffer losses. Availability of system needs
to be maintained to ensure that there is no downtime on
the system. As mentioned in ref. [18], there are various
things that can enable the occurrence of problem that
caused the system to be not usable, such as hardware
failure, error in the system, human error, natural disas-
ters such as floods and fires, and terrorist.

2 Statement of problem

Indonesia stock exchange as regulator capital market in
Indonesia issued a regulation that every securities com-
pany should have a business continuity plan (BCP). As
mentioned in refs. [5,6], to fulfill the required obligations
as a securities company, the company made plans to
develop disaster recovery plan (DRP). As mentioned
in ref. [9], the company also realized that in addition
to fulfilling the obligations of the regulator, DRP also
improves the availability of system where the company
can restore the system quickly so that business opera-
tions can be run back when disaster happens. As men-
tioned in ref. [7], developing a DRP is not easy and there
are several steps that need to carried out.
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3 Methodology

The methodology used in this study, as mentioned by refs
[1,25], was to make the following the BCP guidelines for
the Exchange Member that has been given by the regu-
lator where the guidelines use the reference from BS
25999-1: 2006. There are several steps that need to be
carried out to develop a DRP [24]. As mentioned in refs
[11,15], the first step of development is to create an orga-
nizational structure of resources who will be responsible
for the implementation of the DRP and allocating existing
resources and determine the duties and responsibilities
of each. The next is a risk analysis to determine how
much risk the company would receive when a disaster
occurs. As also mentioned in ref. [12], the next stage is
business impact analysis (BIA) for identifying the critical
business units and the resources necessary for the recovery
process to run smoothly. As mentioned in ref. [17], the next
stage is recovery strategies that are used as methods of
backup and recovery locations are used, recovery proce-
dures that need to be followed during a recovery, testing,
and review of the DRP were made and documentation of the
DRP development results are done.

3.1 Project initiation

As mentioned in ref. [19], the first step in the develop-
ment of DRP is to make the organizational structure of
resources who will be responsible for running the DRP
and allocating duties and responsibilities to resources of
each team. The organizational structure created can be
divided as follows:

— Business continuity management (BCM) steering committee
- Disaster recovery team

— Emergency response team

— Crisis operations team

— Crisis recovery team

— Compliance team

Table 1: Risk level matrix [21]
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As mentioned in ref. [20], each team consists of a
team leader and team members. Executive management
is responsible for determining the team leader and team
members. Team leader is responsible for coordinating the
team members to work in accordance with the responsi-
bilities that have been determined.

3.2 Risk analysis

Risk analysis is a process for identifying threats and mea-
suring the level of risk that is acceptable to the company.
As mentioned in ref. [15], the method used in risk analysis
used references from ref. [17], guide for conducting risk
assessments. As mentioned in ref. [17], the early step of
risk analysis begins by identifying threats and vulnerabil-
ities in the company information system that can be
exploited by threat. Threats can be grouped into unauthor-
ized access (hackers, etc.), structural issues (hardware
failure, software malfunction, network failure, etc.), and
environmental issues (fire, flood, earthquake, terrorist/
bombing, power outage, etc.) [26].

As mentioned in ref. [14], threats and weaknesses can
be identified from the system information specification
that was gathered from various information such as ques-
tionnaires and documentation. The next step is to deter-
mine the likelihood. Likelihood is the analysis of the
likelihood rating that can be explained from very low,
low, moderate, high, or very high. The next step is to
determine impact rating of the threat that could cause
the downtime of the information system and thereby
loss for the company. Impact rating can be explained
from very low, low, moderate, high, or very high depending
on how big the impact on the company is. The last step is to
determine the level of risk. As mentioned in ref. [21], the
level of risk can be obtained by multiplying the value of
likelihood rating and impact rating as shown in Table 1
below.

Likelihood Level of impact

Very low Low Moderate High Very high
Very high Very low Low Moderate High Very high
High Very low Low Moderate High Very high
Moderate Very low Low Moderate Moderate High
Low Very low Low Low Low Moderate
Very low Very low Very low Very low Low Low
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3.3 BIA

As mentioned in ref. [2], BIA is a business analysis that
measures the impact of a disaster on the company to
define the business processes that are considered critical
and the main focus of the company’s business continuity
activities. The method used in the BIA is as mentioned in
ref. [8], using references from ref. [16], contingency plan-
ning guide for Federal Information Systems. As men-
tioned in ref. [22], there are 3 steps involved in BIA:
1. Identify critical business processes at work unit
System information in a company can be very com-
plex and often support multiple business processes.
Each work unit has a different system to run business
operations. In order to better understand the impact of
system outages or disruptions in the company, we must
identify critical business processes and processes that
depend on information technology. To identify critical
enterprise work units, we need to analyze the company
business processes in order to determine the work unit
that uses the system for every day operations so that
when the system encountered a problem and cannot be
used then the business operations will be halted.
2. Identify required resources
Restoration requires an analysis of the resources
needed in order to continue the business process as
quickly as possible. We need to identify the critical
resources to analyze the company’s business processes
to determine the information systems used by the cri-
tical work unit in running the business operations.
3. Identify system information priority recovery
Based on the results of the previous process iden-
tification, priority recovery can be determined by
considering the critical business processes that are
directly related to the company’s information system.
Results of identification will get priority order recovery
system used in the disaster recovery process.

3.4 Recovery strategy

Recovery strategy is needed to reduce the risks arising
from the interruption of information systems. Recovery
strategies include backup method that will be used, and
location alternatives including systems and infrastructure.

3.5 Recovery procedures

As reported in refs. [3,5], recovery procedure is a set of
procedures established to regulate the procedures performed
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by the employee in carrying out the DRP when a disaster
occurs until the restoration of the company business opera-
tions. Recovery procedure is based on reference guidelines
of BCP exchange members and adapted to the company’s
standard operating procedure (SOP) [10].

3.6 Testing and review

After all the DRP development process is completed,
testing needs to be done to ensure effective implementa-
tion of DRP that has been created to work well in a state
of disaster. The testing process is carried out by making a
simulation. Simulations will be conducted on a Saturday,
wherein the disaster scenario has occurred at the central
office so that the system in the data center cannot be
used. The testing process will also be assisted by external
reviewers who will oversee the running of test simula-
tions of DRP the company and report the results of testing
the DRP after completion.

3.7 Documentation

Results of DRP development will be documented into a
report that will be used as a guide in implementing
the DRP.

4 Result

The results obtained from this study are DRP that includes a
DRP organizational structure, risk analysis, BIA, recovery
strategies, recovery procedures, review testing and docu-
mentation required in the company to recover when dis-
aster strikes.

4.1 Project initiation

In the first step, we need to ask approval from manage-
ment before starting the project because the management
is responsible and involved in the process of developing
DRP. Next we need to establish an organizational struc-
ture to support the implementation of DRP in order for
the recovery to be carried out effectively. The organiza-
tional structure is described as shown in Figure 1:
¢ BCM steering committee is a committee/board of direc-
tors consisting of executive management that make
strategic decisions related to business continuity
planning.
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¢ Disaster recovery team acts as the main coordinator of
all activities of the DRP which coordinates with all
other teams to operate DRP.

¢ Emergency response team to act as a coordinator in the
initial response at the time of the disaster, which is
responsible for the evacuation of resources for human
safety and the protection of critical company assets.

e (Crisis operations team acts as a coordinator in the
recovery of the company operational processes per-
formed by each unit of work.

¢ (Crisis recovery team acts as a coordinator in the process
of recovery systems and infrastructure that will be used
temporarily when a disaster occurs.

e Compliance team acts as the main coordinator in mon-
itoring the compliance function of company policy
and regulations in the process of recovery of business
processes.

The person who initiates this recovery operation is
chosen from the BCP steering committee, who will send
instructions to the lower level individuals detailing the
steps to be performed.

4.2 Risk analysis

The next step is risk analysis. Risk analysis is a process
that begins with the identification of threat, vulnerability,
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likelihood, impact, and level of risk. Threats and vulnerabilities
of information systems are obtained from data collected from a
wide variety of information such as questionnaires and docu-
mentation. Threats and vulnerabilities are listed in Table 2
below:

Likelihood rating obtained from interviews and doc-
umentation: Results of the interviews will be analyzed
using the mode method to find the data most frequently
occurring or has the greatest frequency. The Impact result
will be obtained from interviews. Results of the inter-
views will be analyzed using the mode method to find
the data most frequently occurring or has the greatest
frequency

Results of data collection likelihood and impact rating
that has been collected are listed in Table 3 below.

From Table 3, it can be seen that for earthquakes and
terrorist/bombing, threats have a low risk level which
means that if the threat occurs, it can provide a limited
adverse effect on the operations of the company, the
assets of the company, individual, or other organiza-
tions. Hackers’ threat has moderate risk level which
means that if the threat occurs, it can give a serious
adverse effect on the company’s operations, assets of
the company, individual, or other organizations. Soft-
ware malfunction, network failure, hardware failure,
fires, floods, and power outages have high risk level
which means that if the threat occurs, it can give a
severe adverse effect on the company’s operations, asset,
individuals, or other organization.

BCM Steering Commitee

Team Leader
Team Member

Disaster Recovery Team

Team Leader
Team Member

Emergency Response

Crisis Operations Team
Team

Team Leader
Team Member

Team Leader
Team Member

Figure 1: Organizational Structure of DRP.

Crisis Recovery Team Compliance Team

Team Leader
Team Member

Team Leader
Team Member
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Table 2: Threats and vulnerabilities identification
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Threat Vulnerability

Hacker

Software malfunction
Network failure
Hardware failure

Earthquake

center
Fire Fire makes the main office inaccessible
Flood Flood makes the main office inaccessible

Terrorists/bombing
Power outage

Data manipulation and theft can result in the corporate data losing their integrity and becoming corrupted
Software malfunction can lead to application becoming corrupted or data loss

Failure in network can cause disorders in systems and business operations

Hardware failure can create interference on the entire system

Earthquake causes damage to the building making the office inaccessible and causing damage to the data

Terrorists/bombing cause damage to the main office building making the office inaccessible
Power outage makes system non-usable and stalls the business operations stalled

Table 3: Risk level

No. Threat Likelihood Impact Risk rating
rating rating

1. Hacker Moderate Moderate Moderate
Software High High High
malfunction

3. Network failure High High High

4. Hardware Moderate High High
failure

5. Earthquake Very low Very high Low

6. Fire Moderate High High

7. Flood High High High

8.  Terrorist/ Very low High Low
bombing

9. Power outage High High High

For the threat of hacker, we implemented the Use
Multi-Factor Authentication and implemented the Password
Manager

We implemented continuous and effective testing as
well as having a solid software execution plan and pre-
road-mapping plans can help your team go a long way in
effective software development on the risk reduction on
software malfunction.

Failure in networking can occur in routers and switches,
as well as services such as DHCP and DNS servers, and every-
thing else that keeps data moving on your network. Data
cables and power supplies to the data center are further exam-
ples where resource failures can occur. Preventing such con-
sequences can take numerous sorts. The first and most evident
requirement is long-term power production capability. When
electricity is off, most data centers feature diesel generators
that can run for extended periods of time with little impact
on the business. There is also battery backup linked to an
inverter to function as a buffer between when the main power
goes off and when the generator powers up.

Hardware failure can occur when components of
your IT infrastructure cease to function. Hardware failure
can occur for a variety of causes, including power grid
voltage spikes, water damage, or electrical component
failure due to age or a lack of maintenance. These can
have a particularly catastrophic impact on operations if
not properly planned for. The prevention includes main-
tenance of fans, ducts, and filters on a regular basis on all
the servers and rack-mounted equipment. Dirt will even-
tually clog the airflow of any equipment that has a fan (or
numerous fans) installed.

To explore more we apply on measurement on earth-
quake risk using engineering risk analysis. Experts can
determine the likelihood of each cause of failure, the like-
lihood of earthquake that might harm the facilities, and
the likelihood that an earthquake will leave the facility
inoperable for a specific period of time following the earth-
quake. The same calculation may be conducted if specific
adjustments are implemented, such as anchoring equipment,
installing emergency generators, on-site water supplies, and
so on. With as-is and what-if risk estimations, one may make
more educated judgments regarding the costs and advan-
tages of remediation. Contingency plans can be designed
for situations that cannot be remedied cost-effectively.

There are several things you can do to avoid a fire — in
some circumstances, fire prevention is more effective
than any fire protection device. It is advised that you
use the most recent edition of NFPA 75: Standard for
Fire Protection of Information Technology Equipment
from the National Fire Protection Association.

In addition, we can use the following fire prevention
strategies:
¢ Store combustible goods away from the computer room —

storing combustible materials in the computer room
increases the likelihood and spread of fire. Keep sup-
plies to a minimum in the area and keep boxes,
packing, and manuals elsewhere.
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e Check power cords - frayed or broken power lines pro-
vide a fire hazard since a spark might readily ignite the
area. We need to check for damage and have repairs
done as soon as possible.

¢ Train staff and post fire emergency plans — making sure
the personnel understand how to react to a fire (whether
that means using a fire extinguisher properly or promptly
evacuating to safety) may save lives and help avoid more
damage.

¢ Schedule frequent fire protection system inspections —
the life safety and fire protection systems are only effec-
tive if they are in good working condition. Schedule fre-
quent inspections with a competent fire prevention firm in
certain area, such as state systems. They can check that
the equipment is not only operational, but also that it
complies with all local and state fire regulations.

Flood: water damage in the server room and data
center will have serious consequences. Not all water
damage in a data center, server room, manufacturing
facility, or warehouse must be severe. Water penetration
often causes merely a short-circuit. Larger floods will
probably cause significant damage to the computer center.
We recommend using a water leak detection system with
sensors and alarm servers. Water leaking may be detected
early with the use of a water sensor or the new water-detec-
tion chain. The sensor probe remote monitoring equipment
will notify IT employees of accidents in the computing
center/server room/production area by email, SMS (via
gateway), or SNMP trap to network monitoring system.

Terrorist/bombing: we maintain regular touch with
the government entity that takes up security measures
to safeguard persons and organizations that might become
targets of terrorist/bombing attacks. This lowers the likelihood

Table 4: Critical business processes
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of a terrorist assault. We maintain regular touch with the
government entity that takes security measures to safeguard
persons and organizations that might become targets of ter-
rorist/bombing attacks. This lowers the likelihood of a terrorist
assault.

There are three ways to protect data during a power
outage such as power outage, power spikes, power outages
and brownouts. Installing an uninterruptible power supply
(UPS) is an effective method of protecting data against
brownouts and unexpected power outages. While the user
saves active data, the system keeps the computer func-
tioning for a few minutes longer. The user may then securely
shut down the equipment without causing damage to the
devices or losing data. The UPS is often used as a battery
backup solution for a computer.

Even if a generator is installed, a UPS is strongly
recommended to avoid the short power loss during which
data is lost and equipment is harmed until the generator
kicks in. With power outages and load shedding occur-
ring on a weekly basis, a comprehensive strategy must be
put in place to limit the harm caused.

4.3 BIA
4.3.1 Identify critical business processes at work unit

In this step, we will identify company business processes
by analyzing the company business processes that use
information systems for daily operations in order to
determine the critical business processes that need to
be prioritized in the event of disaster recovery. The
detailed result of this step is shown in Table 4.

Work unit
Sales
Risk management

Critical business processes

Determination of customer trading limit

Acceptance and cancellation of customer orders

Verification orders and other instructions from the customer

Finance & accounting Recording of all financial transactions

Daily reconciliation between general ledger and security ledger
Reconciliation Modal Kerja Bersih Diperhitungkan at the end of day

Maintenance of records and books include accounts of securities companies, securities ledger, ledger funds,

Settlement Settlement of securities transactions
Acceptance, delivery, and storage of funds related to securities
and sub-ledger transactions

Compliance Supervision of compliance of the business operations with the policies and SOPs, and regulations
Handling customer complaints and help to solve it.

ICT Handling problems that occur on the system and network

Maintenance of databases and applications
Handling system connection with the Indonesia stock exchange
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4.3.2 Identify resources required

In this step, we need to identify the critical resources for
running the business operations of the company to be
prioritized to do recovery when disaster strikes. Identification
process was carried out by analyzing the company’s business
processes to determine the information systems used by the
critical work unit in running the company operations.

The detailed results of this step are shown in Table 5.

Base on Table 5, the platform that we used is Hewlett
Packard Enterprise (HPE) rack mounted servers, notably
the HPE ProLiant DL360 Gen9 type, was used as server
hardware.

HPE FlexFabric (FF) switches, the HPE FF 5930, and
HPE FF 5700 were utilized as network switches.

The Red Hat OpenStack Platform controller, com-
puter, and director nodes will be hosted on the HPE
ProLiant DL360 Gen9 1U rack mount server.

Specifications:

1. Intel Xeon E5-2600 v3 processor family; Intel Xeon E5-
2600 v4 processor family

2. Core processor: 18

. 1.5TB memory

4. Dynamic Smart Array B140i storage controller

w

Based on Table 5, the remote trading system was the
critical systems and applications that provide impact to
sales and risk management. The remote trading system

Table 5: Critical resource
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also provides support and critical servicesthat able to
make buying and selling shares transaction.

Sales is also dependable on the systems and applica-
tions data feed system and JONEC System. Both the sys-
tems are connected to the Indonesia stock exchange
system to receive market information data. File server is
the complex and critical server that handled sales, settle-
ment, finance and accounting, risk management, ICT,
and compliance. The file server is used to save files and
company’s important data. Back office system is critical
to manage stock transactions, customer funds, customer
data, etc. The back office system is the system that relates
heavily with the unit system on settlement, finance and
accounting, as well as risk management.

4.3.3 Identifying priority system recovery information

Priority recovery can be made by considering the critical
business processes that are directly related to the com-
pany’s information system that has been identified in

Section 4.3.1. The critical business processes will be iden-

tified based on:

1. Maximum tolerable downtime (MTD) is the maximum
amount of time that a business process can be inoper-
able before threatening the organization’s survival.

2. Recovery time objective (RTO) refers to the amount of
time and the service level that must elapse between

Systems and Work unit Platform/0S/Version Explanation
applications
Remote trading e Sales HP DL360/Windows Server System to make buying and selling shares

system
Data feed system

JONEC system

Back office system

File Server

e Risk management
® Sales

® Sales
° ICT

e Settlement

¢ Finance and
accounting

e Risk management
e Sales

e Settlement

¢ Finance and
accounting

e Risk management
° ICT

e Compliance

2008 Standard/Service Pack 2
HP DL360/Windows Server
2008 Standard/Service Pack 2

HP DL360/Windows Server
2008 Standard/Service Pack 2

HP DL360/Windows Server

2008 Standard/Service Pack 2

HP DL360/Windows Server
2008 Standard/Service Pack 2

transaction

Systems connected to the Indonesia stock
exchange system to receive market

information data

Systems connected to the Indonesia stock
exchange system to send and receive stock
transaction

System to manage stock transactions, customer
funds, customer data, etc.

The server is used to save files and companies
important data
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the occurrence of a disaster and the restoration of a
business process. This is done in order to avoid the
unacceptable effects that are connected with a disrup-
tion in continuity.

3. Recovery point objective (RPO) is the maximum quan-
tity of data — measured in time — that can be lost fol-
lowing a recovery from a disaster, failure, or similar
incident before data loss exceeds an organization’s
tolerable threshold.

Based on the identification result shown in Table 6,
priority order recovery system will be used in the disaster
recovery process.

4.4 Recovery strategies
4.4.1 Alternate recovery location

A disaster recovery center (DRC) is a building or mobile
office where people can go to get information about dis-
aster aid programs or ask questions about the disaster.
The company makes DRC as an alternative recovery data
center in the event of disaster. DRC is used by companies
including reciprocal site that is an alternative facility pro-
vided by regulator for each security company one rack
server as a support to the capital market industry.

DRC facility used a type of warm site facility wherein
the DRC was already provided with hardware, network
connections, and electrical power that can be used in the
event of a disaster at the primary location. Systems and
applications are already installed on the device in the
DRC and restoration of the database must be done before
the system can be used. DRC facility can only be used for
recovery in the event of disaster that caused main office
to be unusable.

The distance between DRC and main data center is
approximately 60 km to connect the network between the

Table 6: System recovery priority

Priority Systems and MTD RTO RPO
applications (min) (min) (min)

1 Remote trading 120 30 1,440
system

2 Data feed system 120 30 720

3 JONEC system 180 60 1,440

4 Back office system 180 60 720

5 File server 300 180 1,440
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two data centers using MPLS network with bandwidth of
1 Mbps, while Internet network in DRC uses the network
with bandwidth of 5 Mbps. Besides DRC, company also
has facilities for alternative recovery work area located in
the same building with the DRC. The temporary work area
can be used to run business operations when disaster
happen.

4.4.2 Backup methods and offsite storage

Backup and recovery method is a means to restore the
operating system quickly and effectively when disaster
occurs. In this stage, the backup method will be deter-
mined, that will be used to increase the availability of
corporate data. The result details are shown in Table 7.

JONEC system and data feed system contains appli-
cations. Backup method used creates a scheduler to per-
form replication of applications into backup system in the
DRC. The replication process is done every 24 h even if
there are no changes in the application.

Remote trading system and back office system con-
tain application and database. Backup method used cre-
ates a scheduler to replicate applications and databases
into the backup system located in the DRC. The replica-
tion process is done every 12 h automatically.

File server using a backup method creates a sche-
duler that will replicate the backup data into system in
DRC. Because the data in the file server are too large, the
replication process will be done automatically every 24 h
after office hours.

4.5 Recovery procedures

At this stage, a procedure that needs to be done in
recovery process would be created when disaster occurs.
Recovery procedure is based on reference guidelines
BCP exchange members and adapted to the company’s
standard operating procedure (SOP). The process recovery

Table 7: Backup method

System Backup method Backup frequency
JONEC system Manual backup Every 24 h
Remote trading SQL server backup  Every 12 h

system

Data feed system Manual backup Every 24 h

Back office system SQL server backup  Every 12 h

File server Manual backup Every 24 h
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procedures will be assisted with work units that have
responsibility in the process of business operations such
as compliance unit, risk management, and also the man-
agement company. The procedures required in performing
the recovery is as follows:
1. DRP activation procedure
The purpose of the activation procedure is to pro-
vide guidance for companies in the activation of DRP.
The guide contains an examination of any disruptions
that occur, as well as the measures that must be taken
to activate the DRP.
2. Emergency response procedures
This procedure is a guide to the personnel in the
emergency response team for the implementation of
emergency response activities when disaster occurs,
which includes rescue and protection of resources
and important assets of the company.
3. Crisis recovery procedures
This procedure is a guide to the personnel in a
crisis recovery team for running the system recovery,
infrastructure, and human resources that support the
company business operations.
4. Operational procedures during crisis
This procedure is a guide to the personnel in a
crisis operations team for carrying out the activities
of recovery of critical business processes that are
owned by the company.
5. IT maintenance procedures
This procedure is a guide for the personnel included
in the crisis recovery team for the implementation of
recovery systems and IT infrastructure that support the
business operations of the company. The main objective
of the system maintenance and related IT infrastructure
is to ensure that DRP is always kept up to date and in
accordance with the company’s current condition, com-
plete, accurate, and ready to be implemented under con-
ditions of a disaster.

Prior to the activation of disaster recovery process,
the activation procedures must be sufficiently relevant,
practical, and actionable. Plan testing is required, but the
first step is to check that all activation requirements have
been met. To that purpose, activation processes should
be developed in accordance with three key guidelines:
1. The scope of activation must include five activation

scope keys to guarantee that linked processes are fully
actionable (considering DRP scope and specifics).

2. Activation guidelines must concentrate on triggering
events and situations in order to properly examine and
evaluate present conditions and decide if the DRP
should be triggered.
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3. Activation steps must be established in order for them
to be carried out in a consistent and ordered manner.
Everyone should understand what they need to accom-
plish and how to do it.

Below are five activation scope keys.

The sum of all relevant strategies and processes to
guarantee that the DRP may be implemented when required
and in an orderly and effective manner, comprising the five
parts are listed below:

1. Criteria for activation: identifying the exact crisis cir-
cumstances that cause plan activation (according to
type, severity, impact, and duration).

2. Evaluation procedures: to assess probable catastrophic
occurrences and verify that activation conditions are
satisfied.

3. Mechanisms of approval: to get suitable plan activa-
tion permissions, taking into account IT management
professionals, line of business management personnel,
and corporate leaders.

4. Logistics of activation: to guarantee that all facilities
and systems, including the specified command center
site, are available as required to support the plan acti-
vation, including the majority of, if not all, disaster
recovery “command and control” tasks.

5. Communication protocols: all activation-related deci-
sions and actions must be communicated to all workers
and other interested parties (customers, vendors, sup-
pliers, and the general public).

4.6 Testing and review

Simulated testing needs to be done to test whether the
development of DRPs can work well. Simulation testing will
be conducted on a Saturday in accordance with the schedule
set by the Indonesia Stock Exchange. In the scenario of
testing being conducted, in the main office, system does
not need to be turned off because the remote trading system
cannot work if the system is not connected with the company
Indonesia stock exchange system. Team members only need
to connect the connection with systems belonging to the
Indonesia Stock Exchange in DRC and recovery of data
into the system for use and testing. All employees of the
company shall participate in the simulation process.

4.7 Documentation

Results of the analysis processes in the development of
DRPs that have been made will be documented for the
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company. The documentation includes background, DRP
organizational structure, risk analysis, BIA, recovery stra-
tegies, recovery procedures, and the required supporting
documents.

5 DRP implementation

DRP implementations can be done after doing some pro-

cess that is:

1. Perform simulation testing that accompanied by an
independent reviewer.

2. Independent reviewers will conduct an evaluation of
DRP testing simulations and prepare a review report.

3. Independent reviewers will present the review report
of the DRP testing result to the Indonesian stock
exchange.

4, Based on the results of the evaluation carried out,
regulator will respond whether the implementation
of DRP is approved or not.

After the company received the approval for the
implementation of the DRP, the company needs to add
DRP design into the company policy. With the design of
the DRP, the company can carry out such procedures when
a disaster occurs and can minimize the risk accepted.

6 Conclusion and recommendation

Based on the test results for the development and imple-
mentation of the DRP in stock exchange industry in
Indonesia, it can be concluded that the development
of DRP is made and can be implemented and used as a
guide in the SOP in the event of a disaster so that
employees know what procedures need to be carried
out when disaster strikes. This is evidenced by the
approval given by the regulator on simulation results
of DRP testing. In addition to the DRP, company expects
to minimize the impact of disaster and the company also
has plans to prepare for and recover human resources
and systems information so that company business
operations can continue to run the in the event of a
disaster.

Recommendations given to the company is to always
update the DRP and always adjust to the changes that
occur. Company also needs to do simulation testing and
review of the DRP to be held at least once a year to check
the effectiveness of the DRP.
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