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Abstract: Renewable energy reliability has been the main
agenda nowadays, where the internet of things (IoT) is a
crucial research direction with a lot of opportunities for
improvement and challenging work. Data obtained from
IoT is converted into actionable information to improve
wind turbine performance, driving wind energy cost down
and reducing risk. However, the implementation in IoT is
a challenging task because the wind turbine system level
and component level need real-time control. So, this pa-
per is dedicated to investigatingwind resource assessment
and lifetime estimation of wind power modules using IoT.
To illustrate this issue, a model is built with sub-models
of an aerodynamic rotor connected directly to a multi-pole
variable speed permanent magnet synchronous generator
(PMSG) with variable speed control, pitch angle control
and full-scale converter connected to the grid. Besides, a
large number of various sensors for measurement of wind
parameters are integrated with IoT. Simulations are con-
structedwithMatlab/Simulink and IoT ’Thingspeak’Math-
works web service. IoT has proved to increase the reliabil-
ity of measurement strategies, monitoring accuracy, and
quality assurance.

Keywords: Internet of things, Reliability, Sensors,Winden-
ergy, Wind speed.

1 Introduction
The Internet is a gigantic intercontinental network of net-
works. The nodes that comprise each one of these net-
workswere classically used to be computers. Now,with the
advent of the Internet of things (IoT), things of the IoT en-
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compass any physical entity on earth. Therefore, the Inter-
net is no longer amassivenetworkof computers; but rather
the Internet now interconnects heterogenous devices with
the required interoperability. This makes these devices (or
things) accessible from anywhere on the planet. The user
can enjoy the services of these things remotely. Moreover,
the operation of these devices can now be controlled re-
motely via the Internet. It is expected that in the near fu-
ture, IoT will be so pervasive to cover every aspect of the
human’s life including renewable energy generation and
management.

A distinction between IoT and Cyber-Physical Systems
(CPS) has been emphasized though by Lin et al. in [1]. Ac-
cording to Lin et al. [1], IoT is a horizontal architecture pro-
viding a networking infrastructurewith themain job being
interconnection. On the other hand, the CPS is a system
consisting of three layers: the Sensor/Actuator layer at the
bottom, the Communication Layer as themiddle layer, and
the application layer at the top. CPS integrates control cen-
ters, communicationnetworks, sensors andactuatorswith
the physical components [1].

The things in the IoT generate innumerable amounts
of data. The nature of these data is in general unstructured
data that need further processing painstakingly. Cloud ser-
vices, provided by data centers, could be exploited to pro-
cess such big data [1]. However, this imposes several chal-
lenges in case IoT and cloud computing are coupled di-
rectly to each other. An exigency shows up to provide a
seamless integration, and here comes the role of fog (aka
edge) computing. The main purpose of the fog is to move
the burden of dealing with vast amounts of data from the
cloud to the edge of the IoT, near the end devices. In addi-
tion, fog computing is hoped to offer ameliorated security
and privacy.

The authors of [2] recounted the hitherto-known soft-
ware and hardware IoT platforms and compared and con-
trasted between the various alternatives. The surveyed
hardware items included SparkFun Blynk Board, Arduino
Yun, Raspberry Pi 3 Board, cloudBit platform, Particle Pho-
ton, BeagleBone Black, Pinoccio, UDOO QUAD, and Sam-
sung Artik 10. The basis that one should follow when
choosing the right hardware is according to the avail-
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able specifications, open API, and open hardware. The
compared IoT software platforms encompassed Temboo,
Kaa, Carriots, Cayenne, Ubidots, ThingSpeak, Leylan, the
ThingBox, Smartliving, Artik Cloud, and Wyliodrin. The
choice between the various software platforms should be
based on programming IDE, available API, data manage-
ment tools, and pricing [2].

It is meaningful to investigate wind energy conversion
system (WECS) by digital solutions and cybersecurity. In
digital renewable energy, data is collected and turned into
action by condition monitoring process using machine
learning [3]. Cyber-security and their impacts on overall
WECS reliability is investigated [4, 5].Wind turbine state of
the art is analysed using big data for an accurate decision-
making [6].

To the best of our knowledge, this is the first attempt
to employ IoT to enhance the reliability of producing re-
newable energy fromwind turbines. The remainder of this
paper is organized as follows. Section 2 presents wind tur-
bine reliability using IoT, followed by siting of wind re-
source assessment using IoT in Section 3. Reliability calcu-
lations and lifetime estimations are addressed in Section 4.
This paper finishes with concluding remarks in Section 5.

2 Wind turbine reliability using IOT
At the close of 2016, the global cumulative installed wind
turbines has reached around 487 GW as shown in Figure 1.
USA is considered as the second largest market in terms
of total installed capacity after China as shown in Figure 2.
IoT has been extended to support applications in energy
and power systems including monitoring and control of
wind turbines and photovoltaic installations, among oth-
ers [8]. The purpose of this research is to provide a grander
reliability to the operation of wind turbines, as individu-
als, and to make IoT part of wind farms. Among the afore-
mentioned software alternatives, we have chosen to work
with ThinkSpeak in the first phase of our proposed work.
ThingSpeak supports Arduino, Particle Photon and Elec-
tron, Raspberry Pi, and ESP8266WifiModule. ThingSpeak
can also update a Twitter status through the ThingTweet
App [9].

To provide a real-time monitoring of wind turbine
farms and to collect data wirelessly, each turbine within
the array can be equipped with its own IoT device [10].
These IoT platforms could be used to report the measured
voltage output to develop a power output model of the
wind turbine, orwhat is called thepower curve, in addition
to the energy analysis for predicting the battery lifetime of
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Figure 1: Global Cumulative Installed Wind Capacity 2001-2016 in
MW [7].

Figure 2: Top 10 new installed capacity Jan-Dec 2016 [7].

the IoT nodes. With the help of IoT, various topics related
to wind power generation could be tailored like the inter-
actions across the harmonious wind turbines consituiting
thewind farm, exploring various downwind topologies, as
well as gingerly ameliorating yaw angles and pitch angles
in a periodic fashion. For the purpose of sychronization
and archistration between the IoT nodes of the wind farm,
the Network Time Protocol (NTP) could be employed. The
NTP runs at both the IoT nodes, as well as the web server
[10].

Reliability of wind turbines supports a sustainable op-
eration of such an important power source. Thismandates
real-time monitoring of the wind turbine condition [11] to
reduce human intervention as much as possible. To pro-
vide an online monitoring and control of the operation of
the sensors and actuators of the wind turbine, the IoT pro-
vides a promising solution. The proposed system utilizes
IoT as shown in Figure 3.

There are several kits that can be utilized to interface
wind turbine sensors and actuators at the side of the wind
turbine and the Internet and the cloud from the other side.
As mentioned earlier, examples include Beagle Bone, Ras-
berry Pie,... These provide wireless communications with
the Internet. The proposed model to utilize IoT in wind en-
ergy generation for reliability enhancement is shown in
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Figure 3: IoT features.

Figure 4: The proposed model to utilize IoT in wind energy genera-
tion.

Figure 4. Each wind turbine in the wind farm is equipped
with an IoT platform, as the Particle Electron, a cellular-
connected microcontroller, that can be directly connected
to a cellular network (the operator). The Particle Electron
complies with any cellular standard [12]. Then, the wind
data is saved and processed on the cloud using ThingS-
peak [9]. the wind data can be accessed from any where
in the world via, say a regular computer or a smart mobile
phone, where commands can be directed to the wind farm.

3 Siting of Wind Resource
Assessment Using IoT

IoT plays a significant role in selecting the most suitable
location for installing wind turbines. Meteorological sen-
sors will respond to real-time weather conditions, and are
designed to monitor specific environmental parameters
such aswind speed, wind direction and ambient direction,
which are essential for reliability studies as a graphical
representation with time. The core of wind turbine relia-
bility assessment depends on the accuracy of wind mis-

sion profile measurements [13]. Through IoT, automated
historical data besides daily work reports can be obtained
to enhance long-term reliability, optimize operations in
long-term and increase annual energy production. Future
wind turbineswill be self organized owe to sensors and im-
plementation control strategies using IoT, so they can op-
timize themselves at any point with any given condition
thrown on them. The best wind resource is obtained when
the weather is cold, but icing on the blades of wind tur-
bines can reduce energy production by up to 20% [14]. In
addition, it may cause spinning on the nacelle leading to
mechanical fatiguewhich causes shaft cracks, tooth break-
age, shattering, damage to the tower and reduction in relia-
bility [15]. These undesirable events lead to smart de-icing
systems to take place in freezing weather, hence IoT com-
bines sensors and database. In case the output energy is
too low, the more reliable decision will be made by IoT to
continue running or shut down and throw the ice around
using a heating system and an additional small fan built
on the blades. Other techniques used to keep the turbine
rotor running smoothly and to prevent ice from gradually
increasing include acceleration or deceleration of the ro-
tating blades to shake them, or using water resistant coat-
ings.

Investigating the availability of wind resources is im-
portant for wind turbine installation and for predicting
performance in order to quantify the overall reliability, per-
formance and wind turbine energy output. Wind dialogue
gives us an accurate, real time view of the operational sta-
tus of our input wind mission profile. In addition to that
it allows quick access to wind parameters reports. Wind
turbines can be monitored through sensors to track air
flow and mechanical power that will be extracted from
wind. Where sensors highness, location, accuracy, dura-
tion, quality and quantity should be considered.Moreover,
better IoT performance depends on trusted and identified
measures including data sampling, recording, handling,
recovery, quality, quantity and format, which should all
be taken into account. We have carried out these steps us-
ing IoT to maintain reliability performance within a sched-
uled plan [16]. As sensor technology advances, it becomes
possible to monitor wind turbines on wind farms, ensur-
ing maximization of air flow and mechanical power. Wind
turbines are highly optimized to their future needs through
continuous, smooth collection of high quality data, which
is measured using the proposed model in terms of repre-
sentativeness, accuracy, and completeness. Using IoT, the
operator can compare between ideal and actual perfor-
mance of technical issues, and identify the root causes of
the two cases to recommend individual and sustainable so-
lutions for these technical issues of wind turbines by pre-
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Figure 5:Wind speed using IoT.

Figure 6:Monthly average wind speed using IoT.
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Figure 7:Wind rose

dicting components failures, and optimize maintenance
schedules, which will drive down the cost of operating
wind turbines.

Many important indicators of a wind farm operating
environment such as wind speed and monthly average
wind speed are plotted by IoT as shown in Figures 5 and 6.
In addition, wind rose is an important graphical represen-
tation that gives information about howwind speedanddi-
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Figure 8:Wind speed distribution

Figure 9: Turbulence intensity using IoT.

Figure 10: Turbulence intensity

rection are typically distributed as shown inFigure 7.Wind
speeddistribution showsa frequencyofwinds over timeas
shown in Figure 8. In wind turbine siting, the turbulence
intensity (TI) indicator is a very important factor. TI nor-
malizes the standard deviation (σ) of wind speed with the
mean wind speed as shown in Figures 9 and 10. TI is de-
fined as

TI = σ
V (1)
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Figure 11: Lifetime estimation model for power semiconductor
devices.
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Figure 12: System under study.
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Figure 13: Equivalent circuit of permanent magnet synchronous
generator [19].

where σ is the standard deviation of wind speed; and V is
the mean wind speed. When TI < 0.1 is considered as a
low level, 0.1 < TI < 0.25 it is a moderate level of turbu-
lence and TI > 0.25 is a high level.

4 Reliability Assessment

4.1 Model Integration

Similar to our previous work [16], the prediction of power
cycling lifetime for machine side converter control in
PMSG is examined. To handle this issue, A PMSG with a
drive train model as shown in Figure 14 connected to a
control strategy for the turbine pitch angle β as shown in
Figure 15 are considered. A comprehensive thermal model
for the power IGBTmodules used in three-phase converter
has been built to predict the dynamic junction tempera-
ture rise. To perform a real and complete thermal model
as shown in Figure 11, a faster power modules loss predic-
tion method was proposed based on lookup tables, and
the required parameters were obtained from the Semikron

Table 1: Aerodynamic Parameters

Nominal turbine power Pn 1.5 MW
Turbine rotor radius R 72 m
Rated wind speed 16 m/s
Cut-in wind speed 7 m/s
Cut-out wind speed 22 m/s

Air density ρ 1.1225 kg/m3

Table 2: PMSG Parameters

Generator type Multi pole PMSG
Power P 1.5 MW

Stator voltage Vsn 575 V
No. of pole pairs 48

Dynamic speed range nm 7 − 22 rpm
Mechanical frequency fm 0.1167 − 0.367 Hz
Electrical frequency fe 5.6 − 17.6 Hz

Stator phase resistance Rs 0.006 Ω
Armature inductance L 0.000835 H

Flux linkage established by
magnets λ

1.48 V · s

Generator rotor inertia JG 35000 kg · m2

Generator rotor self-damping DG 0.01 N · m · s
Rated grid voltage 5.6 kV

IGBT module SKiiP2013 GB172-4DW. This data sheet is de-
signed for wind turbine applications. Then an equivalent
RC network model is built with parameters obtained from
the same manufactures’ datasheet as shown in Figure 18
and Table 4. Hence,the Lifetime is estimated based on the
behavior of the semiconductor devices under theirmission
profile.

A demonstration of the system under study is shown
in Figure 12, which shows wind turbine aerodynamics,
and topographic effects of wind speed, direction and
ambient temperature that are combined with multi-pole
space, direct driven, variable-speed permanent magnet
synchronous generator (PMSG). The wind turbine is con-
nected to the grid via frequency converter with a DC-link
capacitor [17][18]. Themain feature of PMSG is that there is
no need to external excitation current [19]. The parameters
of the system under study are listed in Tables 1, 2 and 3. A
Steady state voltage in d−q rotor-oriented reference frame
is shown in Figure 13, with:

V rqs = Rq irqs + pλrqs + ωrλrds (2)

V rds = Rd i
r
ds + pλ

r
ds − ωrλ

r
qs (3)
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where Rd, Rq are stator d and q axis winding resistance,
respectively, Ω. ids, iqs are stator d and q axis currents, re-
spectively, A. λds,λqs are stator d and q axis flux linkage,
respectively, V.s.ωr is the electrical rotor speed, rad/s. And
p is the differential operator.
Equations (4) and (5) are the stator flux linkages:

λrqs = Ls irqs + Lrm irqr (4)

λrds = Ls i
r
ds + L

r
m irdr (5)

where Ls is stator self inductance per phase, H. idr, iqr are
rotor d and q axis currents, respectively, A. Lm is magneti-
zation inductance per phase, H. And P is number of poles
The electromagnetic torque is given by Equation (6)

Te =
3
2
P
2 {λ

r
ds i

r
qs + λrqs irds} (6)

And the active power Pgen and the reactive power Qgen of
PMSG can be expressed as shown in Equations (7) and (8),
respectively:

Pgen = Teωm = 3
2[V

r
ds i

r
ds + V

r
qs irqs] (7)

Qgen =
3
2[V

r
qs irds − V

r
ds i

r
qs] (8)

The control of PMSG is done in rotor reference frame and
the machine side converter is controlled through a PI con-
troller, whereminimum current is obtained through d-axis
and current is held to zero to have amaximum torque. The
grid side converter is explored through a hysteresis con-
troller. A direct coupled PMSG in wind turbines eliminates
the need of gear box as shown in Figure 14. The turbines
are allowed to perform their best by adjusting their blade
pitch angle as shown in Figure 15 bymanaging the impacts
of unpredictable wind speed.

4.2 Converter Power Loss Estimation

PMSG is connected to fixed frequency grid via a variable
frequency converter as shown in Figure 16. The rotational
speed ωm varies between 7 − 22 rpm depending on the
wind speed. Therefore, the corresponding mechanical fre-
quency fm varies between 0.1167 Hz and 0.367 Hz. The
electrical frequency generated by PMSG is determined by
Equation (9)

fe = fmP (9)

where fm is the mechanical frequency and P is the num-
ber of pole pairs. The averaged model of three-phase back-
to-back (PWM) converter is adopted in this work as shown
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Table 3: DC-link Parameters

dc-bus capacitor Cdc−link 10000 * 10−6 MW
Nominal dc-link voltage Vdc 1150 V
Coupling inductor of GSC L 0.3 pu
Coupling resistance of GSC R 0.003 pu

Frequency of the GSC PWM carrier 2700 Hz
Frequency of the RSC PWM carrier 1620 Hz
DC bus voltage regulator gains [Kp
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Figure 16: Frequency converter.

in Figure 16. It is suitable for wind application and espe-
cially for computer simulation. It makes the simulation
run faster with less complexity and acceptable accuracy
for obtaining the converter losses. In the following, we
show basic equations for calculating the conduction and
switching losses based on Figure 17. Switching losses PSV
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of VSC is given by Equation (10) [30].

Psw = 6
π .fs . (EON .I + EOFF.I + EOFF.D) .

Vdc
Vref

. îLiref
(10)

where fs is the switching frequency, EON .I and EOFF.I are
the turn on and turn off energies of the IGBT, respectively.
Eo� .D is the turn off energy in the power modules‘ diode
due to reverse recovery current. Vdc is the dc link voltage.
îL is the peack value of ac line current. Vref and iref are
the reference values given in the data sheet [22]. Conduc-
tion losses of a single IGBT PCV .I is expressed by Equation
(11) and conduction losses in diode PCV .D ares expressed
by Equation (12).

PCV .I =
VCE .̂iL
2.π

π∫︁
0

sin(ωt). 1 +M(t)
2 .dωt (11)

+ rCE .̂i
2
L

2.π

π∫︁
0

sin2(ωt). 1 +M(t)
2 .dωt

PCV .D = VF .̂iL2.π

π∫︁
0

sin(ωt). 1 −M(t)
2 .dωt (12)

+ rF .̂i
2
L

2.π

π∫︁
0

sin2(ωt). 1 −M(t)
2 .dωt

where ω is the load current’s angular frequency, M(t) is
the modulation function, VCE is the IGBT’s threshold volt-
age, rCE is the IGBT’s differential resistance, VF and rF are
the diode’s threshold voltage and differential resistance,
respectively. The total converter power losses is given by
Equation (13).

PCV = 6.(PCU .I + PCU,D) (13)

4.3 Electrothermal Model

Different techniques have been used to perform the elec-
trothermal analysis; such as analytical, numerical, and be-
havioral [24]. Thus, numerical methods are used to solve
the equations governing the conservative of mass and mo-
mentum as computational fluid dynamic (CFD) [25]. Be-
sides, the finite element method (FEM) and finite differ-
ence method (FDM) are used for the discretization of the
differential equation for heat conduction [26]. In this work,
Analytical methods are selected to predict the operating
temperature of semiconductor devices[27]. Thesemethods
provide better physical insight by use of a physical model.
RC ladder networks are commonly adopted for thermal
analysis since they are ready to be integrated into exist-
ing circuit simulator and are capable of simulating both
electrical and thermal characteristics. Over that, RC ther-
malmodel can be implemented in the real-time simulation
due to its easy implementation and simple computational
[28]. Once the power dissipated in the IGBT power convert-
ers has been calculated, this power is used as excitation
current source in a thermal model as shown in Equations
(14-17) to estimate junction temperature of the operational
IGBT’s.

ẋ = Ax + Bu [∘C/∆t] (14)

y = Cx + Du [∘C] (15)

Y/u = C(sI − A)−1B + D [∘C/W] (16)

Zjc(t) =
Tj(t) − Tc(t)

P =
∆Tjc(t)
P (17)

where

A =

⎡⎢⎢⎢⎢⎢⎣
−1
R2C1

1
R2C1

0 0
−1
R2C2

(︁
−1
R2C2

− 1
R3C2

)︁
1

R3C2
0

0 1
R3C3

(︁
−1
R3C3

− 1
R4C3

)︁
1

R4C3
0 0 −1

R4C4

(︁
−1
R4C4

− 1
R5C4

)︁

⎤⎥⎥⎥⎥⎥⎦
B =

[︁
1
C1

0 0 0
]︁T

, C =
[︁
1 0 0 0

]︁T
, and D = R1 .

The power losses and the operational temperatures
are related by the thermal impedance as shown in Fig-
ure 18. A Semikron IGBTmodule SKiiP2013GB172−4DW,
whichhas the characteristics shown inTable 4, is designed
for wind turbine applications. This IGBT module is used
in this paper to construct the electrothermal model of the
power devices. The values of the thermal impedances have
been extracted from the dynamical thermal impedance
curve from the manufacturers̀ datasheet, as given in Ta-
ble 5.
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Table 4: Component (type) Designation System.

Case
form

Current
grade (&
case size)

Circuit
abbreviation

Blocking
voltage
(*100V)

Chip

SKiiP 1814 GB 17 E4

R2 R3 R4

C1 C2 C3 C4

Tc

Pi

Tji

Junction to case

R1R1 R2 R3 R4

C1 C2 C3 C4

Tc

Pi

Tji

Junction to case

R1

Figure 18: Cauer thermal impedance between the junction tempera-
ture and case layer.
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4.4 Lifetime Estimation

Lifetime is considered as an important statistical indicator.
The estimationof lifetime is basedonhow long theproduct
is expected to perform its function under certain electrical,
mechanical and thermal conditions. In literature, there are
many counting methods for lifetime estimation for power
modules that are used to extract amplitude and number
of thermal cycles from a mission profile [31, 32, 32]. Unfor-
tunately, these methods cannot capture accurately all the
characteristics needed for reliability assessment. In this
work, the Rainflow cycle counting method, which was de-
veloped in 1968byEndoandMatsuishi is applied as shown
inFigure 19. Various failuremodes for IGBTmodules are es-
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Figure 20:Mean temperature value Tm extracted from the rainflow
counting algorithm.

Figure 21: Junction temperature (∘C)

sential to understand the failure mechanism to predict the
power converter lifetime [29]. An improved lifetime model
was obtained from [30] as shown in Equation (18) and the
parameters are listed in Table 6.

Nf = A.∆T
β1
j .exp

(︂
β2

Tj.min + 273

)︂
.tβ3on .I

β4
B .Vβ5C .Dβ6 (18)

Figure 20 shows the frequencydistribution of tempera-
ture cycles defined by theirmean temperature value Tm ex-
tracted from the rainflow counting algorithm with 1697.5
cycles. IGBT junction temperature variations is uploaded
with IoT ’Thingspeak’Mathworkweb service and shown in
Figure 21. The analysis shows that the lifetime is heavily in-
fluenced by thermal cycling, and these thermal cycles lead
to a degradation of the wire bonds. Lifetime of IGBT power
module is estimated around 14521 hours.
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Table 5: Thermal Impedance of Cauer Network

Rth[K/W] 1 2 3 4 5 6
Zth(j − r) 0.0011 0.0059 0.0063 0.0021 0.0021 0.0000
Zth(r − a) 0.0002 0.0012 0.0042 0.0034 0.0002 0.0000

τ[s] 1 2 3 4 5 6
Zth(j − r)I 0.0007 0.0268 0.2165 1.0453 2.2456 1.0000
Zth(r − a) 0.1382 1.4254 8.3077 20.093 189.77 1.0000

Table 6: Parameters and limits for the calculation of power cycles using equation in (18)

Parameters Symbol Unit Limits Coeflcient Value
Technology factor A - - - 9.34E+14

Temperature difference ∆T K 45. . .150 β1 −4.416
Min. chip temperature Tj(min) ∘C 20 . . .120 β2 1285

Pulse duration ton s 1 . . .15 β3 −0.463
Current per bond foot IB A 3 . . .23 β4 −0.716
Voltage class/100 Vc V 6 . . .33 β5 −0.761
Bond wire diameter D µm 75 . . .500 β6 −0.5

5 Conclusions
Wind energy resource assessment and reliability perfor-
mance have been estimated using IoT, where mission pro-
file should be monitored, analyzed and controlled in real
time. Then, a comprehensive thermal model is developed
in three steps: the power losses are calculated; then the
junction temperatures are evaluated and the lifetime is es-
timated.

Therefore, the main purpose of this paper is to esti-
mate a reliability model of PMSG using ’Thingspeak’ Math-
works web service. So, due to long operation hours under
challenging environments, wind turbines can meet with
their main technological advancement through IoT. This
will grant field operators the tools to ensure maintenance
strategy development, reduce uncertainty, maintain sys-
tem reliability and availability and enhance annual energy
production. In addition,wind farmoperators expect indus-
trial strength with global scalability and significant bene-
fits from IoT implementation and evaluation such as gath-
ering data to seek performance optimization, instrument-
ing wind farm with sensors, identifying predictive and
preventive maintenance and connecting system level and
component level together through IoT. On the other hand,
lack of budget and lack of skills are considered main barri-
ers for releasing IoT in wind farms, besides security con-
cerns, communication protocols, limiting devices access
to internet, time pressure and lack of priority. We plan to

address these issues in our future work. Furthermore, we
plan to use the Particle Electron for data acquisition.
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