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Abstract:With the rapid development and progress of big
data technology, people can already use big data to judge
the transmission and distribution of network information
and make better decisions in time, but it also faces major
network threats such as Trojan horses and viruses.
Traditional network security functions generally wait
until the network power is turned on to a certain extent
before starting, and it is difficult to ensure the security of
big data networks. To protect the network security of big
data and improve its ability to defend against attacks,
this article introduces the deep learning algorithm into
the research of big data network security defense mode.
The test results show that the introduction of deep
learning algorithms into the research of network security
model can enhance the security defense capability of the
network by 5.12%, proactively detect, and kill cyber attacks
that can pose threats. At the same time, the security
defense mode will evaluate the network security of big
data and analyze potential network security risks in detail,
which will prevent risks before they occur and effectively
protect the network security in the context of big data.

Keywords: deep learning algorithm, big data, network
security, defense mode

1 Introduction

The current network development is very rapid, but there
are inevitably some loopholes in its development process.
In addition, traditional firewalls, loopholes, scanning
software, and other security systems cannot effectively
resist network attacks, making it the main target of net-
work attacks. To address these issues, more advanced

technologies are rapidly being introduced to improve
security capabilities and further improve network security,
but few people have introduced deep learning algorithms
into network security research. Therefore, it is of great
significance to study the behavior of combining deep
learning algorithms with big data network security
defense models in this article.

In the context of big data, people’s lives are closely
related to the network, and the security of the network is
related to people’s survival and development. To improve
the ability of network security defense, many people have
carried out research on network security. Wang proposed
an improvement of translation reliability analysis based
on the structural reliability analysis of network security
technology [1]. Because traditional hacking techniques
and firewall techniques cannot effectively resist virus
attacks, Ding et al. proposed an architecture design of
an intrusion prevention system that integrates auditing
and network defense functions [2]. Zhao and Song believed
that we should start from three aspects of strategy, man-
agement, and technology, and build a more reliable net-
work security system on the basis of traditional passive
defense and active defense technology [3]. Wagner et al.
examined network-level defense mitigations and quan-
tified their impact on network security and mission per-
formance [4]. Zhao et al. proposed a new game-based
approach to simulate the behavior of an adversary net-
work when attacking a competing defense pattern [5]. Li
and Li introduced the commonmethods and tools for eval-
uating network security in detail and analyzed the appli-
cation status of various technologies in network security
evaluation [6]. Bienstock and Escobar described a sto-
chastic defense mechanism designed to detect complex
mesh attacks involving physical actions and changes in
sensor output, which are attack model architecture, attack
architecture optimization technology, attack measure-
ment, and scale analysis technology [7]. From this point
of view, the research results on network security defense
have been very extensive, but few people have intro-
duced deep learning algorithms into the research of
big data network security defense models. To better con-
struct the defense mode of big data network security,
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this article introduces the deep learning algorithm into
the research of defense mode.

Deep learning algorithm is an algorithm technology
based on the artificial neural network. In recent years, it
is emerging as a powerful machine learning tool, which is
expected to reshape the future of artificial intelligence.
Hence, many people have conducted research on deep
learning algorithms. Since most hyperspectral data clas-
sification does not extract deep features hierarchically,
Chen et al. introduced the concept of deep learning algo-
rithms into hyperspectral data classification [8]. Oshea
and Hoydis presented and discussed several new appli-
cations of deep learning algorithms at the physical
layer, including communication applications, human–
computer interaction applications, and applications in
the field of monitoring systems [9]. Ravi et al. conducted
a comprehensive up-to-date review of research using
deep learning algorithms in health informatics [10].
Tom et al. examined critical learning-related models
and methods for multidisciplinary projects and provided
their evolution [11]. Zhu et al. analyzed the challenges of
using deep learning for remote sensing data analysis
and provided resources that we hope to make deep
learning in remote sensing seem ridiculously simple
[12]. Wang et al. proposed a fingerprint recognition
system for indoor localization with calibrated channel
state information and phase information [13]. Majumder
et al. proposed a deep learning algorithm-based method
for determining the author’s personality type of text
[14]. From this point of view, the research results of
deep learning algorithms have been very rich, but the
application in network security is lacking.

To better study the big data network security defense
mode, this article introduces the deep learning algorithm
into the research. The network has played an important

role in education, training, employment, and human life
style, and it has gradually become a necessity of human
life. People’s trust in the network is increasing day by
day. However, the development of big data network
security has increased the technical problems of network
security and has also brought frequent pressure and pres-
sure on people’s lives. Therefore, the importance of net-
work security has become a hot topic of social debate.
To protect the big data network security and improve
the network security defense ability, this article studies
the big data network security defense mode based on the
deep learning algorithm.

2 Big data network security
defense mode

2.1 Network security active defense system

The active defense of network security is a concept pro-
posed for the passive defense of traditional security [15].
Traditional network security defense methods usually
take actions according to the attack situation after the
system is attacked, which has obvious drawbacks. It has
obvious drawbacks, and it is easy to cause network paralysis
and large economic losses. It is clearly insufficient to face
the current complex network environment and various
security threats with traditional network security defense
methods. To solve the problem that traditional network
security defense methods cannot face various current net-
work attacks, this article analyzes the big data network
security system based on deep learning algorithms. The
network security active defense system is shown in Figure 1.
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Figure 1: Network security active defense system diagram.
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As shown in Figure 1, according to the different
operating modes, the active network security system
can be divided into two parts: the defense module and
the counterattack module. The defense module includes
intrusion detection, automatic switching software, and
attack recovery module, and the counterattack module
includes the attack source grammar and the counterat-
tack module. When the attack occurs, the network security
of the intrusion software will correct the attack behavior of
the fraudulent system and disconnect the connection with
the host illegally. When the server is shut down and
cannot provide services normally, the service conversion
software will automatically complete the work conversion,
and the wingman service will continue to provide services.
The counterattack unit detects the speed-based reverse
attack, calculates the attack behavior according to the
nuclear power rated unit, and selects the performance
modification attack of the corresponding density in the
counterattack technology. The network trick is activated
to serve the security system, and the host wingman soft-
ware will decide whether to activate the shift module
based on the search results. An active network security
system will judge the attack behavior from the aspects of
hacker attack, hacker’s access to the control network, and
attack and forwarding attack according to the attack sub-
ject, to activate the defense behavior and prevent the net-
work attack.

2.2 Pre-alarm system

The early warning system is the key to the network
security defense model to predict unknown risks and
actively detect and kill threats [16]. The prealarm system
can actively analyze various network attacks existing in
the network, actively analyze sound intrusion alarms,
indirectly solve the network security threats brought by
network attacks, and protect network security. The func-
tional structure of the prealarm subsystem is shown in
Figure 2.

As shown in Figure 2, early warning is mainly divided
into three parts, namely, early warning center, low-level
clustering unit, and intrusion alarm collector. When an
unknown network attack is detected, the prealarm ana-
lysis module will transmit the monitored data to the
high-level security state management module. Then, the
module will transmit the information retrieved from
the database to the lower-level clustering unit through
the communication module. The basic premise of the
early warning background system is divided into three
levels: intrusion alarm, cluster, high-level regular expres-
sion, and custom prediction. Note that the system is sui-
table for large-scale networks, and compilation and
intelligent operations are carried out through network
sharing. Network sharing divides the entire network into
multiple domains, and each area can have multiple
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Figure 2: Functional structure diagram of the prealarm subsystem.

Big data network security defense mode  347



network components to facilitate the collection and pro-
cessing of information. Each network partition repre-
sents a low-level cluster unit, and each low-level cluster
unit has multiple incoming alert receivers and an alert
analysis element. Each network unit carries an infected
alert receiver that is responsible for receiving informa-
tion about unknown cyber attacks. The low-level cluster
segment adopts the cluster analysis method for the
alarm information and identifies the related attack
events and their distribution, and the analysis results
are confirmed by the early warning center. The early
warning system is an important part of big data net-
work security, which can warn network attacks in
advance and protect network security.

2.3 Automatic attack module

Only relying on the prealarm system to defend against
network attacks is not a sure-fire way to protect network
security fundamentally. To better research the network
security defense mode of big data, this article investigates
the intrusion rate of attacks on the system according to
possible system security vulnerabilities and identifies the
automatic attack system. The network attack system inte-
grates the existing security attack technology and uses a
variety of attack methods and tools to attack the host area
or host service according to the basic network attack pro-
cess. The automatic attack module is shown in Figure 3.

As shown in Figure 3, the network attack planning
steps include: information system detection, data col-
lection, security vulnerability analysis, and information
system security attacks. In the automated attack module,
the information system search module will record and
analyze the network settings of the specified information
system by performing specific information system ana-
lysis. The host information collection part will summarize
the host information and host site operation information
according to the security system, analyze the existing
security vulnerabilities, identify the vulnerable vulner-
abilities in network security, and provide the required
vulnerability information for the security attack module.
In the security attack unit, power escalation and surveil-
lance cover-up belong to nondestructive attacks, which
are used to gain superuser benefits and eliminate rele-
vant control records, respectively, to avoid the detection
of attacks. The automatic attack module can always
detect and solve the vulnerabilities of the current data
network security function during the attack process,
effectively protect the network security, and enhance
the big data network security capability.

2.4 Network security protection relationship

Cybersecurity is an advanced technology that uses a wide
range of security products to achieve general security
[17], including physical security and intellectual security.
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Physical security refers to the electrical and physical
security of computer network systems and related appli-
cations to prevent damage and loss. Information security
refers to the confidentiality, confidentiality, and avail-
ability of information in the process of information
exchange and transmission. Controlling the security
depth relationship of information flow can better under-
stand the security applications and security functions of
the system and improve the defense capability of big
data network security. The network security protection
relationship is shown in Figure 4.

As shown in Figure 4, the network security relation-
ship diagram illustrates the entire security process from
source to source from the perspective of information
security. The entire information flow process is secure,
and each stage has different security requirements.
Human–computer interaction security requires authenti-
cation, authorization, and access control; LAN security
requires workspace security, server security, subnet
security, source code control, and internal security,
while border security requires network control; general
cybersecurity requires confidentiality, integrity, and avail-
ability of information transmissions. Understanding the
network security protection relationship is one of the
important foundations for the research on the big data
network security defense model.

2.5 Evaluation model of network security
defense system

The combined strength analysis of network security com-
ponents is the basic work for the research of the network
security defense mode [2]. The big data network security
defense mode requires that the components have consis-
tent overall security policies, and their network security
defense functions can be realized. This article adopts the
network security defense system evaluation model, and
the specific framework is shown in Figure 5.

As shown in Figure 5, the specific process of the net-
work security defense system is as follows: first deter-
mine the research basis of the big data network security
defense mode and then investigate the relative position
of the components to ensure that the components meet
the functional design requirements. Only by determining
the order of understanding of data and groups, the trust
between data and the efficiency of evaluation results be
further improved. The component identification process
is the basis of component rating, and the relationship
between components is very important for component
identification. The analysis of network system compo-
nents is essential because analyzing the total strength
of network system components is the basis for deter-
mining the impact of security components on network
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security. If the network security analysis only focuses
on the entire network, it is impossible to distinguish
the security components and security sources in the
network system. Therefore, the network security should
be ensured by analyzing the relationship between the
characteristics of the components and the access routes.

3 Deep learning algorithms

3.1 Neuron output

A neuron has two states [18]: an activated state or an
inhibitory state, denoted by positive 1 and negative 1,
respectively. The expression for the neuron is expressed
as follows:
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Among them, xj represents the input vector of the first
neuron.wij represents the neuron density and the number
of j; θj represents the threshold of neuron j; and Yj is the
output value of neuron j. When Nj activates neurons
beyond the limit, it has a surprising effect on the network.
When the neuron activation level is less than or equal to
the threshold, there is an inhibitory effect on the network.

3.2 Classical learning algorithm

A commonly used unipolar function is chosen as the
function to activate neurons [19].

( ) = + −f u e1 ,u
1 (3)

and its derivative is expressed as follows:

( ) ( )( ( ))′ = −f u f u f u1 . (4)

Activation function for each node is expressed as
follows:
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Among them, aj
l represents the activation value of the

jth node of the lth layer through the transfer function,
and the density factor between the ith unit of the lth layer

and the jth unit of the lth layer is wj
i.
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3.3 Network objective function

The network objective function, or network loss function,
is the performance function of the network, and one of
the two parameters is necessary to compile a model.

( ) ∑= −Jp t dRp yRp1
2

.
R

2 (6)

Among them, JRp(t) is the objective function when the
pth group is input [20].

3.4 Convolutional layer gradient

In the convergence layer, by performing the motion
function on the convergence kernel and the input layer
of this layer, it is possible to choose whether to perform
random operations and development functions in the
new version and finally obtain the conjunctive function
of the next layer. Its calculation process is expressed as
follows:
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3.5 Gradient of residual map
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where JRp(t) represents a sampling operation.

3.6 Pixel copy operation
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3.7 Downsampling layer gradient

The downsampling layer gradient propagates the remaining
layers forward through the layer-by-layer gradient from
the back layer to the front layer, while multiplying the
densities between different layers. The calculation for-
mula is:
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3.8 The calculation formula of the input
layer
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Among them, f j
l represents the mapping of the jth

part of the lth layer, Mj is the development function of
the neuron and represents the number of tensors corre-
sponding to the hidden layer array, ∗ represents the con-
vergence, wij

l represents the jth convolution kernel of the

lth layer, and bj
l represents the bias term.

3.9 Pooling layer calculation formula

( ( ) )= +−f σ β d x b ,j
l

j
l

j
l

j
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where d()1 represents a reduction function applied to
random regions in the image.

3.10 Decision loss function

The decision loss function is the sum of the weights of the
position loss and the confidence loss, and its expression
function is expressed as follows:

( ) ( ( ) ( ))= +L x
N

L x c αL x1 , .conf loc (13)

Among them, N is the default number of frames;
Lloc(x) is the position loss, that is, the amount of loss
between the predicted frame and the ground truth
frame; Lconf(x) is the information loss; α = 1; and Lloc(x)
shows the prediction loss.

3.11 Prediction loss function
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3.12 Activation function
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3.13 Gradient vanishing function
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3.14 Momentum term function

= −+ −x β xΔ lg.t t1 1 (18)

Among them, β is the momentum coefficient, and
[ ]∈β 0, 1 indicates how much this gradient update retains

the gradient direction of the previous update.

3.15 Sample training set
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3.16 Gradient loss function
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Among them, the obtained gradient loss value is
scaled according to a certain proportion, and the adjust-
ment amount of each layer parameter can be obtained.

4 Method of big data network
security defense mode

Big data is a very advanced process identification method,
which can find hidden, valuable data sources from big
data that can help people make important decisions.
Currently, big data has been widely used in literature
retrieval, interdisciplinary, weapon management, and
other fields, and is at the advanced level of social intel-
ligence. Many viruses or trojans use more advanced

attack methods that can save longer time and infect a
wide range of networks, causing more serious economic
losses. Therefore, this article uses big data technology
and deep learning algorithms to study the network
security defense patterns together with other modes.
To facilitate the research, this article names different
defense modes as mode 1, mode 2, mode 3, mode 4,
and mode 5, where mode 5 is the big data network
security defense mode studied in this article. To better
understand the big data network security defense pat-
terns studied in this article, the ability of different
defense modes will be analyzed by the scoring system
of 0–10 points.

5 Results of big data network
security defense mode

5.1 Processing capability of different
defense modes on the same attack

The ability to process cyber attacks is the main content of
network security defense mode research because the
defense mode is to handle network attacks. To further
understand the processing ability of the network security
defense patterns on the same network attack based on
deep learning, this article studies the different defense
modes together. The specific research data are shown in
Figure 6.

As shown in Figure 6, the five network security
defense modes are all equipped with attack prediction,
forecast, police, vulnerability patch, active investigation,
and killing. In terms of attack prediction ability, the
attack prediction ability of modes 1–4 is far less than
that of the network security mode studied in this article,
and it is difficult to discover unknown network attacks in
time and protect the network security. In terms of forecast
warning and active detection capability, the capability of
modes 1–3 is clearly lower than the network security
defense mode studied in this article, while the capability
of mode 4 is higher than mode 5, indicating that there is
still a lack of the defense mode, which is studied in this
article, which needs to be constantly studied to promote
the development of network security defense mode. On
the whole, the ability of the network security defense
mode to the same attack is relatively high, but there is
still room for improvement.
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5.2 The capability of different defense
modes to handle different network
attacks

The network security defense mode helps to study the
processing ability of network attacks to protect network
security. To more clearly demonstrate the ability of
defense patterns to process different network attacks,
this article studies different network security defenses
together with the defense modes studied based on deep
learning. The specific data are shown in Figure 7.

As shown in Figure 7, different network security
defense modes have different processing modes for dif-
ferent network function attacks. Mode 2 has the lowest
processing power when handling computer vulnerabil-
ities, and the network security defense mode presented

here has the highest processing power compared to the
other four modes. In dealing with network fraud, mode 1
has the weakest processing power, while mode 3 has a
strong processing power, at around 6.5 points. When
dealing with computer vulnerabilities, mode 3 has the
weakest processing capacity compared to the other four
modes, with only about 4 points, which is far less than
the network defense mode studied in this article. When
handling hackers, mode 4 is relatively powerful, far less
than other defense modes. In general, modes 1 to 4 are
not good at dealing with network attacks, and it is diffi-
cult to fully guarantee the security of the network. For
the network security defense methods studied in this
paper, a mode with strong network defense attack cap-
ability should be selected to ensure network security and
maintain network order to a large extent.
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5.3 Information and data security of
different defense modes

To protect the network, the information data of the net-
work is protected because the information data on the
network is related to everyone’s privacy and life. To select
a better network security defense mode to protect the
security of information data, this article studies the infor-
mation data security of different defense modes. The spe-
cific data are shown in Figure 8.

As shown in Figure 8, the security of information
data mainly includes six aspects: information collection,
storage, transmission, application, sharing, and destruc-
tion. On the whole, mode 2 has the worst protection
ability in information data security, while modes 1 and
4 are medium to protect information data security, but
still far from the protection capability of modes 3 and 5
in information data security. From the data point of view,
mode 3 has a score of 7 points in protecting the security of
information and data, and the degree of protection of

information and data is very high. The network security
mode studied in this paper, namely mode 5, has a score of
8 points in protecting information and data security,
which is higher than that of mode 3, which shows that
the network security defense mode proposed in this
paper can protect information security to a greater extent.

5.4 Defense capability of different defense
modes

The ability to defend against network attacks is the basis
of the network security defense mode. Only when the
defense mode of network attacks is improved, can we
better protect the network security under the background
of big data. To test the defense capability of the network
security defense mode, the no-use defense mode is stu-
died together, and the specific research data are shown in
Figure 9.
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As shown in Figure 9, mode 1 has the lowest cap-
ability in terms of scientific design and defense strength,
but it is relatively high in terms of defense mechanisms
and defense technology, which can protect network
security to some extent. Mode 2 is not only relatively
weak in defense mechanism but also strong in scientific
design. In other aspects, it is difficult to protect the
security of the network. Mode 3 has a relatively balanced
defense capability in all aspects, mostly around 7.5
points, which can protect network security to a large
extent. Mode 4 has a strong ability in terms of defense
mechanism, the worst ability is in terms of scientific
design and defense technology, only about 5.5 points,
and the overall defense ability is relatively good. Com-
pared with the other four defense modes, the defense
capability of mode 5 is relatively strong, and it is rela-
tively balanced to protect the security of the network
from all aspects. That is to say, the defense ability of
the big data network security defense mode is relatively
strong, which is the best choice to protect the network
security.

5.5 Defense efficiency of different defense
modes

If the defense mode is only aimed at network security, and
the defense capability is not strengthened, its defense
effect cannot be guaranteed. To conduct in-depth study
of big data network security defense mode, this article
introduces the defense efficiency into the study of net-
work security defense mode-specific research data as
shown in Figure 10.

As shown in Figure 10, to study the defense efficiency
of network security mode, we need to study from six
aspects: attack blocking, monitoring perception, attack

analysis, attack absorption, security, and information
leakage. Mode 1 is more efficient, but only about four
points in attack analysis, which is less efficient. Mode 2
is less efficient in security than others. Mode 3 scored
above 6 points in each defense aspect, and the overall
defense efficiency is relatively high. Mode 4 has the
highest score in information leakage and a relatively
low score in other aspects, indicating that mode 4 cannot
fundamentally guarantee the security of the network.
In terms of attack blocking, monitoring perception, and
attack absorption, the score of mode 3 is relatively high,
mostly around 7 points, indicating that the defense effi-
ciency of mode 3 is acceptable to a certain extent. Com-
pared with the other four defense modes, mode 5 has a
relatively high defense efficiency, because mode 5 has a
relatively high score in all aspects, which can well protect
the network security.

6 Conclusion

Today, big data technology has been widely used in many
fields, with strong integration and permeability, so the
role and operation of big data technology has been effec-
tively integrated into the return. However, big data tech-
nology also has many characteristics, such as openness,
and we need to consider the network security prevention
work and take effective measures to optimize and
improve it. To protect the network security and improve
the network security defense capability, this article stu-
dies the big data network security mode based on the
deep learning algorithm, aiming to provide a reference
for promoting the defense mode of computer network
security.
(1) Different defense modes are very different in the pro-

cessing capacity of the same attack. The five network
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security defense modes are all equipped with attack
prediction, forecast, police, vulnerability patch, active
search and killing, security situation display, and
information protection capabilities, but they are dif-
ferent in different capabilities. Mode 1-mode 4 is far
less capable of handling the same network attack than
the network security model studied in this paper, and
it is difficult to detect unknown network attacks in
time and protect network security. However, on the
whole, the network security defense model still needs
to be improved.

(2) Different defense modes have different processing
capabilities to different network attacks. Different
network security defense modes have different pro-
cessing modes for different network function attacks.
In processing different network attacks, the proces-
sing capacity of the network security defense mode
studied is the highest compared with the other four
modes, which can guarantee network security and
maintain network order to a large extent.

(3) The information and data security of different defense
modes is different. On the whole, the information and
data security of the network security mode studied
in this article is relatively high, which shows that
the big data network security defense mode studied
based on the deep learning algorithm can protect the
information security to a large extent.

(4) The defense capabilities of different defense modes
are determined by differences. The defense capability
of the network defense mode is mainly divided into four
aspects: prevention, consciousness, scientific design,
defensemechanism, defense strength, and defense tech-
nology. Compared with the other four defense modes,
mode 5 has a relatively strong defense ability and a
better balance that can be protected from all aspects.
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