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Abstract: Under the background of the rapid development
of information technology, people’s data and information
security problems are becoming increasingly serious.
Data and information can be leaked in daily Internet
access or communications. When doing data sharing,
the security mechanism of the data sharing platform
should be analyzed. This article aims to study how to
analyze the security mechanism of cloud computing-
based data sharing platforms in the Internet of Things
era. This article presented an attribute-based encryption
(ABE) algorithm, a detailed interpretation of the attribute-
based encryption algorithm, and analyzed security pro-
blems in data sharing in cloud computing. The experi-
mental results showed that the ABE algorithm takes an
average of 11s with five trials, while the other two
methods take 51.8 and 31.6s. ABEs take less time for
different encryption numbers under the same data than
the other two methods and are more efficient than the
other two methods. Thus, attribute-based encryption algo-
rithms should have more advantages.

Keywords: Internet of Things, cloud computing, data
sharing platform, encryption algorithm

1 Introduction

With the development and popularization of cloud com-
puting, the storage, computing, and other services pro-
vided by cloud platforms are favored increasingly by
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individuals and small- and medium-sized enterprises.
Despite the growing development of cloud service tech-
nology, most users are still hesitant to share confidential
data on public cloud platforms due to personal privacy
issues. To protect data privacy, various methods of encryp-
tion have emerged. However, encryption increases the dif-
ficulty and cost of data processing and even limits the
advanced capabilities provided by cloud services, such
as data sharing. As a highly integrated and comprehensive
application of the new generation of information tech-
nology, the Internet of Things (IoT) has the characteristics
of strong penetration, great driving effect, and good com-
prehensive benefits. It is another promoter of the develop-
ment of the information industry after the computer, the
Internet, and the mobile communication network.

Data security and data privacy in the public cloud
have always been the most concerning issues for users
because the cloud data are vulnerable to attack and
snooping. For example, a malicious server may try to
analyze the data to obtain some decision information,
or a curious service administrator may somehow spy on
private data, such as identity information, etc. An effec-
tive solution is that the data owner (DO) outsources the
encrypted data to the cloud service provider (CSP).
Although the encryption mechanism can effectively pro-
tect the privacy of data, it limits the quality of cloud
services to some extent. Therefore, data sharing, an
important feature in cloud storage, will face severe
challenges.

The innovation of this article is that: (1) It introduces
the relevant theoretical knowledge of the IoT and cloud-
based data sharing. The attribute-based encryption (ABE)
algorithm is proposed, which analyzes how the ABE algo-
rithm plays a role in solving the security problem based
on cloud computing. (2) It compares the ABE algorithm
with the encryption algorithm of the traditional encryp-
tion algorithm. Through the analysis, we can know that
the ABE algorithm’s working time is shorter than other
methods, and its working efficiency is higher than other
methods.
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2 Related work

With the development of information technology, the
application of the IoT and cloud computing has become
increasingly extensive. Jin L found that data sharing is
not only very convenient but also particularly cost-effec-
tive, so it has become an attractive service provided by
cloud computing platforms. As a potential technology
for data sharing, ABE has attracted a lot of attention.
However, existing ABE solutions are not only expensive
but also have low security. Therefore, he addressed this
challenging problem by proposing a new attribute-based
data sharing scheme suitable for mobile users with lim-
ited resources in cloud computing. Although the scholar
proposed a specific solution, the solution has not been
demonstrated in practice, so the feasibility is unknown
[1]. Xue et al. found that according to the current state of
the medical industry, it is difficult to verify, store, and
synchronize clinical data, so clinical data sharing has
become a challenging task. This results in high resource
and time costs for verification. To solve this problem, he
proposed a block-based medical data sharing model,
which has the advantages of decentralization, high
security, collective maintenance, and tamper resistance.
It can make data sharing more convenient, safe, and
fast, and better match different types of medical institu-
tions. Although the scholar described the advantages of
his proposed model, he did not specify how to apply it to
medical information [2]. Liu et al. found that in a secure
data sharing system, a keyword search for encrypted
files is a basic requirement of users. While traditional
searchable encryption techniques can provide privacy
protection, two key issues still need to be considered.
He proposed a scheme called “Verifiable Search Encryp-
tion with Aggregated Keys.” In this scheme, after the user
obtains such a key, it can be used to verify the security of
the server. However, the scholar did not describe how to
verify the security of the server [3]. Jiang et al. discovered
that mobile crowd sensing (MCS) is a new approach to
sensing using embedded sensors. However, the traditional
MCS architecture often has the problems of high operating
costs and poor scalability of centralized servers, and data
sharing can effectively reduce the cost of servers. He pro-
posed a novel P2P-based MCS architecture, where sensory
data are saved and processed locally in user devices and
shared among users in a P2P manner. Scholars put forward
corresponding measures for the problem, but there is no
specific experiment to show whether the measures are
reliable [4]. Xue et al. found that privacy protection and
secure data sharing have become a very challenging issue.
Existing secure access control schemes consume too many

DE GRUYTER

computing resources, which may therefore not be suitable
for real-time applications. Therefore, he proposed a cryp-
tography-based mechanism for fine-grained access con-
trol. The results show that complex computations are
securely outsourced to cloud servers with confidentiality
and privacy protection. Although the scholars came to a
conclusion, they did not elaborate on the experimental
process [5]. Ascoli et al. found that most people have not
embraced data sharing applications, so he discusses how
publicly available repositories can benefit both data pro-
ducers and end users. He outlined the practical ways for
resource developers to maximize the research impact of
data-sharing platforms for contributors and users. How-
ever, the scholar did not specifically introduce how data
sharing benefits data producers [6].

3 Cloud data sharing mechanism
based on attribute-based
encryption algorithm

3.1 Basic concepts of loT and cloud
computing data sharing

The proposal of the IoT breaks the traditional idea of
separating equipment and information transmission, truly
realizes the communication between things, and embodies
the unified concept of the Internet, which is of great
significance [7]. If information is included in the com-
munication application of the IoT, the number of com-
munication connections that may be involved may reach
billions, which provides a large space for information
transmission.

Data sharing is to allow users who use different com-
puters and different software in different places to read
other people’s data and perform various operations and
analyses. The degree of data sharing reflects the level of
information development of a region and a country. The
higher the degree of data sharing, the higher the level
of information development. By realizing data sharing,
more people can use existing data resources more fully,
which reduces the corresponding costs of repetitive labor
and data collection, and focuses on the development of
new applications and system integration [8]. Since the
data provided by different users may come from different
channels, the data content, data format, and data quality
are very different. Data sharing becomes very difficult,
and the data format cannot be converted or information
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may be lost after conversion. Due to intractable problems
such as these, data flow and sharing in various depart-
ments and various software systems are severely hin-
dered [9].

With the rapid development of computer level and
communication technology, the application of the IoT
in e-commerce, power monitoring, military and national
defense, and other confidential fields has become increas-
ingly extensive, and the sharing and exchange of infor-
mation occupies an increasingly important position.
Data communication is the main information exchange
method, which is essential to ensure the security of data
communication in the IoT [10].

Cloud computing can provide reliable basic software
and hardware, abundant network resources, low-cost
construction, and management capabilities, and is a con-
centrated expression of information technology develop-
ment and service model innovation. A few years ago,
people were hesitant about whether cloud computing
and the IoT were new technologies and whether they
were necessary for the development. Now, the industry
has developed a high degree of recognition of cloud com-
puting and the IoT. It can also be seen from Google trends
that cloud computing has gone through a journey from
scratch, as shown in Figure 1.

As shown in Figure 1, cloud computing and IoT have
become one of the hottest topics of the moment. More
mature cloud computing and IoT products such as Baidu
Cloud and Alibaba Cloud have sprung up like mushrooms
after a spring rain and have become an indispensable
part of people’s work, studies, and life [11]. IoT is a
kind of network that connects any item to the Internet
through information sensing equipment and according to
the agreed protocol to exchange and communicate infor-
mation, to realize intelligent identification, positioning,
tracking, monitoring, and management. Increasingly, users
are hosting their data on these cloud computing and IoT
storage platforms for management. However, cloud com-
puting and IoT security issues are increasingly prominent.

Cloud computing security is one of the most impor-
tant issues affecting the development of cloud com-
puting. Cloud computing not only includes security
issues existing in existing IT systems but also faces
new security risks based on cloud computing character-
istics [12]. Concerns about security and data protection
have become a stumbling block to the popularization of
cloud computing services, especially concerns about data
confidentiality, integrity, and compliance with regulations,
as well as business confidentiality and data protection.
However, current security technologies are based on tradi-
tional network structures and applications and cannot fully
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Figure 1: Cloud computing and loT search index in Google. (a) 2013-2016
Cloud computing and loT search index in Google; (b) 2017-2020 cloud
computing and loT search index in Google.

adapt to the new features of cloud computing such as bor-
derless risk and shared risk [13], as shown in Figure 2.

As shown in Figure 2, on the one hand, most existing
data sharing encryption schemes do not consider the
communication overhead and workload of DOs and users;
on the other hand, performing computations on encrypted
shared data in the cloud has not been effectively
addressed. In particular, the realization of influence
maximization in social networks still faces significant
challenges [14]. Now, information sharing is just in its
infancy, and all aspects are not comprehensive, especially
in law and regulations, there are still large loopholes, and
there are increasingly lawbreakers, and they will increas-
ingly use their drawbacks to harm the society.
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Figure 2: Cloud computing classification model.

3.2 Security issues of cloud computing-
based data sharing platform under
the loT

3.2.1 Data transmission security issues

The continuous increase of data and sharing users will
cause the workload of the DO to become quite large.
Another alternative method is that the DO directly sends
the decryption key to the user [15,16]. There are two types
of keys: symmetric keys and asymmetric keys. Symmetric
key encryption, also known as private key encryption or
session key encryption algorithm, means that the sender
and receiver of information use the same key to encrypt
and decrypt data. Its biggest advantage is the fast encryp-
tion/decryption speed, which is suitable for encrypting
large amounts of data. However, since the decryption key
is usually bound to the identity information of the DO,
this method will reveal all privacy of the DO. Therefore,
none of the existing methods can simultaneously satisfy
the DO’s need for data security and workload issues. In
these solutions, cloud services are only responsible for
providing cloud storage, and their powerful computing
power is not fully utilized [17].

3.2.2 Security issues brought about by shared
technology

Usually, public CSPs have high-performance servers and
powerful database software. The emergence of these
public CSPs can effectively solve the problems of limited
storage capacity and low computing power of personal
and small enterprises. In the cloud environment, DOs
outsource data to CSPs [18]. In real scenarios, most of
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the DOs are mobile terminal users, who will generate a
large amount of data in real time when they use mobile
devices with limited storage and low processing power.
To obtain more storage space, DOs have to outsource the
data to the public cloud. Mobile terminal users pay data
transmission fees according to data traffic, so it is neces-
sary for mobile terminal users to reduce communication
overhead.

3.2.3 Defects in traditional public key infrastructure
technology (KPT)

Cloud storage services provided by most cloud providers
are not completely trustworthy to users. Furthermore, the
traditional public KPT can ensure data confidentiality by
encrypting data [19]. Public key infrastructure (PKI) is a
system that uses public key technology to realize the
security of e-commerce, and it is a kind of infrastructure,
which is used to ensure the security of network commu-
nication and online transactions. However, there are sev-
eral major defects in PKI technology. First, the data
sender needs to know the valid public key certificates
of all data receivers, which brings a large user manage-
ment burden to the data sender; second, each data reci-
pient needs a copy of the encrypted data, which results in
data redundancy. At the same time, the encryption time
is proportional to the number of data recipients, which
brings about problems such as encryption time and com-
munication consumption. Therefore, traditional encryp-
tion technology and access technology are not suitable
for this new cloud data sharing model.

In short, traditional methods have various system bot-
tlenecks, inflexible strategies, incomplete failure mechan-
isms, and high system overhead [20,21]. Based on the
current research situation of the industry and the current
application environment of cloud computing, this article
proposes an efficient, flexible, and secure cloud data
sharing model - the cloud data sharing model based on
attribute encryption. This chapter mainly introduces the
mathematical knowledge related to ABE. It explains the basic
mechanism of attribute encryption and the calculation steps
of attribute encryption scheme using various strategies.

3.3 ABE

ABE is embedded in the ciphertext because of the policy,
which means that the DO can decide which attributes can
access the ciphertext by setting the policy. It is equivalent
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to making an encrypted access control on these data
whose granularity can be refined to the attribute level.
Elliptic curve encryption in cryptography uses limited
elliptic curves. The finite elliptic curve represents the
following equation:

b2=a3+ax + b. ey

All coefficients are elements of some finite field E,.
The most common of these is the following equation:

E4(x,y)b? = @® + ax + b(mod q). @)

In crowd-sensing scenarios, DOs continuously gen-
erate and collect data over time. After a certain period of
time, the data will exceed their own storage and proces-
sing capacity, so it is necessary to proxy the data to cloud
management. At the same time, with the development of
cloud computing, outsourcing data storage, manage-
ment, and analysis to CSPs has become a necessary
requirement for individuals and enterprises. However,
DOs face a dilemma when sharing sensitive encrypted
outsourced data with others. The access control system
model based on attribute-based encryption algorithm is
shown in Figure 3.

As shown in Figure 3, the participants include the
authorization organization, the data sender, and the data
user. Given the importance of privacy protection, encryp-
tion methods are widely used to protect the privacy of DOs
when performing advanced functions on the cloud and
should address privacy concerns. However, in the past,
it was very difficult to perform functions on ciphertext

Authorized
Authorities

Data
sharing

Cloud storage transmitter

Data sharing

Data users

Figure 3: Attribute-based encryption algorithm.
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encrypted with traditional cryptography tools. After the
data are encrypted, the advanced functions provided by
the cloud service will be limited, which reduces the
quality of the cloud service to a certain extent. In addi-
tion, the needs of sharing users are often not limited to
secure sharing, they need to perform computational
functions on the shared data. However, after the data
are encrypted, the implementation of complex computa-
tions such as influence maximization computation in
social networks will face enormous challenges. The
influence maximization problem is a function based on
social network data mining, which aims to select a set of
seed nodes, which has the greatest influence on the
whole network through propagation. This technique
has attracted a lot of research in the field of data mining.

The purpose of password control and key security
management strategy is to ensure that appropriate and
effective control measures are used to protect the confi-
dentiality, authenticity, or integrity of information, and
the main content includes the password control strategy.
In the key policy scheme, the data user generates an
access control policy based on his own attribute set, the
authority calculates the user key according to the control
policy, and the data sender uses the attribute set to
encrypt the ciphertext. When the ciphertext attribute set
satisfies the access control policy, the user can decrypt
it. The control strategy is constructed into a tree structure
as shown in Figure 4.

As shown in Figure 4, let the attribute set be P, the
root node of the access tree T be R; the set pair accesses

Server 2

Data
transmission

Data sharing

<

Data sender
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Figure 4: Access control tree.

tree T node; the difference between the ciphertext strategy
ABE and the basic ABE mechanism lies in the KeyGen
and decrypt steps. KeyGen is the abbreviation of Key-
Generator, which is generally referred to as the registra-
tion machine, which is a tool for piracy to generate the
registration code required for software registration.

KeyGen: Generates a degree term for each node of a
machine of T from top to bottom, such as the following
equation:

Pa(o) = pparent(a)(index(a)),othrewise . (3)

Decrypt: It is a bottom-up recursive process, when x
is a leaf node and as in the following equation:

F(‘I = e(Da, Ei)’ i€ AC- (4)

In the ciphertext strategy scheme, the access control
strategy T is specified by the data sender, and the control
strategy adopts the same tree structure as the key strategy
scheme. Its leaf node is L(T) = A; the user key is asso-
ciated with attribute set A;.

3.4 Data sharing system model

The degree of data sharing reflects the level of informa-
tion development in regions and countries. The higher
the degree of data sharing, the higher the level of infor-
mation development. To realize data sharing, we must
first establish a unified legal data exchange benchmark,
standardize the data form, and use user-specified data
benchmarks as much as possible. By implementing data
sharing, more people can make full use of the existing
data resources, which reduces the duplication of labor
and the corresponding costs of data collection, and

focuses on the development of new applications and
system integration.

The data sharing system model consists of four parts:
DO, CSPs, sharing users, and trusted third parties, as
shown in Figure 5.

As shown in Figure 5, the data model accurately
describes the shared system, data structure, data rela-
tionships, and semantic constraints. It defines the static
characteristics, dynamic behavior, and dependency rules
of the shared system at a higher level of abstraction, and
is the core and foundation of the shared system. The data
sharing system model includes the following parts: DO:
Encrypt and outsource private data to the public cloud.
Furthermore, it often wants to share its private data
stored in the cloud with other authorized users. DO
shares data with authorized users by defining a sharing
policy and sends the sharing policy to a trusted third
party to verify the sharing request.

CSP: Provides public cloud services. It has high-per-
formance machines and powerful database software to
store and manage data. The CSP also forwards the
sharing user’s sharing request to a trusted third party
to verify the user’s permission. In addition to this, CSP
also provides upload, storage, and download services.

Attribute authority k generates master and public keys
for each attribute it manages. Two exponents vy ;, vg,; € Z4
are randomly selected for attribute i, whose master key
is the following equation:

MSKy, i(Vi,is Vi 1) (5)

Key generation: Each data user needs to authenticate
the identity to the authority that obtains the attribute key.
The data user submits the identity number to the attribute
authority k, and the authority verifies the identity of the
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Figure 5: Key policy cloud data storage and sharing model.

data user through the identity authentication mechanism.
If the data user GID is a legitimate user, the authority k
assigns the user the attribute key associated with the
requested attribute set.

The data encryption algorithm inputs the plain text
m, the access control policy T, the global public para-
meters GPPs, and the public key PKs related to the leaf
nodes of the tree T. The maximum coefficient of the poly-
nomial is p,, and p,, is the threshold value defined by the
node, so that:
s,a=R

(6)

*
pparent(a)(index(a)),othrewise .

Da (O) = {

Only the data users whose attribute set satisfies the
access policy specified by the ciphertext CT can correctly
decrypt the information m, and then use the key m to
decrypt the symmetric encrypted data.

If the attribute set of the data user satisfies the access
control tree T, then it can be calculated as:

A = e(g, H(GID))*© = ¢(g, H(GID))S. )

Finally, the plaintext information m = C/(4*/A) can
be decrypted.

ABE technology solves the system bottleneck and
data redundancy problems caused by traditional tech-
nology. In the process of decryption, the user inputs the
key embedded in the policy and the ciphertext embedded
in the attribute set into the decryption algorithm. In this
way, the matching between the policy and the attribute
set is realized.

Share the request U J L
= =
Semi-decrypt users
data
Semi-decrypt
data
Keys

3.5 Privacy protection scheme of nonlinear
mapping order preserving encryption

Cloud storage supports uploading and downloading of
any type of data (text, multimedia, log, binary, etc.). It
can provide a powerful meta-information mechanism,
and developers can use general and custom meta-
information mechanisms to define resource attributes.
However, the realization of data sharing, an important
function of cloud storage, has not been effectively
solved. Most of the existing solutions focus on the control
of users’ access rights without considering the communi-
cation overhead and workload problems between DOs and
users in data sharing. In practical scenarios, users who use
public cloud services often need to pay expensive commu-
nication fees, and the computing processing power is rela-
tively low.

Order-preserving encryption has become an impor-
tant tool for building searchable encryption systems,
which allows efficient query operations on ciphertexts,
which is very much in line with the requirements for
operational security and confidentiality in cloud environ-
ments. The research of outsourced data query and data
mining under privacy protection makes order-preserving
encryption very promising in encrypted data search. After
the encrypted data are stored on the remote server, the
comparison operation is performed by sending another
encrypted data, and the security of the data and query
can be ensured during all operations, as shown in
Figure 6.
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Figure 6: Problem model.

As shown in Figure 6, users and data providers can
protect the privacy of data by encrypting confidential
data and parameters. If this problem cannot be effectively
solved, users will not be able to use the computing
resources of cloud computing to process confidential
data, and the advantages of cloud computing will be wea-
kened. The advantages of cloud computing are ultra-large
scale, virtualization, high reliability, versatility, high scal-
ability, on-demand services, and extremely cheap.

Divide the original plaintext space M into a series of
1s, as in the following equation:

M= GDi = 6[11‘, rl.

i=1 i=1

(8)

It divides the ciphertext space C into a series of inter-
vals C; = [l{, r{], so one lets I, r{ € Z satisfy the following
conditions, as in the following equation:

Cs

c=U)c= Ui, . )
i=1

i=1

For different intervals, people use different encryp-
tion functions Enc;(a) to map different values to the target
space C; = [l/, r{]. The overall process is as shown in the
following equation:

a € D; = [l;, ;] —» Ency(a) € C;. (10)

The sparse interval extends to a small extent into the
ciphertext space, so the ciphertext is almost uniformly
distributed. To realize the division, this article gives these
parameters as follows:

P= (amin, Qmax> [];], dmin)-

Qmin and an,, are the starting points of the plaintext,
and [T;] represents the set of dense intervals. To break the
data distribution, d;, is the smallest length interval one
can set. The specific division method: people make the
plaintext space as the following equation:

M=R+T+R+L++T,+ Rys1,

(11)

(12)

where R, is the sparse interval, people randomly choose
integers to divide the interval into equal intervals, and for
the dense interval T; = [I;, ], people divide it into the
following equation:

T; = dpin + 1 N ...0 diin. (13)

3.6 Data sharing platform security

In terms of time overhead, the ABE only needs to encrypt
the file when uploading the file for the first time, which
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can save the user’s time. In addition, the sizes of the
plaintext file and the ciphertext file are not much dif-
ferent. For simple access control structure, the difference
is 4kB, and for complex access control structure, the
difference is 30KkB. Storage overhead can be ignored
in ABEs.

If the order-preserving encryption scheme is correct,
it must meet the following conditions:

vm € D, ADec(kEnc(a;) > Enc(ay)), (14)

if a; > ay)(ay, a, € D), Enc(a;) > Enc(ay). (15)

If two adjacent numbers are not in the same interval,
the intersection of the two intervals is ag, then E(a)) <
E(ay), E(ap) < E(ap), then E(a;) < E(a;), so the scheme
is order-preserving. To sum up, the order preservation
scheme is correct. When A passes the average distance,
there is the following formula:

_ (Enc(ay) — Enc(ay))
- k-1

d (16)

When guessing the value of a, since the scheme is a
nonlinear map b = ax® + b, the ciphertext is very dif-
ferent from the reference function, such as the following
equation:

f(a) = Enc(a) + (a — ay)d. 17)

When two adjacent points are in the same interval, as
in the following equation:

d =xia + 1) + b; — ai(@;)® - b;. (18)

It makes it difficult for A to judge the size of the
range. Therefore, the dominant probability of A is the
following equation:

Adv(A) = |pr[b' = b] - 0.5| = &. (19)

In practical applications, it is of great significance to
ensure the forward and backward security of data. For
example, in transactions between companies, it must
be possible to ensure that newly joined partners can
only obtain the information after joining and cannot
obtain the previous information. The algorithm in this
article can satisfy the above characteristics.

Cloud computing is an emerging computing model,
which involves large-scale, distributed computing of mul-
tiple data sources. Computing devices can provide users
with the computing power they need, and users can move
their business to the cloud to reduce investment. People
can store data files in the cloud environment to realize
data sharing, which is the data sharing system. When
users outsource their own information data to cloud

Data sharing platform and security mechanism = 411

servers, the security of records and access control face
great challenges.

To solve the aforementioned problems, people can
encrypt the data files in the data sharing system based
on cloud computing. Traditional encryption techniques
are not suitable for data sharing systems. Symmetric
encryption is very efficient, but requires a system to
manage access control. In ABEs, the access control policy
depends on the attributes of the user, the environment, or
the data itself, and data files can also be encrypted.
Attribute-based encryption algorithms can use access
control policies to access encrypted data, and the user’s
private key and ciphertext are associated with attributes.
The overall framework of the data sharing platform is
shown in Figure 7.

As shown in Figure 7, with the development of tech-
nology, the speed of online information and circulation
is accelerated, and the efficiency is getting higher and
higher, and increasingly enterprises, governments, and
individuals are engaged in network-related activities such
as e-commerce. Network-based business cooperation and
data exchange are becoming increasingly important in
the government’s science and technology departments
or in e-government, technology business, etc., between
government departments. Due to shared and intercon-
nected network resources, the Internet faces various
security threats, such as information theft, illegal altera-
tions, malicious deception, disguise, etc. More secure
data sending and sharing is essential for the develop-
ment of data exchange technology.

4 Experiment based on attribute-
based encryption algorithm

4.1 Experiment preparation based on
attribute-based encryption algorithm

The experimental environment of this article is built on
Cygwin, which simulates the Linux environment under
Windows system, and the memory capacity is 4 GB. Their
implementation is on a 512-bit finite field, and the experi-
mental code is written based on the cpabe-0.11 library
and the Kpabe library, among which the ABE is less effi-
cient. People first encrypt the file symmetrically, and then
encrypt the symmetric encryption key using the attribute-
based encryption algorithm, which uses the 128-bit AES
encryption algorithm. This article compares the ABE
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Figure 7: Schematic diagram of the structure of the data exchange center.

mentioned in the article with other classical encryption
schemes including Popa’13 and Liu’16.

To test the key generation time, encryption time, and
decryption time of the scheme, two text files (1 and 5 MB)
were used for testing. The linear relationship between the
key generation time and the number of attributes is
shown in Figure 8.

As shown in Figure 8, for the encryption algorithm,
the running time changes with the change of the leaf
nodes in the access structure tree. The encryption effi-
ciency of the ABE is clearly better than that of Popa’13
and Liu’16, because Popa’13 and Liu’16 need to perform a
second operation when the ABE performs an exponentia-
tion operation, as shown in Figure 9.

As shown in Figure 9, for the decryption algorithm,
the most expensive is the bilinear mapping. The mod-
ified scheme is more efficient than the original scheme
because Popa’13 and Liu’16 perform quadratic bilinear
mapping while ABE performs one bilinear mapping.
The comparison chart of ciphertext and key update
time is shown in Figure 10.

As shown in Figure 10, the ABE is slightly better than
Popa’13 and Liu’16 in both ciphertext update and key
update. Because in ABEs, there is a linear relationship
between the time cost of each step of user revocation
and the number of authorized authorities, the number
of allowed authorities is fixed at system initialization.
The time required to update the ciphertext and update
the key with this scheme is very small and constant.

4.2 Performance of ABEs and Popa’13 and
Liu’16 algorithms

People use 100 data to test the actual performance of the
three algorithms, test the execution time of the three
algorithms, and their average efficiency, as shown in
Tables 1-3.

As shown in Tables 1-3, clearly, compared with
Popa’13 and Liu’16, due to the reduction of the number
of exponentiations in the ABE, the efficiency is significantly
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Figure 9: Comparison of decryption efficiency of three algorithms.

higher than the original scheme. The efficiency of Popa’13’s
scheme is worst, the remaining two schemes have the same
efficiency, the scheme execution time is short, and the
efficiency is high. The ABE achieves an ideal security state,
and compared with the Liu’16 algorithm, the ABE achieves
higher security. Although ABEs lose the ordering encryp-
tion properties used to directly compare ciphertext data,
they do not achieve the same ideal security as Popa’13’s
scheme. However, it is distributed and data frequency
improves the security of the encryption scheme. The com-
parison of the order-preserving encryption of the three
encryption algorithms is shown in Table 4.

As shown in Table 4, in the context of increasingly
mature cloud computing and distributed computing
technologies, cloud computing provides economically
convenient services for individuals and enterprises and
provides power for development in all fields. This article
provides a detailed analysis of the data access control
system model based on cloud storage services. The model
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Table 1: Popa’13 time and efficiency required for different encryp-
tion numbers under the same data

Encrypted number Execution time (ms) Effectiveness (%)

1 40 25
2 53 18
3 56 16
4 59 17
5 51 20
Average time 51.8 19.2

needs to allow only the allowed data users to decode and
access the data. And it also analyzed that the current
access control technology cannot be well applied to the
cloud data sharing scheme. Its main disadvantages are the
reliance on reliable third party: the large management

DE GRUYTER

Table 2: Time and efficiency required by Liu’16 for different
encryption numbers under the same data

Encrypted number Execution time (ms) Effectiveness (%)

1 30 33.3
2 35 28.5
3 33 30.3
4 31 32.2
5 29 34.5
Average time 31.6 31.6

Table 3: Time and efficiency of ABE under different encryption
numbers under the same data

Encrypted number Execution time (ms) Effectiveness (%)

1 12 83.3
2 10 87

3 1 90.9
4 13 76.9
5 9 87.5
Average time 1 90.0

Table 4: Comparison of order-preserving encryption of three
encryption algorithms

Algorithm  Efficiency class Security level  Programmability
ABEs 0(n) SA,IND-DNCPA  high
Popa’13 O(nlogn) IND-OCPA Low
Liu'16 0(n) SR-CPA high

burden of data providers, data redundancy, data sharing,
and a series of security issues.

5 Conclusions

This article analyzes and summarizes the difficulties of
the existing encryption schemes in solving the secure
sharing and computability of external data, and the
existing impact maximization schemes in maximizing
the impact of encrypted data in the cloud environment.
In view of the problem of high computing and communi-
cation cost DOs and sharing users, the scheme of attribute-
based encryption algorithm for data security sharing is put
forward. In Section 3, this article provides a clear interpre-
tation around the concept of cloud computing and data
sharing and provides a detailed description of the ABEs.
In Section 4, the ABE and traditional two-encryption



DE GRUYTER

algorithm are compared, the experiments proved that
ABE, whether on working time or work efficiency, is
more efficient than the traditional two encryption algo-
rithms. Therefore, ABE can be well used in the IoT under
cloud computing-based data sharing platform security
mechanism research. This is very meaningful, but because
the author’s strength is limited, there are some loopholes
in many contents.

Conflict of interest: Authors state no conflict of interest.

Data availability statement: This article does not cover
data research. No data were used to support this study.
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