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Abstract: The rapid development of mobile communica-
tion technology not only brings convenience and fun to
our life, but also brings a series of problems such as
privacy disclosure. Therefore, it is very necessary to study
the privacy protection method based on location service
to strengthen the security of location privacy. The pur-
pose of this work is to improve the security of location
privacy and prevent the disclosure of user privacy by
studying the characteristics of location services and
privacy protection methods. This article first describes
the characteristics of the important location privacy pro-
tection law, and then studies the structural characteristics
and operation process of the location privacy protection
law. This work evaluates the advantages and disadvan-
tages of different methods, and finally compares the per-
formance of several privacy protection algorithms through
experimental analysis. Through the research of hiding
space method, two-level cache method based on user
grid, differential privacy protection method and experi-
mental analysis of the algorithm, an effective privacy pro-
tection algorithm can be obtained. It can better protect the
location privacy of users. For example, dual-active in the
hidden space algorithm has the best privacy protection
performance. Comparedwith other algorithms, the success
rate of generating hidden space is increased by more than
10%, and the time of generating hidden space is shortened
by about a quarter. The algorithm It has certain practical
value and significance for use in the privacy protection of
users.

Keywords: location service, privacy protection, hidden
space, third party anonymous server

1 Introduction

With the progress of time and the further application of
information network in life, location-based services are
more and more widely used in user groups. For example,
mobile communication, Internet, spatial positioning, and
location information all need to provide corresponding
location-based services. In recent years, mobile technol-
ogies such as geographic mapping, satellite navigation,
and communication network are developing rapidly. Its
services, including personal positioning, travel naviga-
tion, and big data push, are also more accurate and effi-
cient, which undoubtedly improves people’s quality of
life to a new level. Through the location-based service
function, users can keep abreast of information from all
over the world and understand what is happening in a
certain place. It can also share its location information,
find friends around at any time, and enhance the friend-
ship between friends. However, when people share loca-
tion, their personal privacy will inevitably be exposed,
and it may be used by illegal people to produce unpre-
dictable risks. Therefore, how to create a safe and effi-
cient privacy protection scheme so that users can protect
their privacy while enjoying services is the research
direction of many scholars.

Modern information technology is constantly chan-
ging our lives, and the use of the Internet has also
changed from “fixed terminals” such as computers to
“mobile terminals” such as smartphones and tablets. At
present, location-based services provide users with con-
venient functions such as navigation, location sharing,
advertising push, and nearby search. Relevant research
shows that more than 90% of users will use the location
function to browse location information. However, when
users want to enjoy location-based services, they must
transmit their real-time location to the service provider.
This will greatly increase the possibility of personal
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privacy disclosure and being used by others. Through
the research on location services, users can reduce the
leakage of their location information to achieve the pur-
pose of protecting personal privacy. At the same time, the
privacy protection method based on location service can
effectively reduce information crime, which is of great
significance to maintain social stability and promote
social development.

This article can not only provide new ideas for pro-
tecting user privacy, but also provide a broader research
direction for the application of location services in big
data. Several privacy protection algorithms can be obtained
through this process. (1) Through the analysis and compar-
ison of anonymous space method, third-party anonymous
server method, and other algorithms, we can find the
advantages and disadvantages. (2) This article puts forward
a theoretical standard to measure the quality of a X region
by two indicators: privacy protection ability and location
service quality assurance.

2 Relevant work

Many scholars have paid attention to the research on the
privacy protection methods of location services in big
data. Ruan O proposed a new location sharing protocol.
He reduced communication and computing costs and
protected users’ identity privacy by correctly using sym-
metric and asymmetric encryption technologies. He ana-
lyzed and studied the establishment of virtual identity
and built a model to prevent the location server from
inferring the user’s activity trajectory by updating the
virtual identity in time [1]. Xue et al. proposed a location
privacy protection scheme based on K-anonymity, where
GeoHash encoding model and Voronoi diagram are used
as grid area operation models. He used the client server to
create user model to protect the location data [2] of the
user on the client side and the server side, respectively.
Lee et al. introduced an anonymous algorithm for loca-
tion privacy of location-based service (LBS) models. He
divided each algorithm into location K anonymity and
location differential privacy, and compared and analyzed
each algorithm [3]. Wu et al. proposed a location privacy
protection system for LBS, which protects the query range
related to the location query sequence by constructing
“coverage.” The theoretical analysis and experimental
evaluation of his article have proved the effectiveness
of the system, which can effectively improve the security
performance of user location [4]. Li et al. proposed a user
privacy location protection method based on Markov
model. He used the transition probability matrix between

states of Markov model to predict the occurrence state
and development trend of events, so as to predict the
user’s location and hide and encrypt the location data
[5]. These studies provided technical and data support
for location privacy protection, but they are troublesome
to operate, and need a lot of data and accurate models to
ensure the accuracy of the results.

Trusted third-party (TTP) system can improve service
response efficiency, and hiding technology can hide location
information. Ashraf has studied three different privacy pro-
tection schemes based on LBS system. It includes untrusted
third party, TTP, and mobile peer-to-peer (P2P) location
server. In the LBS system based on TTP, the privacy of users
is related to personal identity, location information, and time
information. In order to realize privacy protection under
these problems, he studied and analyzed the existing advanced
mechanisms [6]. Reddy and Balaraju studied the cloud storage
based on third party anonymous servers. They concluded that
information technology enables a large number of access data
to be updated and transferred to the centralized large-scale
data center, transfers the servicemanagement trust to the cloud
environment, and comprehensively processes the location
information of the cloud environment [7]. Zhang et al.
proposed a k-based anonymous virtual location privacy
protection method based on geographic semantics. Exp-
erimental results show that this method can ensure the
physical dispersion and semantic diversity of location, and
ensure the accuracy of location and the efficient perfor-
mance of privacy protection [8]. Zhou et al. designed a
privacy protection scheme for remote medicine diagnostic
system based on WBAN. In telemedicine system, this
anonymity technology is conducive to hiding the identity
of patients and protecting the privacy of patients. Perfor-
mance analysis shows that this scheme can effectively
reduce the communication cost, and the privacy security
performance is good [9]. These methods improve the
security of user privacy to a certain extent. However,
they also have some technical disadvantages, which is
the need to be continuously optimized and upgraded.

3 Privacy protection method based
on location service

3.1 Location privacy protection method of
hidden space

Hiding space protection is a method to protect users’
location privacy. The entire use process is divided into
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two parts, namely, access permission setting and access
control decision. By creating a fuzzy area according to the
user’s real location, this work uses the fuzzy area to
replace the real location, so as to hide the user and pro-
tect privacy [10]. If the area contains k users, the area can
basically complete the K anonymous protection of user
locations. As shown in Figure 1, hidden space technology
mainly uses TTP architecture and mobile point-to-point
architecture.

3.1.1 TTP architecture

TTP is also known as trusted anonymous location server.
The third party here refers to an object other than the
two interrelated subjects, which is called the third party.
The third party, which can be related to two subjects, or
it can be content independent of the two subjects, is an

intermediate medium between users and location service
providers. It mainly includes three processes: collecting
and recording the user’s location information service,
using the hidden space generation algorithm to gener-
alize the user’s real location into a fuzzy area and replace
the user’s real location, and sending a request to the
location service provider and getting the corresponding
feedback and results [11,12]. The specific TTP system fra-
mework and operation process are shown in Figure 2.

The advantage of this architecture is to reduce the
computing power and power requirements of user equip-
ment, because users can complete the computing task
of equipment hiding space through a third party without
passing through their own equipment. However, the short-
comings of this system are also very obvious. In this
system, the TTP is a very key factor, so it has high require-
ments for the server. When many users send service
requests to suppliers at the same time, the TTP server
may run overload and reduce the processing speed of
information. At the same time, users must trust the third
party unconditionally. If the third party is invaded by mal-
icious attackers, there will be a significant risk of exposing
location and privacy disclosure.

3.1.2 Mobile point-to-point architecture

Based on mobile P2P architecture, it does not rely on
third-party servers and has the same cooperative rela-
tionship between mobile users [13]. In P2P mode, indivi-
dual components are called peers. A peer can act as a
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Figure 1: Hidden space of User A.
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Figure 2: TTP architecture framework.
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client, requesting services from other peers, and can also
act as a server, providing services to other peers. A peer
can act as a client or server or both, and can dynamically
change its role over time. Users automatically organize
mobile P2P networks through peers. Mobile P2P is a system
for users to share location information. P2P technology can
provide a platform on which users spontaneously form a
P2P network to share location information with each other.
When the user sends the location information service
request, the point-to-point technology will generate a
hidden space for replacing the real location according to
the location information of other users in the platform and
send it to the service provider [14]. Figure 3 shows the
architecture based on mobile point-to-point.

The advantage of the system is that it does not need a
TTP, and it also solves the risk of third-party leaking
location privacy. But the disadvantage is that the user’s
equipment needs higher computing power, and the net-
work traffic will increase accordingly.

3.1.3 Structure of privacy protection algorithm in hidden
space

Five other users exist in the hidden space generated by
user A, so a sufficient number can be generated for

anonymous protection. When the scope of hiding space
is larger, more users will be included in it, and the hiding
degree of user location will be higher, but this will also
improve the cost of server and network and reduce the
quality of service [15].

The privacy protection method of hidden space is
divided into three steps: collecting information on candi-
date locations, calculating hidden space, and processing
service requests. When collecting candidate location infor-
mation, users must collect enough location information,
including the location information of surrounding neigh-
bors and the location information of long-distance users
transmitted by surrounding neighbors. The former is called
single-hop candidate location, and the latter is called multi-
hop candidate location. In a traditional wireless LAN, each
client accesses the network through a wireless link linked to
an access point (AP). If users want to communicate with
each other, they must first access a fixed AP, which is called
a single-hop network. In a wireless network, any unlimited
device point can act as both AP and router, each node in the
network can send and receive signals, and each node can
communicate directly with one or more peer nodes, this
kind of network is called multi-hop. Then, after collecting
the information, it uses various algorithms to create hidden
space. Finally, users replace the real geographical location
with hidden space. It sends a service request to the location
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Figure 3: Architecture based on mobile point-to-point.
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service provider based on the hidden space to protect its
location privacy.

Figure 4 shows the operation diagram of the privacy
protection law of hidden space. When the user X is ready
to send the location service request to the supplier, the
user needs to request the surrounding neighbors first to
get their location information, then the neighbors x1, x2,
and x3 send their accurate location information to X. If the
location information received by X is not enough, it
cannot meet the K anonymous privacy protection stan-
dard, and X continues to collect information from next
neighbors. When the users x4 and x5 receive the request of
X via x3, x4, and x5, they transmit their location informa-
tion to X through x3. After the user X meets the quantity
requirement, then a hidden space is created based on
these real location information. Then, X randomly selects
a user in the hiding space as an agent, sends a service
request to the location service provider through the agent,
and hides his real location information. At this time, the
result set returned by the service provider is based on the
hidden space location information. The result set contains
not only the information needed by X, but also some use-
less information, such as spatial environment data, initial
location information, or other information that has no
practical use. User X can choose the best protection result
of privacy from these information.

3.1.4 False trajectory method

The so-called false location refers to hiding the user’s real
location information (a, b). This method of sending false
location (a, b) to obtain the corresponding location infor-
mation service is a very simple but reliable privacy pro-
tection method. The false track method generates some
false track data on each track the user runs, and replaces
the true track with the false track, so as to hide the real

track and protect privacy [16]. For example, it records the
user’s original trajectory data as shown in Table 1, uploads
the location information of users A1, A2, A3 based on
s1, s2, s3 time to the server, and obtains three different
trajectories.

Table 2 shows the results after the original trajectory
data are photographed by the false trajectory data. In this
Table, A1, A2, A3 is the original trajectory data and A1′, A2′,
A3′ is the false trajectory data. Therefore, each real trajec-
tory has only half the probability of being recognized. In
general, the more false trajectories generated, the lower
the possibility of identifying the real trajectories [17].

Under continuous query, connecting the user’s loca-
tion information at different time points is the user’s real
motion trajectory. If each point only randomly generates
a false position, the attacker can easily trace the real
motion trajectory through this information [18,19]. There-
fore, the false trajectory should be similar to the real tra-
jectory as much as possible, so that the attacker cannot
distinguish the false trajectory from the real trajectory. It is
best to generate it according to the requirements of the
nearest neighbor principle, the similarity principle, and
the memory principle.

The false trajectory generated in Figure 5a meets the
requirements, which can make it difficult for the attacker
to distinguish the true from the false. Figure 5b does
not meet the requirements because the starting point s1
of the false track l2 is out of range, and Figure 5c does
not meet the requirements because the direction of the
false track l2 deviates greatly from the direction of the
original track.

4x

1x

2x

5x
3x

X

Figure 4: Operation of privacy protection method in hidden space.

Table 1: Original track data

Users s1 s2 s3

A1 (2,4) (2,6) (5,8)
A2 (1,3) (4,5) (6,6)
A3 (1,5) (5,7) (7,9)

Table 2: Original trajectory data and false trajectory data

Users s1 s2 s3

A1 (2,4) (2,6) (5,8)
A2 (1,3) (4,5) (6,6)
A3 (1,5) (5,7) (7,9)
A ′1 (3,4) (4,7) (3,9)
A ′2 (1,5) (3,3) (2,1)
A ′3 (4,5) (2,7) (3,3)
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3.2 Two-level cache privacy protection
method based on user grid

3.2.1 Definition

It divides the map into fixed grid area size as the smallest
anonymous area, and stores each fixed grid area object
in a quadtree [20]. The process of this method is as fol-
lows: it divides the geographical space into different tree
structures according to different levels (level of com-
plexity), and takes the fixed grid area space as the smal-
lest subspace. It then recursively divides the geospatial
into four subspaces with the same size, and continues to
divide until each subspace reaches the size of a fixed
grid area.

Figure 6a is the division of fixed grid areas. The posi-
tion of area 1 can be represented by (x0, y0), the position
of area 2 can be represented by (x1, y0), and so on. The
position of each grid can be positioned. Figure 6b is a
quadtree storage structure with 2 layers and U(2) opera-
tion complexity. It has 16 leaf nodes and 5 flying leaf
nodes.

3.2.2 Algorithm design

The user takes a grid area instead of its real location, and
the area of the grid should be smaller than the minimum
anonymous area Vmin set by the user. The algorithm flow
chart is shown in Figure 7.

When a user sends a location service request, first
compare the size of the user’s grid area Darea and the
minimum anonymous area Vmin. If Darea > Vmin is invalid,
it is directly replaced by Vmin. If Darea < Vmin, it is the area
Darea set by the user. Then, two percentages are randomly
generated to determine the proportion between the user’s
real position and the grid area. Finally, the percentage
and the user’s real location are used to determine the
location of the grid area and generate the user’s grid area.

3.3 Calculation of privacy protection

3.3.1 Differential privacy protection

Let (aw, bw) be the central position coordinates of grid,
grid1, and (awn, bwn) be the position coordinates of the nth
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Figure 5: Examples of generated false position (red dot is the real position and yellow dot is the false position). (a) Meet the requirements
and (b and c) do not meet the requirements.
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grid, gridn. Point = (aq, bq) is the centroid in the grid, and
the formula of centroid is:

a b
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n
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n
Point ,
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i i
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⎣
⎢
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Let R be a random algorithm, GR be all output sets of
R, K and K' be two adjacent datasets, |k Δ K′| ≤ 1, CR is any
subset of GR. If algorithm R satisfies formula (1), algo-
rithm R satisfies ε- differential privacy.

Ur R K C e Ur R K C .R
ε

R[ ( ) ] [ ( ) ]∈ ≤ ⋅ ′ ∈ (2)

In formula (1), the datasets K and K′ are used as the
input of algorithm r to obtain R(k) and R(k′). The prob-
ability Ur is the risk of privacy disclosure, and the degree
of privacy protection can be expressed by the privacy
budget coefficient ε. ε is negatively correlated with the
privacy protection. If ε is smaller, the degree of privacy
protection is higher. If ε = 0, it means that the effect of
privacy protection is the best. The value of εwill affect the
search range and offset distance of the algorithm, and
the offset distance is related to the quality of service of
the location and the degree of privacy protection of the
location. The larger the offset distance, the lower the ser-
vice quality of the location and the lower the privacy
protection degree. On the contrary, if the offset distance
is smaller, the service quality of the location is higher,
and the privacy protection degree is also higher. There-
fore, it is very important to select an appropriate value
of ε.

Laplace technology completes ε-differential privacy pro-
tection by adding random noise that obeys the Laplace dis-
tribution. Laplace is used to add noise to the data. Let c be a

continuous random variable, and the probability density
function is obtained as follows:

G a
μ

c
μ

1
2

exp .⎜ ⎟( ) ⎛

⎝

| | ⎞

⎠
= − (3)

Noise parameter µ has a positive correlation with the
degree of privacy protection and a negative correlation
with noise sensitivity ω. Therefore, the larger the noise
parameter ε, the smaller the ε and the higher the degree
of privacy protection. The relationship of differential
privacy coefficient ε is obtained:

ε c
μ

.= (4)

After the anonymous area is generated, Laplace noise
reduction is carried out, and the centroid position in the
anonymous area is set as vt = (am, bn) and vs = (as, bs)
disturbance positions. Therefore, vs meets the following
requirements:

Ur a a e Ur a a ,m s
ε

n s( ) ( )→ ≤ → (5)

Ur b b Ur b be .m s
ε

n s( ) ( )→ ≤ → (6)

ε ≥ 0, m, n ∈ {1, …,i}; Ur(am → as) is the probability of
as corresponding to am; Ur(bm → bs) is the probability of
bm for bs.

By adding a difference disturbance to the abscissa
and ordinate coordinates of the centroid points in the
anonymous area, and then combining them into dis-
turbing points, adding the Laplace distribution with scale
parameter μ to the coordinates, and disturbing the coor-
dinates am and an in the center position vt = (am, bn), the
following is obtained:

Ur a a
μ
1

2
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m s
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−

| − |

(7)

Ur b b
μ
1

2
e ,m s

b b
μ

m s
( )→ =

−

| − |

(8)

The noise number −psign(rnd)In(1–2|rnd|) is added
to each coordinate, and rnd is a uniform random value
between −0.5 and 0.5. Set μ as (max ax − min ax)/ε and
(max bx −min bx)/ε to generate as and bs, respectively, so
that the disturbance position is vs = (as, bs).

V represents a position component, which is quanti-
fied by applying the triangular infinitive formula:

v v v v v v .n s n m m s| | | | | |− ≤ − + − (9)

Lifting both sides to a power function to obtain:

e e .
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μ
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≥
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| − |

−

| − |+| − | (10)
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Figure 7: Algorithm flow for generating user’s grid area.
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Multiplying 1/2μ with two variables to obtain:
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Combining formulas (6) and (7), formula (12) is mod-
ified as follows:
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Arranging each coordinate as, bs to obtain
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3.3.2 Algorithm privacy analysis

For a group of probability distributions r1, r2, …, rn, the
relation of information entropy is:

F r rlog .k k2∑= − (17)

The location where users access at c + 1 is sensitive
location, and privacy protection algorithm makes s − 1
candidate location in c + 1. The probability of the user
accessing the s location at c + 1 is r1, r2, …, rj, and the
probability of staying at the c location at c + 1 is r0.
Therefore, the information entropy of privacy protection
in (c, c + 1) time is

F r r r rlog log .c c
k

j

k k, 1
1

0 0( ) ∑= − −
+

=

(18)

When the user accesses all candidate locations with
the same probability when c = 1, the index of information
entropy is the largest, and the following is obtained:

F
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To sum up, F% is positively correlated with the inten-
sity of privacy protection. The greater the F%, the better
the privacy protection effect.

4 Experiment and privacy
protection based on location
service

4.1 Privacy and security of third-party
anonymous servers

4.1.1 Impact of human traffic on cache hit rate

This work sets 2,000 initial users and sends 200 user data
randomly every 15 min. The change trend is shown in
Figure 8.

Figure 8(a) shows that the cache utilization is posi-
tively correlated with the number of users. As the number
of users increases, cache utilization also increases. It
makes the client and anonymous server query service
requests in the cache as much as possible, and the
number of communications between users, service pro-
viders, and servers will be reduced accordingly. This
greatly reduces the burden of anonymous servers and
service providers, and improves the efficiency of service
response and the degree of privacy protection [21]. From
Figure 8 as a whole, the probability that the cache list
provides services increases with the increase in K. The
highest can reach about 0.9.

4.1.2 Cache hit rate analysis

As can be seen from Figure 9, the cache hit rate is posi-
tively correlated with the anonymous size k and the simu-
lation time t. When the user’s privacy changes, the cache
hit rate of the third-party anonymous server is higher
than 85%. Therefore, the third-party anonymous server
can greatly improve the response speed and cache utili-
zation, so as to enhance the security of the location and
protect the user’s privacy.

4.1.3 Safety performance analysis

1) In terms of users, when users request location services,
they only need to establish contact with the third-party
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anonymous server, and do not send the real location
information to the third-party anonymous server, and
there is no user’s location information in the result set
sent by the server [22]. Therefore, the privacy protection
performance at the user level is high.

2) In terms of third-party anonymous server, it is assumed
that the attacker has invaded the third-party anon-
ymous server and obtained all the information of the
user grid area. Because the user’s position in the grid
area is randomly generated, the user’s real position
cannot be captured by the attacker [23]. In the tradi-
tional K anonymous method, when the user sends the
location service request, the real location will be sent

together. If the attacker invades the third-party anon-
ymous server, the real location information of all users
stored in the server will be captured by the attacker.
Therefore, the privacy and security of users cannot be
guaranteed.

4.2 Performance of differential privacy
protection

This experiment simulates the user’s location sequence
based on the simulation dataset. In order to better fit the
user’s location information in real life, the trajectory
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Figure 8: Change trend of cache usage times. (a) Change in cache usage with the number of users. (b) Change in cache usage with
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sequence contains interest points such as shopping malls,
cinemas, and restaurants, rather than location coordinates.

Differential privacy algorithm has an essential pro-
blem. When the number of users is small, the result of
data analysis is not ideal [24]. Differential privacy algo-
rithm is a pattern that uses random feedback mechanism
to randomly generate the sequence of each user. It
is basically based on random feedback, and each user
will randomly feedback the sequence pattern set. The
sequence value domain will affect the accuracy of fre-
quent mode results, that is, the random feedback will
become scattered with the increase in the value domain
of the sequence mode, and the performance of the final
frequency estimation will also be reduced. This problem
will become more serious as there are more and more
data elements and longer sequence patterns. Suppose
that there are e + f real elements and false elements, c
is the length of sequence patterns, then it is the number
of sequence patterns Re f

c
+
, and the index is directly pro-

portional to e, f, and c. Normalized discounted cumula-
tive gain (NDCG), normalized loss recovery, is a measure
of the ranking quality of the sequence. The average rela-
tive error is used to estimate the accuracy of the sequence
frequency. Mean relative error (MRE) is the average rela-
tive error between the real frequency and the estimated
frequency, which is used to evaluate the accuracy of
sequence mode frequency [25,26].

The performance of privacy protection results is ana-
lyzed by adjusting the number of real elements and users
of the simulation dataset. Parameters ε = 5, k = 25, and
sequence pattern length c are taken as c = 1, c = 3, and
c = 5, respectively, to observe the experimental results of
different factors. At this point, the algorithm P-LDPSPM
degenerates into LDPSPM and stops the operation of
pruning steps.

It can be seen from Table 3 that when the value of c
becomes smaller, the performance of NDCG value and

MRE value is better. When the value of c becomes larger,
the performance of the algorithm decreases gradually.
Therefore, even if the number of users increases, better
performance can be maintained. For example, when the
real element is 20 and c = 5 and when the number of users
is increased from 20,000 to 400,000, the NDCG value
increases from 0.21 to 0.90 and MRE decreases from
1.02 to 0.05. At the same time, if the number of users
increases to a certain number, that is, when it reaches
4 × 105, the MRE index will gradually be in a stable state.

There are 30,000 user sequences, with 8 fixed sequences
for each user, including 50 real positions and 10 false posi-
tions. Set the parameter ε = 5, of the dataset, and conduct the
test on the simulated dataset and the real dataset, respec-
tively, and change the value of parameter k at the same time.
P-LDPSPM is an algorithm that includes pruning steps,
which is the optimization and upgrading of LDPSPM. The
test results are shown in Figure 10.

As can be seen from Figure 10, the k value and NDCG
value are positively correlated. When the k value becomes
larger, the probability of sorting failure in the original data
decreases, thus the effect on NDCG decreases and the
value of NDCG increases correspondingly. When the value
of k increases, the value of average relative error also
increases. That is, when more frequent sequences are
taken into account, the relative error of the average value
of the corresponding frequency estimation increases. On
the contrary, when less frequent sequences are consid-
ered, the relative error decreases and the accuracy of
frequency estimation is better. Because the mode of
the original data is centralized and is of high frequency,
it often appears in the random feedback of users, and
the corresponding frequency estimation is closer to the
real data. When the K value decreases, the P-LDPSPM
with pruning step is better than LDPSPM, and its perfor-
mance is improved by about 7%, and as the value of
increases, the performance of both methods is slow.

Table 3: Experimental results under different c values, number of real elements, and number of users

Real elements and fake elements User c = 1 c = 3 c = 5

NDCG MRE NDCG MRE NDCG MRE

e = 20 u = 2 × 104 0.97 0.4 0.91 0.09 0.21 1.02
u = 4 × 104 0.99 0.3 0.95 0.05 0.48 0.44

f = 10 u = 2 × 105 1 0.1 0.98 0.02 0.77 0.78
u = 4 × 105 1 0.1 0.98 0.01 0.90 0.05

e = 25 u = 2 × 104 0.98 0.6 0.79 0.23 0 8.72
u = 4 × 104 0.99 0.3 0.81 0.15 0.01 1.26

f = 10 u = 2 × 105 1 0.1 0.97 0.08 0.05 0.47
u = 4 × 105 1 0.1 0.99 0.03 0.11 0.19
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Figure 10: Impact of privacy parameters. (a) NDCG simulated dataset, ε = 5, (b) NDCG real dataset, ε = 5, (c) MRE simulation dataset, ε = 5,
and (d) MRE real dataset, ε = 5.

Table 4: Test scenarios

Parameter Scenario 1 Scenario 2 Scenario 3 Scenario 4
Total number of users 2,000 4,000 6,000 8,000

k anonymous request 10–100
Point-to-point transmission distance 400–500m
The maximum acceptable hop value 10
Location information processing time 200ms/bar
The length of the location information 128 bytes
The maximum validity period for location information 10 s
Maximum wait time for service requests 5 s
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With the increase in K value, the proportion of candidate
data elements generated by pruning steps increases,
and the P-LDPSPM performance advantage of pruning
step is no longer prominent, and may also have adverse
effects on data availability. When the k value reaches a
certain height, the whole dataset becomes a candidate
set generated by pruning steps. At this time, the pruning
step stops running, and the result of P-LDPSPM and
LDPSPM is the same.

4.3 Performance of hidden space algorithm

Four experimental scenarios are generated by the simu-
lator, as shown in Table 4.

It can be seen from Table 4 that the number of users
has increased from 2,000 to 4,000. Considering the dif-
ferent needs of different users, K anonymous protection
requirements are randomly selected from 10 to 100. Because
different devices have different operation and processing
capabilities, the point-to-point transmission distance is ran-
domly specified at 400–500m, and the processing time of
location information is 200ms each. In order to facilitate
calculation, the average length of a message is set to 128
bytes. The maximum valid time of location information is
8 s, and the maximum waiting time of service request is
5 s. The test results are shown in Figure 11.

Figure 11(a) shows the success rate of generating
hidden space by on-demand, active, and dual-active

algorithms in different scenarios. The success rate of
on-demand and active hiding space generation is the
same, while the success rate of dual-active is higher,
which is 13% higher than that of the other two algorithms.
Dual-active can use candidate location information within
a period of validity, so users have more location infor-
mation for generating hidden space, which makes it
easier for users to meet their K anonymous protection
requirements. Comparing the four scenarios, it can be
seen that the total number of users is positively corre-
lated with the success rate of hidden space generation.
When the number of users increases, the probability of
generating hidden space is higher. The success rate of
hidden space generation increases because the more the
users, the easier it is to collect candidate location informa-
tion, and so the higher the success probability.

Figure 11(b) shows the average time for the three
algorithms to generate hidden space in different sce-
narios. As can be seen from the Figure, on-demand takes
the longest time to generate hidden space and dual-
active takes the shortest time, which is 25% shorter
than the other two algorithms. In experimental scenario
4, the average generation time of on-demand, active, and
dual active algorithms is 410, 150, and 60ms, respec-
tively. This is because even if the user does not send a
location service request, the algorithm will continue to
collect the user’s candidate location information during
the validity period. In addition, it can be seen that the
time of generating hidden space is negatively correlated
with the total number of users. When the number of users
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increases, the average time to generate hidden space
decreases. This is because the denser the distribution of
users, the easier it is to collect more candidate location
information for generating hidden space.

It can be concluded that the privacy protection per-
formance of dual-active algorithm is the best. By allowing
users to share candidate location messages within the
validity period, this algorithm can improve the success
rate of generating hidden space, shorten the generation
time, and protect location privacy.

5 Discussion

This article focuses on the privacy protection methods of
location services in big data. It not only expounds and
analyzes the construction and operation of location ser-
vices and privacy protection algorithms, but is also a new
attempt on privacy protection methods.

The analysis of this article shows that it is very neces-
sary to protect users’ location privacy in the era of big
data. This work uses different algorithms to analyze,
study, and compare the methods of user location privacy
protection, which can ensure the security of user privacy.
It reduces the possibility of adverse consequences caused
by the use of private information by criminals, maintains
social stability, and promotes social development. This
work mainly uses the hidden space method, two-level
cache method based on user grid, differential privacy
protection method, and false trajectory method. Finally,
this work analyzes and compares the performance of
privacy protection algorithms, and comes to the conclu-
sion that dual-active algorithm has better privacy protec-
tion performance. The performance of LDPSPM algorithm
can be improved.

6 Conclusion

Through the analysis of this work, the following conclu-
sions are drawn: (1) the third-party anonymous server
greatly reduces the burden of servers and service provi-
ders, and improves the efficiency of service response and
the degree of privacy protection. When the user’s privacy
changes, the cache hit rate of the third-party anonymous
server is higher than 85%, so the security of the location
is effectively guaranteed. (2) The advantage of mobile
point-to-point system is that it does not need to pass
through a TTP, which can better avoid the risk of location

exposure and privacy disclosure caused by the third
party. However, the disadvantage is that the require-
ments for users’ equipment are higher, and the cost of
network traffic will increase accordingly. (3) The hiding
space method has better privacy protection performance,
and the larger the scope of the hiding space, the higher
the hiding degree of the user’s location. However, the
cost of servers and communications will increase accord-
ingly, and the quality of service will decrease. (4) In the
differential privacy protection method, when the value
of K is small, the privacy protection performance of P-
LDPSPM with pruning step is better than that of LDPSPM,
and the performance is improved by more than 7%. (5)
This work has made some contributions to the research
on privacy protection methods of location services in big
data, but there are also deficiencies. The experimental
level of this work is limited, and all interference factors
are not considered when verifying the privacy protection
performance of different algorithms, which needs to be
improved. The attack on location information is also an
important part of the research on location privacy protec-
tion. This work does not introduce it comprehensively
and specifically, which is the direction of further research
in the future.
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