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Abstract: Mobile ad hoc networks (MANETS) are consid-
ered as decentralized networks, which can communicate
without pre-existing infrastructure. Owning to utilization
of open medium access and dynamically changing net-
work topology, MANETS are vulnerable to different types
of attacks such as blackhole attack, gray hole attack,
Sybil attack, rushing attack, jellyfish attack, wormhole
attack (WHA), byzantine attack, selfishness attack, and
network partition attack. Out of these, worm hole attack
is the most common and severe attack that substantially
undermines the performance of the network and disrupts
the most routing protocols. In the past two decades,
numerous researchers have explored the number of tech-
niques to detect and mitigate the effect of WHAs to ensure
the safe operation of wireless networks. Hence, in this
article, we mainly focus on the WHAs and present the
different state of art methods, which have been employed
in previous years to discern WHA in wireless networks.
The existing WHA detection techniques are lacking due
to usage of additional hardware, higher delay, and con-
sumption of higher energy. Round trip time (RTT) based
detection methods are showing better results as they do
not require additional hardware. Machine learning (ML)
techniques can also be applied to ad-hoc network for
anomaly detection and has a great influence in future;
therefore, ML techniques are also analyzed for WHA
detection in this article. SVM technique is mostly used
by the researchers for outstanding results. It has been
analyzed that hybrid approach which uses the traditional
detection technique and ML technique are showing better
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results for WHA detection. Finally, we have identified the
areas where further research can be focused so that we
can apply the WHA detection methods for larger topolog-
ical area for more flexibility and accurate results.
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1 Introduction

In the past years, significant advancement has been taken
place in the field of wireless network, which includes
emerging number of different movable handheld devices
such as laptops, smart phones, and Internet of Things
(IoT) based devices [1,2]. Wireless communication has
become an integral part of our lives due to availability of
Wi-Fi access points in public places such as restaurants,
bus stands, railway stations, hotels, and even in small
shops where people can use these access points for surfing
internet [3,4]. In ad-hoc networks, wireless devices can
communicate with each other and share information via
infrastructure less network. The nodes in ad-hoc network
are responsible for discovering neighbor nodes to create a
dynamic network for the transmission of data from source
to destination. The nodes move to and fro in the network
and communicate with other nodes in an arbitrary manner
that cause the change in network topology in a random as
well as in an unpredictable manner [5,6]. Nodes in ad-hoc
network are capable of data collection, data storage, and
processing and forwarding of information. Mobile nodes
work in a self-organizing manner and create a dynamic
topology in ad-hoc network. The property of nodes to
detect the presence of other nodes makes the network
reliable and can share the information securely. For
instance, in battlefield, the video can be shared among
the soldiers so that they can become aware of current
situation in the battlefield [7]. In regard to disaster man-
agement, ad-hoc network plays an important role in dis-
aster relief operations [8]. Wireless network IEEE 802.11
uses basic service set (BSS), which consist of access point
and includes all the stations associated with it [9], while
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ad-hoc network architecture uses IEEE 802.11 independent
BSS (IBSS) as illustrated in Figure 1. Hence, there is no
requirement of access point in ad-hoc network and the
nodes can communicate in a distributed peer to peer
manner. The least requirement of IBSS-based network is
that nodes should lie within the radio range of each other.

Ad-hoc network has great potential to work as infra-
structure less network for numerous critical applications
due to low cost and easy deployment [10]. Ad hoc net-
works are also called as “on the fly” network or sponta-
neous network. For short range of communication, it
provides effective solutions in some complex situations
such as disaster management, weather monitoring, battle-
field, sensing environment, and rescue operations [11-13].
There are different types of networks, which we encounter
in our day-to-day life activities such as vehicular ad-hoc
network, smart phone ad-hoc network, sensor network,
smart home lightening network, robotic ad-hoc network,
hospital ad-hoc network, and IEEE 802.15.3 wireless PAN
are few of them. Other applications can be enumerated as
mobile conferencing, e-health, Bluetooth, wireless fidelity
IEEE 802.11, and data acquisition operations [14-17]. In
mobile ad-hoc network, majority of the nodes are mobile
nodes, where some of the nodes are treated as fixed wire-
less access point and the rest as relay nodes for transmit-
ting information to remote nodes temporarily [18]. Every
node in ad-hoc network has wireless interface for commu-
nication through radio frequency. There is no central
administration to control the network. Therefore, ad-hoc
network is a non-collapsed network because of additional
facility for some nodes to leave and enter the network at
any point of time as per the requirement [19]. Ad-hoc net-
work is also called as multi-hop network due to the cap-
ability of nodes to behave as router owning to their limited
transmission range in the network [20]. Every node in the
network should be willing to forward the packets to the
destination point without any interruption.
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Figure 1: Ad-hoc network architecture using independent BSS.
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In recent years, various new machine learning (ML)
approaches and other hybrid conventional methods have
been explored by researchers to address the issues related
to detection of wormhole attack (WHA) in ad-hoc net-
works. Hence, we conduct a systematic literature review
(SLR) with the prime aim of making the readers familiar
about the advantages and limitations of latest ML techni-
ques. The present study also focuses on exploring the
associated challenges of the developed methods with
regards to the detection of WHAs. Besides, we also
emphasized on potential solutions highlighting future
research directions for the early detection of WHA.

Hence, the presented SLR may provide a great help to
the readers and research community while selecting any
suitable approach to develop an efficient method for the
detection of WHA. In this study, we present a review of
various traditional and ML methods and their usage for
the detection and classification of WHA. To achieve this,
the present review article includes the following segments.

1.1 Exploration criteria

Through this SLR, we tend to identify various studies

contributing to wormhole attack detection (WHAD) using

traditional and ML techniques. In the present SLR, we

tried to answer the following questions:

e Which traditional techniques exist to detect WHA?

e Which ML techniques are currently used to detect
WHA?

e Which data resources are used for the detection of
WHA?

e What are the advantages and limitations of the recently
developed ML techniques?

We searched several electronic databases, including
springer link, Science Direct (Elsevier) (http://www.
sciencedirect.com), IEEE Xplore (http://www.ieeexplore.
ieee.org), and PubMed (https://www.ncbi.nlm.nih.gov/
pubmed/). During the search, the articles were chosen
based on the “Title of an article,” “abstract,” and
“Keywords” such as “Wormhole,” “Detection,” “Attacks
in Ad-hoc network,” and “ML” for inclusion or exclusion
in the study. In cases where the paper title was found
insufficient to decide whether the paper ought to be
included or excluded in the SLR, we thoroughly studied
the abstract along with the title of the research paper.
Figure 2 presents the inclusion steps that indicates the
systematic approach to include or exclude the articles in
this study.
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Figure 2: Paper inclusion steps.

Initially, about 250 relevant papers were extracted
from large number of documents. We evaluated all rele-
vant studies, but included only those which satisfied the
following criteria:
¢ Studies focusing on WHA detection only
¢ Performance of techniques used such as detection rate

and packet delivery rate
¢ A ML technique used for detection
¢ Articles must be full papers (not abstracts only)
¢ Published work between 2011 and 2021.

Based on the above criterion, only 42 studies (47%)
were included, while the remaining 70 studies were
excluded as they did not match the inclusion criteria.
During the search, significant articles pertaining to com-
putational intelligence were found. The journal name,
publisher, and the number of articles published in the
journal are listed in Table 1 and Figure 5.

This study includes 24 traditional methods and 18
ML-based methods for WHAD from 2011 to 2021. This
review enables us to find what challenges need to be
addressed and which parameter can be used to improve
the performance of WHA detection approach. Our review
is executed by following research queries such as:

e What traditional WHA detection methods exist so far?

e Which methods are most popular and widely used
for WHA?

e What ML-based current state of art methods are used
for WHA detection?

e What are the parameters used to evaluate the perfor-
mance measure of WHA detection methods?

Further, the rest of the article is organized as follows:
Section 2 lists out the various constraints in ad-hoc net-
work, while Section 3 contains types and classification of
attacks on ad-hoc network. In Section 4, we discussed the
WHA and its severity on ad-hoc networks. Performance
metrics to measure the performance of approach for
WHA detection are elaborated in Section 5. Section 6
focusses on the classification of WHAD methods based
on time, topology, neighbor, location, artificial intelli-
gence, and ML. Various studies are analyzed in Section 7,
whereas Section 8 explores various ML-based approaches
used for WHA detection. Section 9 elaborated the result
and discussion based on literature review. Further, advan-
tages and issues in ML techniques are listed in Sections 10
and 11, respectively. Finally, we have found the research
gap and suggested the possible solution to the problem,
which are given in Section 12. Section 13 concludes the
article.

2 Constraints in ad-hoc network

Some of the challenges which limits the normal operation
of ad-hoc network are dynamic topology, self-organization,
limited battery power of nodes, mobility, and changes in
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Table 1: Published papers in relevant field

Elsevier

IEEE

Miscellaneous (PubMed) Springer

Pervasive and Mobile
Computing (1)

Journal of Information
Security and Applications,
Elsevier (1)

Computers & Security,
Elsevier (1)

Procedia Computer
Science (2)

Engineering Science and
Technology, an
International Journal (1)

IEEE Transactions on
Mobile Computing (1)
Computer Networks (1)

IEEE Access (4)

IEEE transaction on
parallel and distributive
computing (1)

10th ICCCNT
Conference (1)

Sensors (2) Networks and Communications (1)

Journal of Network and Computer
Applications (1)

Wireless Network (1)

International Journal of Distributed
Sensor Networks (Hindawi) (3)
Journal of Computer and System
Sciences (1)

Wireless Personal Communication (3)

The Journal of Supercomputing (1)

Geographic Wormhole Detection in
Wireless Sensor Networks (1)

Journal of Medical Systems (1)

John Willey & Sons Ltd, Special Issue
on Advances in Metaheuristic
Optimization Algorithms (1)

Journal of Cyber Security and
Mobility (1)

Soft Computing (2)

International Conference on Advanced
Information Networking and
Applications, WAINA 2019 (1)
New Review of Information

Networking, (Taylor & Francis) (1)

Iranian Conference on Intelligent

System (1)

Journal of Electrical and Computer

Engineering (1)

Wireless Communication and Mobile

Computing, Hindawi (2)

International Journal of

Communication Networks and

Information Security (1)

Computers, Materials & Continua

Tech Science Press (2)

link and security [21]. Figure 3 presents the block diagram

representing the constraints in ad-hoc network.

2.1 Wireless link

Ad-hoc network is an autonomous system, wherein wire-
less link connects several nodes in network without any

physical connection. In the wired network, user needs to
pass the firewalls and gateways, while in the ad-hoc net-
work, there is no need of such types of protection walls
due to the usage of wireless link [22,23]. Therefore, each
node communicates with each other using radio waves
effectively. The nodes can instantly move from a network
as per the requirement, resulting in the unauthorized
access that might affect the network by destroying the
data or sending virus messages in the network. The

Constraints

_ (Ad-hoc Network)

‘Wireless Link ‘ Dynamic Topology ‘

Bandwidth
Constraint

Serirtoid ‘ Limited Security

’ Power Constraints Management

Figure 3: Block diagram representing the constraints in ad-hoc network.
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wireless links are less secure owing to higher flexibility
and open space, therefore, are unreliable and more prone
to interference and high traffic jam [24].

2.2 Dynamic topology

Ad-hoc network is a collection of dynamic nodes, which,
in general, exhibits highly dynamic characteristics. The
wireless links in ad-hoc network usually have a relatively
high bit error rate, making it difficult to conduct con-
trolled, repeatable experiments with routing and other
protocol in such dynamic environment. To address this
problem, Lin et al. [25] developed a switch that connects
multiple unaltered hosts according to the controllable
dynamic topology with a controlled bit error rate on the
links. Owing to the dynamic network topology, the net-
work may vary rapidly in an unpredictable manner,
therefore, routing tables need to be updated in case of
proactive routing [26]. Whereas, in reactive routing, the
routes are discovered at the time of communication by
using route request packet [27].

2.3 Bandwidth constraints

Available bandwidth in ad-hoc network poses a chal-
lenge due to shared and open wireless links. The wireless
links are more susceptible to noise, interference, and
signal attenuation effects [28]. There are bandwidth issues
in ad-hoc network due to multiple connections as the
bandwidth of a node is shared for different connections.

Preetha et al. [29] explained how multiple connec-
tions are formed in AODV routing protocol. To solve the
bandwidth problem in AODV routing protocol, the band-
width of intermediate nodes is calculated during route
discovery phase. If the intermediate nodes are capable
enough to withstand all the connections including new
connections, only then the path is created, otherwise new
path needs to be searched.

2.4 Power constraints

Ad-hoc network is a collection of thousands of nodes for
collecting information and passing it to the concerned
node leading to power consumption at nodes. Nodes in
ad-hoc network may have a substantial power constraint
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in terms of limited battery power. Due to power con-
straints, some of the nodes used to drop the packets of
other nodes lead a to rise in malicious attacks. Therefore,
it is essential to save the nodes power to avoid ease drop-
ping of packet at the affected nodes. Various power control
algorithms have been proposed by different researchers
and scientists for the same, based on node degree, location
information, graph theory, and game theory approach
[30,31]. For instance, Rulnick and Bambos [32] proposed
local and global strategies for power saving in ad-hoc net-
work. In local strategy, the network nodes are in power
saving mode by reducing the energy requirement during
the transmission. Local policies operate on MAC and phy-
sical layers of the network. Whereas in global strategy, the
network lifetime is maximized by putting some node in
sleeping state and connected nodes in active state [33].
Anand and Sasikala [34] suggested Intelligent routing
AODV technique for reducing the energy consumption in
ad-hoc network by calculating the distance of nodes. The
distance was calculated by a process called received signal
strength (RSS) indication. A node was selected for trans-
mission from the nodes lying in the same region, while
other nodes were deactivated for transmission, same is
applied for the case of acknowledgement [34].

2.5 Lack of central management

Owing to the lack of centralized management, it is diffi-
cult to control and monitor the traffic at large scale. Lack
of central management and dynamic property of network
leads to security attacks and obstruct the trust manage-
ment in ad-hoc networks [35]. Nodes in ad-hoc network
works in cooperative manner but due to decentralization,
some attacks can break the cooperative algorithms. To
address the issues caused due to the lack of central man-
agement, Faisal et al. [36] proposed a scheme based on
RSS, which was able to detect the unauthorized clone node
with fake identification. RSS can locate the node with
unique location. Nodes messaging from the same location,
indicates that there is unauthorized clone node at that
location.

2.6 Limited security

Other than above constraints, ad-hoc network is vulner-
able to other attacks such as fabrication, modification,
interception, impersonation, and eavesdropping. Wang



DE GRUYTER

et al. [37] proposed a method for securing the network
from eavesdropping using directional antenna. Kao and
Marculescu [38] proposed to minimize eavesdropping by
controlling transmission power. Ad-hoc network may
lack in some security services such as availability of
data, authentication of nodes, data confidentiality, integ-
rity, and non-repudiation [39]. Seno et al. [40] introduced
a cluster-based distributed certification authority and
secure cluster-based routing protocol for securing ad-hoc
network. Owing to flexibility of ad-hoc network, the
nodes may leave or join the network. The nodes lying
in radio range of network can automatically join the net-
work as well as transfer the information to other nodes
within the network. Ad-hoc network may easily get affected
by attacks due to movement of nodes. Due to lack of secure
boundaries, ad-hoc networks have higher probability of
getting affected by attacks [41,42]. Aluvala et al. [43] pro-
posed a novel technique for node authentication in ad-hoc
network. While Kumar et al. [44] proposed the elliptic curve
cryptography technique for authentication of nodes in
ad-hoc network.

Based on the above constraints, there is need of effi-
cient routing protocol as well as security measures to get
stable and reliable operation of ad-hoc network. Certain
protocols have been developed by researcher community
to deal with the reduction in delay, packet drop ratio,
latency, average throughput [45,46] but the complex para-
meters like energy consumption, reliability [47], and mobi-
lity [48] are still there.

3 Attacks on ad-hoc networks

Ad-hoc network should have the ability to handle all types
of issues like topological changes and node malfunction
issues that occur after applying network reconfiguration
methods [49]. In case a node leaves the network and
causes broken links, the affected nodes can request for
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new routing paths immediately for continuous transmis-
sion on network [50]. Disconnected links and complaints
of nodes for new routing updates can cause issues of delay
and traffic jam but network stays operational [51]. In addi-
tion to the issues stated above, the ad-hoc network perfor-
mance might get affected due to the presence of several
attacks also. Ad-hoc networks are susceptible to network
attacks due to the following reasons [52-54]: (i) absence of
central administration that can authenticate the nodes, (ii)
multi-hop communication, (iii) dynamic and frequently
changing topology, (iv) limited energy consumption, and
(v) lack of secure routing protocols owing to low proces-
sing power of nodes. Due to above constraints, the ad-hoc
network is unreliable, and its performance get affected by
different attacks as illustrated in Figure 3.

3.1 Classification of attacks

As revealed in Figure 4, attacks in ad-hoc network can be
substantially classified as: active attacks and passive
attacks. In active attack [55], attackers try to demolish
the content of message transmitted over the network,
while in case of passive attacks [56], an attacker utilizes
the information for malicious purpose without disrupting
the usual operation of the network. Both types of attacks
are described in considerable detail in the following
section.

3.1.1 Active attacks

Active attacks are major attacks which affect the network
by preventing the data transmission between the nodes
[57]. In active attacks, the prowler creates malfunction
activities like modifying, mingling, forging, fabricating,
and dropping the data packets, which interrupts the
normal functioning of the network. It can fail the entire

[ Types of attack in Ad-hoc Network ]

v
Active Attacks

Passive Attacks

v

v v v

¥ v v L 4 v
[Malicious Packet Dropping ] Llamming] [Routing attack ][Flooding attack] [Evesdropping] v [Location Disclosure] [Impersonation] [Session Hijacking] Traffic Analysis

\ 4

Man in the Middle attack

2 v v v v

[Blackhole] [Grey hole ] [ Sybil ] [Rushing ] [Jellyﬁsh] [wormhole ] [Byzanite] [Selﬁshness Attack] [Routing table overﬂow] [ Network Partition ]

Figure 4: Types of attacks on Ad-hoc network.
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Figure 5: Paper published in relevant journals.

network or degrade the performance of the network gra-
dually [58]. Selfish nodes are the causes of active attacks
and can be treated as malicious nodes later. Selfish nodes
are the nodes that do not forward the packet to other nodes
for their own benefit such as saving energy, whereas mal-
icious nodes drop or modify the packets to interrupt the
network performance [59]. Active attacks can be further
categorized as: (i) malicious packet dropping; (ii) jamming
the network; (iii) denial of service (DoS); (iv) routing
attacks; and (v) flooding attacks [60]. Routing attacks are
the major attacks that can harm the network by intruding
routing information [61]. Blackhole attack [62-72], gray hole
attack [73-75], Sybil attack [76,77], rushing attack [78],
jellyfish attack [79], WHA [80,81], byzantine attack [82],
selfishness attack [83], routing table overflow [84,85], and
network partition [86] are some of the attacks which fall
under the category of routing attack. These attacks impact
the proper functioning of routing protocols by injecting fake
information, altering data packets and dropping informa-
tion of control packet during the discovery process of
routing information [20]. These attacks are caused by the
malicious nodes, which do not follow the set of protocols.
However, some of the attacks like gray hole, rushing, and
jellyfish attack follows the set of protocols yet disturbs the
proper functioning of routing process [87-90].

3.1.2 Passive attack

Passive attacks do not disturb the network function directly.
However, the intruder snoops the data floating in the net-
work without altering it [91]. Figure 6 demonstrates the
scenario of passive attack, where node 3 monitors the
data transmitting in the network from source to destination.
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Figure 6: Passive attack in ad-hoc network.

It is difficult to discern the passive attacks as the proper
operation of network does not get affected by passive
attacks. Malicious nodes cause the passive attacks [92].
Applications of powerful encryption techniques can miti-
gate the number of passive attacks but at the cost of
increased overhead [93,94]. Numerous attacks such as
Eavesdropping, man in the middle attack, location disclo-
sure, impersonation, session hijacking, and traffic analysis
constitute the passive attacks [95,96].

4 WHA and its severity

Among the above discussed attacks, WHA is the most

severe attack as per the literature [97,98]. It can greatly

affect the confidentiality, availability, and overall security

of the network. Consequences of WHA are listed below

[99]:

¢ Destroying network topology and disturbing routing
procedures

¢ Stumbling communication of nodes

¢ Dropping packets selectively

¢ Lead to traffic congestion

¢ Modification in data packets

¢ Changing sequence of packets

¢ Leakage of confidential information by monitoring and
analyzing traffic

¢ Lead to DoS attack

Therefore, in subsequent sections, we shall primarily
focus on the detection and prevention methods of WHA,
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which is currently of prime concern for the research com-
munity as well as for the service providers.

Meghdadi et al. [100] analyzed the impact of WHA in
the ad-hoc network and found it responsible for 32% data
failure, leading to high security risk in wireless networks
[101]. In shortest path routing, hop count was used as a
metric for finding the shortest path.

As discussed earlier, the WHA are also known as
replaying attack due to regenerating capability of packets
in the network. Therefore, in the current and subsequent
sections, we shall use the terms “wormhole attack” and
“replaying attack” interchangeably. In replaying attack,
any opponent node regenerates the packets for unauthor-
ized illusion [101]. The malicious nodes create the illu-
sion such that the two geographically remote nodes got
directly connected and appear as neighbors even when
being far away from each other [102]. The purpose of
wormhole attack is to create man in the middle attack
and drop the packets. A tunnel is created between two
malicious nodes where one acts as a source node and the
other acts as a destination node [103-105]. Tunnel may
be the wired link or long-range high bandwidth wireless
link that operates at different frequency bands. This
tunnel is known as WHA. Wormhole nodes make illusion
of shorter route in the network as compared to the ori-
ginal route [106,107]. It creates dilemma in the routing
process by including fake nodes, which are not present in
the routing table. Wormhole makes the malicious node
attractive creating an easy path for other packets to go
through. Actual routes are not discovered by the nodes
due to WHA [108]. As we can see in Figure 7, the mal-
icious nodes 4 and node 5 are distinct to each other and
are connected through the tunnel. The malicious node 4
receives the data packets at one node and tunnels them to
another malicious node 5. The route from node 4 to node
5 disturbs the routing process by making the tunnel. This
tunnel has the lowest cost path from source S to destina-
tion D. Therefore, this tunnel path is selected for trans-
mission and packets transmitting through this path are
dropped by malicious node [109]. Wormhole links can be
periodically turned on or off by the intruder, therefore
possessing higher chances of destroying and affecting
the routing protocols of the network [110].

4.1 Modes of WHA

There are two modes of WHA: (i) hidden mode (HM) and
(ii) participation mode (PM). HM wormhole nodes are not
visible to authenticated nodes as HM nodes do not deal
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Tunnel X
Actual route —
Warmbhole link —>

Figure 7: Tunnel between malicious nodes 4 and 5 due to wormhole
attack.

with routing the packets [111]. HM wormhole attack merely
targets the tunnel and forwards the packets to other
malicious node without having entries in routing table.
Whereas in participation mode, nodes are visible to
authentic nodes as PM nodes participate in the routing
process. PM node tunnels the packet to other PM nodes
and can control the performance parameters of the net-
work. A shortcut tunnel is created between two PM nodes
or HM nodes either by in band (IB) or by out band (OB)
channel [99] as illustrated in Figure 8. When wormhole
nodes tunnel the packets through legitimated nodes, it is
called as IB channel. P and Q malicious nodes tunnel the
packets through authenticated nodes A and B, whereas in
OB channel, two malicious nodes get connected using
external link such as directional antenna or network cable
[112].

(a) (b)

Figure 8: (a) In band channel and (b) out band channel.
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Wormhole attack execution

Figure 9: Wormhole attack execution.

4.2 Types of WHA based on the attack
execution

WHA is a network layer attack that attacks the network
without the knowledge of cryptography techniques. Therefore,
it is difficult to detect WHA. There are number of ways
to execute the WHA as shown in Figure 9. Encapsulation,
out of bound channel, high power transmission, and pro-
tocol deviation are the major execution methods. In the
encapsulation method, there are multiple nodes in the
path of malicious node which might not be aware of suspi-
cious nodes. In this technique, the packets are encapsulated
and travel through the tunnel with less hop count [113]. The
other packets also use the same link between the suspicious
node [114]. In out of bound channel approach, the suspi-
cious nodes are directly connected through the high band-
width external wired or long-range wireless channel. It
requires extra hardware and there is no need of encapsula-
tion [112]. In high power transmission approach wormhole
attack uses two suspicious nodes connected through
high power transmission link. Suspicious nodes having
high transmission capabilities and attracts more packets
[115,116]. WHA are also created due to violation of net-
work protocols to attract more packets. Attracting more
packets are also known as rushing attacks [117,118].

4.3 Selection of detection features for WHA

In WHAD, extra resources are needed for recording detec-
tion features during the communication [119]. For instance,
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extra hardware is required for time and location feature.
Location and data packet features need promiscuous
mode, where all packets are monitored by all the nodes
as well as by a controller node. The detection techniques,
which use route reply and neighborhood features may
not work properly due to high mobility [120]. In these
techniques, congestion gets introduced due to extra
data packets and neighborhood techniques. Imran et al.
[121] listed features for detection of WHA as depicted in
Figure 10.

4.3.1 Location

Based on the node’s location in the network, network
graph can be built for WHAD. A Global positioning
system (GPS) device must be used with every node to
track the locations to track their respective locations. In
addition to collection of nearby node information, the
GPS device reduces the cost and routing overhead of con-
nected nodes. Relative location can also be gathered by
directional antenna. Usage of GPS and antennas will
cause increase in cost and battery consumption. Usage
of location as a detection feature can increase false posi-
tive rate (FPR) owing to frequent change in mobile node
positions. Lu et al. [122] designed a Pworm model for
wormhole detection using key observation and localiza-
tion-based system. It is well suited for reducing false
alarm rate (FAR), scalability as well as time delay in
terms of activation latency.

4.3.2 Time

In WHA, average round trip time (RTT) per hop is more
than the RTT per hop for a route in normal situation in the
network. Therefore, time can be a parameter for detecting
WHA. For calculating time difference between two nodes,
the nodes must be equipped with synchronized clock.
Deployment of synchronized clock is expensive as well

Detection features ‘
for wormhole attack

Location ‘

Time

Figure 10: Detection features for wormhole attack.

Hop count ‘ Data Packets ‘ ‘

" Route reply and ‘
route request
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as difficult. Usage of time as detection parameter may
increase the FPR [123].

4.3.3 Hop count

Hop count decreases in case of WHA as the message
travels through tunnel between the malicious nodes.
Hop count is also a wormhole detection feature, while
some technique uses hop count as a hybrid feature with
time and location. Average time for single hop is calcu-
lated by dividing total hops by total distance [124].

4.3.4 Data packets

Nodes in the network can monitor their neighbor nodes
whether they are dropping, forwarding, or modifying the
received packets to the destination nodes or other nodes.
There will be a trust value for every node. It is not easy to
process each data packet in the neighborhood; however,
the utilization of data packets as a feature is an efficient
technique for large network with high mobility [125].

4.3.5 Route reply (RREP) and route request

RREP can also be used for detecting WHA. RREP message
is unicast to the source node to transmit the route of the
destination point. Route request (RREQ) messages are
broadcasted by source node and can also be used for
detection purpose. Most of the detection techniques use
RREQ messages due to simple computation and fewer
resources [126] (Table 2).

5 Performance metrics used for
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delivery ratio. While designing the routing protocol, many
issues related to parameters such as scalability, QoS sup-
port, security, and low power consumption needs to be
considered [127]. To measure the effectiveness of worm-
hole detection techniques, various parameters viz., packet
delivery rate, packet loss rate, average throughput, average
end-to-end delay, and detection rate are usually consid-
ered, which can be defined as follows.

5.1 Packet delivery rate (PDR)

PDR represents the ability of the protocol to deliver data
packets to the destination node in the presence of mali-
cious nodes in the network. PDR is calculated by dividing
total number of packets received at the destination by total
number of packets sent by the source [128] as illustrated by
equations (1) and (2).

ZReceived packets at destinations

PDR = x 100%, (1)
ZSent packets by sources
n
Xk
PDR = # x 100%. @
zk:lyk

5.2 Packet loss rate (PLR)

PLR is caused by network congestion, it occurs when
one or more packets of data travelling across the net-
work fail to reach their destination. PLR is defined as the
ratio of the total number of packets dropped during
transmission to the total number of packets sent by
the source.

> number of packet dropped

PLR x 100%, (3)
ZSent packets by sources
ad-hoc network
ZZ—IXR
. PLR = ——— x 100%. (4)
Performance of ad-hoc network can be assessed in terms Do Yk
of throughput, end-to-end delay, capacity, and packet
Table 2: WHA detection features
Detection feature Special Promiscuous mode Mobility Congestion Routing Expensive (memory,
hardware issue delay processing, and cost)
Time Needed - - - - More
Location Needed — — — — More
Data packet — Required — More — More
Route reply — Required Yes - - Less
Neighborhood — — Yes More — More
Hop count — — - - Increases Less
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5.3 Average throughput

Average throughput is defined as the ratio of total size of
packets received at the destination to the difference
between stop and start time of the simulated network.

Ps

Avg. throughput = .
Tstart ~ AIstop

&)

5.4 Average end-to-end delay (AED)

AED is the average delay between the transmitted
packets and the received packets. AED includes all
delays caused by data accusation, route discovery, pro-
pagation time, and data processing at intermediate
nodes [105,151].

Zfl(TRecei}/\e]zd - Tsent) . ( 6)

AED =

5.5 Detection rate

Detection rate (DR) defines the probability that wormhole
nodes are successfully identified by the intrusion detec-
tion system. DR is expressed as the ratio of number of
detected misbehaving nodes to the total number of actual
misbehaving nodes

Number of detected mishehaving node (NDMN) (7)

Detection rate = - - .
Total number of actual mishehaving nodes (NTMN)

5.6 False negative rate (FNR)

FNR is defined as the number of malicious nodes that
were not detected by the intrusion detection system.
FNR is the ratio of undetected malicious node to total
number of malicious nodes [128].

Number of undetected malicious node (NUMN) 8)

False negative = —
Total number of malicious node (NTMN)

5.7 FPR

FPR is defined as the number of legislative nodes that
are detected as malicious nodes by intrusion detection
system. It can be mathematically defined as the ratio of
falsely detected malicious nodes to the normal behaving
nodes. FPR is also termed as false accusation prob-
ability [128].

Number of falsely detected malicious node (NFDMN) (9)

False positive =
total number of normal enode (NTNN)
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5.8 True negative rate (TNR)

TNR is defined as the ratio of total number of detected
normal nodes to the total number of normal nodes.

Number of detected normal node (NDNN)
Total number of Normal node (NTNN)

(10)

True negative =

5.9 True positive rate (TPR)

TPR defines the sensitivity of the model. It shows the
proportion of nodes that are predicted as malicious,
and these nodes are actual malicious (Table 3).

Number of detected malicious node (NDMN)
Total number of malicious node (NTMN)

(11)

True positive =

6 Classification of detection
methods for WHA

Numerous authors have suggested various methods for
the identification and classification of WHA. In WHA, the
attacker node needs the cooperation of other nodes to
become more energetic and stronger in comparison to
the other nodes. To detect the attacker node, number of
solutions have been proposed by the research community
such as position or location based [129], Id validation
based [130,131], and geographical distance based [132]
methods. WHA cannot be detected using cryptography
techniques alone due to possessing replaying and re-
routing capability for the valid messages [133]. As depicted
in Figure 11, the detection methods can be categorized into
different classes based on the following parameters: time
based; location based; neighbor based; hardware based;
topology based; artificial immunity system based; and ML
based.

6.1 Time-based method

In time-based method, delay is calculated using RTT and
challenge response time. In RTT method, attack is detected
based on delay calculation between the two devices. If
delay is higher than the threshold, then alarm is generated
to announce the attack [134]. Song et al. [1] introduced
a statistical analysis method based on signal processing
for the detection of WHA using time delay analysis. Chiu
et al. [135] proposed DelPHI (delay per hop indicator) for
WHAD, where transmission rate was kept fixed. In their
study, multipath approach was used to discern the mean
delay of all existing routes [55,138]. Van Tran et al. [136]
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Table 3: Acronyms used in performance metrics
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Acronym Details Acronym Details

X No. of packets received NDMN No. of detected malicious nodes

Y No. of packets sent NTMN Total no. of malicious nodes

K No. of source or destination nodes NFDMN No. of falsely detected malicious nodes
] No. of nodes generating controlling packets NTNN Total no. of normal nodes

Ps Size of packet NUMN No. of undetected malicious nodes

T start Simulation start time N control No. of control packets

T stop Simulation stop time

suggested a RTT-based method for anomaly detection
between two successive nodes. Jen et al. [137] proposed
multipath hop count analysis method resulting in 100 %
avoidance if RREP limit was less than or equal to 2.

6.2 Neighbor-based method

In neighbor-based method, graph theory concept is used
for analyzing the neighborhood information to tackle the
wormhole attack [139]. Every node has information of
neighbor node as well as of their subsequent hop nodes
[140]. Neighbor node information might change with
time; therefore, neighbor discovery protocols are usually
used to get the fresh routes. Malicious node may also get
the updated information regarding neighbors from dis-
covery protocol. Therefore, in WHA, malicious node may
transmit a fake RREP message to source or jam the original
RREP message. Wormhole can also increase the number of
neighbor nodes over a threshold level. Lee and Suzuki
[141] proposed a method for removal of wormhole link
[141] called SWAT (self-healing mechanism from worm-
hole attack). This method tends to detect the WHA and
has immense capability to recover the distorted routing
structure effectively [142,143].

6.3 Location-based method

In location-based approach, sender and receiver exchange
the location information of the nodes. To detect the WHA,

the distance between the source and destination is inspected
on the basis of hop count. This approach requires a GPS
device connected to every node. However, the developed
approach is not as accurate as needed due to incorrect loca-
tion of devices due to infrastructure less network. Also, this
method requires high computational time as well as power
owing to integration of GPS with network nodes. This pro-
blem can be mitigated by grouping the number of nodes
sharing the same location [55,144,145].

6.4 Hardware-based method

In hardware-based method, directional antenna, GPS,
or special radio transceiver modules are utilized as
the hardware devices, wherein some network protocols
and software are employed to secure ad-hoc network
from the WHA. Additional hardware increases the cost
of overall network, which results in less accurate out-
comes [146,147,182-185].

6.5 Topology-based method

In topology-based solution, the detection rate is low due
to low density of nodes and poor connectivity. However,
topology-based method is a feasible solution due to con-
nectivity information being the sufficient condition and
involvement of no extra hardware to accomplish the

Wormhole Attack Detection Approach

‘ Time based ‘

Figure 11: Classification of WHAD methods.
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‘/ Artificial Immunity | [ Machine learning
; based (AIS) based



272 =— Chitvan Gupta et al.

requisite task. WHA does not depend upon MAC layer due
to being created on physical layer. This attack is also
exempted from cryptography techniques, which makes
it most dangerous security threats for ad-hoc networks
[148].

6.6 Artificial immunity-based method

Artificial immunity-based detection system mimic the
properties of human immunity system for self and non-
self-discrimination [149]. This depiction is useful for ad-
hoc network due to adoption of decentralized network.
The concept of protection provided to the human body by
the immune system is utilized for security enhancement
in an ad-hoc network [128,150,151].

7 Literature review for WHAD

Routing attacks disrupt the functionality of routing mechanism.
Therefore, in this section, we present the description, ana-
lysis, and scope of various methods and techniques, which
have been reported in the literature so far for wormhole
detection, in the form of various online sources such as
ACM library, Springer library, Elsevier, Science directory,
and IEEE Xplore Digital library. As has been stated earlier,
numerous techniques have been developed by researchers
for wormhole detection; however, each one of them have
their own advantages, and disadvantages, which pose
a constraint on their widespread use and applicability
for real world problems. In this section, we also cover
the performance comparison among different detection
methods for wormhole attack stating their advantages,
limitations, and detection rate.

For instance, Karlsson et al. [112] proposed a WHAD
method called Traversal count and hop count analysis,
which is based on RTT and hope count (HC) parameters.
This method provides 75% detection rate with less over-
head and FPs. Upadhyay and Chaurasia [153] developed a
statistical approach for WHA detection using the fol-
lowing parameters such as average time delay, number
of incoming packets, number of outgoing packets, and
average route discovery time. There is high probability
of WHA if the abrupt changes take place in the above
parameters. Qazi et al. [154] proposed DSR routing method
to ensure the network security from WHA in multi-rate
environment using RREP and RREQ messages. Sundarar-
ajan et al. [127] presented a biological based artificial
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intrusion detection system (BAIDS), the performance of
which was compared with hybrid negative selection algo-
rithm, for anomaly detection. This system was claimed
to yield satisfactory performance in terms of FAR and
PDR, but suffered from high computational complexity
due to insufficient routing information. Kim et al. [155]
proposed a counterattack detection method using time
stamp approach. In that method, authors used the time
stamp to detect the anomaly. The proposed method does
not seem to be promising as the intruders may easily fab-
ricate time stamp of RREQ or RREP packet to elude the
WHAD methods. Therefore, in general, two stage counter-
attack detection method is adopted. In the first stage,
transmission time per hop is extracted from RREQ. If
attacker fabricates the RREQ initial time to elude the detec-
tion scheme, it is detected in the next (i.e., in the second)
stage. It is because the fabricated transmission time is
shorter than the actual time. The problem of RREQ initial
time fabrication was addressed by Karlson et al. [156], who
proposed a Time Measurement Tampering in the Traversal
Time and Hop Count Analysis (TTHCA for wormhole detec-
tion. In the proposed technique, they included hop count
parameter in addition to Time stamp to resolve the issue.
The limitation of this method is low FPR while using for
the detection of time tampering attack. Despite being com-
plex, it enhanced the security features. Giannetsos and
Dimitriou [157] proposed Localized decentralized algo-
rithm for countering (LDAC) WHA. It uses connectivity
information to work for both static and mobile networks.
This technique checks the connectivity graph for detection
of malicious nodes and does not need any special hard-
ware, GPS coordinates, clock synchronization, or some
statistical methods. It utilizes only nodes ID in the net-
work. Small initial time interval for partial neighborhood
establishment is the only limitation of this method. Chen
et al. [101] proposed a label-based DV hop localization
method for the detection of WHA. Self-positioning nodes
are employed as beacon nodes for assistance in distance
vector hop localization. DV hop localization method works
well when network has no packet loss and transmission
radii is same for all the nodes in network. Sookhak et al.
[158] used a key distribution technique and beacon packet
for identifying the reliable neighbor in ad-hoc network.
Lu et al. [122] designed a Pworm model for wormhole
detection based on key observation and localization-based
system. Pworm model reduces FAR, time delay in terms of
activation, detection latency, and increases scalability. Ji
et al. [159] proposed a distributed detection method for
wireless network coding system (DAWN) to detect worm-
hole attack. This method monitors the change in the direc-
tion of packet’s flow due to attack. This technique provides
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TPR > 91% and FPR < 12.01%; however, the computational
cost and overhead of this technique was high. Jamali and
Fotohi [128] suggested an artificial immune system (AIS)
for detecting WHASs. For instance, as a virus is detected in a
human body, in the same way this concept could be used
to detect the malicious nodes in the network. In AODV, as
the source node gets the RREP message for RREQ, the
sender immediately sends the message through that route
without checking the security of the route, which may
cause WHA. Therefore, by using AIS, the source node
checks the security related parameters using antibodies
(set of rules) for malicious antigens (unsecure routes).
Amish et al. [119] proposed ad-hoc on-demand distance
vector routing (AOMDV) protocol for wormhole detection.
AOMDV calculates the multiple paths to the destination for
the sake of link failure. It will select main path for com-
munication on the time-based RTT approach. Proposed
AOMDV approach has better throughput for a smaller
number of nodes. Qazi et al. [160] developed a DSR routing
method for securing network from WHA in multi-rate envir-
onment using RREP and RREQ messages. They achieved
detection rate above 90% for both in-bound and out-bound
tunnels. Tiruvakadu and Pallapa [161] used a WHA tree to
confirm the presence of the attack. This tree was generated
based on the presence of WHA symptoms. A honeypot is the
center point, which aims at monitoring the WHA symptoms
in network and developed a network analysis model for
decision making. Sankara Narayanan and Murugaboopathi
[162] proposed a modified AODV protocol to secure network
from WHA. In [162], authors calculated the packet forward
rate (PFR) and RTT of each node to detect the WHAs. It does
not require any special hardware for this. Karthigadevi et al.
[163] adopted EIGRP protocol and detected WHA based on
RTT. From the results, we can infer that this method
improves throughput and reduces end-to-end delay. Bai
et al. [164] proposed a maximum independent set (MaxIS)
wormhole detection for 3D network. It uses topology-
based connectivity information. Luo et al. [165] proposed
a neighbor discovery algorithm (CREDND) for WHA. It not
only discovered internal WHA but external WHA also.
External WHA were detected by counting hop difference
between own exclusive neighbors, while internal WHA
were detected by enabling the common neighbor nodes
as witness to monitor the authentication packets, which
are forwarded by malicious nodes. Aliady and Al-Ahmadi
[166] presented an energy preserving secure measure tech-
nique against WHA based on network connectivity. In
AODV protocol, the routes being discovered by RREP mes-
sages does not allow the packets to be forwarded immedi-
ately without checking the correctness of the route. Tami-
larasi and Santhi [167] presented a method for wormhole
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detection and secure path selection. The path, which includes
the wormhole nodes, is known as wormhole path. Therefore,
this path needs to be identified for securing network from
WHA. Multiple paths are generated from source node to
destination using AOMDV protocol. Source nodes discern
the WHA path using detection packet (DP) and feedback
packet (FP) approach. Thereafter, the source node sends
the data through optimal path after bypassing the WHA
path. This method yields good results in terms of energy
consumption and network lifetime. Singh et al. [168] pro-
posed a method for wormhole detection using connectivity
information and artificial neural network. They used the
probability distribution for evaluating the detection rate.
The research studies as mentioned above conducted the
tests in simulation environment such as NS2, QualNet,
and GloMoSim. The impact of WHA and efficiency of
different detection and prevention algorithms are pre-
sented in Table 4. Abbreviations used in Table 4 are
listed in Table 5.

8 Literature review on WHAD
using ML

In present era, handling attacks in ad-hoc network has
become more challenging owing to rise in complexity and
large volume of the network with time. Most effective and
simple approaches, which could be incorporated to cope
with ad-hoc network attacks, are ML approaches. ML
techniques have the capability to automatically learn
the pattern from the complex network and develop the
techniques and approaches to discern attack in the net-
work. In this section, we have reviewed the numerous ML
and deep learning techniques, which have been used for
intrusion detection and classification of WHA in WSN.
This section also covers the data collection methods
and the set of features, which, in general, have been
used most profoundly by researchers to ensure the net-
work security. Numerous authors have proposed a number
of solutions for wormhole detection using ML as listed in
Table 6.

Xie et al. [170] proposed a hyper grid KNN based
anomaly detection method. This is an improved KNN
method. The proposed scheme has low computation and
communication overhead, and it is able to handle training
dataset with multi dimensions with DAR = 96% and
FPR = 8%. Lie et al. [171] proposed an intrusion detection
method using KNN classification. The proposed method has
high detection rate 98.5% and low FAR 4.63%, with cut
off value = 10. The prime focus of this article is Flooding
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attack. For instance, in 2015, Titouna et al. [172] developed
two-level sensor fusion-based outlier detection technique
for wireless sensor network that was driven by the Bayes
theorem. In this technique, the first level of detection
was performed locally inside the sensor nodes, while the
second level of detection was performed by a higher-level
cluster head. This technique has one major advantage that
it does not require any prior knowledge of data distribu-
tion provided that the cluster head has the fixed width.
The developed method achieved the detection accuracy
(DA) of more than 88% with FAR less than 17%, which
seems to be quite satisfactory. Similarly, in 2016, Wazid
and Das [173] proposed an effective algorithm based on K-
means clustering for the detection of hybrid anomaly viz.,
black hole, misguiding, and WHAs in WSNs. The training
dataset used in this algorithm comprises of various net-
work parameters such as end-to-end delay, traffic behavior
etc., to distinguish between normal and abnormal state of
the network. K-means clustering algorithm achieved the
detection rate of 98.6% with FPR of 1.2%. Subba et al.
[174] proposed Vickrey—Clarke-Grove’s scheme based on
Bayesian game. This method is used to select the cluster
leader in mobile ad hoc networks (MANETSs) for multiple
intrusion detection, which successfully reduced the conges-
tion in the intrusion detection system and network power
consumption. Feng et al. [175] suggested a new approach
based on support vector data description (SVDD) technique
for anomaly detection in wireless sensor network. In
this technique, a sequential minimal optimization (SMO)
algorithm was adopted to mitigate the computational com-
plexity during training phase. SMO algorithm used second-
order approximation to sort out the quadratic programming
problem followed by the use of integrated square error to
ease the process of decision making. On comparing the
performance of both the methods (i.e., SVDD and SMO),
SVDD was able to achieve better results in comparison to
SMO in terms of reduced training time and testing time of
1.56 and 0.0012s, respectively, with same accuracy for
single hop data of node 4. Saeedi Emadi and Mazinani
[176] used a density-based spatial clustering of application
with noise (DBSCAN) algorithm for anomaly detection in
WSN. In this algorithm, authors created different clusters
based on the network data such as temperature, humidity,
and voltage to detect the nodes as malicious nodes, which
were supposed to have low density. The proposed algorithm
obtained good results with the detection rate of 95.5% with
9 cluster heads.

Kavitha et al. [72] proposed an approach for identifica-
tion and isolation of malicious node by using feature selec-
tion, optimization, and classification methods. The features
are optimized using swarm optimization algorithm. These
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optimized features are classified using neural network. Pro-
posed method achieves 98% PDR and 9.7 ms latency with
120.5m] energy consumption. Khan et al. [177] proposed
SVM-based classification of malicious users in cognitive
radio network. Proposed scheme provides reliable results
and detection probability 1 with FAR probability = 0.4. Reddy
and Thilagam [178] proposed a method for preventing DoS
attack using Naive Bayes classifier. The network node pos-
sesses 80% legislative traffic with this approach otherwise
it is 0% in hostile environment. It uses RSA key (1,024 bits)
for node authentication. One more algorithm named Opti-
mized collaborative intrusion detection system (OCID) was
developed by Elsaid and Albatati [179], which employed
improved artificial bee colony (IABC) algorithm for optimi-
zation of weights in SVM reducing the classification error.
The developed system had an average detection rate of
97.9% with FAR and standard deviation of 1.8 and 1%.
Zhang et al. [180] presented an anomaly detection method
using boosted decision tree (BDT) and neural network. The
proposed method shows accurate results for anomaly detec-
tion. In ref. [182], SVM classification approach was used
as an intrusion detection scheme to detect the different types
of attacks in WSN like packet dropping, routing disruption,
and resource consumption, achieving an accuracy of 92.8%
for WHAs. WHA is considered under routing disruption due
to being capable to deviate the packets from original route to
wormhole tunnel. WHA was identified using NB and SGD
algorithms by Prasad et al. [183]. The features, which were
used to classify the anomaly, were determined based on
network behavior and attained the accuracy of 93.06%
based on them. The main limitation of the algorithm was
that they assumed the dataset as a linear function, which
might not work well for non-linear input dataset. Singh et al.
[168] proposed KNN and SVM ML approach for wormhole
detection in VANET. Four alarm types (TP, TN, FP, and
FN) and accuracy are compared for both the approaches
as shown in Table 6. The results are accurate and have
low FAR. Sankaran et al. [181] introduced a reward-based
learning technique for secure neighbor selection (SNS-RR),
which involves three stages: (i) determination of node state,
(ii) attribute analysis, and (iii) route selection. Nodes are
classified based on their behavior. In their study, they
used to monitor the multiple node attributes at regular inter-
vals and classified them based on the behavior of their
respective nodes. Suggested approach obtained the results
with throughput, DR, and PDR of 132.21 kbps, 93.62%, and
0.87, respectively. In 2021, Tahboush and Agoyi [184]
applied K-means clustering and RTT-based approach to
recognize the WHA. They utilized NRT method to reduce
the consumed energy in the network. Using the developed
approach, authors were able to recognize in-band and
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Table 5: Abbreviations used in Table 4

Acronym Details

TTHCA Traversal time and hop count analysis

RTT Round trip time

HC Hop count

DA Delay analysis

NB Neighbor based

CB Connectivity based

LN Localization

GB Geographical based

SAA Statistical analysis approach

BAIDS Biological based artificial intrusion detection
system

HNSA Hybrid negative selection algorithm

LDAC Localized decentralized algorithm for
countering WHA

DWGRP Detection of WHA in geographic routing protocol

PWORM Passive and real time wormhole detection scheme
for WSN

DAWN Distributed detection algorithm against WHA

M-Delphi Multi-rate delay per hop indicator

GAAIS Genetic algorithm AIS

MAODV Modified secure AODV

Max-1S Maximum independent set (MaxIS) based
wormhole detection for 3D ad-hoc network using
connectivity information

SGD-NB Stochastic gradient descent (SGD) algorithm, Naive
Bayes (NB) algorithm for learning linear classifier

CREDND Credible neighbor discovery

EPSMA Energy preserving secure measures against WHA

HWAD Hybrid WHAD

out-band WHA with throughput of 149.843 kbps for 150
nodes. The ML approaches, which have been used so far
to detect WHAs and other kinds of anomalies in WSN, are
listed in Table 6, along with the summary and perfor-
mance measures.

Of the above ML techniques listed in Table 6, support
SVM, KNN, and LR are the most prominent and widely
used approaches which have been adopted on wider scale
for anomaly detection in wireless ad-hoc networks. However,
the ML and deep learning models are in its infant stage for the
detection of wormhole and other types of attacks. Therefore, a
lot of research is needed to explore the different aspects of ML
techniques regarding anomaly detection. Abbreviations used
in ML techniques are listed in Table 7.

9 Results and discussion

Systematic review on the WHA detection in wireless net-
work from year 2013 to 2021 has been done based on
various research papers on ML technique (MLT). From

Wormhole attack detection techniques in ad-hoc network: A systematic review = 277

the literature review, it was found that most publications
include the stages such as pre-processing, feature extrac-
tion, and selection of detection features. Finally, the clas-
sification stage is regarded as the heart of anomaly detec-
tion in WSN. In our review, there are usages of different
MLTs as classifier for WHA detection.

Figure 12 indicates the rate of publication on MLT for
WHA detection in the period from 2013 to 2021. Although
anomaly detection is not a new research topic, it is clear
from the graph that number of publications is varying
slowly over the time and can be increased in the coming
years. From the bar chart, it is shown that ML techniques
have been widely used for anomaly detection. Year 2020
has the largest number of publications for WHA detection
as per literature review.

Figure 13 presents the number of publications using
certain MLT from year 2013 to 2021. It has been noticed
that there is a significant diversity in the usage pattern of
ML technique. Some of them have been extensively used
such as SVM, while some of them have been less fre-
quently used such as Naive Bayes and neural network,
and other techniques like DT, RF, and KNN have been
less frequently used as shown in below graph.

SVM has been used in 7 papers, the range of DA is
92.8-97.9% whereas KNN has been used in 3 papers with
a maximum accuracy of 98.5%. In the same way, decision
tree has been used in 3 papers with more than 90% accu-
racy. Naive Bayes, K-means clustering and neural net-
work has been used in 6 papers where Naive Bayes has
88-93.12% accuracy, K-means clustering has 86% detec-
tion rate and neural network has 96-98.5% accuracy.

10 Advantages of MLTs

In the above section, performance analysis of various MLTs
in terms of different performance measures such as accu-
racy, TPR, FPR, TNR etc., [190-199] have been discussed for
WHA detection. About WHA and other kinds of malicious
node detection, MLTs offer several advantages as follows:
(i) MLTs can yield more accurate, robust, and reliable
results with low FPR.
(ii) Able to generate model even for noisy dataset. In Ad-
hoc networks, the dataset is usually noisy owing to
adoption of dynamic topology.

11 Issues in MLTs

As evident in the early part of this article, ML offers a wide
range of applications. However, numerous issues need to
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Table 6: ML techniques for detecting wormhole attack
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Authors ML techniques

Performance measures

Remarks

Xie et al. [170] Hyper grid KNN-based anomaly

detection

Lie et al. [171] KNN classification

Titouna et al. [172] Bayes theory and clustering

Wazid et al. [173] K-means clustering

Subba et al. [174] Vickrey—Clarke—Grove’s scheme

based on Bayesian game

Feng et al. [175] SVDD and SMO

Saeedi Emadi and SVM and DBSCAN

Mazinani [176]

Zhang et al. [185] BDT and& feed forward neural

network
Meddeb et al. [182] SVM
Prasad et al. [183] NB

SGD

Singh et al. [186] Classification and regression

Kavitha et al. [72] Swarm optimization algorithm

and neural network

DAR: 96%

FPR: 8%

DR: 98.5%
FAR: 4.63%
with cut off value 10
DAR > 88%

FAR < 17%

DR: 8.6%
FPR: 1.2%

High DR

Training time: 1.56 s

Testing time: 0.0012 s
DA: 95.5% with 9 clusters

Accuracy > 90%

SVM:
Se: 0.85

Sp: 1.00

PPV: 1.00

NPV: 0.952

DR: 93.12%

FAR: 5.3%

Pe: 94%
f-measure: 93.4%

SGD:

DR: 93.12%

FAR: 5.3%

Pe: 94%
f-measure: 93.4%
Acc: 93.08

SVM:
TP: 0.9906

FP: 0.0014
KNN:

TP: 0.9913
FP: 0.0087
PDR: 98%

v Improved KNN

v Low computation and communication
overhead

v/ Able to handle training dataset with multi-
dimensions

v Scalability is high

vMain focus is on Flooding attack

v/ Two-level sensor fusion-based outlier
detection technique

vDoes not require prior knowledge of data
distribution and cluster width needs to be fixed
v Useful for hybrid attacks

/Post-mining steps need to be performed to
avoid mismatch in training

vReduces congestion in the intrusion detection
system

vReduces power consumption

vProvide reduced computational complexity for
training stage and decision-making stage.
v/Provides results for single hop data of node 4
v Clusters were created based on the

network data

vNodes with low density detected as malicious
nodes

v/Fast method depends on a threshold level

vBoosted classifier is used

/For WHAD, SVM classifier was used with 13
routing related features.

vEmployed data pre-processing to improve the
precision and classification results

vNB algorithm: a probabilistic approach for
classification that deals with high volume
dataset.

v Used 21 features such as an input data.
vUsed SGD algorithm for learning the linear
classifier under convex loss functions such as
SVM and logistic regression (LR)

vProduced more accurate results than NB
algorithm

vKNN and SVM techniques are used to detect

WHA in VANET
vUsed 4 alarm types

v/Features are optimized using PSO

(Continued)
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Table 6: Continued
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Authors

ML techniques

Performance measures

Remarks

Khan et al. [177]
Reddy and
Thilagam [178]

Elsaid and
Albatati [179]

Zang et al. [180]

Sankaran et al. [181]

Tahboush and
Agoyi [184]

Abdan et al. [187]

Shahid et al. [188]

Alajlan [189]

SVM-based classification of

malicious users

NB classifier

Optimized weighted SVM

Multi-kernel extreme learning

machine
Classification approach

K-means clustering

KNN, SVM, DT, LDA, NB, and CNN

methods

ESWI technique

Multistep detection

Latency: 9.7 ms

Energy consumption:
120.5m]

Detection probability 1
with FAR probability 0.4

Network nodes possess
80% legislative traffic

DR: 97.9 (avg.)
Deviation: 0.9

FAR: 1.8 (avg.)
SD: 10/0

DAR: 92.10%

FPR: 2.37

Throughput: 132.21 Kbps
DR: 93.62%

PDR: 0.87

Throughput:

149.843 Kbps for 150
nodes

Accuracy of

KNN: 97.1%

SVM: 98.2%

DT: 98.9%

LDA: 95.2%

NB: 94.7%
CNN:96.4%,
Detection rate: 99%

Higher true positive rate

Lower false negative
rate (0.015)

v Optimized features are classified using neural
network

v Results were obtained only for 10%

malicious node

v/ Classifies legislative and malicious users

v Obtains reliable results
v RSA 1,024 bits used for node authentication

v/ Focused on DoS attacks

vDeveloped OCID system

vUses IABC

v Optimization algorithm for optimizing the
weight of SVM

v Helps to minimize the classification error

v High detection rate

v Efficient learning speed

v Used recurrent reward-based ML technique for
secure neighbor selection (SNS-RR)

v/ Developed HWAD method, which involves K-
means clustering and RTT-based approach to
detect WHA.

v HWAD used NRT to lower the energy
consumption in the network.

v Detected in-band as well as out-band WHA in
the network

v Used node properties for feature extraction
such as speed of node

v/ Used 3,997 samples (3,781 normal nodes and
216 malicious nodes)

v DT method has highest accuracy

v Works for loT based wireless network

v Simple and less complicated technique,
therefore overhead and energy consumption

is low

v Increased throughput

v Uses three modules for WHA detection node
validation process, fake link reduction process,
and wormhole isolation.

v Works for distributed environment

be addressed while working with MLTs such as need of
large volume of data to provide adequate training to the
model, and expensive resources. In case of ad-hoc net-
works, need of training data and input test data are more
prominent. Proper labeling is to be done to the training
dataset to yield more accurate results. In case of fault
management and securing network, the numerous works
rely upon the synthetic data that does not present the

complexity of real-world problems. Real world data are
more critical and challenging especially for ad-hoc net-
works. Therefore, academia and industry must put com-
bined efforts to generate public repositories of reliable
data. In addition, standard evaluation metrics are also
required to compare and analyze the performance of dif-
ferent existing and new MLTs regarding network security.
Choice of a specific ML model is also crucial; all methods
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Table 7: Abbreviation used in ML techniques

Acronyms Details

Se Sensitivity

Sp Specificity

PPV Positive predictive value
NPV Negative predictive value
Acc Accuracy

DR Detection rate

FPR FPR

TP True positive

are not efficient for solving all kinds of problems with
requisite accuracy.

12 Research gap and potential
solutions

Early wormhole detection techniques in ad-hoc network
involve the usage of additional hardware such as antennas,
GPS, and special radio trans-receivers. Involvement of addi-
tional hardware tends to increase the complexity of the net-
work and may augment the overall cost of the network
[196-200]. Later, software-based solutions were suggested
by research community, which need some specific assump-
tion (i.e., distance and time based) to work effectively. These

DE GRUYTER

solutions follow the assumptions that the time and distance
data cannot be altered by malicious nodes [201]. Software-
based solution and cryptography authentication methods
can also be clubbed together to provide better solution
with the aim of detecting the malicious nodes in WSNs;
however, there would be need of deployment of secret
key in network, which is not feasible every time and pose
a big constraint in providing a real time solution of the
stated problem [202,203]. Another efficient approach for
wormhole detection may be based on the deployment of
an AIS. As virus is detected in a human body, in the same
way, the malicious nodes can also be detected in a network.
In AODV, the source node immediately transmits the mes-
sage as soon as it gets the RREP message for RREQ, without
ensuring the route security, However, in AIS, the source
node first checks the security related parameters using
antibodies (set of rules) for malicious antigens (unsecure
routes) before transmitting the message [128]. Jim et al.
[204] reviewed the various AIS-based methods for intru-
sion detection. The negative selection algorithm has been
widely used in literature over the years; however, the
involvement of the biologist, engineers, and computer
scientist is still needed to work in sync to improve its
efficiency further.

Although, various methods have been explored in
literature to detect WHA, most of the available methods
possess some sort of limitations. As WHA are treated
as a part of routing protocols, there is still scope of

10

D

[N) w EN

Total Number of Research Papers Studied

OIIII

2013 2014 2015 2016

Number of research papers appeared on ML year wise

Year

2017 2018 2019 2020 2021

Figure 12: Research papers on ML for WHA detection, year wise.
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Usage of ML Techniques for WHA detection from
year 2013 to 2021
N
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Figure 13: Contribution of MLTs in WSN for WHA detection from year 2013 to 2021.

improvement in routing protocol technique by incorporating
new models such as ensemble methods and bootstrapping
gradient methods into it, hence new hybrid methods can be
employed to overcome the limitations of WHA detection tech-
niques more efficiently. Despite ML methods not explored
extensively for the above stated problems in WSN, these tech-
niques have been found efficient and useful with the only
limitation of needing large dataset that can be easily gath-
ered within the stipulated time by simulating the network
protocols as well as by monitoring the network traffic. Of
all the abovementioned ML paradigms, the supervized
learning models found to be more useful as per researcher
and practitioners [176,185].

13 Conclusion

Ad-hoc network comprises mobile nodes with each node
having the movement throughout the network. Communication
among these mobile nodes happens through the wireless
links by direct or intermediate nodes without possessing
any fixed infrastructure because of their mobile nature.
The node works as host as well as router for other nodes
in network for transmission of data. The nodes need
to cooperate with each other during communication.
However, in ad-hoc network, nodes may not cooperate
with each other to reduce the power consumption and
bandwidth requirements. These non-cooperative nodes,
which tend to drop as well as alter the data, without
forwarding them, are referred to as malicious or selfish

nodes. MANETSs are vulnerable to security attacks owing
to the following features such as shared radio channel,
insecure open medium, dynamic changing topology, lack
of cooperative algorithms and centralized monitoring,
limited resource availability, and physical vulnerability.
Attacks on MANET can be classified into two main cate-
gories, namely, active attacks and passive attacks. An
active attack tends to destroy or alter the data packets
and routing messages being exchanged in the network
and is very harmful to the network security. For instance,
Blackhole attack, WHA, and Rushing attack. Passive attack
does not disrupt the operation of the network, for instance
eavesdropping, snooping, masquerading, or spoofing. WHA
is comparatively considered to be more severe due to
causing disturbance in the routing information, which
diminishes the network performance despite the network
being authenticated and encrypted. In this article, we have
thoroughly discussed various anomaly detection techni-
ques and their countermeasures along with their advan-
tages and limitations. Further, we have also discussed MLT
for WHAD. According to the literature review, few research
has been done in the field of WHAD using ML such as
SVM, KNN, NB, and HWAD.

In the near future, ML might be part of every applica-
tion as MLT technique results are accurate as well as
reliable. Due to dynamic topology, the dataset is noisy
in ad-hoc network and MLTs can generate models even
for noisy dataset. Therefore, for anomaly detection in ad-
hoc network MLTs are efficient. On the other hand,
existing ML-based approaches focus on single layer net-
work. We can develop a framework for securing future
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wireless network by existing ML approaches to multilayer
network. Finally, we have identified the areas where
further research can be focused so that we can apply
the WHA detection methods for larger topological area
for more flexibility and accurate results.

Conflict of interest: Authors state no conflict of interest.

Data availability statement: Data sharing is not applic-
able to this article as no datasets were generated or ana-
lysed during the current study.
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