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Abstract: Steganography is a technique that embeds
secret information in a suitable cover file such as text,
image, audio, and video in such a manner that secret
information remains invisible to the outside world. The
study of the literature relevant to video steganography
reveals that a tradeoff exists in attaining the acceptable
values of various evaluation parameters such as a higher
capacity usually results in lesser robustness or impercepti-
bility. In this article, we propose a technique that achieves
high capacity along with required robustness. The embed-
ding capacity is increased using singular value decompo-
sition compression. To achieve the desired robustness, we
constrain the embedding of the secret message in the
region of interest in the cover video file. In this manner,
we also succeed in maintaining the required impercepti-
bility. We prefer Haar-based lifting scheme in the wavelet
domain for embedding the information because of its
intrinsic benefits. We have implemented our suggested
technique using MATLAB. The analysis of results on the
prespecified parameters of the steganography justifies the
effectiveness of the proposed technique.
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1 Introduction

Steganography is in existence for a long time. It comes
from Greek roots (oteyav'og, ypa@-ew), literally meaning
“sheltered writing.” Technically, it means embedding infor-
mation in other information [1]. Depending upon the type of
cover file used, steganography is categorized as text, image,
audio, and video steganography [2]. Despite the availability
of a variety of media for embedding data, the video started
gaining popularity because of some benefits inherited
from the image steganography. Traditionally, video stega-
nography provides a good capacity to hide secret informa-
tion. It is conceptualized by decomposing the cover video
into frames, and then these frames are converted to image
and audio. Ultimately, the secret information can be
embedded either in images or in audio [3]. As videos
are dynamic, the probability of suspecting the existence
of any embedded information is very less as compared
to still images and audio [4,5].

A user generally desires to increase the data hiding
capacity but unfortunately, robustness and impercepti-
bility are compromised at the same time. In this article,
we have developed a novel robust video steganography
approach with enhanced capacity. Singular value decom-
position (SVD) technique is used to perform the required
compression that eventually contributes to the emer-
gence of data hiding capacity. To get the required robust-
ness, the secret data is embedded in the region of interest
(ROI) only instead of the entire frame. The embedding is
done in the wavelet domain using lifting wavelet trans-
form (LWT). The preferred use of the wavelet domain for
the embedding task provides the additional inherent
robustness of the wavelet domain. Moreover, in Haar-
based lifting scheme, the number of computations is
almost half than the other traditional wavelet schemes.
It reduces the storage as well as time requirement using
in-place computation of the wavelet transform.

A hybrid technique that collectively utilizes the lifting
scheme, ROI, and SVD is proposed, for video files, which
makes it useful for real-time applications. This technique
can successfully transmit the embedded information and
recover it efficiently at the other end.
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2 Literature survey

Steganography is an extension of watermarking and encryp-
tion techniques. Numerous encryptions, watermarking,
and steganography techniques exist with varying char-
acteristics. Some of the parameters that compare the
quality of steganography techniques are transparency,
imperceptibility, security, computational time for embed-
ding and extraction, robustness, effect on bandwidth, and
interoperability.

The author proposed an effective digital watermarking
scheme in an earlier study [6] in which the image was
transformed from red green blue (RGB) to the YCbCr
domain, and then the secret image with watermark is
rooted in the Y module of YCbCr by discrete wavelet trans-
form (DWT) and SVD. The robustness of the embedded
image is calculated in terms of normalized coefficient. A
robust image watermarking scheme is proposed by the
author in an earlier study [7] by combining the lifting
wavelet scheme and SVD, which is used to hide the secret
information. Two-level LWT is applied on the cover file
along with SVD to hide the secret image. The author in
an earlier study [8] proposed an improved technique in
terms of robustness and imperceptibility. Audio video
interleave video files were used as a cover file. Video files
having audio were divided to get frames. Frames are ana-
logous to unmoving images and used in image steganog-
raphy. When audio is extracted from the video, it is like an
audio file, and later it can be used in steganography. Video
and audio can be used as a cover file as proposed in an
earlier study [9] to obtain high embedding capacity. When
video trim is read, several video and audio frames become
accessible to embed secret information. Experimental
observation showed that the proposed technique gives
good quality watermark having good peak signal to noise
ratio (PSNR) in realistic execution time.

Embedding of secret information inside transform
domain is more time consuming but provides more robust-
ness to secret information. Authors in an earlier study [10]
proposed an integer wavelet transform technique for embed-
ding information in HH coefficients along with cropping in
8 x 8 block on wrap file. After embedding information in HH
coefficients, optimal pixel alteration procedure was applied
for more robustness of watermarked image and to decrease
the dissimilarity error between the cover and watermarked
image. This improved the embedding ability with low dis-
tortions. The author proposed the LWT technique to convert
an image into four subbands. The subbands carrying energy
more than the calculated “Q” value were chosen for water-
mark embedding. SVD was also used to hide the digital
signature as a watermark. Many image processing and
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geometric attacks are there which can detect secret informa-
tion. In an earlier study [11], authors proposed a technique
that was reliable in founding ownership and was robust
against attacks. A hybrid policy of cryptography, stegano-
graphy, and digital watermarking was proposed to embed a
protected image with a watermark logo into a wrap file.

Working in a similar domain, a lossless dual water-
marking scheme by integral wavelet transform (IWT) and
SVD was implemented by Harshitha and Vidya [12]. The
extracted watermark had a good correlation with the ori-
ginal cover file. Initially, the secret information was
embedded on the LL subband of SVD, and the resulting
image SVD was embedded in the host watermark image.
Embedding of secret information in video increases capa-
city as well as robustness because of its large size and
dynamic nature. Discrete cosine transforms (DCT)-DWT
method using several object tracking and error correction
codes were recommended by embedding a secret mes-
sage in items that are in motion in an earlier study [13].

Authors in this study used Haar wavelet transform in
the DWT domain. First, the secret information was prepro-
cessed with Bose—Chaudhuri-Hocquenghem and Hamming
codes (n, k) to generate programed communication. In the
second step, motion-based multiple entities observing pro-
cedure was applied on wrap files to discover the ROI of items
in motion. In the next step, the secret information embed-
ding procedure was completed by embedding the secret
information into DWT and DCT coefficients of all action loca-
tions in video depending on forefront masks. The method
achieved a PSNR value of 49.03DB (which is assumed to be
of good visual quality). The researchers developed a tech-
nique to present a high-level security organization by imple-
menting and designing a multilevel steganography system
to embed information in a color video file [14]. This scheme
was executed in the frequency domain, using a wavelet
transform. Embedding information in the frequency domain
was extra supportive than embedding in the time domain,
due to the compactness attributes of some transforms and its
stoutness. SVD was also used in the planned system for
providing more robustness.

3 Proposed work and methodology

The objective is to develop, analyze, and validate a video
steganography technique that ensures large data embed-
ding capacity, high security, flexibility, and good imper-
ceptibility without loss of secret information. The hybrid
of Haar-based lifting scheme, ROI, and SVD for embed-
ding the secret image in a video file yields the expected
values for the above-mentioned evaluation parameters.
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Traditional wavelet domain techniques use up and
down sampling, which results in loss of information.
Moreover, transforming the image in the frequency domain
increases calculation difficulty in these techniques. As this
technique works on a floating-point number, the recon-
struction of the watermark is also difficult. To overcome
all these problems, a stable, high-capacity video stega-
nography is proposed that collaborates the face detection
and SVD techniques in the wavelet domain. In Haar-based
lifting scheme, there is no up and down sampling. It
increases cyclic redundancy check sum values resulting in
highly robust steganography that provides a good recon-
struction of watermark information, increasing smoothness,
and decreasing aliasing effects. Additionally, the calcula-
tion difficulty of Haar-based lifting scheme is reduced due
to the split and merge procedure.

3.1 ROI

Embedding in ROI results in more imperceptibility. In this
study, the embedding is done in ROI, which is a human
face for this implementation. To locate ROI first, the skin
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portion in the image is identified, and the features are iden-

tified to locate the human face by using Viola—Jones method.

Some of the important features of Viola—Jones method,

which build it a good face detection method are as follows:

¢ Robust — higher rate of face detection.

¢ Real time — process rate of frames per second is high in
case of Viola-Jones that is two frames per second at
least.

¢ Face detection only — its main goal is to detect faces not
to recognize faces.

¢ [t is able to detect a single face among multiple faces.

Viola—Jones method takes total of four steps to detect
a face as shown in Figure 1 [15]:

Haar feature selection: Haar features are repre-
sented by rectangular box. These features include eyes,
nose, eyebrow, and lips. Eye regions are darker as com-
pared to upper checks and nose bridge. All human faces
have these features. If these features are present in video/
image, it means face is there.

Creating an integral image: Representation of frames
in video and evaluation of rectangular features in fixed time
interval is known as an integral image.

Extracted Video Frame

Detected Frame

Cropped Frame

l

Feature Detection

y
Removal of Non
< Face Portion

h

Extraction of Face
Components

Figure 1: Working of Viola—Jones method.




4 —— Urmila Pilania et al.

Adaboost training: It can build a strong classifier for
selection of best features and then to train classifiers
which use these features. Adaboost build a strong classi-
fier by combining many simple and weak classifiers.

Cascading classifiers: Job of the cascading classifier
is to find a face. Cascade classifier consists of a number of
levels and each level carry a strong classifier. The features
selected by these classifiers are combined into a number of
stages where every stage has assured number of features.

Embedding secret information inside the face part of
the image is more secure than embedding in other parts
of the image. The human face has most of the information
in the low-frequency range, thus high-frequency range
can be used for embedding information. Skin tone detection
finds change among skin and nonskin pixels. Algorithm
alters specified pixels into the suitable color region and
uses skin classifiers for tagging whether pixels are skin color
pixels or not and sets a few restrictions to differentiate
between skin or nonskin color pixels as per the work
done in an earlier study [16]. According to Kawulok et al.
[17], while finding skin pixels, it is important for symbo-
lizing skin color pixels that color is consistent with varia-
tions in bright conditions. Bayes rule can be used to find the
skin pixel as given in equation (1).

[P(V|Cy)- P(Cy)]
[P(V|Cs)' P(Cs)] + [P(Vlcns)' P(Cns)] ’

P(CIV) = ¢))
where P(C;) and P(C,s) are priori probabilities and can be
calculated by using many pixels in both the classes.

A specific combination of R, G, B values is there to
qualify as a skin pixel. Only then, the pixel can be cate-
gorized as a skin pixel as given below:

R > 95&G > 40&B > 20 &max(R, G, B)
-min(R, G, B) > 15&|R-G| > 15
&R > G &R > B.

Many objects may contain skin-tone colors due to which
the skin color detector may consider image surroundings as

Figure 2: Detection of skin portions.
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skin pixels if the atmosphere is not restricted according to
Cheddad et al. [18]. The limitations can be overcome by
setting boundary conditions for the existence of skin pixels
as calculated by Viola et al. [19]. Thus, Viola—Jones algo-
rithm is used in the proposed scheme for locating face as
ROL Figures 2 and 3 show the detected skin portion and face
in the chosen video cover file, respectively. Viola—Jones
algorithm can find a single face along with multiple faces
in a given video, provided these faces should be directly in
front of the camera without a tilt.

Fast features of an image are calculated efficiently
and in less time. Instead of scaling the entire image,
only features are scaled as a part of this algorithm, which
enables it to detect other real-world identities such as a
table, chair, and so on [18]. The literature reveals that this
algorithm is capable of determining faces in the long-
wavelength infrared images along with finding images
in the visible spectrum. The precision of this algorithm
is good enough among different datasets, approaching
97% [17]. Like any other algorithms, it also has some
limitations. It is not very effective in detecting tilted or
turned faces. It is somewhat sensitive to lighting condi-
tions and may result in different detections of the same
face because of overlapping subwindows. In some cases,
it puzzled a shirt button as a face while detecting faces
and tracking multiple faces [2].

3.2 SVD

SVD is a significant tool in linear algebra that is com-
monly used in a lot of research fields such as principal
components analysis, chosen cover text attack, multi-
variate analysis, and image compression. SVD creates a
characteristic equation whose measures are identical to
the number of rows and columns of the given image. It
has excellent stability and does not have degradation
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Figure 3: Detection of faces.
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Figure 4: Graphical representation of SVD of matrix “X.”

because singular values symbolize algebraic image prop-
erties, which are inherent and invisible. It also helps to
retain fidelity of watermarked image and reconstruct
watermark images efficiently. In linear algebra, SVD is a
factorization of a real or complex matrix. It also gener-
alizes the eigen-decomposition of a symmetric matrix
having positive eigen values to any matrix through a
delay of polar decomposition as shown in Figure 4.
SVD for image “X” as given in Wall et al. [20] produces
two orthogonal metrics, and S represents a singular
matrix. U and V act as left and right exacting vectors.
Matrix U and V represent geometry understated funda-
mentals of the image according to Acharya et al. [21]. U
talks to flat surface points of interest and left singular
matrix; and V talks to vertical understated elements of
the image. Below mentioned commands are used for
implementing SVD in MATLAB:

Corner to corner estimations of matrix S is prepared
in withdrawing request, which means that the signifi-
cance of passages is withdrawing from first singular
value to last value. This module is used in SVD-based
compression techniques. Two most important properties
of SVD programmed watermarking plans, little variations
in singular values do not manipulate the behavior of the
picture; singular estimations of the image contain more
reliability according to Wall et al. [20].

3.3 Haar-based lifting scheme

Haar developed wavelet transform in the year 1910. Haar
wavelet transform is a function that “waves” above and
below the x-axis based on the properties of (1) varying
frequency, (2) limited duration, and (3) zero average
value as shown in Figure 5. Haar wavelet transform
uses a variable-length window.

In this wavelet, narrower windows are more appro-
priate at high frequencies and wider windows are more
appropriate at lower frequencies wavelet. This transform
is based on symmetrical matrices whose fundamentals
are “1,” “-1,” or “0” multiplied by the power of root
“2.” It is computationally efficient as a transform of N-
point vectors needs 2(N-1) multiplications. Haar scaling
captures information at different frequencies and

Q-=size(Sy);
[Us, Sw, Vi |-SVD[double(Secret_Image)|;

[Uy winvs Sy v Vy winv]=SVD(LL ywmy);
//SVD of extracted watermarked image.

, Sy, Vy = 1] //SVD of the LL component of the frame in video in which we insert secret image.
Uy, Sy, Vy]-SVD[LLy] //SVD of the LT comp f the frame in video in which we i imag
/Variable Q store size of singular matrix Sy to calculate value of PSNR and MSE.

//SVD of the secret image which is to be hidden in the cover video frame.
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Half above ___

Average=0

<«—— Half below

Figure 5: Haar transform.

translation captured information at different locations.
The wavelet scaling and wavelet functions are shown in
Figure 6.
Algorithm for Haar function:
1. Haar function hy(x) is characterized on continuous
period, where
xe[-1,1]and fork=0,1,2,..N-1and N =2n
2. Integer k is exceptionally divided as follows: 2p + g — 1
where0<p<n-1;g=0,1forp=0and1<g<2pforp
#0.
3. Let us consider when N = 4 (or n = 2), we include
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Haar-based lifting scheme works on integer values in
both the domains, time, and frequency. Usually, in the
wavelet domain, we embed information in areas that the
human visual system is not as responsive to, such as
high-resolution feature bands HL, LH, and HH [21].
Embedding information in LL areas allows improved
toughness although maintaining fine visual excellence.
The image can reconstruct without any loss because of
the integer nature of coefficients and stored without
rounding off errors [7]. Haar-based lifting scheme is faster
as compared to real numbers arithmetic in computer reg-
isters because longer data length is required by floating-
point numbers [10]. Another benefit of using the lifting
scheme is reversibility because it maps integer to integer.
The main benefit is that it takes less computational time
because of filter bank structure, and it is also able to
produce a method for filter design [22]. Below mentioned
commands are used for implementing Haar wavelet in
MATLAB.

co-efficient that are LL, LH, HL and HH.

frame. Here Sy and S, are the singular value for the
cover frame and secret image respectively.

image.

[LL,, HL,, LH,, HH,|-IWT(*Video _Frame, ‘Haar’)//Wavelet transform of the cover video frame in four

Stmark =Sy+alphaxS,//S,,..x is embedding of secret image inside cover video

Video_frame-IWT(LL,, HL,, LH,, HH,, ‘Haar’);// Inverse wavelet transform to get the watermarked

Sw rec=(Sy wmv-Sy)/alpha;//Sw rec is the extracted watermark.

ko123
p O 0 1 1

g 01 1 2

Representing k by (p, q), Haar function is given as
follows:

ho(x) = hpo(x) =1/yn, x € [0, 1]

hi(x) = hp,q(x)
22, (q-1)/?<x<(q-1/2)/2,

)
=1-2°%, (q - 1/2)/* < x < q/27,
0, Otherwise x € [0, 1].
A A
o(t) $(t)
1 1
) > ¢ > ;
-1
Compute Average (LowPass) Compute Average

Figure 6: Haar function.

4 Proposed work

The proposed video steganography technique is
described in two modules: (1) embedding process and
(2) extraction process. The flowchart in Figure 7 describes
the embedding process.

4.1 Embedding process

The embedding process begins by selecting a video file as
a cover. Then we divided the video file into frames, which
provide multiple options where secret information could
be embedded. Viola—Jones method is used to find the
ROL. It helped in detecting skin tone and then find the
faces inside the video. The human face has most of the
information in the low-frequency range thereby enabling
the high-frequency range to be used for embedding infor-
mation. The application of the Haar-based lifting scheme
on ROI provides the “HH” component of the cover video
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Skin Detection
|
Face Detection
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Adjusted Face
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Haar based Lifting scheme

|
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component of Cover File
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Selection of RGB
Channel
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Singular Value
Decomposition

SVD

Extraction of LL component of

Secret Image

}

Wavelet Quantization & Embedding of Secret Image

|

Watermarked Frame

Figure 7: Embedding process.

file. Then the secret information was embedded inside
the noisy part of the “HH” component. For playing video
inside MATLAB, we selected the RGB channel.

The secret information is in the form of an image.
Then we apply SVD on the image and decompose the
secret image into LL, HH, LH, and HL components. By
using SVD, we found the “LL” component of the secret
image, and “LL” component has all useful information in
it. Then we superimposed these “LL” components in the
“HH” components of the cover file by wavelet quantiza-
tion. After wavelet quantization, the watermarked frame
was produced with almost similar quality as the original
cover file. It is now difficult to figure out whether there
exists any secret information. Algorithm for the embed-
ding process is as follows:

Algorithm. ROI_Lifting_scheme_Haar_wavelet_SVD

Input: cover_video, extract_frame, secret_image
Output: steg_video

1. temp_video « copy(cover_video);//copy cover video

2. temp_img « copy(secret_image); //copy secret image

3. ROI[frm, n] < extract_frame_using_Viola_Jones
(temp_video);//extract frames

4, [LL, LH, HL, HH] « SVD(temp_img);
SVD on image

5. Initializei =1, j =1, k, count;

6. Do

7. if (j + count) > max(LL)
have max data

//apply

//LL component
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8. count «— max(LL)-j; //avoid overflow

9. else

10. continue;

11. k < j + count;

12 temp_frame «
Lifting_scheme_Haar_wavelet(frm[i]);

13. bits_to_hide « LL[j,k];

14. embed(temp_frame, bits_to_hide);

15. updatei «— i + 1;

16. update j « k + 1;

17. while((i < n) AND (j < max(LL)); //all frames

used or complete message hidden
18. steg_video « build_video(frm);//construct video
to transmit

4.2 Extraction process

We apply the SVD on the watermarked frame to find its
“LL” components for the extraction. After that, the appli-
cation of inverse wavelet transform on watermarked frame
yields its “LL,” “HH,” “HL,” and “LH” coefficients, respec-
tively. In the next step, we obtain a cover image from the
“HH” coefficients. After updating the RGB channel, the
four components were combined to form frames. Two files
are produced in this process; one a secret message, which
is an image and another is the cover file. The extraction
process is shown in Figure 8 and algorithm for the same is
as follows:
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5 Evaluation parameters

The effectiveness of a steganography technique is gener-
ally measured on three factors: data hiding capacity,
robustness, and imperceptibility. We used various para-
meters as a measure of attainment of these factors, such
as capacity, PSNR, and mean square error (MSE), struc-
ture similarity index matrix (SSIM), correlation coefficient
(CC), and histogram.

5.1 Embedding capacity

The embedding capacity is the maximum number of bits
of secret information that can be hidden in the selected
cover frame [23,24]. The size of a frame mainly depends
on color depth and resolution as shown in equation (3).
As video is the combination of multiple frames, the size of
video can be calculated as in equation (4).

Frame size = V x H x CD 3)

where “V” stands for vertical resolution, “H” stand for
horizontal resolution, and “CD” stands for color depth.

Video size = Frame size x f x t (4)
where “f” stands for frames per second and “t” is the total

duration of video in seconds. Frame size can be measured
in terms of pixel resolution.

Extraction of Secret Image

l

Haar wavelet with Lifting
Scheme

l

Wavelet Coefficient HH, LL, HL,
—> LH

Haar

\ 4
Selection of HH Coefficient

v
Cover Image

Figure 8: Extraction process.

l

Singular Value Decomposition

l

Decomposition of Secret Image
into LL Components

|

Update RGB Channel <+

|

Secret Image

<«— SVD
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Embedding capacity of video steganography tech-
nique can be calculated with the help of equation (5)
when the entire frame is considered for hiding the secret
information.

nxf
el 5)

Capacity with entire frame =
where “n” is the number of bits embedded in frame, “F” is
the size of frame in terms of height and width, and “f” is
frame rate. Equation (6) is formed by combining equa-
tions (4) and (5) as follows:

nxfxfxt

v (6)

Capacity with entire frame =

Viola-Jones algorithm is used for finding ROI in the

video cover file. Equation (7) calculates the embedding
capacity for the ROI as follows:

P2

!
Capacity for ROI = (E) x X f

F

(7)
where “n’“ is the modified number of bits embedded in
ROI of a frame, “P1” represents probability of presence of
face in a frame and “P2” represent probability of finding
the face.

Video files are getting popular because of their great
embedding ability [25]. The embedding capacity of the
proposed technique is calculated for the different cover
videos using equation (7). As all the frames in these video
contain faces, P1 and P2 are kept as “1.” The method
achieves an average embedding capacity of 51.7 BPS as
shown in Table 1. The embedding capacity is significantly
affected by the type of video (number of frames con-
taining faces).

5.2 Imperceptibility
Imperceptibility is a measure of the modification induced

in the cover file after embedding the secret message. The
steganography technique is highly imperceptible if a third

Table 1: Embedding capacity

Cover Frame size Number of  Frames Capacity
video (W x H) frames rate (fps) (bps)
Video 1 190 x 160 750 21 51.8
Video2 200 x 190 890 22 51.5
Video 3 210 x 190 899 23 51.8
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person cannot suspect the presence of any information
embedded inside a cover file. However, the probability of
suspecting the presence of a secret message inside the
cover file is high if imperceptibility is low [26]. The average
value of SSIM achieved shows that the technique is highly
imperceptible.

5.3 Robustness

It is the ability of the embedded message to remain unal-
tered and undamaged even if the stego file is subjected
to various transformations. Image exploitation, such as
editing or pivoting, can be performed on the image. These
operations may destroy the embedded information. The
highest need for steganography algorithms is the robust-
ness against malicious modifications to the cover file [27].

Robustness and imperceptibility are qualitatively
measured using PSNR, MSE, and SSIM.

PSNR is a quality measure that tells the extent to
which one got succeeded in reconstituting a file after
some processing. It approximates the human perception
of reconstruction quality. In the case of video stega-
nography, it refers to the extent to which a stego file looks
like the original cover file. It is measured in terms of MSE
[28] as given in equation (8):

MAX?
PSNR = 1010 I 8
glo( MSE ] (8)

where, MAX; = maximum possible power of a signal and
and MSE = the power of corrupting noise.

MSE is a measure of the deviation of the reconsti-
tuted signal from the original signal. It is measured as
an average of the square of the error between the original
file and the watermark. It can be calculated using the
formula [29] given in equation (9):

MsE = L Y1) - SO, ©)
i=0

where I(i) = cover file and J(i) = watermark.

SSIM is a measure of similarity or dissimilarity between
two images. It is used to quantify the originality maintained
in an image after some processing has been done. Unlike
PSNR and MSE, it measures the differences between visible
structures of two images. The acceptable value of SSIM is
near to “1,” which shows very much similarity between the
original message and the extracted message. It can be mea-
sured using the formula [30] specified in equation (10):
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SSIM(x, y) = [I(x, y)%- c(x, y)B- s(x, y)'], (10)

where I(x, y) = luminance of samples x and y, c(x, y) =
contrast of samples, and s(x, y) = structure of samples, a,
B, y, denote the relative importance of each component
and usually set to 1.

CC is used to determine the power of connection
between the two images. CC values that lie between
“—0.8” and “+0.8” are considered significant [31].

Histogram is a graphical representation of the fre-
quency of pixels intensity values of an image. The x-axis
and y-axis, respectively, show the intensity and fre-
quency of these intensities [32].

The ultimate objective of video steganography tech-
niques is to achieve a balance among the data embedding
capacity, robustness while maintaining video quality and
imperceptibility. The method of data embedding should
be robust against attacks to make it useful for practical
applications.

6 Experimental results and
discussion
This section provides the details of the implementation envir-

onment comprising the tool, libraries, input, and output used
to implement and evaluate the proposed research.

a)

b)

DE GRUYTER

Tool used: We have implemented the proposed tech-
nique using MATLAB, which is a multiparadigm environ-
ment developed for numerical computing primarily. With
time, it got equipped with a list of tool boxes developed
for specific tasks for file processing. Initially, the com-
mand window was the only way to interact for executing
files. Later on, an additional feature of the graphical
interface benefitted the users. MATLAB 2016 has been
used to implement the proposed technique because of its
broad applicability, popularity, and effectiveness. We used
the corresponding MATLAB libraries to perform specific
tasks comprising the technique. We have generated the
required graphs in MATLAB to perform further analysis
and to validate the results [33,34].

Input and output: The famous “Lena” image is used
as a secret message that is to be transmitted securely
using the proposed method. We embedded the secret
message in three different video files sequentially. The
three cover files were having different attributes (no. of
frames per second, kbps, size, etc.). The extraction pro-
cess described in Section 4.2 is used to successfully
extract the secret message with acceptable quality.

Figures 9a—c, 10a—c, and 11a—c show (a) the original
frame, (b) watermarked frame, and (c) extracted mes-
sage, respectively, for the three cover video files. It is
clear that the method can extract the embedded message
without significant distortion irrespective of the video file
chosen as cover.

Figure 9: (a) Cover frame, (b) watermarked frame, and (c) extracted message.

ﬂ
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ﬂ

Figure 10: (a) Cover frame, (b) watermarked frame, and (c) extracted message.
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Figure 11: (a) Cover frame, (b) watermarked frame, and (c) extracted message.

Table 2: Experimental results

Cover videos Test image (64 x 64) Lena

PSNR MSE SSIM cC
Video 1 60.12 0.0014 0.97 0.9775
Video 2 63.07 0.0011 0.99 0.9989
Video 3 63.23 0.0011 0.99 0.9989

Moreover, no significant variation of the watermarked
frames from the original frames is noticed. The similarity
of the original message with the extracted message is jus-
tified by the value of SSIM (approaching “1”) as shown in
Table 2. The attainment values of PSNR, MSE, SSIM, and
CC are listed in Table 2, and the values show that the
method is effective in maintaining the robustness.

The results are validated and analyzed on specified
parameters. From the PSNR and MSE graph in Figures 12
and 13, respectively, it can be concluded that embedding
secret information in frames having a face is more robust

Test Image PSNR

63.5

63 F‘
62.5

62
61.5

/

/

II

A S—

59.5
59
58.5

esgmwTest [mage
PSNR

PSNR Value
o

Video 1 Video 2 Video 3
Cover Videos

Figure 12: Peak signal to noise ratio (PSNR).

Test Image MSE

0.0016
0.0014 —ﬁ
0.0012

\p—

0.001

0.0008 Test Image

MSE

MSE Value

0.0006

0.0004

0.0002

Video 1Video 2Video 3
Cover Videos

Figure 13: Mean square error (MSE).

than embedding in any random frame. Lower the value of
the MSE matrix means less is the error between the ori-
ginal cover frame and the watermarked frame. Higher the
value of PSNR means the visual quality of the water-
marked frame is very good or we can say human eyes

Test Image SSIM

0.995

0.99 *—
g 0.985 /
S 098
= 0.975 I esgmmTest Image
Z l SSIM
wn

0.97 |

0.965

0.96

Video 1 Video 2 Video 3
Cover Videos

Figure 14: Structural similarity index (SSIM).
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Figure 15: Correlation coefficient (CC).

are not able to distinguish between the original and
watermarked frame. SSIM and CC matrixes graph in
Figures 14 and 15 also have very good values almost equal
to 1, which means watermark is highly imperceptible.

A histogram is a representation of information fre-
quency in the form of graph. In general, histogram has
x-axis and y-axis. In other words, histogram can be defined
as the approximate distribution of image information.

With the help of the histogram deviation of the ori-
ginal watermark from the extracted watermark is tested
in Figures 16-21. Results show that both the histograms
are reasonably similar, which means that the extracted
watermarked frame has a good visual quality.
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Figure 16: Histogram for original watermark in video 1.
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Figure 17: Histogram for extracted watermark in video 1.

6.1 Measures of robustness

Robustness is a measure of the ability of a watermark or
stego file to withstand the various attacks, no matter they
are intentional or unintentional. It is expected from a stan-
dard communication technique that uses secure data trans-
mission that the receiver should be able to extract correct
data (almost similar to the embedding) even after being
attacked.
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Figure 18: Histogram for original watermark in video 2.
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Figure 19: Histogram for extracted watermark in video 2.

There are various methods to estimate the element of
robustness in a watermark out of which a few are identi-
fied as follows:
¢ Robustness estimation using PSNR and MSE.
¢ Robustness testing against well-known stego attacks.

In this section, the above two methods are explored
to justify the robustness of the proposed method.
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Figure 20: Histogram for original watermark in video 3.
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Figure 21: Histogram for extracted watermark in video 3.

6.1.1 Robustness using PSNR and MSE

PSNR is the most common parameter that measures the
presence of distortion present in a video frame as com-
pared to the original cover file content. Mathematically, it
is measured using MSE. A lower value of MSE results in
an increased value of PSNR, and that represents the lack
of presence of noise or distortion concerning the original
content.

It can be visualized from Table 2 that the proposed
method achieves a PSNR value of more than 60 for different
choices of cover file. The satisfactory attainment of PSNR sup-
ports the robustness of the proposed method in one aspect.

6.1.2 Robustness against compression

The compression is applied to reduce the size in bytes of
the multimedia file without modifying the excellence of
the file to an objectionable level. By applying compres-
sion, we can store more multimedia to the same disk
space. Technically, it is achieved by compromising with
statistical values of image or video parameters; the extent
of that depending upon the type of compression (Lossless
or Lossy). There are many ways through which compres-
sion can be done [35]. On the other side, it is a big threat
to steganography and is capable of destroying the embedded
data either knowingly or unknowingly. This led to excessive
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Figure 22: (a) Watermarked image, (b) compressed watermarked image, (c) original secret message, and (d) recovered secret message from

compressed watermark.

importance on testing the robustness of the stego file against
compression. This is usually done by compressing the stego
file using different compression methods and at different
compression degrees [36]. Figure 22 shows the secret infor-
mation retrieved after the application of a compression
attack.

6.1.3 Robustness against geometric attack

The geometric attack includes operations that disturb the
geometry of images, such as scaling, translation, flipping,
rotation, cropping, and sharpening, may be detected.
Geometric attacks are also able to identify the existence

Figure 23: (a) Watermarked image, (b) watermarked image after attack, (c) original secret image, and (d) recovered secret image with

sharping attack.
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Figure 24: (a) Watermarked image (b) watermarked image with attack, (c) original secret image, and (d) recovered secret image with gamma

correction.

of embedded secret messages within the stego image
according to Madhavi et al. [2]. Sharpening attack has been
considered here for analyzing the robustness. Figure 23
shows the impact of the specified geometric attack on the
degree of successful extraction of the embedded data. The
figure shows that the secret message was recovered success-
fully even after the attack.

6.1.4 Robustness against gamma correction attacks

Gamma correction defines a connection between a color
value and its intensity on a specific device. For images
labeled in an RGB color mode to appear visually accurate,
the display device must produce an output intensity
directly proportional to the input color value [22]. Any
disturbance in that proportion may result in inadequate
data extraction. It is shown in Figure 24 that the proposed
scheme can withstand the gamma correction attacks and
recovers the secret data as per expectation.

7 Conclusion

In this article, we have implemented a novel video stega-
nography technique with enhanced capacity in the wavelet
domain using face detection and SVD. It is easy to securely
transmit a larger amount of data using this technique. ROI
provides a suitable region to embed the secret image.

Updated singular values of the watermark in the wavelet
domain provided good robustness against regular image
processing attacks. Haar-based lifting scheme results in
receiving good reconstruction of watermark information,
increasing smoothness, and decreasing aliasing effects.
Because of split and merge procedure in lifting scheme cal-
culation difficulty reduced by approximately 57%. The pro-
posed technique provides high data hiding capacity along
with robustness, imperceptibility of the watermark, low
computational cost, and simplicity.

Conflict of interest: Authors state no conflict of interest.
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