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Abstract: This article discusses computing systems that
operate in residue number systems (RNSs). The main direc-
tion of improving computer systems (CSs) is increasing the
speed of implementation of arithmetic operations and the
reliability of their functioning. Encoding data in RNS solves
the problem of optimal redundancy, i.e., the creation of
such computing systems provides maximum reliability
with restrictions on weight and size characteristics. This
article proposes new structures of fault-tolerant CSs oper-
ating in RNS in the case of the application with an active
fault-tolerant method. The use of the active fault-tolerant
method (dynamic redundancy) in the RNSs provides higher
reliability. In addition, with an increase in the digits of CSs,
the efficiency of using the proposed structures increases.

Keywords: fault-tolerant computer system, dynamic redun-
dancy, optimal redundancy, residue number system

1 Introduction

Currently, the main directions of computer systems and
components (CSC) development in a positional number
system (PNS) are improving the speed of implementation
of arithmetic operations (including integer arithmetic
operations) and reliability of their functioning [1-3].
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The complexity, scale and volume of various compu-
tational tasks and tasks of managing large and complex
information systems which are solved by computer system
(CS) necessitate the expansion of functions and capabil-
ities of the CS. It leads to an increase in the number and
complexity of computing equipment and system equip-
ment, and in the complexity of their software [4,5]. This,
in turn, necessitates the adoption of additional measures
to ensure the high reliability of the CS and, first of all, the
need to take additional measures to ensure the high fault
tolerance of the CSC [6,7].

2 State-of-the-art

There are two main principles of increasing the reliability
of the CS that operates in the PNS [8-10]: increasing
reliability of individual elements of the CS (using a new
base element) and introducing various types of redun-
dancies. Since the reliability of logical elements is mainly
determined by the current level of technology develop-
ment, it is obvious that the introduction of redundancy
when using any available element base is the most effec-
tive way to increase the reliability of the computer-con-
trolled system [11,12].

The listed measures for introducing redundancy ensure
the availability of fault-tolerant properties in CS. The pre-
sence of fault-tolerance properties in the CS allows us to
increase the reliability of its functioning. The fault-tolerant
property [7] provides the ability to perform specified com-
putational functions after failures, both by reducing, within
acceptable limits, any indicators of the quality of func-
tioning (e.g., by gradual degradation), and without deterior-
ating the quality of functioning of the computer-controlled
system [2,13,14].

The following is shown in the literature on this sub-
ject [2,15,16]. First, the use of binary PNS as the number
system of the CS does not allow us to dramatically
increase productivity and reliability. Second, there are
results of basic research, which show possibility of a sig-
nificant increase in the speed of implementation of
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integer arithmetic operations: addition, multiplication and
subtraction by using a non-positional residue number
system (RNS). This is achieved through the use of the
properties of numbering systems, namely, independence,
equal rights and low rate of transfer of residuals, which
determine the non-positional code structure (NCS). The first
and second properties of RNSs allow us to parallelize arith-
metic calculations at the level of decomposition of residue
numbers. Also, they provide an opportunity to realize spatial
diversity of data elements with the possibility of their sub-
sequent asynchronous independent processing. The use of
the third properties of residue classes allow us to implement
tabular methods for performing integer arithmetic operations
of the basic set and implement polynomial functions with a
single-cycle sample of the result of a modular operation.
Thus, the use of RNS as number system of CS significantly
(compared with PNS) increases the speed of the CSC.

Suppose that at the design stage it is necessary to pro-
vide the needed (predetermined) level of fault-tolerance of a
CS. It is possible to increase (ensure) the reliability if the
system has a certain property, the use of which will allow it
to be done [6,17]. Such property is defined and called fault-
tolerance [7,18,19]. The presence of the fault tolerance prop-
erty of the CS can be ensured both through the application
of the method of passive fault tolerance (using the method
of constant structural redundancy) [6,20] and through the
method of active fault tolerance [21] (dynamic backup
method) by introducing, in addition to the main computing
paths CS in RNS, backup computing paths.

In refs [14,22], it was noted that the use of passive
fault-tolerant methods provides increased reliability of
the CS in RNS in comparison with the majority turned
computing system widely used in the PNSs. However,
the lack of research results on the possibility of using
residue classes to increase the reliability of the CS based
on the application of active fault-tolerant methods limits
the possibility of a comprehensive consideration of the
task of ensuring the reliability of the functioning of the
CSC. The purpose of the article is to design structures of a
fault-tolerant CS in RNS in the case of applying the active
fault-tolerant method.

3 Statement of the optimal
redundancy problem
Based on the properties of the RNS, the independence,

equality and low number of digits of the residues repre-
senting the number of the structure of the CS in RNS are
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based on the use of the idea of structural redundancy in
the PNS. In this case, the computing paths, according to
the corresponding modules of the RNS, play the role of the
main elements of the redundant system, and the control
computing paths of the RNS play the role of the backup
elements of the redundant system. Theoretically, the increase
in the reliability of the CS in the RNS is explained as follows.
First, based on the properties of independence and equality
of the remainders, the totality of which determines the NCS,
the structure of the CS in the RNS is a kind of a structural
redundant system, consisting of computing paths according
to the corresponding RNS modules. Each of the elements
(computing paths) of this redundant system (CS) operates
independently of each other and in parallel in time and
each in its own separate module. This in the PNS is equiva-
lent to the fact that smaller nodes of the CS are reserved.
Second, in accordance with the provisions of the general
reliability theory (from the point of view of increasing relia-
bility), it is advisable to reserve small nodes and blocks of a
complex system, since the failure rate of elements is always
less than the failure rate of large nodes or the entire large
system as a whole. The probability of fault-tolerant opera-
tion of the CS in the RNS is higher than the probability of
fault-tolerant operation of the methods of increasing the
reliability of duplicated and tripled majority computer
structures widely used in practice. For the active fault-tol-
erant methods, the task of designing a fault-tolerant CS
operating in the RNS is verbally formulated as follows: it
isnecessary to determine the optimal set {m;}opr of modules
from possible control my,1, My, 2,..., My, at which relia-
bility (fault tolerance) Pé'c'/ K(t) CS in the RNS will be max-
imum. However, there are limits on the amount of equip-
ment V{*"® CS in the RNS.

To get the optimal set {m;}opr of bases, it is necessary to
formulate and solve the inverse problem of optimal reserva-
tion in RNS. If necessary, for the application of the active
fault-tolerant method (application of the dynamic structural
redundancy method), the inverse optimal reservation pro-
blem in RNS is mathematically formulated as follows (equa-
tion (1)):

{Pﬁ’(’:*z)(t)[t = const] — max; "

(ViRs = Vie™),

where k is a maximum possible number of control bases
Mps1, Mys2,s ..., My, (the number of CS control computing
paths in residue classes); {mu.z}topr (z=1...k) is an
optimal (providing a minimum amount of equipment
V&) €S in RNS) set of control bases (for a given value
1 of the CS character grid), the simultaneous use of which



68 —— Victor Krasnobayev et al. DE GRUYTER
Table 1: The sets of information n and control k bases of the residue classes, 2PNS
I(n) {m}, i=1..n Vé’c') Vz(gns AV {m}, j=n+1..n+k Vé’é) k
1(4) my=3,m, =4, 10 16 6 ms =11 4 1
my=5m,=7
2(6) my=2,m, =05, 19 32 13 m; =17, mg = 19 10 2
ms = 7, my = 9,
ms =11, mg = 13
3(8) my=3,mp =4, 28 48 20 mg = 23, myy = 29, 21 4
ms = 3, my = 7, my = 31, my, = 37
ms =11, mg = 13,
m; =17, mg = 19
4(10) m=2,m=3, 37 64 27 my = 31, myp, =37, 23 4

ms=5m,=7,

ms =11, mg = 13,
my; =17, mg = 19,
my = 23, myo = 29

m3 = 41, my, = 43

ensures the maximum fault-tolerance value Plg'g‘:/ Z)(t) CSin
residue classes (RC).
In this case, the following condition must be met:

VR < v - V., Q)
It is convenient to solve the inverse optimal reserva-
tion problem in RNS with restriction by the method of

coordinate wise steepest descent or by the method of
dynamic programming [23].

4 Structures of CSs functioning
in RNS

Let us consider examples of constructing CS structures in RNS
forl =1... 4. Tables 1 and 2 show the sets of information n

and control k bases of the residue classes for the values of I of
the corresponding characters grids I = 1 ... 4 of the CS. The
data on the conditional relative amount of equipment of the
computer station in RNS are presented, as well as the data on
the conditional relative quantity of the equipment of CS in the
PNS, reduced to one binary digit of the length [ of the grid,
where

n
Vid = Yai,
i=1

is a conditional relative amount of the equipment of the CS,
reduced to one binary digit without excess CS in the RNS.

n+k
k
- Y
i=n+1

is an additional conditional relative amount of CS equip-
ment, reduced to one binary digit of CS in RNS, formed by

Table 2: The sets of information n and control k bases of the residue classes, 3PNS

I(n) {m}, i=1..n Ve Vz(gus AV {m}, j=n+1..n+k Vé’é) k
1(4) my=3,my =4, 10 24 14 ms = 11, mg = 13, 13 3
ms=5m,=7 m; =17
2(6) m =2,mp=>5, 19 48 29 m; =17, mg = 19, 25 5
ms=7,m; =9, me = 23, my = 29,
ms =11, mg = 13 my =31
3(8) my=3,my =4, 28 72 44 mg = 23, myo = 29, 45 8
ms=3,m,=7, my =31, my = 37,
ms =11, mg = 13, my3 = 41, my, = 43,
m; =17, mg = 19 mys = 47, Mg = 53
4(10) m =2,mp =3, 37 96 59 my = 31, my = 37, 54 9

my=5m,=7,

ms =11, mg = 13,
m; =17, mg = 19,
mg = 23, My = 29

my3 = 41, my = 43,
mys = 47, myg = 53,
my; =59, mg = 61,
mye = 67
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the introduction of control bases. a; = [log,(m; — 1)] + 1is
a number of bits needed to represent the m; of the residue
classes. | X] is an integer part of the number X that does
not exceed it (rounding down). For example, [7.9] = 7.
V{Bys is a conditional relative amount of equipment without
CS excess in the PNS. V{5 is a conditional relative amount
of equipment of duplicated CS in the PNS. V3(QNS is a condi-
tional relative amount of equipment of triple CS in the PNS.

The set {m;}opr from k control bases of residue classes,
determined from condition (3):

AV > V0, ©)

In conventional units, the number of CS equipment V{:d)
in the RNC is determined by the following equation:

k k
Vins” = Vi + Vinss

where ViU = Y ,a; is a conditional relative number of CS
equipment reduced to one binary digit of CS in the RNS
without redundancy (the number of binary bits in the
representation of all RNS information modules).

Vi = Y™K a; is an additional conditional relative
quantity of the CS equipment, reduced to one bit of the
digits of the redundant CS in the RNS, generated by intro-
ducing k control bases (the number of binary bits in the
representation of all RNS control modules);

a; = [logy(m; — 1)] + 1is a number of bits required to
represent the base by modulo m; RNS. The values n, k
denote the number of information and control bases of
the RNS, respectively. Set of k control bases of the RNS, is
determined from the following condition:

AV > VR
where
1 1
AV = VZ(P)NS - Vlgllq)s av= VB(P)NS - Vé'h’])s),
or from the following condition:

! k
Vids = Vins-

The conditional relative amount of equipment for dupli-
cated and tripled I - byte (I=1... 4) CS in the PNS is
determined by the expression VHs = 2- 8 - [ and Vs =
3.8 -1, respectively.

When conducting a comparative analysis of relia-
bility for CS in the PNS, we will take duplicated and
triple CS of the same type of CS. In this case, the prob-
ability of fault-tolerant operation for such CS will be
determined, respectively, by the following well-known
expressions:

Ps(®) =1 - [1 - PROF, (4)
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PP =1 - [1 - POs(OP, (5)
where
PQs(t) = e8ihst,

is a probability of fault-tolerant operation of redundant
l- byte positional CS; Ag is a failure rate of a unit of the
conditional equipment of the CS, assigned to one binary
digit of the characters grid of the CS.

The amount of equipment for a duplicate CS in the
PNS is determined by the following expression:

Vhs=2-8-1,
and for a triple CS is determined as
Vis=3-8-1L

Based on the data of Tables 1 and 2 and using expres-
sions (6)

k i
PRt = ¥ €L P i) Y (-DICRI®B),  (6)

i=0 Jj=0

we obtain expressions for determining the probability of
fault-tolerance operation of the CS in the RNS for the
values I = 1... 4 of byte digit (Table 3).

i (n+ k!
T+ k- D)

is a number of combinations of n + k elements by i.

Formulas similar to expression (6) are used to deter-
mine the probability of fault-tolerant operation of a CS in
RNS in the case of a sliding redundancy mode with a
loaded reserve with n information and k control com-
puting paths. In this case, the information and control
paths of the CS in RNS are considered equally reliable.
For example, in a study of Polovko [24] there is a formula
7.5 (p. 319), as well as a similar formula in another study
of Polovko [25].

It should be noted that in accordance with the data of
Tables 1 and 2, Tables Al and A2 (Appendix) presents the
dynamic ranges (the volume of the range of possible
numbers) of the set of information D; and control D,
RNS modules.

Based on the data in Tables 1 and 2, the article
synthesizes structures of fault-tolerance CS in RNS for
1 =1... 4 byte characters grid (Figures 1-4).

Figure 1 presents the CS structure for a single-byte
(I =1) digit (8 binary digits). The structure of the CS
contains four (n = 4) information computational paths
and three (k = 3) control computational paths. In case
of failure of the information computational paths, con-
trol computational paths are connected in its place.
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Out 1 Out 2 Out 3 Out 4
CS(I 1)
sin.1 J>|n.2 é|n.3 éln.4

o i

Figure 1: Block diagram of CS in RNS for value [ = 1.

Out.1 Out.2 Out.3 Out.4 Out.5 Out.6
A A A A 4 Y
In41 J)InZ éln3 (lJ|n4 (1>In5 In.

iAo ook

Figure 2: Block diagram of CS in RNS for value [ = 2.

Outl ,Out2 Out.8

"cs=3)

1 2 8
3 " r
tgln.l (1J In.2 (g In.8

N

Figure 3: Block diagram of CS in RNS for value [ = 3.

Tables 1 and 2 present sets of specific information and
control modules of the RNS. Figure 2 presents the CS
structure for a two-byte (I = 2) digit (16 binary digits).
The structure of the CS contains 6 (n = 6) information
computational paths and 5 (k = 5) control computational
paths. In case of failure of the information computational
paths, control computational paths are connected in its

Out.1 Out.2 ,Out.10

) 0 0 cs(1 -4)
1 2 10

? i5 &
éln.l éln.z (LIn.lO

I I

Figure 4: Block diagram of CS in RNS for value [ = 4
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place. Tables 1 and 2 present sets of specific information
and control modules of the RNS. Figure 3 presents the CS
structure for a three-byte (I = 3) digit (24 binary bits). The
structure of the CS contains eight (n = 8) information
computational paths and eight (k = 8) control computa-
tional paths. In case of failure of the information compu-
tational paths, control computational paths are connected
in its place. Tables 1 and 2 present sets of specific informa-
tion and control modules of the RNS. Figure 4 presents the
CS structure for a four-byte (I = 4) character grid (32 binary
bits). The structure of the CS contains eight (n = 10) infor-
mation computational paths and eight (k = 9) control
computational paths. In case of failure of the information
computational paths, control computational paths are con-
nected in its place. Tables 1 and 2 present sets of specific
information and control modules of the RNS.

The structure of the CS in the RNS contains n infor-
mation modules and k control modules. In Figures 1-4, a
simplified structure of CSs in RNS for a one-byte (I = 1)
character grid (8 binary digits), two-byte (I = 2) charac-
ters grid (16 binary digits), three-byte (I = 3) bit grid (24
binary bits) and a four-byte (I = 4) character grid (32
bits). Tables 1 and 2 present sets of specific n informa-
tional (number of information computing paths) and k
control modules of the RNS. In the article, the CS in the
RNS is considered from the standpoint of the backup
system in the PNS operating in the sliding redundancy
mode with a loaded reserve. In this case, information and
control computing paths play the role of the main and
backup elements of the redundant system in the PNS
respectively. The following basic assumptions are made
for the functioning of the CS in the RNS.

— Failures of computing paths satisfy the conditions of the

simplest flow of failures. This is due to the fact that the

simplest flow of CS failures was theoretically substan-
tiated, confirmed experimentally and provided with infor-
mation about the failure rate of the existing CS elements.

A switching device that performs the operations of

determining failed computing paths and connecting

in their place ideally working ones, i.e., the probability
of failure-free operation of the switch is equal to one.

On simplified structural diagrams (Figures 1-4), the CS

in the RNS does not show the switching device.

— Since the article deals with an ordered (m; < m;,;) RNS,
an arbitrary operable control computing path can be con-
nected instead of any failed information computing path.

— Recovery of the failed computing paths of the CS in the
RNS is not provided.

Figures 1-4 show the simplified structural diagrams
of the CS in the RNS. In the general case, the CS in the
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Table 3: Mathematical expressions for calculating the values of the fault-tolerant operation probability of the CS in RNS

In relation to the duplicated CS in the PNS

In relation to the triple CS in the PNS

PRIE) = 31 oGP TS (DGR @)
PLIP(D) = oGP TE ) o(-DICR)()
PR/ = TLoCiP Yo (-DICIPI(t)

PRI = X oCluP MY o~V P (D).

PIEINO) = SLoGIPT T (-1 ClP)
PRID) = 57 oChP /) oD/l
P;{?S/S)(f) = ZI'S:OCIIGPilé_iz;zo(—l)iqif’i/(l’)

PRII) = X oCloP X o(~DICR) (D).

RNS consists of n + k computing paths, which operate
independently of each other in parallel in time (RNS
properties). For a specific case, we will make explanations
using the example of Figure 1. Figure 1 presents CS in RNS
implements calculations for a single-byte (I = 1 or 8 binary
digits) character grid. The CS operates with numbers in the
numerical range from 0 to 28 - 1 or from 0 to 255. Informa-
tion (n = 4) computing paths by modules m; = 3, m, = 4,
mz =5 and m, = 7 (Tables 1 or 2) ensure the operation of
the CS in the RNS in the given O to 28 — 1 numerical range,
as 28 < mymymsm,, = 420. Figure 1 shows four (n = 4) infor-
mation inputs (In. 1 — In. 4) of the CS to the information
computational paths of which, through the corresponding
RNS modules, the processed numbers are received. At
the exits Out. 1-Out. 4 KS we obtain the result of the opera-
tion. Reserve computing paths 5-7 modulo ms = 11, mg = 13
and my = 17 (Tables 1 or 2), respectively, provide an effi-
cient state of the CS in the RNS in case of failure of any

information computing path. In this case, the sequence of
connecting backup computing paths 5-7 corresponds to the
number of the control computing paths, as m; < m;,;. The
fulfillment of the condition m; < m;,; makes it possible to
ensure the possibility of the functioning of the CS in a given
numerical range from 0 to 28 - 1.

In Figure 1, information and control computational
paths are naturally included in the structure of the CS
in the RNS. The location of the computing path of the
CS in the RNS (Figure 1) only emphasizes the differences
between information and control modifications.

In accordance with this path mathematical expres-
sions were first derived for calculating the values of the
fault-tolerant operation probability of the CS in the RNSs
(Table 3).

Using the probability formulas for the fault-tolerant
operation of the CS in the RNS with respect to the triple
CS in the PNS (Table 3), as well as expression 6, the

Table 4: The results of the calculations of the reliability of CS in the PNS and the RC

PNS RC
l At One CS Triple Permanent reservation Dynamic reservation
[=1 1073 0.992032 0.999999 0.999983 0.999999
1072 0.923116 0.999546 0.998317 0.999995
107! 0.449329 0.833015 0.856338 0.915746
2 x 107! 0.201897 0.491633 0.574597 0.521476
=2 1073 0.984127 0.999996 0.999967 1.000000
102 0.852144 0.996767 0.996717 0.999999
107! 0.201897 0.491632 0.732831 0.937141
2 x 107! 0.040762 0.117369 0.322572 0.471169
[=3 1073 0.9761286 0.999986 0.999961 1.000000
102 0.786628 0.990285 0.996029 0.999999
10! 0.90717 0.248211 0.633995 0.917094
2 x 107! 0.008229 0.024486 0.176643 0.261531
=4 1073 0.968506 0.999968 0.999948 1.000000
1072 0.726149 0.979462 0.994618 1.000000
10! 0.040762 0.117369 0.529579 0.924419
2 x 107! 0.001661 0.004976 0.089611 0.209170
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reliability of the CS in RNS was calculated. Table 4 pre-
sents the results of the calculations of the CS reliability in
the PNS and CS reliability in the in RNS.

5 Conclusion

Based on the research results presented in this article, the

following main conclusions can be drawn.

(1) Based on the application of the active fault-tolerant
methods, the article presents the designed structures
of the CSin the RNS forl = 1 ... 4 byte system (Figures
1-4). In accordance with which (on the basis of the
initial data, Tables 1 and 2), mathematical expres-
sions were first derived for calculating the values of
the fault-tolerant operation probability of the CS in
the RNS (Table 3). Calculation and comparative ana-
lysis of the reliability of the CS in the RNS and the
widely used in the PNSs with triple computing struc-
ture, which confirmed the high efficiency of the use of
the NCS (Table 4). Studies have shown that, first, the
use of the active fault-tolerant method (dynamic
reservation) in the in RNS provides higher reliability
than that widely used in the PNS method of tripling of
the same type of CS, as well as provide higher relia-
bility than the passive fault-tolerant method (contin-
uous redundancy) in the in RNS. Second, with an
increase in the CS digits, which is characteristic of
the modern tendency in the development of com-
puting facilities, the efficiency of using NCS in RNS
increases.

(2) Theoretically, the increase in the reliability of the CS
in RNS is explained as follows. First, based on the prop-
erties of independence and equality of the remainders
of the number, the totality of which determines the
NCS, the structure of the CS in RNS is a type of struc-
tural redundant system from the computing path
according to the corresponding modules m; of the
residue classes. Each of the elements (computing paths)
of this redundant system (CS) operates independently
of each other and in parallel in time according to its
own separate module. This in the PNS is equivalent to
reserving the smaller nodes of the CS. Second, in accor-
dance with the provisions of the general theory (from
the point of view of increasing reliability), it is advisable
to reserve small nodes and blocks of a complex system,
since the failure rate of elements is always less than the
failure rate of large nodes or the entire large system. The
results of a comparative reliability analysis showed that
the probability of a fault-tolerant operation of the CS in
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RNS is higher than the probability of the fault-tolerant
operation of the tripled majority structure in the PNS.

(3) There is an assumption that the data encoding in RNS
solves the problem of optimal backup, i.e., the crea-
tion of CS based on the use of residue classes pro-
vides it with maximum reliability under restrictions
on its overall dimensions. However, this assumption
requires a separate strict proof.

Conflict of interest: Authors state no conflict of interest.

Data availability statement: All data generated or ana-
lyzed during this study are included in this published
article.
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Appendix
It should be noted that:
- Dy =[],m; is a dynamic range of informationn - p, = ]_[:':nkﬂm,- is a dynamic range of control k modules
modules of the RNS; of the RNS.

Table A1: Dynamic ranges of information D; and control D, modules of the RNS in the case of a duplicated computer system in the PNS

[=1 [=2 =3 [=4
D, D, D, D, D, D, D, D,
3.4.5.7 1 2.5.7- 17-19 3.4.5.7- 23.29-31-37 2:3.5.7-11- 31-37-41- 43
9.11-13 111317 -19 131719 -23 - 29

Table A2: Dynamic ranges of information D; and control D, modules of the RNS in the case of a tripled computer system in the PNS

[=1 [=2 =3 (=4
Dl Dz D1 Dz D1 Dz Dl Dz
3-4-5-7 1-13-17 2-5-7- 17-19 - 23 . 3-4-5-7- 23.29-31- 2-3-5.7- 31-37-41-
9-11-13 29 -31 11-13 - 37 - 41- 11-13-17 - 43 - 47 -
17 -19 43 - 47 - 53 19 -23-29 -53.59-61-
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