
Research Article

M. Sruthi and Rajkumar Rajasekaran*

Hybrid lightweight Signcryption scheme for IoT

https://doi.org/10.1515/comp-2020-0105
received September 30, 2019; accepted March 27, 2020

Abstract: The information transmitted in IoT is suscep-
tible to affect the user’s privacy, and hence the informa-
tion ought to be transmitted securely. The conventional
method to assure integrity, confidentiality, and non-
repudiation is to first sign the message and then encrypt
it. Signcryption is a technique where the signature and
the encryption are performed in a single round. The cur-
rent Signcryption system uses traditional cryptographic
approaches that are overloaded for IoT, as it consists of
resource-constrained devices and uses the weak session
key to encrypt the data. We propose a hybrid Signcryption
scheme that employs PRESENT, a lightweight block cipher
algorithm to encrypt the data, and the session key is
encrypted by ECC. The time taken to signcrypt the pro-
posed Signcryption is better when compared to current
Signcryption techniques, as it deploys lightweight cryp-
tography techniques that are devoted to resource-con-
strained devices.

Keywords: IoT, security, lightweight cryptography, hybrid
cryptography, Signcryption

1 Introduction

IoT is a widely trending pervasive paradigm that inter-
connects heterogeneous devices like RFID tags, smart
meters, various sensors, and physical things with the
internet. By connecting things to internet, they are acces-
sible dynamically from anywhere at any time. IoT has
various applications, such as healthcare, home automa-
tion, smart city, agriculture, industry, etc. The objects
connected to the internet facilitate the user to monitor
and actuate in the environment dynamically irrespective

of their geographical location. The data transmitted by
the things could be data about an individual or about
an environment. The IoT network carries various private
sensitive data that must be transported in a secured
manner. Various security threats are present in the IoT
environment. Confidentiality, integrity, and availability
(CIA) triad is to be ensured for secured communication.
Confidentiality assures that the message is known only to
the sender/receiver and not to any third person. Non-
repudiation provides the message authorship. Integrity
assures that the message is not modified by any other
unauthorized user. The security mechanisms used for
ensuring confidentiality and integrity are by encryption
and digital signature, respectively.

In traditional methods, the message is digitally signed
followed by encryption, which is time-consuming.
Providing the security solution at low cost is the need
in the IoT environment, as the devices in IoT are resource
constrained.

1.1 Research objective

The objective of this research is to ensure the non-repu-
diation, integrity, and confidentiality at low computation
cost, to propose security solutions that lower the over-
head to the resource-constrained IoT environment, and to
take advantage of both symmetric and asymmetric cryp-
tographic approaches by combining both the approaches.

1.2 Our contribution

Signcryption technique performs digital signature and
encryption in parallel. Signcryption ensures confidenti-
ality, integrity, and non-repudiation in a single step. The
symmetric approach is less time consuming, but the
security of the symmetric key is taken into consideration.
The asymmetric approach is much stronger and a little
time consuming than the symmetric approach. By com-
bining both the symmetric and asymmetric cryptographic
techniques, a hybrid Signcryption system is being
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proposed in this article. Hybrid encryption combines the
advantages of both the symmetric and asymmetric algo-
rithms. Lightweight cryptography [1] is a new crypto-
graphic technique specific for the resource-constrained
devices with tailored S boxes and P boxes, and the
number of gate equivalents (GEs) is very low when com-
pared to the traditional cryptographic techniques. Light-
weight cryptography can be employed in IoT, as the
devices in IoT are resource constrained. Various light-
weight ciphers and lightweight hashing algorithms [1]
are discussed. PRESENT is an ultra-lightweight block
cipher [2], which is 23 times smaller than the traditional
AES cryptographic algorithm. Lightweight encryption algo-
rithm PRESENT-128 has a GE (Gate Equivalent) 1886. Based
on the throughput, the PRESENT and CLEFIA are the best,
but the CLEFIA has many GEs when compared to the PRE-
SENT. PRESENT algorithm consumes less power when com-
pared to the algorithms like CLEFIA, DESL, etc. and con-
sumes more GE (Gate equivalent) than PRESENT. So, the
PRESENT cipher can be considered as an ultra-lightweight
cipher in terms of power consumption, GE, and throughput.
A hybrid Signcryption technique proposed uses “PRE-
SENT,” a lightweight cryptographic block cipher, to reduce
the overload. ECC is better than RSA in key size, latency,
memory, and signature key generation (KG) [3–7]. So, a
hybrid Signcryption system proposed consists of PRE-
SENT and ECC algorithms that ensure the confidentiality,
integrity, and non-repudiation using the Signcryption
technique at a low cost by deploying the lightweight sym-
metric block cipher and is much secured by using the
hybrid technique.

The article is organized as follows: Section 2 dis-
cusses about the existing Signcryption systems, Section
2.1 gives a brief of Signcryption process, Section 2.2 dis-
cusses about the disadvantage of the existing system,
Section 2.3 discusses about the proposed hybrid Sign-
cryption scheme, Section 3 discusses about the experi-
ments carried out to implement the proposed system,
Section 4 discusses about the results and discussion,
and Section 5 discusses the conclusion.

2 Literature survey

In IoT, the data sent from devices travel through many
hops of network and reach the receiver. Many devices,
networks, and services are unified to provide a smart
environment in IoT. This makes the devices in IoT vulner-
able to attacks, and attackers may modify data generated
by the devices with a malevolent intention [8]. For a

secured IoT environment, confidentiality, data integrity,
authentication, and authorization of users are the basic
essential things. Security is provided by implementing
cryptographic services to safeguard the IoT environment
from the attacks [9]. The security services required for the
IoT are mostly based on traditional cryptographic techni-
ques. Energy saving is an important factor in IoT as it is a
constrained environment [9]. Some of the security mea-
sures considering the constrain in IoT include online/off-
line security protocols, low power security protocols, and
hybridization techniques [9]. In online/offline security
practices, a part of the security computation is done off-
line, and thus only a part of the execution is done online,
and by doing so, the power consumption is reduced. The
usage of lightweight cryptography protocols for security
requirements will reduce the overload in constraint envir-
onment. The lightweight cryptography is lightweight in
terms of both software with small S box and P box, and
hardware with less amount of gate equivalence required.
Hybridization can be a solution for minimizing energy
by combining any two techniques or protocols [9]. Low
power security protocols can be an effective security solu-
tion for a resource-constrained environment like IoT.
Considering the low power security solutions can reduce
the overhead in IoT, this can be achieved by substituting
the traditional cryptographic protocols with the light-
weight cryptographic protocols. Similar to traditional cryp-
tographic algorithms, lightweight cryptographic algorithms
also have equivalent protocols. It has a variety of block
ciphers, stream ciphers, and lightweight hash functions.
Lightweight cryptography provides effective security with
very few heavy operations [9].

The traditional method to secure the message is to
first sign and then encrypt. This is a time-consuming
process as the message digest must be signed first
and then the message is encrypted to cipher text. The
Signcryption scheme, as first proposed in ref. [10], enables
the user to do the signature and encryption concurrently.
Signcryption ensures the authenticity and confidentiality
in a single process by consuming less time and is applic-
able to IoT comprising resource-constrained devices.
The ElGamal-based short Signcryption scheme has been
proposed in ref. [10] and then compared with the RSA
algorithm based on signature then encryption. In ref. [11]
is proposed an online and offline Signcryption scheme
based on identity-based encryption (IDE). The main
advantage of the system in ref. [11] is that the system is
based on IDE but is able to send messages to a public key
infrastructure (PKI) based system. And the proposed
method [11] can connect the WSN to IoT. Most of the
operations in ref. [11] are made offline, which make the
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system to be powered on continuously and not suitable
for the low powered devices. In ref. [12], have proposed a
short ECC based Signcryption scheme and proved the
performance value by comparing a traditional RSA, ECC
scheme. Also, the mathematical proofs for the correct-
ness of the short ECC Signcryption, confidentiality, unfor-
geability, and non-repudiation of the proposed short
ECC-based Signcryption scheme are given. Thus, a short
ECC-based system reduces the computational time by
89%when compared to the RSA-based Signcryption system.
The PKI-based or IDE-based online/offline Signcryption
scheme has a drawback of certificate management. So, in
ref. [13] they proposed a certificate-less online or offline
Signcryption scheme. In ref. [14] is a cryptanalysis of COOSC
(Certificateless Online/Offline Signcryption) scheme that is
proposed in ref. [13]. Explains about the COSSCmethod with
mathematical proofs and considers linearity, non-degen-
eracy, computability parameters and mathematically proof
that [13] is not secured as it is proposed and concludes
COSSC compromise the private key. Although the COOSC
model presented in ref. [13] is much more efficient in terms
of computational time, it compromises the security of the
secret key as said in ref. [14] cryptanalysis. Various privacy-
preserving techniques, such as homomorphic encryption,
attribute-based signature, ring signature, and group sig-
nature techniques, which have been proposed in pre-
vious studies are compared [15]. Some of the existing
techniques are implemented in the following three plat-
forms: chips, mobile, and PC [15]; and finally concludes
that short signature techniques are suitable for IoT devices.
Korean certification-based signature standard using the ECC
signature system has been proposed in ref. [16]. The pro-
posed ECC-based Signcryption scheme [16] is stronger
to insider/outsider attack, ensures confidentiality, integ-
rity, non-repudiation, and it is certificate less. In ref. [17]
is cryptanalysis of an ECC-based Signcryption system in
ref. [18]. In ref. [18] defines the three stages in signcryp-
tion with mathematical notation and concluded with
mathematical proof that in the ref. [18] has many security
flaws because of weak session key. The devices in IoT are
vulnerable to the device capture attack. Unauthorized
users may have access to the secret key used in Signcryp-
tion system. So, an obfuscate aggregate Signcryption
scheme has been proposed in ref. [19] such that the
obfuscator is designed with less computational cost.
The data are converted to be unintelligible and then
aggregated. By this technique, the data are safe even if
an unauthorized user gains access to the secret key. The
heterogeneous offline/online Signcryption scheme [20]
that allows a user in identity-based encryption can mes-
sage a user in a public key based environment. The

IDE-based system [11] proves that it is efficient than the
heterogeneous system in terms of computation storage
requirements and time taken to signcrypt and unsign-
crypt [20].

2.1 Basic Signcryption process

The Signcryption algorithm has three general functions
as follows: KG, Signcryption, and unsigncrytpion. The
general process of Signcryption is shown in Figure 1.

2.1.1 KG algorithm

In any PKI-based Signcryption system, the first step is to
generate the public/private key pair.

SK, PK KG ID .← ( )

Initially, each user registers with the third-party key
generator who is responsible for the generation of a pair
key–private key and the public key of users. Here, “SK” is
the secret key and “PK” is the public key returned to the
sender by the KG algorithm.

2.1.2 Signcryption S (SSK, RPK, M)

The sensor data to be transmitted are signcrypted. To
signcrypt: the message M, sender secret key SSK, and
the receiver’s public key RPK are given as an input.

S R signcrypt the messageS , , M SC MSK PK( ) → ( )

The signature and cipher text (SC) in a single step is
being generated by computing the encryption and signa-
ture generation in parallel.

2.1.3 Unsigncrytpion US (RSK, SPK, SC)

S R R SSC , , M US , SCSK PK SK, PK( ) → ( )

Figure 1: General Signcryption process.
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The received signcrypted message SC (SSK, RPK, M) is
unsigncrypted US (RSK, SPK, SC) by applying the receiver
RSK and the sender public key SPK, on the signcrypted
message SC and the message is verified by applying the
SPK on the message, and the decryption also takes place
in parallel.

The message can be verified by the signature verifi-
cation process to know it is to the corresponding receiver,
as there are chances for the third party to remove the
signature and append their signature.

2.2 Research findings

In the heterogeneous online/offline Signcryption scheme
[9], the largest part of the Signcryption process is done in
offline mode that exhausts the power resource of the
resource-constrained device. The cryptanalysis of the
COSSC method in ref. [13] is done in ref. [14] and has
identified that the COSSC model compromises the private
key. The short Signcryption scheme based on the ECC is
being proposed in ref. [12] that is suitable for resource-
constrained devices.

The cryptanalysis of the ECC-based Signcryption scheme
in ref. [18] proved that the session key is weak [17].
Thus, the session key is important to secure the mes-
sage. The proposed Signcryption method uses a hybrid
technique to secure the session key and perform Sign-
cryption effectively.

2.2.1 Security notations

Game EUF-CMA:
Initialization: Given a security parameter K, the

challenger C runs a setup algorithm and generates the
private key PRK and the corresponding public key PK.
The parameter K and the public key PK are sent to the
adversary A.

Attack: The adversary issues a query to the challenger
C to unsigncrypt the C, sender public key PKS, and the
receiver public key PKR. The challenger C performs unsign-
cryption and then sends the output to adversary A.

When the adversary A issues query to the challenger
C to signcrypt M message with sender public key PKS and
the receiver public key PKR, the challenger C performs
Signcryption and then sends the output to the adversary A.

Forgery: The adversary A forges the output σ* and
the message M* from the sender S to the receiver R such
that it passes the verification test.

ADV A
PROBABILITY unsigncryption σ , PR , PK M .

EUF CMA

⁎
S R

⁎
= [ ( ) = ]

-

2.3 Proposed hybrid Signcryption system

PRESENT is an SPN lightweight block cipher with 31
rounds. The input of a 64-bit message is taken and con-
verted into a 64-bit cipher text by applying the key of
80/128 bit. There are two variants of PRESENT based on
key size as follows: 80-bit PRESENT 80 and 128-bit
PRESENT 128. The S box of PRESENT is of 4 bytes.
Thus, each round has added round key, S box function,
and P box function. In the existing Signcryption scheme,
the problem is weak session key, or the secret key used to
encrypt the message is weak.

To overcome these issues, we propose a hybrid system
(Figure 2) that involves asymmetric encryption to secure
the session key. There are three phases in the proposed
system, which are as follows: setup phase, Signcryption
phase, and unsigncrytpion phase.

2.3.1 Setup phase

The key distribution center (KDC) is a central third party
that provides key to the registered user. The sender S
and the receiver R registered in KDC have their own
pair of public and private keys. Let us assume that before
communication the sender S and the receiver R prove
their identity and get the public key of each other from
the KDC.

Let G be the additive group of order q and p be the
generator of the G. Then, given a K security parameter, let
E be the elliptic curve over finite field Z.

P = point on the curve; N = greatest the prime
number; select x = [0, N−1]

Public key PK = x * p,
Private Key PRK = x,

where PKS, PRKS is the public key/private key of the
sender and PKR, PRKR is the public key/private key of
the receiver.

2.3.2 Signcryption phase

2.3.2.1 Signature generation phase

To generate a digital signature, the MAC code of the mes-
sage m is computed. After the computation of the MAC
code, it is digitally signed with the sender’s private key.
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Thus, the sender in the future cannot deny the mes-
sage authorship, and the non-repudiation is ensured.

2.3.2.2 Encryption phase

The message M of 64 bits is encrypted using the ultra-light-
weight symmetric block cipher PRESENT by the sender secret
session key of 80 bits. Thus, a cipher text of 64 bits is created.

SM CT M, .K→ ( )

The session secret key is to be transmitted securely to
the receiver. Thus, to keep it secure, a hybrid approach is
proposed that employs the ECC algorithm to encrypt the
session key that is used to encrypt the message. So, the
secret session key of 80 bits is encrypted by the receiver’s
public key using the ECC algorithm.

S R SCK , .K PK K→ ( )

The cipher text and the cipher key are being sent to
the receiver along with the signature.

CT CK R.+ →

Cipher text and the cipher key are encapsulated and
sent to the sender. Signature generation and encryption
processes are done in parallel to minimize the time taken
in serial processing.

Choose two numbers k ∈ Z_q and t ∈ Z_q,
Compute b = t mod q,
Compute k2 = k PRKR,
M = (m1, m2, m3….mi),

where mi is the message block of size 64 bits and SK is the
symmetric key of the 80-bit PRESENT algorithm.

Ci = (SK,mi,{E(SK) → SK,PKr})
Compute c = m ⊕ H2 (PRKS, K2)
Compute h = H3 (m, PRKS, K2, b, c)
Compute w = (h + k) − 1 t − 1 mod q.
Thus, the signcrypted message σ = (c, PRKS, b, v, w)

and the m message can be recovered by receiver PRKR→
C (SK) → m.

2.3.3 Unsigncrytpion phase

In the receiving end, the cipher key, the cipher text, and a
signature are being verified. The cipher key is decrypted
using the receiver private key, and then the key is applied
on the cipher text to decrypt the message. Using the
sender public key, the message’s digital signature is
verified.

Decrypting the message and signature verification
are done in parallel to unsigncrypt the message.

The proposed system is more efficient in terms of time
taken and at the same time provides confidentiality,
integrity, and non-repudiation in a single step.

Given a signcrypted σ = (c, PRKS, b, v, w), where v
and w are used to verify the signature of the message m. If
it is valid, then the signature is valid for message m or
else the message is ignored.

Compute the message by m = c ⊕ H2 (PRKS, K2)
Compute m = h = H3 (m, PRKS, K2, b, c).

Proposed lightweight hybrid Signcryption scheme

Step 1: D d1, d2, d3 M( ) →

where d1, d2, and d3 are the various data from the device D, and M is the message to be encrypted.
SStep 2: M CT M, K→ (   )

The message M is encrypted to a cipher text CT by applying the session secret key of PRESENT algorithm SK on the message M.
R SStep 3: SK CK ,PK K→ ( )

The secret key SK is encrypted into a cipher key CK using the receiver R public key PK on the secret key SK.
Step 4: S CT CK R→ + →

The sender will encapsulate the cipher text CT and cipher key CK to the receiver R.
SStep 5: SC M RPRK → ( ) →

The sender S private key PRK is used to sign the message and send it to the receiver R.
Steps 4 and 5 are computed in parallel. Sender ensures the non-repudiation by signing the message M using the private key.
Step 6: R CT CK→ +

The receiver R will receive the cipher text CT and the cipher key CK.
S RStep 7: R CK,K PRK→ ( )

The receiver R computes the secret key SK by applying the private key PK on the cipher key CK.
SStep 8: R US , MPK→ ( ) 

The receiver verifies the authenticity of the message using sender S public key PK on the message M.
SStep 9: R M CT, K→  ( )

Steps 8 and 9 are computed in parallel. The receiver R decrypts the message M by applying the secret session key SK on the cipher
text CT.
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2.3.3.1 Security analysis

The attacks in Signcryption scheme are mainly based on
the signature forgery attack. The attacker signs the mes-
sage m with a valid signature σ, where the signature σ is
not signed by the actual sender.

The adversary A has a probability of breaking the
EUF-CMA ε q q qh10 1 2 2K

s s≥ ( + ) ( + )/ . Let the expected
time t is less than t q t ε120,686 s′ ≤ / , where Hi = (1,2,3)
hash queries and qs are the Signcryption queries.

Proof:
Initialization: Let the challenger C runs a setup algo-

rithm to choose a �p� ∈ and compute the corresponding

public key Ppub P�= and then randomly computes KP =
U �p∈ , the receiver private key and corresponding public

key KSR = UP, and then sends (P, PPUB, q, H1, H2), receiver
public key KP to the adversary A.

Attack:
Let the challenger C simulates hash functions H1, H2,

and H3 with three lists L1, L2, and L3.
Hash H1 query: The Adversary A makes a hash query

H1; the challenger checks for the existence in list L1 form
of (PRKS, h1i) and returns h1 or otherwise will generate a

random h1 ∈ �q and then inserts (PRKS, h1i) in list L1 and
returns h1 to adversary A.

Hash H2 query: The adversary A makes a hash query
H2; the challenger checks for the existence in list L2 in
the form of (PRKS, k2, h2i) and returns h2 or otherwise will
generate a random h2∈ �q and then inserts (PRKS, k2, h2i)
in list L2 and returns h2 to the adversary A.

Hash H3 query: The adversary A makes a hash query
H3; the challenger checks for the existence in list L3 in
the form of (m, PRKS, k2, d, c, h3i) and returns h3 or other-
wise will generate a random h3 ∈ �q and then inserts
(m, PRKS, k2, d, c, h3i) in list L3 and returns h3 to the
adversary A.

Signcryption query:
When adversary A issues a request (m, PKA, PKC), the

challenger C computes the following:
Chooses a secret key PRA from the list LK corre-

sponding to the matching entry of PKA;
Computes c = m ⊕ H2 (PRKS, k2);
Computes h = m ⊕ H3 (m, PRKS, k2, d, c).
The proposed hybrid Signcryption system is strong

against SUF-CMA, EUF-CMA attacks, in specific sEUF-
CMA, but the UUF-CMA attacks are possible to proposed
hybrid lightweight Signcryption system.

Table 1: Performance comparison of existing schemes with proposed hybrid Signcryption scheme

Schemes Computational cost Security

Signcrypt Unsigncrypt Unforgeability Insiders’ confidentiality

Ref. [20] 2M 2M + 2P Yes Yes
Ref. [11] 2M 4M Yes Yes
Proposed hybrid scheme 1M 1M + 1P Yes Yes

Figure 2: Hybrid lightweight Signcryption scheme.
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3 Experiment

Time taken is an important consideration in the con-
strained environment like IoT as the aim is to provide
maximum security with a minimum amount of time
when compared to the existing system. Ultimately, the
proposed system uses a hybrid system using a lightweight
algorithm that reduces the overhead when compared to
the prevailing Signcryption scheme. The hybrid light-
weight cryptosystem-based Signcryption system is imple-
mented using the Raspberry Pi3 B model. Raspberry Pi is a
minicomputer with low specifications as in a computer. It
has a GPU VideoCore-IV. It has Broadcom BCM2837 64-bit
quad core processor with the speed of 1.2 GHz. It has 1 GB of
low power DDRAM-LPDDRAM2. The Raspbian OS is flashed
through microSD card. It has various connectivity options,
such as Wi-Fi and Bluetooth low energy with 40 GPIO pins.
The codes are written in the Python language.

4 Results and discussion

Security in IoT is an important concern, and the privacy
of the user need to be ensured. Security can be ensured
by various cryptographic techniques. Lightweight crypto-
graphic techniques can be used, which are dedicatedly
designed for resource-constrained devices. Thus, the pro-
posed system lowers the overhead in the existing system
by using a lightweight technique in hybrid methodology.
The system is implemented in Raspberry Pi, and the
results are shown as a graphical figure. The sensor data
reading is being written in SD card and then processed
using the hybrid technique. The PRESENT algorithm is a
block cipher that takes 64-bit input data. And the 80-bit
key is encrypted by the ECC algorithm. Obtained results

shows the proposed system takes 8.75 ms to signcrypt the
message which is less time when compared to the IDE-
based Signcryption system in ref. [11].

In Table 1, we compare the computational cost of the
proposed scheme with that of ref. [11,20]. In G1, let M
indicate the point multiplication operation. In G2, let E
indicate the exponentiation operation. Thus, the com-
putational cost for the proposed system is better when
compared to the computational cost of ref. [11,20]. In
unforgeability, the system is strong against EUF-CMA
attacks. Until the key remains secure, i.e., not known to
others, the message will not be read by others, except for
the sender and the receiver (INT-CCA). The system is
secure against insider security.

5 Conclusion

Signcryption process ensures the confidentiality, integ-
rity, and non-repudiation in a single step by parallelizing
the signature generation and encryption. Signcryption
scheme is less time consuming than the traditional sig-
nature and encrypt and applicable to the IoT environ-
ment comprises of resource-constrained device, where
time taken, is an important factor. Existing Signcryption
scheme uses a traditional cryptographic algorithm, which
is overloaded for a resource-constrained environment.
The session key used to encrypt is weak in the existing
system. To overcome the drawbacks, the proposed hybrid
system uses the lightweight block cipher, which is dedi-
cated to resource-constrained environment and uses a
hybrid approach to keep the session key secured. The
proposed system takes 8.75 ms to signcrypt, whereas
the system in ref. [11,20] IDE-based Signcryption takes
9.38 and 13.298ms as shown in Figure 3. Thus, the pro-
posed Signcryption system is efficient than the existing
system in terms of time taken.
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