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To the Editor,

According to the Oxford online dictionary, a cyber-attack is
usually defined as “an attempt by hackers to damage or
destroy a computer network or system”. In other words, it
encompasses all forms of malicious activity intentionally
conducted for collecting, disrupting, denying, compromising
or even destroying data from information systems or the
information system itself [1].
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Cyber-attacks in healthcare have become increasingly
common over the past decade, causing significant risk
to patient safety, data privacy and the functioning of the
healthcare system as a whole [2]. Regardless of type of
malware and severity of attack, these cyber-attacks very
often flood healthcare systems with huge traffic causing
disruptions in service delivery, encrypt healthcare infor-
mation, subtract sensitive patient information (including
personal, medical and financial data), and demand a ransom
for restoring data access or for preventing their sale on the
black market or publication in the so-called “dark (deep) web”.
The consequences are often devastating for the institution, and
include several aspects from clinical (i.e., disruption of ser-
vices, delayed diagnoses and treatments), financial (costs for
remediation, legal actions, regulatory fines and loss of revenue
due to unavailability of services) and even reputational (trust,
loyalty and reputation in healthcare providers can be seri-
ously undermined) standpoints [2, 3].

Due to the high degree of computerization and digitali-
zation (i.e., computerized physician order entry, clinical
decision support systems, bidirectional communication with
laboratory equipment, generation and permanent storage of
digital laboratory reports, remote instrument monitoring
and maintenance, digital data sharing within networks of
laboratories, etc.), clinical laboratories are among the most
vulnerable areas to cyber-attacks within the entire health-
care industry [4]. To this end, the Task Force Preparation of
Labs for Emergencies (TF-PLE) of the European Federation
of Clinical Chemistry and Laboratory Medicine (EFLM) has
conducted a specific survey to determine the current state-
of-the art on cyber-attacks of laboratory medicine in Europe.

The survey, which consisted of a series of general ques-
tions on local organization, perceptions of and experiences
with cyber-attacks (as summarized in Supplementary File 1),
was sent out on 20 December 2023 with an official EFLM
newsletter to the email addresses of the over 12,000 potential
EFLM contacts from Europe and abroad. The survey
remained open for nearly 2 months, i.e., until March 1, 2024.
All responses from European centers were transferred to an
Excel spreadsheet and analyzed graphically. This survey was
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endorsed by the EFLM and did not involve any medical
treatment, so that no ethics committee approval was needed.

The questionnaire received 126 responses from Europe;
seven additional responses from abroad were excluded
from this analysis. The most represented countries were
Italy (21.4 %) and Serbia (19.0 %), followed by Ireland (7.1 %),
Croatia (4.8%), Romania and the United Kingdom (both
4.0 %), Belgium, Germany, Slovenia and Spain (all 3.2 %), etc.
A total of 35/41 EFLM countries took part in the survey. The
results of the EFLM TF-PLE survey are summarized in Sup-
plementary File 1, and will be briefly discussed in the
following part of this article.

The first three questions concerned respondents’
familiarity with malware, cyber-attacks and cybercriminals’
strategies, to which 68.3, 68.3 and 53.2 % replied that they
were moderate/very familiar. The next two questions con-
cerned the personal experience with cyber-attacks; 34.1 % of
respondents answered that they had already been the victim
of one or more cyber-attacks at their institution, and 65.1 %
thought it was likely that they would be the victim of a cyber-
attack in the future. The next two questions concerned the
location of the hospital information system (HIS) and the
laboratory information system (LIS); only 11.1 and 15.9 % of
respondents stated that the servers were physically located
in the cloud, while the rest did not know their exact location
(42.1 and 27.8 %), or stated that the servers were physically
located in the hospital (46.8 and 56.3 %). A remote connection
to access hospital domains was available to 60.3% of
respondents, but 2-factor identification was only used (or is
programmed to be available in the future) by 57.1% of
facilities. Antivirus programs and firewalls were running on
84.1% and 82.5% of hospital computers, respectively.
Nevertheless, only 69.8 % of respondents reported receiving
recommendations from their healthcare facility about
security measures to prevent cyber-attacks. Regarding the
existence of a recovery plan to defend the facility and lab-
oratory against cyber-attacks, 22.2 % of respondents stated
that it was in place for the entire hospital and 18.3 % only for
the laboratory. To the last question about the willingness to
receive EFLM suggestions/recommendations for prevention/
management of cyber-attacks in the healthcare facility/lab-
oratory, 81.7 % responded positively.

Although the modest number of responses and their
specific geographical location must be considered as limita-
tions, some important conclusions can be drawn from the
results of this EFLM TF-PLE survey. First, a significant per-
centage of respondents (over 30 %) stated that they were
somewhat unfamiliar with malware, cyber-attacks and stra-
tegies of cybercriminals, which combined with a similar
percentage of respondents who had never received cyberse-
curity instructions from their institution, and with the vast

DE GRUYTER

majority of respondents who expressed a willingness to
receive formal guidance from the EFLM on this topic, high-
lights the important point that increased cybersecurity
training for laboratory staff is both necessary and critical, and
that incident response planning must be considered a priority
for all European hospitals and clinical laboratories. This
reasoning is also supported by the evidence that the surveyed
institutions appear quite vulnerable to cyber-attacks (e.g. low
number of servers in the clouds, which would make them less
accessible to cybercriminals, almost 50 % of respondents do
not use multi-factor identification), and that almost two-thirds
of respondents consider the possibility of becoming a victim
of a cyber-attack in the future. Another survey conducted in
the US between April 2019 and May 2021 generated similar
evidence, as the authors concluded that US hospitals are
still not adequately prepared for cybersecurity disasters
[5], which would lead us to extrapolate our conclusions to a
larger number of worldwide countries.
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