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Abstract: Very high levels of automation in road traffic are
accompanied by the need for teleoperation. If the driverless
autonomous vehicle is not able to solve a complex driving
situation, then the problem should be solved by a teleop-
erated intervention by getting a human into the loop. Such
a system is highly complex, interacting in a socio-technical
system. Therefore, in addition to the empirical research of
user-centered development of teleoperated driving, an ana-
lytical and systemic approach is crucial in the first place to
understand the interrelationships between the subsystems
and to optimize a teleoperated driving system. This work
provides a base for the systemic consideration by taking two
different perspectives focusing on the work organization
and vehicle operation dealing with how many vehicles can
be monitored and serviced by one operator. First, a brief
analytical perspective of human reliability is taken, empha-
sizing the appropriate definition of the operational design
domain and knowledge of its variability. Second, a com-
prehensive systemic, socio-technical perspective is applied
using the functional resonance analysis method (FRAM) for
a reflexive and computational purpose highlighting effects
on operator workload and traffic performance. Finally, the
implications of the research results are discussed and inte-
grated into socio-technical interactions in everyday teleop-
erated driving between blunt- and sharp-end factors from
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a safety and reliability perspective to demonstrate the com-
plex leverage of the work organization. Overall, the insights
contribute to an enhanced understanding of the complex
socio-technical interactions in teleoperated driving.
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Zusammenfassung: Ein sehr hoher Automatisierungsgrad
im Straflenverkehr geht mit der Notwendigkeit der Te-
leoperation einher. Wenn das fahrerlose autonome Fahr-
zeug nicht in der Lage ist, eine komplexe Fahrsituation
zu losen, dann sollte das Problem durch einen teleope-
rierten Eingriff gelost werden, indem ein Mensch in die
Schleife eingebunden wird. Ein solches System ist hoch-
komplex und interagiert in einem sozio-technischen System.
Daher ist neben der empirischen Forschung zur nutzer-
zentrierten Entwicklung des teleoperierten Fahrens in ers-
ter Linie ein analytischer und systemischer Ansatz ent-
scheidend, um die Zusammenhénge zwischen den Teilsys-
temen zu verstehen und ein teleoperiertes Gesamtfahr-
system zu optimieren. Diese Arbeit liefert eine Grundlage
fir die systemische Betrachtung, indem sie zwei unter-
schiedliche Perspektiven einnimmt, die sich auf die Ar-
beitsorganisation und den Fahrzeugbetrieb konzentrieren
und sich mit der Frage beschéftigen, wie viele Fahrzeu-
ge von einem Bediener iberwacht und operiert werden
konnen. Erstens wird eine kurze analytische Perspektive
der menschlichen Zuverlassigkeit eingenommen, wobei der
Schwerpunkt auf einer angemessenen Definition des be-
trieblichen Gestaltungsbereichs und der Kenntnis seiner
Variabilitét liegt. Zweitens wird eine umfassende systemi-
sche, soziotechnische Perspektive unter Verwendung der
funktionalen Resonanzanalysemethode (FRAM) zu einem
reflexiven und rechnerischen Zweck angewandt, wobei die
Auswirkungen auf die Arbeitshelastung des Bedieners und
die Verkehrsleistung hervorgehoben werden. AbschlieSend
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werden die Implikationen der Forschungsergebnisse disku-
tiert und in soziotechnische Interaktionen im teleoperierten
Fahralltag zwischen Blunt- und Sharp-End-Faktoren aus ei-
ner Sicherheits- und Zuverlassigkeitsperspektive integriert,
um die komplexe Hebelwirkung der Arbeitsorganisation
aufzuzeigen. Insgesamt tragen die Erkenntnisse zu einem
besseren Verstdndnis der komplexen sozio-technischen In-
teraktionen beim teleoperierten Fahren bei.

Schlagwérter: teleoperiertes Fahren; Systemdenken; sozio-
technisches System; menschliche Zuverlafiigkeit; Methode
der funktionalen Resonanzanalysede

1 Introduction: autonomous
vehicles and teleoperation

The realization of autonomous vehicles (AV) describes the
highest level of vehicle automation. At this level, an oper-
ator would no longer be required in the vehicle since the
driving task in the so-called operational design domain
(ODD, defined as the specific conditions under which a
given driving automation system is designed to function
[1D), is performed entirely by the vehicle. These complex
technical systems must nevertheless be monitored by a
remote operator (RO), as system limits can be reached or
system errors can occur. These situations include, e.g., obsta-
cles, bottlenecks, or incorrectly recognized so-called “ghost
targets”. For example, recent reports exist about “robotaxis”
of Cruise in San Francisco blocking traffic for extended
periods of time by stopping at intersections and requiring
human assistance before continuing their assigned route
[2]. Therefore, remote monitoring becomes necessary in the
operational concept and, in the cases mentioned above, also
temporary guidance of the AV from a distance. Permanent
and continuous guidance of the AV is also conceivable [3].
These scenarios describe a new role of human in the loop in
the context of automated driving.

The SAEJ3016 [4] defines the terms remote assistance
(RA) and remote driving (RD). RA refers to the strategic and
tactical level of the driving task. The RO provides infor-
mation or advice (e.g., waypoints, path planning, or object
classification and modification [5], [6]) to an automated
vehicle operating in driverless mode to assist in continuing
the ride. Instead, in RD, a RO performs parts or all of the
dynamic driving task (DDT) in real-time (slow speeds up
to 15 km/h) that are part of the operational driving task,
such as steering and acceleration. According to Majstorovic
etal. [6], three different concepts can be differentiated:
direct control, shared control, and trajectory guidance. In
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addition to RA and RD, the literature also frequently refers
to remote monitoring or remote management (RM) (e.g.,
[51-[9]). According to Amador et al. [7], RM should be con-
sidered separately because a RO can only act as an observer.
It is a mode of operation in which there is no direct influ-
ence of the RO on the performance of the DDT, except,
for example, performing system diagnostics or monitoring
task status via a screen. Nevertheless, a RO could poten-
tially intervene if necessary and switch to either RA or RD.
Amador et al. [7] set the three modes structurally in relation
to the SAE level of driving automation. It becomes clear that
the modes partially overlap and cannot be clearly separated,
and that regular and short-term transitions are necessary.

Thus, AVs create a working situation according to the
classical model of telemonitoring and teleoperation. The
principle is also described as early as 1992 by Sheridan in
the requirements for designing the human-machine system:
“Robot teleoperation makes the execution of different tasks
in remote or hazardous environments possible” [10].

It is obvious that the requirements for the overall sys-
tem and its subsystems should be derived from compa-
rable applications (e.g., aviation, space travel, exploration,
telemedicine) for which long-term experience is already
available. The difference to the applications considered
so far lies in the fact that AVs move in public spaces
and encounter a large variety of road users. Therefore, it
is important to distinguish continuous teleoperation from
intermittent teleoperation representing different task set-
tings for the human operator.

Usually, it is assumed that in the case of a handover
to a human, a deficit in technical reliability shall be com-
pensated by an action with high human reliability [11].
Autonomous driving under human supervision or with
human actions can be understood as a task to be per-
formed by a highly reliable human-technology system so
that a defined risk is not exceeded in different traffic situ-
ations. In a multitude of research activities (e.g., [12]-[14]),
attempts have been made to quantify the risks of manual
vehicle guidance. These considerations also repeatedly pro-
vide a rationale for introducing automated vehicle guidance
to compensate for human error. Again, studies (e.g., [15],
[16]), show that automation alone does not per se lead to
increased road safety and that the delegation of vehicle
control back to humans in critical situations can and must
also be assigned a risk value [17].

Starting from the manual driving task, the consid-
eration leads via driver assistance and automation to
teleoperation. While the role distribution between human
and vehicle changes fundamentally, the traffic environment
remains the same in its static and dynamic characteristics
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and, above all, complex. For evaluating human reliability,
at least two relevant constellations come into play. One is
the possible reduction of reliability due to underload during
monitoring and overload in the context of takeover actions
in critical situations.

Therefore, an increase in the Level of Automation does
not necessarily lead to an increase in the overall reliabil-
ity of the human-machine system or, moreover, the traffic
system. Most importantly, increasing the Level of Automa-
tion does not mean decreasing the challenges in interaction
design.

The research report about Research Questions on
Highly Automated Driving [18] provides an interesting
insight related to the questions that arise in the context of
Level 3. Some of the questions addressed should be similarly
answered for teleoperation. Examples are adequate inter-
action design, human reliability in takeover situations, and
staffing requirements.

Overall, teleoperated driving is a complex process
embedded into a socio-technical system that often involves
several parallel factors such as the ODD, control level (oper-
ational, tactical, strategic), type of task, HMI, operator skills
and training, and type of organization [19]. These funda-
mental dimensions are also interconnected, resulting in
interactions that influence the design decisions of teleoper-
ation systems. In particular, decisions in one area can have
far-reaching consequences in another area.

However, although individual research has been car-
ried out on teleoperated systems in recent years, the big pic-
ture is still incomplete as the report of the Federal Highway
Research Institute Germany [20] about extensive research
needs in teleoperated driving has shown. The report iden-
tifies five basic levels in the complex area of teleoperated
driving:

— Vehicle, area of operation, and functional safety

— Ergonomics and occupational safety

— Communication technology

— Driving suitability, skills, and personnel requirements
— Social aspects and road safety

A wide range of empirical but isolated human factors re-
search has been accomplished in issues such as telepresence
(e.g., [21], [22]), latencies (e.g., [23]-[25]), state/operational
changes [19], situational awareness (e.g., [26]-[30]), work-
load (e.g., [23], [31]-[34]), control concepts (e.g., [6], [35]),
user requirements [36] and driving qualification & training
[19]. However, this research lacks a synthesized and ana-
Iytical view without being clear of the relationships and
interactions between the fundamental dimensions and their
emergent effects on the overall system as mentioned above.
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For example, a valid answer on how many AVs a RO can
reliably supervise and according to which principle the AVs
should be assigned, is still lacking. To answer these funda-
mental questions, the authors propose using more analyti-
cal approaches in addition to further empirical studies. This
creates the basis for more targeted empirical research. In
this way, analytical approaches benefit from empirical data
and vice versa. Thus, an analytical and systemic approach
is crucial in the first place to understand the interrelation-
ships between the subsystems and optimize a teleoperated
driving system.

The objective of this paper is to identify the main crit-
ical success or leverage factors and their influence in the
teleoperated driving system to derive implications focus-
ing on the work organization. Therefore, two different per-
spectives are taken: a brief human reliability perspective
to describe basic considerations and a comprehensive sys-
temic, socio-technical perspective using the functional res-
onance analysis method (FRAM) [37] to provide complex
considerations. In particular, FRAM is used for a reflexive
and a computational purpose to provide an improved sys-
tem understanding covering the intricate interdependen-
cies and to predict the emergent system behavior through
the dynamic influence of potential critical success factors,
respectively.

The remainder of this paper is structured as follows.
Section 2 describes a brief analytical perspective of human
reliability, emphasizing the appropriate definition of the
ODD and knowledge of its variability. Section 3 provides a
comprehensive systemic, socio-technical perspective using
the FRAM method for a reflexive and a computational pur-
pose highlighting effects on operator workload and traffic
performance. In Section 4, the implications and limitations
of the research results are discussed and integrated into
socio-technical interactions in teleoperated driving between
blunt- and sharp-end factors from a safety and reliabil-
ity perspective. Finally, a brief conclusion and outlook for
future research are given in Section 5.

2 Human reliability perspective

For reliability analysis, describing the task in more detail is
useful. According to Schwindt et al. [38], the tasks can be
divided into the following categories: monitoring, release
and deactivation, indirect control, direct control, coordina-
tion, communication, and other tasks. Further, the tasks are
categorized depending on the frequently mentioned roles
in the literature. A key finding is a split into the roles of
dispatcher (DP) and RO: the DP’s role includes monitoring,
coordination, communication, and other tasks, while the
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RO is responsible for release and deactivation, assuming
indirect and direct control, and capable of communicating
with the passengers inside and other road users outside the
AV. In the rest of the paper, RO is used as a synonym for RO
and DP unless otherwise indicated.

In this context, the issue quickly arises regarding the
supervision ratio between RO(s) and AVs. Initial research
already tackles this issue. For instance, Goodall [39] used
the queuing model to estimate the number of DPs or ROs
needed for a fleet of AVs. Here, the minimum number of ROs
is calculated based on the fact that the probability that no
free RO is available for a support request is less than the
probability that a driver of a conventional vehicle is med-
ically incapacitated. Waymo reports one takeover situation
every 17,847 km [40]. Thus, with a turnaround time of one
to ten minutes per request, 3.9 million Uber drivers could
be replaced by fewer than 400 ROs, according to Goodall
[39]. Ottopia Technologies [41] and Einride [42] take a more
pragmatic approach with the golden ratio of a technical
supervisor to an AV and assume that one RO can be respon-
sible for ten AVs.

However, individual skills, general working conditions,
and many influencing factors must be considered. Past
activities related to teleoperation in other domains can be
used as a starting point, but unfortunately, a simple transfer
is impossible. First of all, the question arises whether one
person should look after n AVs or, if necessary, m persons
should look after n AVs. In any case, it should be true that
in the case of RD, there will be a 1:1 relation due to system
limits or errors. Furthermore, it is helpful to distinguish
error types and to know the associated takeover scenar-
ios. Above all, the estimation of load peaks needs to know
which probability faults occur independently of each other
on different AVs or under which circumstances chaining or
accumulation can occur. This could be the case in the event
of column driving or large-scale weather events.

From field tests and reliability observations, values
may be available for a single AV as event/km, allowing a
first estimation and planning. To estimate human reliability,
it is crucial to determine which task is to be solved teleop-
eratively after a handover. Here, the reliability varies sig-
nificantly between a decision task, which would consist of
releasing the AV again, and AV guidance on the stabilization
or maneuvering level.

Before these considerations, some considerations can
be made for a human-machine system that is to perform
a continuous transport function with the highest possible
reliability. For the estimation of the expected human relia-
bility, in the absence of suitable values, the figures of Swain
& Guttmann [43] are first used. For an intervention on the
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maneuver level or the decision between alternative trajec-
tories, estimated error probabilities of 1 x 1072 to 3 x 107!
would result.

The following considerations are based on notions
described in VDI 4600 Part 1 [44] and VDI 4600 Part 2 [45].
Basically, it is significant if the teleoperation of a single AV
should tie up the entire capacity of a RO. This would affect
the availability of the other AVs of this RO. This is because if
it holds that monitoring must be permanent, then the avail-
ability of a system that establishes autonomous mobility is
calculated as follows:

Availabilitygy ., = Availability,y - Availabilityy, (1)

This would mean that in a takeover scenario, the avail-
ability of the remaining AVs can be ensured by redistribut-
ing — either the teleoperation or the surveillance tasks —
which requires that at least one operator is available.
The probabilities-based view of availability is helpful for
basic considerations and estimations. A time-based anal-
ysis would be more helpful to investigate the permanent
working and operational situation. Especially the number
of critical events per hour is significant for evaluating the
workflow. They do not yet represent a fault situation but
already require the separate attention of an AV.

In addition to considering technical and human error
probabilities, a temporal consideration in the sense of Mean
Time Between Failures (MTBF) is valuable and necessary.
Essential for this is the estimated number of events per time
and the required duration and quality of the intervention.
Basically, MTBF is calculated as the sum of times between
operation and failure related to the number of failures:

Y(start of failure — start of operation)

MTBF =
number of failures

@)

It should be as high as possible and is determined also
by the non-operation time and the mean time to repair
(MTTR). The MTBF of a serial teleoperated human-machine
system (i.e., both subsystems must be available for the over-
all system to function) is thus calculated by:

1
1 + MTTR &)
MTBFRO MTBFAV-MTBFRO

MTBFSystem,teleop = 1

MTBFAV +

Assuming an MTBF,; for a failure of 20 min that
requires an MTTR of S5minand an MTBF,, of
60 min (assuming a human error probability of 0.3 for
the handling of only these operations) the overall system
MTBF would result in 14 min.

Since it is primarily the duration of the corrective
action by the RO that enters into the availability, speedy
and error-free handling of events is of particular value.
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The human reliability or the probability of a human error
cannot be considered a constant here but depends on the
required actions, their duration, and especially the present
time pressure. These values presumably increase if the
error condition persists or occurs more frequently, thus
increasing the duration of activities under these conditions.
It matters whether the technical reliability is reduced by
randomly distributed or systematic, temporary or perma-
nent external events, obstacles, or vehicle systems. There
is a clear difference between a single obstacle that must be
bypassed compared to a sensor defect that must be perma-
nently monitored until a possible stopping point. For per-
manent AV guidance at the stabilization level, the MTBFy,
could, therefore, become shorter as the human reliability
for this task could decrease. Therefore, technical reliability
should be considered in conjunction with the MTTR, and
the RO should be supported in correcting the undesired
condition if possible.

Against the background of these considerations, a
requirements-oriented estimation is also possible. This can
provide important information for the design of the techni-
cal system or the definition of the ODD. An alternative con-
sideration arises if one takes the perspective of a mobility
provider or user who desires the highest possible acceptable
MTBF of the human-machine system. Furthermore, a high
MTBEF is essential for traffic flow in road traffic. The consid-
erations above show that for a high MTBF of the overall sys-
tem, extraordinarily high reliability of the technical system
is crucial since human actions could only reduce the occur-
ring downtimes by preventive interventions if considering a
parallel teleoperated human-machine system (i.e., only one
of the subsystems must be available for the overall system
to function). So far, however, this has not been provided
for. Therefore, the appropriate definition of the ODD and
knowledge of its variability is a critical success factor.

3 Asocio-technical systems
perspective

These simplified considerations on human reliability and
system availability show that it is reasonable to consider
a systemic approach to understanding the interrelation-
ships between the subsystems and optimizing a teleoper-
ated mobility system. Concerning this systemic perspective,
there has already been research by Hoffmann & Diermeyer
[46], who carried out a System-Theoretic Process Analysis
(STPA) of the teleoperated system to systematically iden-
tify and assess the potential hazards with a strong focus
on the operational level of the various structural system
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components. Furthermore, Parr et al. [47] used operator
sequence diagrams to assess different teleoperation types in
relevant scenarios and to draw conclusions about the RO’s
role and tasks.

To characterize teleoperated driving in a multidimen-
sional and holistic manner, however, a socio-technical and
systemic approach that focuses on the interaction of people,
technology, and organization leading to emergent system
behavior should be chosen. In general, systemic methods
and models such as Accimap [48], Systems-theoretic acci-
dent model and processes (STAMP; [49]), or FRAM are most
suitable for this purpose in the context of the road system
complexity (cf. [50], [51]). However, FRAM is considered the
most recent and promising step to understanding socio-
technical systems [52]. Moreover, FRAM was already suc-
cessfully applied by Grabbe et al. [50], [53] to compare the
road traffic system performance between automated vehi-
cles and drivers in an overtaking scenario which demon-
strates FRAM’s huge potential. Thus, FRAM is chosen for the
socio-technical system analysis of teleoperated driving.

In this work, FRAM is used to provide two distinct
epistemological perspectives (cf. [54]). First, a phenomeno-
logical perspective (reflexive FRAM) is applied to gain an
improved system understanding that underlies the func-
tional interactions between system elements. Especially, a
generic FRAM model is created to enable a synthesis of
a diverse set of knowledge, experiences, and interpreta-
tions for future research distinguishing different purposes
and contexts. Second, a realist perspective (computational
FRAM) is taken to quantifiably predict the emergent system
behavior through the variable influence of potential critical
success factors. It should be noted that the integration of
the metadata functionality (i.e. quantitative simulation) is
quite complex. Therefore, we reduced the complexity of the
reflexive FRAM model into a smaller one named computa-
tional FRAM model as a starting base. In the future, it is
planned that the quantitative simulation will be increased
step by step aligned to the reflexive FRAM model and also
beyond.

3.1 The functional resonance analysis
method

This section provides a brief overview of the theory and
application of FRAM based on Hollnagel [37]. In general,
FRAM is used as a generic, agnostic method to create a
representation — a so-called model — of how work is actu-
ally done. The purpose of the model is to describe and
understand what happens in a socio-technical system in
terms of functions and not components. These functions
describe activities or processes whose produced outputs are
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coupled to achieve a system goal. It is explicitly described
for each function in the form of “production rules” (internal
processes) and how these outputs are generated is defined
by the coupled aspects. This enables to create a white-box
model to understand the inner workings of a system rather
than a black-box model that focuses on the outcome of the
input-output relation. A FRAM model focuses on interac-
tions and interdependencies between activities and agents
in the system, as well as everyday performance adjustments
that typically help keep things going right. In rare cases,
the performance adjustments aggregate and propagate in
unexpected ways, leading to functional resonances, with
accidents being the worst consequence. This approach helps
to identify potential conflicts in the flow of interactions in
complex systems. Due to its high flexibility and capacity
to unify a wide variety of data sources (qualitative and
quantitative), FRAM is a good starting point for systemic
modeling on which further methods and models can be
built. Ultimately, a FRAM model gives insights into where
to look in a system by better defining what the problem
actually is and asking better questions.

FRAM is based on four principles (equivalence of suc-
cess and failure, approximate adjustments, emergence, and
functional resonance) and follows four steps (modeling the
system by identifying its functions, identifying the perfor-
mance variability of the functions, aggregating the vari-
ability, and managing the variability). In the first step, the
fundamental functions of a system are identified to con-
struct a model. Each function is characterized by six key
aspects — input, output, precondition, resource, control, and
time — which couple each function to several others, form-
ing a specific instantiation of the model typically repre-
sented graphically as hexagons. The second step involves

(%
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-/ T/:_] +  Remote Driving
PYFIRE . Remote Monitoring (proactive)

Remote operator (RO) @@
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Starti int
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specifying the performance variability of each function,
which can be simply described using two phenotypes: tim-
ing and precision. In the third step, this variability is aggre-
gated to analyze how it propagates through the system,
identifying where functional resonance occurs and leads
to adverse outcomes. This is done by defining upstream-
downstream couplings, where variability in upstream func-
tions, such as variable outputs used as inputs or resources,
influences the variability of downstream functions. The
fourth and final step focuses on monitoring and manag-
ing the identified performance variability to ensure the
system’s safety and performance. More details concerning
the theoretical background or the state of the art can be
found in Hollnagel [37] and Patriarca et al. [55], respectively.

3.2 Application of FRAM on teleoperated
driving

3.2.1 Methods

This section provides a comprehensive description of the
applied methods starting with the scope of analysis and
then following the four steps of FRAM and their adapta-
tions implemented in this work. Overall, two different FRAM
models are developed: a sophisticated model for the reflex-
ive purpose and a simplified model for the computational
purpose. Each step provides information for both models.

3.2.1.1 FRAM step 0: Description of scenario - setting
the scope of analysis

The sophisticated, reflexive FRAM model presents a generic

FRAM model describing a teleoperated level 4/5 AV in pub-

lic ODD with mixed traffic, considering various agents in

Destination

L

f(\ Average speed: 20 km/h Trip time without takeover: 60 min

Figure 1: Schematic overview of the use case for the computational FRAM model.
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general. It represents teleoperation in an abstract form as
a complex socio-technical system that is generally valid and
usable as a generic “toy-model” for expansion, quantifica-
tion, and further deepening concerning specific purposes
and contexts. The model strives for both, on the one hand,
to formally describe and better understand the complex
socio-technical interactions and, on the other hand, to better
define the problem space and to identify the most relevant
leverage points in the system to optimize the system perfor-
mance concerning safety, efficiency, and satisfaction for all
agents. Based on this, final requirements and guidelines for
the system design can be defined and used for standardiza-
tion. The model will be available for other researchers and
their contributions to refine the model structure for future
research (Supplementary Materials).

Instead, the simplified, computational FRAM model
represents the sophisticated FRAM model by reduced
complexity. It exhibits explicit, quantifiable assumptions
and parameters about the influence of supervision ratio,
takeover probabilities, and RO roles on workload, execution
times, traffic, and other performance metrics, which will be
described in more detail below. It replicates the ride of one
or up to ten autonomous shuttles (SAE Level 4/5) in urban
road traffic (see Figure 1). The shuttles transport passen-
gers from a starting point to their destination, covering a
distance of 20 km. The ride would take 60 min without any
takeover request, given an average speed of 20 km/h for
buses [56]. Teleoperation takeover requests by RO and DP
can appear as RA, RD, and proactively from RM. Also, the
interaction between the AV and other road users is included.

3.2.1.2 FRAM step 1: Function identification - Literature
review and interviews
Both FRAM models are based on a comprehensive literature
review on teleoperated driving following a light PRISMA
procedure resulting in a total of 77 sources. The goal was
to identify essential agents and functions in the system. In
addition, semi-structured interviews were used to enrich
information for developing a FRAM model of teleoperated
driving. The interview guide (see Appendix A) consists of a
general entry question, three main question blocks address-
ing specific issues, and a general outro question. The broad
entry question allowed participants to share their expe-
rience and knowledge of the teleoperation process which
can reveal valuable information about the agents, func-
tions, aspects, and likely variability related to the FRAM
model (cf. [57]). The first question block was about use cases,
takeover scenarios, and their frequency. The second block of
questions focused on the RO tasks and splitting them into
different roles. The last block of questions was dedicated
to the RO performance and its variability. The interview
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concluded with an open question about further information
and aspects from the expert that might not have been cov-
ered and are important for the research.

Seven participants, two females and five males, were
interviewed for this study. All participants received compre-
hensive information about the study’s scope and interview
content in advance and signed a consent. Five participants
worked in academia and research, while the remaining two
worked for industrial companies working on teleoperation
solutions. All participants had experience in teleoperated
driving rather from the perspective of the system design
engineer than the operational dimension of the RO, ranging
from one to four years.

The interviews were held online allowing the recording
of the audio to transcribe the interview and lasted 60 min.
The transcription was implemented by using the software
Condens. Finally, a qualitative content analysis, according
to Mayring [58], was conducted to create a set of categories
that serve as an essential means of analysis. This resulted
in the following categories: process of teleoperation in road
traffic and associated requirements involving all agents,
teleoperation use cases and takeover scenarios, frequency
and reasons for teleoperation takeovers, tasks of the RO and
their distribution into different roles, remote monitoring,
performance variability of ROs, and challenges of teleoper-
ation in road traffic.

Both FRAM models were produced using the software
FRAM Model Visualiser (FMV) [59] Pro 2.1. Furthermore, the
models were verified by checking and adjusting for consis-
tency and completeness about the syntactical and logical
correctness using the FRAM Model Interpreter (FMI) [60].
Finally, the models were facely validated by subject matter
experts. The recent addition of metadata in the software
(cf. [61]) was used in the simplified FRAM model to model
quantitatively the emergent system behaviour.

3.2.1.3 FRAM step 2: Describing performance

The sophisticated FRAM model does not include any descrip-
tion or data of performance. However, the simplified FRAM
model covers explicit parameters about the influence of
the three independent variables supervision ratio, takeover
probabilities, and RO roles on the following dependent vari-
ables: workload, execution times, traffic, and system perfor-
mance metrics, i.e. efficiency, traffic flow, passenger satisfac-
tion, and safety. The independent variables are explained in
the next third step, whereas the dependent variables, imple-
mented as metadata, represent the performance variability
and are thus described below in Table 1. It should be noted
that the basic functioning of the computational FRAM model
is explained in Section 3.2.2 providing more details about the
functions and couplings.
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3.2.1.3.1 Workload. The workload of the RO and
DP ranges from 0 % to 100 % and is assumed to start at
50 % in the model. Levels below 30 % and above 70 % are
generally associated with a decline in performance, accord-
ing to Cummings et al. [62]. Thus, workload levels lower
than 30 % and greater than 70 % are linked to increased
execution times required for an RA or RD takeover request,
or a proactive RM takeover. In the model, workload levels of
0 % (considered ‘boring’) and 100 % (considered ‘stressful’)
are assumed to have the same negative effect on RO perfor-
mance. The ideal range is between 30 % and 70 %, resulting
in the best possible execution time for a respective takeover.
Although the time needed for a takeover varies with RO’s
workload, the model assumes that the workload demand
added by the takeover is constant. According to the inter-
views, RD takeovers result in a significantly higher work-
load for the RO than RA or proactive takeovers through RM.
Therefore, the workload added is assumed to be 5 % for RA,
15 % for RD, and 3 % for proactive takeovers. The workload
of the RO increases during takeovers but decreases when no
takeovers are required. When no takeovers are necessary
the RO workload is estimated to decrease by 2 % per minute
of operation if roles are not split and by 4 % per minute
of operation if roles are split into RO and DP. For every
takeover request handed over to the RO, the increase in DP
workload level is assumed to be 3 %. The DP workload is
estimated to decrease by 2 % per minute of operation when
no takeovers are necessary.

3.2.1.3.2 Execution times.  The takeover times for
RA and RD range between two to 4 min and three to 5 min,
respectively, depending on the current RO workload. This
includes the time needed for a minimal-risk maneuver
(MRM) before the takeover, which is assumed to be 1 min.
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When the RO or DP proactively takes over from RM, the
time for the MRM can be reduced in relation to the current
workload. The range for this takeover is assumed to be
between 0 and 1 min.

3.2.1.3.3 Trafficinfluence.  Another dependent vari-
able to consider is the effect of AVs on traffic (i.e. other road
users) along the ride. Due to RA or RD takeovers, traffic
flow decreases when an AV reaches a standstill. An uninter-
rupted ride, on the other hand, increases traffic flow with
every minute passed. It is important to note that if several
remote takeovers occur within a short time, traffic flow will
be worse than if the same number of takeovers arise over a
more extended period. The AV drives at lower speeds than
the assumed 20 km/h with worse traffic flow. Additionally,
the minimum AV speed is set to 10 km/h.

3.2.1.3.4 System performance metrics.  Addition-
ally, the system’s efficiency, passenger satisfaction, traffic
flow, and safety are quantified using a scale of one to ten,
with ten being the best possible value and one the worst.
The metrics are measured as follows.

Efficiency depends on the time required for the final AV
to complete its 20 km ride. This metric worsens the later the
AVs finish their trip than the 60 min without needing a tele-
operation takeover. The metric reaches its lowest possible
value when the ride time exceeds 90 min.

Passenger satisfaction depends on the system’s effi-
ciency because passengers desire to arrive at their destina-
tion on time. Additionally, it is assumed that after a certain
number of RA, RD, and proactive RM takeovers, passenger
satisfaction is negatively impacted, regardless of punctu-
ality. To illustrate, if there are more than four takeovers
but the efficiency metric is ten, it follows that passenger
satisfaction cannot be better than nine.

Table 1: Overview of dependent variables assigned to functions of agents in the simplified FRAM model.

Agent Function

Variable (metadata) Variable output (Value)

Remote operator (RO)/Dispatcher (DP) to monitor remotely (RM)

to takeover proactively
to assist remotely (RA)

to drive remotely (RD)

to drive

Autonomous vehicle (AV)

Other road users to provide traffic

All System performance metrics

Workload —2/—4 (no takeover)+3 (DP handover to RO)
Workload +3

Execution time 0-1min

Workload +5

Execution time 2-4 min

Workload +15

Execution time 3-5min

Speed 0.16-0.33 km/min

Execution time 1min

Traffic influence 0.5-1

Efficiency Arrival time (1-10)
Passenger satisfaction Arrival time & number of takeovers (1-10)
Traffic flow Mileage/time (1-10)

Safety Workload & number of takeovers (1-10)
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Traffic flow is calculated by dividing the mileage cov-
ered by the time taken every minute during the ride. This
dynamic metric decreases traffic flow when the AV reaches
a standstill due to RA/RD takeovers and increases traffic flow
with every minute of an uninterrupted ride.

Safety depends on the current workload of the RO and
the total number of takeovers. It is important to note that
this metric is based on these two variables and cannot be
considered a direct measure of road traffic safety in general.
Safety is optimal when workload levels are between 30 %
and 70 %, and it degrades as the workload approaches 0 %
or 100 %. In addition, if a certain number of takeovers occur
during the trip, this metric may not reach the optimal value
even if the workload remains between 30 % and 70 % until
the ride’s end.

Overall, the operational use case illustrates an everyday
scenario not including any edge cases. Therefore, several
general assumptions had to be made to enable a quantita-
tive analysis by limiting system complexity:

— No passenger emergencies during the ride

— Maintenance and bluelight organizations are not
considered

— Noissues in transmission quality (e.g., latency)

- The remote workstation is fixed and well-designed with
no influence on RO workload or takeover quality and
times

— Regardless of takeover requests, the AV drives
error-free

— Communication of AV and RO (internal/external HMI)
with passengers or other road users is not considered

— Thestandstillis only resolved after the takeover request
has been successfully resolved by the RO due to short
interventions in terms of time and mileage

—  Other road users are affected by takeovers and stand-
still time of the AV but not by the performance of the
RO

-  Well-qualified and highly trained RO with no perfor-
mance errors, but varying execution times and adding
or subtraction of workload

— Multiple takeover requests can occur simultaneously,
but the RO can only process the takeovers sequentially
one after the other

- No differentiated prioritization strategies in case of
queuing such as first in and first out, late arrival, task
difficulty and duration, or urgency

- Large fleets including shift work and flexible workers
supporting in peak times are not considered, thus, the
RO is responsible for a fixed group of vehicles, not
switching to another fleet
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3.2.1.4 FRAM step 3: Performance aggregation

- Quantitative analysis using metadata
The performance aggregation in the sophisticated reflex-
ive FRAM model is achieved through the consideration of
interactions of functions in the system. The interactions are
represented by the number of up- and downlinks, as well as
the number of coupled agents for each function.

The quantitative analysis of performance aggregation
for the simplified computational FRAM model is imple-
mented by the impact of the three independent variables
of supervision ratio, takeover probabilities, and role model
on the teleoperation ride, specifically on the RO and DP
workload, which is described below.

3.2.1.4.1 Supervisionratio.  The first variable to con-
sider is the number of AVs one RO can supervise. The model
will use three ratios (RO: AV(s)): 1:1, 1:5, and 1:10. The highest
ratio, 1:10, is chosen as it is discussed as the golden ratio in
teleoperation (see Section 2). The supervision ratio affects
the number of takeovers and potential standstill times of
the AVs due to queuing if more than one AV has a takeover
request simultaneously.

3.2.1.4.2 Takeover probabilities. = The second vari-
able is related to different takeover scenarios, which
describe how often an AV needs an RA, RD, or RM proac-
tive takeover. The scenarios are divided into three cate-
gories based on findings from interviews, as no data is
currently available on this matter. The numbers can, there-
fore, be seen as a current estimation from the experts
interviewed and are related to the current capabilities
of automated driving systems in urban road traffic. Sce-
narios differ in how often a particular takeover will be
needed on average from the AV over 60 min. They range
from ‘Low’ to ‘Base’ to ‘High’. Table 2 depicts the average
hourly takeover events implemented in the model, result-
ing from combining the supervision ratio and takeover
scenarios.

Examining the combination of the takeover scenario
labeled ‘Base’ and a supervision ratio of 1:1, for instance,
would result in an average of four RA takeover requests
and one RD/RM request each per hour. Based on the inter-
views, it is evident that RA takeovers occur more frequently
than RD/RM takeovers. RA is less stressful for the RO and
has less stringent transmission and latency requirements.
Therefore, if the takeover request is not time-critical, RA
should be the primary takeover mode. This assumption
is also supported by Andersson et al. [63]. Furthermore,
proactive takeovers from RM are assumed to have the same
probability as RD takeovers.
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3.2.1.4.3 Remote operatorroles.  The third variable
is whether the tasks of the RO are split into different roles.
This work follows the approach of Schwindt et al. [38], who
divided the roles into the RO and DP. When roles are split,
the RO is responsible for RA and RD takeovers. At the same
time, the DP takes over the RM task and assigns the RO with
incoming takeover requests from the AV. If roles are not
split, the RO is responsible for all mentioned tasks. The role
model affects the workload as described above.

Combining the variables results in 18 possible instan-
tiations. All instantiations are iterated through 1,000 runs
by using Monte-Carlo simulation to approximate values as
realistically as possible.

3.2.1.5 FRAM step 4: Performance monitoring

In the reflexive FRAM, a simple analysis of the number of
up- and downlinks, as well as the number of coupled agents,
is helpful in showing crucial functions for system success
and resilience. It is assumed that the more interactions, the
higher the importance of the function for system success
because such functions represent potential candidates for
undesirable functional resonance.

In the computational FRAM model, first, the different
instantiations are analyzed to determine how they affect the
workload of the RO or DP. Based on this, feasible instan-
tiations resulting in a manageable workload for the RO
over 60 min are identified. Here, workload levels staying
between 30 % and 70 % over the first 60 min are assumed to
be feasible. Finally, all feasible instantiations are evaluated
in terms of the system performance metrics as mentioned
above. Here, values on the scale of above seven for each
metric are aspired.

3.2.2 Results

This section provides the results for the reflexive and com-
putational FRAM model. In both cases, first, the resulting
model and its functioning is explained, and, second, the
analysis results are shown and interpreted.
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3.2.2.1 Reflexive - A generic FRAM model of
teleoperated driving

3.2.2.1.1 Model structure and functioning.  Figure 2
illustrates the generic and reflexive FRAM model of tele-
operated driving. Basically, an operational (blue) and an
abstract level (orange) are distinguished. The operational
level represents the actual holistic process of teleoperation.
In contrast, the abstract level depicts potential influencing
factors (lower part) on the teleoperation process or societal
and functional system goals (right part). Table 3 provides an
overview of the various agents distinguished by color.

The model aims to demonstrate the achievement of a
well-performed ride from place A to B in terms of safety,
efficiency (time), traffic flow, and passenger satisfaction. The
operational level can be divided into three basic phases:
Start from place A
Riding from place A to B:

- Ride/Remote operation
- Ride
— Remote operation
Approaching place B as the destination

During the ride, the AV operates the vehicle. Instead, in
remote operation due to an incident and request by the A,
the RO is operating the vehicle. The functions can belong
to either one phase or to both. The following explains the
operational process and its functions in more detail follow-
ing the different agents and their interdependencies.

Passengers enter the AV and enter a desired destina-
tion, enjoy the ride, and exit the vehicle when the desti-
nation arrives. In case of an emergency, passengers can
communicate with the RO.

The AV completes the ride from A to B, preferably with-
out any intervention of the RO, and eventually reaches des-
tination B. There are three possibilities for an interruption:
system limit, system error, or an emergency (detected by AV
or reported by passengers). In case of interruption, the AV
performs a minimal risk maneuver (MRM), braking into a

Table 2: Average of takeover events per hour for the combination of supervision ratio, operator mode, and number of takeovers.

Supervision ratio (RO: AV(s))

Operator mode Takeover scenario 11 1:5 1:10
Remote Assistance (RA) Low 2 10 20
Base 4 20 40
High 6 30 60
Remote Driving (RD) or Proactive Takeover from Remote Monitoring (RM) Low 0.5 2.5 5
Base 1 5 10

High 15 75 15
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Figure 2: The reflexive generic FRAM model of teleoperated driving distinguishing an operational and abstract level.

Table 3: Overview of agents distinguished by color and assigned to operational or abstract level in the reflexive FRAM model.

Operational level

Abstract level

Passengers (yellow)

Autonomous vehicle (AV) (blue)

Communication technology/workstation (orange)
Remote operator (RO) (green)

Other road users (pink)

Blue light organizations (brown)

Maintenance service (light blue)

Societal aspects/functional purpose (purple)
Teleoperation service provider (red)

Original equipment manufacturer (OEM) (grey)
Environment (light green)

standstill, and requests a RO via remote connection. In addi-
tion, the AV can communicate with other road usersutilizing
external communication or with passengers using internal
communication. The AV also provides real-time information
about the ride to the RO, including environment, vehicle,
system, and passenger status.

The RO monitors the ride and decides whether to
intervene prematurely or, if there is a request or inter-
ruption, to assist, drive, or deal with an emergency. The
RO evaluates and prioritizes takeover requests based on
urgency and context. To provide RA, the RO must first gain

situational awareness of the takeover situation. Then, the
RO can guide and instruct the AV, such as selecting a sug-
gested trajectory or classifying an unknown object. To pro-
vide RD, the RO must first gain situational awareness of
the takeover situation. Then, the RO must perform driving
tasks, including steering, acceleration, and communicating
with other road users if necessary. These tasks are per-
formed in parallel and are interconnected. During driving
maneuvers, the RO must continuously observe traffic and
follow the rules. In an emergency, the RO communicates
with the passengers and notifies blue light organizations.
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These then resolve the emergency and, in turn, notify the
RO. If an incident cannot be resolved, the RO contacts a
maintenance service that resolves the problem on-site with
assistance from the RO. When an incident is resolved, the RO
signals the AV to proceed with the DDT. The RO uses com-
munication technologies, including a remote workstation,
a remote connection, infrastructure/environmental data
(sensors on site), and the data from the vehicle to perform
its activities.

At the abstract level, various organizational functions,
e.g., the determination of the ODD, ensuring functional
safety, or providing internal and external communication
by the OEM and selection processes and training measures
for the RO invented by the teleoperation service provider,
can influence the entire teleoperation process. In addition,
certain functions of the operational process determine the
functional goals or societal aspects (safety, time efficiency,
efficient traffic flow, passenger satisfaction), which influ-
ence each other.

3.2.2.1.2 Analysis results. In the following, some
insights based on the FRAM model are presented. First,
starting at the operational level. It becomes evident that the
performance of the AV is the most crucial factor in reaching
the destination by striving for incidents (i.e., system limits
and errors or emergencies) as low as possible. This is in line
with the requirement by the human reliability perspective
formulated in Section 2 that, for a high MTBF of the overall
system, an extraordinarily high reliability of the AV is cru-
cial. This underlines the appropriate definition of the ODD
and knowledge of its variability.
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However, the RO becomes a crucial role by remotely
monitoring the AV’s driving performance to anticipate
potential incidents, which is decisive in reducing the occur-
ring downtimes through preventive interventions. This fact
emphasizes the need for good coordination and communi-
cation between the DP and RO. In general, every incident
represents a hazard to destabilize the system. Therefore, the
DP and RO should perform a proactive role in addition to the
reactive role.

Figures 3 and 4 depict the interaction analysis at the
operational and abstract levels, respectively. Several func-
tions on the operational level are highly connected (e.g.,
more than 15 up- and downlinks in sum and at least 4 cou-
pled agents) and, therefore, represent potential candidates
for undesirable functional resonance:
to drive the vehicle physically (AV)
to provide remote connection (Remote system)
to operate remotely (RO)
to monitor remotely (RO)
to inform vehicle (RO)

Here, again, the crucial roles of the AV’s driving perfor-
mance and the proactive monitoring of the RO become
evident. In addition, the remote connection stability (e.g.,
delay), the RO’s remote operation (RA, RD, RM, emergency
handling, or maintenance assistance), and informing of the
vehicle (solved incidents or anticipative actions) are deci-
sive factors. Furthermore, these functions are highly inter-
dependent as the AV’s driving performance evokes potential
interventions by the RO, and in turn, the RO’s monitoring
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Figure 3: The number of uplinks, downlinks, and coupled agents of functions on the operational level. The respective color in the background

highlights the agent of the functions.
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Figure 4: The number of uplinks, downlinks, and coupled agents of functions on the abstract level. The respective color in the background highlights

the agent of the functions.

and operation impact the riding progress of the AV. More-
over, the remote connection represents the linkage between
the functions of both interacting agents. It must be empha-
sized that the remote-control station’s HMI also constitutes
an essential role in the linkage but to a lower extent than the
aforementioned functions.

At the abstractlevel, the following applies. The environ-
ment (e.g., infrastructure, weather) may have a strong influ-
ence, in particular, affecting the AV’s driving performance
and the stability of the remote connection. This underlines
the importance of the ODD. Additionally, the teleoperation
service provider can have a strong impact by providing
proper training for the RO, selecting appropriate ROs, and
organizing the working conditions (i.e., RO-AV ratio, e.g., 1:1,
1:N, or M:N). Moreover, the functional goals of safety, time
efficiency, and efficient traffic flow have a higher interac-
tion effect on the performance of the teleoperation service
than passenger satisfaction. Also, these partly contradicting
goals influence each other, where an appropriate trade-off
must be identified. Interestingly, the three main interact-
ing goals all have the same four upstream functions: the
AV’s performance of the DDT and execution of a potential
MRWM, the RO’s operation in case of incidents or anticipative
interventions, and the behavior of other road users. This
shows that, in addition to the supposed main actors, AV and
RO, the integration into the overall traffic in interaction with
other road users is essential. In particular, communication

and interaction during teleoperation is vital to ensure safe
and efficient overall traffic. That is why the interactions
between different HMIs in automated driving (cf. [64]) must
be synchronized with the teleoperation control station’s
HMIs.

3.2.2.2 Computational - emergent system behavior
modeling
3.2.2.2.1 Modelstructure and functioning.  Figure5
shows the simplified computational FRAM model for a 1:1
supervision ratio. It consists of seven foreground functions
and four background functions representing the essential
functions of three agents: AV, RO, and other road users.

In the following, the basic reasoning is explained.
The detailed dependent and independent variables repre-
senting the performance variability and aggregation were
already described previously in Section 3.2.1.

The AV (blue functions) is divided into driving and the
possibility of reaching a system limit/failure. The output of
the driving function is mileage per time and the outputs of
the system limit/failure function are no takeover required
or takeover required by a proactive intervention, RA, or
RD. A system limit/failure can only occur while driving.
Until the AV reaches its destination after 20 km, the ride is
ended.

The other road users (pink function) represent the traf-
fic and are influenced by the AVs performance in terms of
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Figure 5: The computational FRAM model of teleoperated driving.

required takeovers by the RO resulting in a traffic flow. In
turn, the traffic can affect the speed of the AV.

The RO (green functions) is monitoring the AV resulting
in four possible outputs: no takeover required leading to a
continued drive of the AV or takeover required resulting in
a proactive intervention, RA, or RD. In case of a takeover, the
AV is in a standstill mode and cannot drive until the RO has
solved the issue.

All foreground functions except the system limit/failure
function affect the system performance metrics. Overall, the
model runs through the functions iteratively until the end of
the AVs ride is reached at 20 km. This results in a dynamic
system behavior over time. In principle, two different loops
can be distinguished: a drive loop (top) and a takeover loop
(bottom). Once the ride begins, the drive loop is activated
and the AV starts driving. Every minute, the vehicle has a
probability of requesting an RA, RD, or proactive takeover.
If a takeover is not required, the drive loop will return to the
drive function and add mileage to the journey. However, if
a takeover is necessary, then the takeover loop is activated.

This starts the RA, RD, or proactive takeover functions corre-
sponding to the required takeover mode. Once the takeover
is completed, the drive loop is activated, and the AV contin-
ues its ride.

The takeover probabilities and the role model do not
affect the functional structure of the model, instead, some
metadata values are changed as described in Section 3.2.1.
In terms of the supervision ratio of 1:5 and 1:10, the com-
putational FRAM model changes in such a way that the
drive loop including the functions of the AV and other road
users is duplicated according to the numbers of supervised
AVs. All other functions remain the same. This has two
consequences: first, from the perspective of the RO the
accumulated takeover probability for all AVs increases, and,
second, as the RO can only manage one takeover request,
multiple simultaneous takeover requests result in queuing
and therefore lead to standstill times of the AVs. The fol-
lowing simple and fixed prioritization strategy is applied
based on the consecutive numbering of the AVs from one
to ten: the lower numbers are preferred to the higher
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Operator Workload Operator Workload Dispatcher Workload
Ratio  |Scenario | 20 min | 40 min | 60 min Ratio  |Scenario | 20 min | 40 min 60 min | | 20 min | 40 min | 60 min
1:1 Low 21.6 1.8 0.4 1:1 Low 24 2 0 19.6 3 0
1:1 Base 30.2 3.6 0.6 1:1 Base 9.6 0 3.2 23.4 2.6 2
1:1 High 38.4 26 6.8 1:1 High 1.4 5 6.2 20.8 8.4 5.8
1:5 Low 52 53.4 59 1:5 Low 1552 11.6 9.6 33.6 | 254 19.8
1:5 Base 67.2 84 90.8 1:5 Base 55.2 | 52.8 | 58.8 53.4 | 522 58
1:5 High 75.4 | 90.6 98 1:5 High 59.6 68 79.2 56.4 | 62.8 | 69.8
1:10 Low 624 | 74.4 | 836 1:10 Low 50 52.2 50 51.8 | 534 53
1:10 Base 83.8 | 94.8 | 99.2 1:10 Base 69.8 | 90.8 | 92.4 59.4 | 714 | 7438
1:10 High - - - 1:10 High - - - - - -

Figure 6: Results of remote operator and dispatcher workload levels in percent for each instantiation.

numbers. More differentiated strategies are discussed in
Section 4.

3.2.2.2.2 Analysisresults.  Theresults highlight RO’s
and DP’s workload level changes based on the different
instantiations to identify feasible instantiations. In addition,
the system performance metrics are compared between
feasible instantiations. Two out of the 18 possible instanti-
ations were excluded beforehand. This was due to the 1:10
supervision ratio and the ‘High’ takeover probability, which
would resultin a guaranteed takeover every minute, leaving
no opportunity for the operator to rest. The remaining 16
instantiations were analyzed to determine the RO’s and DP’s
workload levels in percent over 60 min (see Figure 6). The
results are based on an average of the 1,000 iterations for
each instantiation using the Monte Carlo simulation. Work-
load levels above 70 % and below 30 %, leading to decreased
performance due to boredom or overload, are highlighted in
red. While levels between 30 % and 70 %, leading to optimal
performance, are highlighted in green. This allows for better
visualization of feasible instantiations where the workload
constantly varies within the optimal workload range over
60 min.

It can be seen that in most instantiations a workload
level in the red zone is reached before 20 min or before
40 min at the latest, from which the operator does not
recover. Also, all 1:1 supervision instantiations result in
boredom. Finally, only three instantiations result in a man-
ageable workload level over 60 min, given the parameters
and assumptions used in the model:

1:5 | Low | No split of roles (RO)
1:5 | Base | Split of roles (RO & DP)
1:10 | Low | Split of roles (RO & DP)

Figure 7 illustrates the potential variance of workload levels
for the three feasible instantiations by visualizing the dis-
persion of all iterations for each instantiation. It is shown
that variance increases over time and that minima and
maxima of workload levels may fall outside the manageable
range.

Figure 8 presents the workload levels continuously
over time for the three feasible instantiations (labeled
1-3) and two non-feasible instantiations (labeled 4 and
5) depicting low and high workloads. For each instantia-
tion, one sample dataset was selected from the 1,000 iter-
ations. It shows a well-balanced increase in workload due
to takeovers and a decline in workload when no vehicle
requests an issue. As a result, RO and DP workload lev-
els range between 30 % and 70 %. However, the graphs
labeled 4 and 5 display demonstrate how the operators
quickly become hored when no takeovers occur or over-
loaded when there is insufficient time between takeovers to
recover.

In addition to the workload analysis, the system per-
formance metrics are compared between the three feasible
instantiations and the instantiations leading to boredom
(see Figure 9). These are included because the workload
could be increased artificially by non-driving related tasks
to shift the workload into the manageable zone. The four
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Figure 7: Variance of the workload for the three feasible instantiations over 1,000 runs.
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No split of roles (only Operator)

Safety Traffic flow Passenger statisfaction Efficiency
Arrival of last vehicle
Ratio |Scenario |20min|40min|60min| End 20min [40min |60min| End 20min [40min |60min| End End
1:5 Low 10 10 10 1 10 10 9 9 10 10 10 1 il 164 minutes

Split of roles (Operator & Dispatcher)

Safety Traffic flow Passenger statisfaction Efficiency
Arrival of last vehicle
Ratio |Scenario | 20min [40min|60min| End 20min | 40min |60min| End 20min [40min [60min| End End
1:5 Base 10 | 10 8 1 9 7 7 8 10 10 10 1 1 271 minutes
1:10 Low 10 | 10 8 1 9 8 10 8 10 10 10 1 1 282 minutes

No split of roles (only Operator)

Safety Traffic flow Passenger statisfaction Efficiency
Arrival of vehicle
Ratio  |Scenario | 20 min |40 min | 60 min 20 min | 40 min | 60 min 20min | 40min | 60min | End End
1:1 Low 6.8 1.6 1 9.6 9.8 9.6 10 10 10 8 8 70
1:1 Base 8.6 2 14 8.6 9 9.2 10 10 10 6.4 64 76
1:1 High 8.8 6.2 3 7.4 7.4 76 9.8 9 8.2 34 34 98

Split of roles (Operator & Dispatcher)

Safety Traffic flow Passenger statisfaction Efficiency
Arrival of vehicle
Ratio |Scenario | 20 min [ 40 min | 60 min 20 min | 40 min | 60 min 20min | 40min | 60min | End End
1:1 Low 14 1 1 9.4 9.2 9.2 10 10 10 7.2 7.2 72
1:1 Base 3 1 1 8.8 8.8 84 10 9.8 9.2 5 5 80
1:1 High 14 14 1.8 9 8.2 74 10 9.8 8.8 16 16 115

Figure 9: Results of the system performance metrics for 1:1 instantiations and for the three feasible instantiations.

system performance metrics are evaluated over 60 min and
at the time when the last AV arrives at the destination. Also,
the concrete arrival time is given. The color scale for the
metrics is as follows: green (10-7), yellow (7-4), and red
(4-1) depicting optimal, acceptable, and critical values.

For the feasible instantiations, it can be observed that
during the first 60 min of the ride, all metrics are optimal.
However, when examining the metrics after the last AV has

reached its destination, it is evident that all metrics, except
for traffic flow, are critical. This can be attributed to a high
number of takeovers and high standstill times of AVs due
to queuing. Instead, the instantiations with a 1:1 supervi-
sion ratio demonstrate better values in the long-term in
terms of the system performance metrics. The safety metric
still drops into a red scale for every instantiation due to
the low workload levels of the operator. But this could be
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prevented by artificially increasing operator workload lev-
els. It is essential to analyze the remaining metrics to eval-
uate whether the combination of variables would be feasi-
ble. Traffic flow, passenger satisfaction, and efficiency are
optimal over 60 min, and also in the long-term for the ‘Low’
takeover scenario. However, the medium and high takeover
scenarios still lead to a drop in performance.

4 Discussion

4.1 Summary of research findings
and derivation of implications

The human reliability perspective shows that for a sequen-
tial teleoperated human-machine system (i.e., only reactive
takeovers and no preventive interventions by a RO) target-
ing a high MTBF of the overall system, extraordinarily high
reliability of the technical system is still crucial even if a
human operator is in the loop. This requires an appropriate
definition of the ODD and knowledge of its variability as
well as fleet size. However, to reduce occurring downtimes
by preventive interventions of a RO, a parallel teleoper-
ated human-machine system must be considered. Such a
system design requires permanent monitoring by the RO
which affects the operator workload, supervision ratio, and
role model. The sequential or parallel teleoperated human-
machine system should mainly be used for a small or large
ODD and high or low AV reliability, respectively.

The socio-technical perspective shows the following
complex insights. At the operational level, it becomes evi-
dent that the performance of the AV in terms of takeover
probability is the most crucial factor in reaching the des-
tination by striving for incidents (i.e., system limits and
errors or emergencies) as low as possible. This underlines
the appropriate definition of the ODD and knowledge of its
variability. In general, every incident represents a hazard to
destabilize the system. Therefore, the DP and RO should per-
form a proactive role in addition to the reactive role. Here,
the RO becomes a crucial role by remotely monitoring the
AV’s driving performance to anticipate potential incidents.
This fact emphasizes the need for a role split into tasks for
the RO and DP at least with regard to higher supervision
ratios to prevent high workloads. This is in line with a study
by Kalamkar et al. [65] showing a 27 % increase in task
miss rates when combining monitoring and control tasks
into one role. However, the role split requires good coordi-
nation and communication between the DP and RO. Also,
the transition between different remote operation modes
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bust be seamlessly designed. In general, the RO’s operation
performance (RA, RD, RM, emergency handling, or mainte-
nance assistance) is a decisive factor in minimizing stand-
still times. Moreover, the remote connection represents the
linkage between the interplay of the AV and the RO which
can result in cascading effects in case of transmission qual-
ity issues such as latencies. It must be emphasized that the
remote-control station’s HMI also constitutes an essential
role in the linkage but to a lower extent than the afore-
mentioned functions. In addition to the primary agents, AV
and RO, integration into overall traffic and interaction with
other road users is crucial. Particularly, communication and
interaction during teleoperation are essential for ensuring
safe and efficient traffic flow. Therefore, it is vital to synchro-
nize the interactions between different HMIs in automated
driving (cf. [64]) with the teleoperation control station’s
HMIs. The authors propose to access and use existing
communication channels between the AV and passengers
or other road users by the teleoperation control station’s
HMIs.

At the abstract level, the teleoperation service provider
plays a pivotal role by selecting appropriate ROs, providing
proper training for the RO, defining tasks and roles of the
RO, and organizing the working conditions.

In terms of the dynamic influence of the intricate
interplay of takeover probability, supervision ratio, and
role model on operator workload and traffic performance,
the following applies. Instantiations with 1:1 supervision
lead to boredom regardless of the investigated number
of takeovers which is even exaggerated by role splitting.
This finding is consistent with the results of a simulator
study conducted by Andersson et al. [63] where participants
described the work in a 1:1 supervision situation as bor-
ing. However, the resulting underload can be prevented by
inducing non-driving related tasks to increase and shift the
workload artificially into the manageable workload zone.
Instantiations with a 1:5 supervision are only feasible in the
low takeover scenario when the roles are not split or in the
base takeover scenario if roles are split. The 1:10 supervi-
sion instantiation is only manageable in the low takeover
scenario when the roles are split. This shows that a low
takeover probability with a maximum of three takeover
requests per hour must generally be aimed for and that a
division of roles into RO and DP is necessary with higher
supervision ratios to avoid a high workload and adverse
overall traffic performance. The three feasible instantia-
tions in terms of workload result in a good traffic flow but
perform worse in the longterm due to a high number of
simultaneous takeovers, long queuing and standstill times,
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and high delayed arrival times resulting in reduced traffic
safety, and low efficiency and passenger satisfaction. Thus,
it is essential to consider parallel requests and develop
optimized prioritization strategies for handling them with
the available resources. The prioritization can follow fixed
or variable rules. The variable rules could be based, for
example, on the period of delay, urgency, waiting time, and
task complexity and duration. Moreover, for example in
larger fleets, it might make sense to introduce a flexible “on
standby” role for a RO who can help out as needed during
load peaks to reduce queuing times. In addition, it would
also be conceivable that a RO is not permanently allocated
to the same ten vehicles but is variable for ten different
vehicles. Also, it is important to note that the majority of
requests must be resolved with RA, as these can be carried
out much more quickly and sometimes in parallel compared
to RD, which further reduces overall standstill times (cf.
[66]). Even, possible proactive interventions by monitoring
must be considered in dependence of the context to prevent
standstill times. Therefore, RD should only be used rarely,
for example, in edge cases or emergencies. However, RA and
RM have not received as much attention in the research
field [7, 67]. Also, these modes require well-qualified and
highly trained personnel. Instead, the instantiations with a
1:1 supervision ratio demonstrate better values in the long-
term in terms of the system performance metrics. Traffic
flow, passenger satisfaction, and efficiency are optimal over
60 min, and also in the long-term for the low takeover sce-
nario. However, the medium and high takeover scenarios
still lead to a drop in performance. To conclude, there is
a discrepancy between the 1:1 and 1:N supervision ratios
in terms of economy and system performance metrics.
Both constellations are manageable in terms of workload
depending on the takeover probability and role model. How-
ever, the 1:1 instantiations lead to good system performance
but low economic benefit, whereas the 1:N instantiations
lead to bad system performance but high economic benefit.
Thus, an appropriate trade-off has to be found in relation to
the context with possible adaptive and temporary switches
between supervision ratios in the form of “rebalancing”. For
instance, a 1:1 supervision ratio should be used temporarily
or preferred in edge cases and emergencies. Instead, a 1:10
supervision ratio should be used in a permanent manner
necessitating frequent use of RA, optimized queuing and
highly trained operators familiarised with the ODD. Thus,
in the future, requirements in terms of prioritization strate-
gies, an “on standby” RO role, and tasks and modes must be
developed.
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4.2 Socio-technical interactions in
teleoperated driving between blunt- and
sharp-end factors from a safety and
reliability perspective

Based on the findings and derived implications, the major
socio-technical interactions of the main blunt- and sharp-
end factors shaping the operational performance to achieve
the societal goals in everyday teleoperated driving are cap-
tured from a safety and reliability perspective in order to
demonstrate the intricate leverage of the work organization
(see Figure 10). In general, the sharp end represent practi-
tioners directly interacting within the actual operation pro-
cess, whereas the blunt end of the system is the source of
the resources and constraints forming the environment in
which practitioners work.

These interactions illustrate a shuttle transporting pas-
sengers from A to B for an everyday use case excluding edge
cases such as emergencies which is why passengers, blue
light organizations, and maintenance are not considered
agents. Also, the AV’s driving performance is assumed to
be error-free but not fail-safe and thus is not considered
because the focus is on the leverage point from the per-
spective of remote operation. Therefore, only the part of the
AV’s performance leading to the necessary involvement of
a RO is relevant. Overall, the interactions do not claim to be
exhaustive but represent the main interactions and leverage
points examined in this work.

During operation, the performance is mostly composed
of the interplay of the AV, RO, and other road users. The
sharp-end leverage factors are as follows:

—  V: number of takeovers, speed, queuing and standstill
time.

— RO: monitoring quality, and takeover quality and time
based on human factors such as the workload.

— Other road users: traffic flow.

The operational performance can be separated into two
phases in terms of the tasks and the state of the AV:
autonomous ride and remote operation. The remote oper-
ation is only active when the autonomous ride is paused
due to an issue or takeover request. Both phases shape the
arrival quality and time of the AV which in turn influence
the overall traffic performance including the society goals of
safety, efficiency, passenger satisfaction, ecology, and econ-
omy. During the autonomous ride, the number of takeovers
by AV, the monitoring quality of RO, and the traffic flow by
other road users contribute to the arrival quality, instead,
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Figure 10: Socio-technical interaction of the main blunt- and sharp-end factors shaping the operational performance to achieve the societal goals in

everyday teleoperated driving from a safety and reliability perspective.

the speed of AV and the traffic flow affects the arrival time.
During remote operation, the takeover quality of the RO
and the traffic flow shape the arrival quality, instead, the
queuing and standstill time of the AV, the takeover time of
the RO, and the traffic flow impact the arrival time.

In the following, the interactions between the sharp-
end factors are explained. It should be noted that the

causal relationships represent positive or negative rela-
tions. Therefore, a positive causal link can be said to lead
to a change in the same direction and an opposite link can
be said to lead to a change in the opposite direction, i.e. if
the causal variable increases, the effect variable decreases
and vice versa. The number of takeovers is decisive for
operational performance and is the biggest setting lever. It
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increases the queuing and standstill times of the AV, and the
workload of RO and decreases the traffic flow. The queuing
time increases the standstill time, which in turn, decreases
the traffic flow. The workload of RO in the form of under- or
overload decreases the monitoring and takeover quality as
well as increases the takeover time. The monitoring quality
and takeover time decrease or increase the standstill time,
respectively. The takeover quality increases the traffic flow.
The traffic flow increases the speed of AV.

The sharp-end factors are influenced by resources and
constraints controlled by blunt-end factors including reg-
ulators, administrators, policy makers, technology suppli-
ers, and the environment. The blunt-end leverage factors
are:

— Autonomous vehicle operation and functional safety
— Work organisation

— Type of task and mode

—  Operator qualification and training

- Communication technology

— Control station

— Dynamic environment

— Static infrastructure

The blunt-end factors indirectly affect society’s goals
through their direct influence on the sharp-end factors but
also influence the economy directly in terms of financial
costs. It should be noted that in this work, only the main and
investigated interactions between the blunt- and sharp-end
factors are considered and explained. In general, the static
and dynamic environment affects all agents at the opera-
tional performance. The control station and communication
technology, provided by technology suppliers, impact the
workload and performance of the RO. Also, the operator’s
qualification and skills contribute to this. However, the
autonomous vehicle operation and functional safety, work
organization, and type of task and control mode represent
the highest leverage on the blunt-end side forming the basic
work structure, and thus, are explained in more detail in
the following. The vehicle operation and functional safety
include the ODD, AV reliability, and fleet size determining
the number of takeovers. The work organization consists of
the supervision ratio, role model, and prioritization strate-
gies. The role model comprises different roles like RO and DP
or flexible allocations in terms of an “on standby” role. The
type of task and control mode includes a permanent task
like RM and reactive or proactive temporary tasks like RA
and RD. The number of takeovers stand and fall with vehi-
cle operation and functional safety. The reason is that the
choice of ODD, which is also strongly related to the static and
dynamic environment, influences AV reliability: the larger
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the ODD, the lower the reliability. The AV reliability and AV
fleet size determine the number of takeovers: the smaller
the reliability and larger the fleet size, the higher the num-
ber of takeovers. Moreover, the AV reliability and fleet size
affect the work organization in terms of the choice of the
supervision ratio and role model: the higher the number of
takeovers, the higher the supervision ratio which requires
role splitting. The supervision ratio, role model, and task
and control mode characteristics affect the workload of RO.
Furthermore, these factors influence the queuing and stand-
still time. In particular, the supervision ratio increases, and
the role model decreases the workload creating a balanced
loop.

4.3 Limitations

Some methodological limitations are discussed in the fol-
lowing. First, the FRAM model and its parameters are based
on assumptions made by the experts in the interviews and
findings in the literature. Thus, they do not reflect empirical
real-world or simulator data concerning takeover probabil-
ities and RO’s performance in terms of quality and time.
Furthermore, the sample size of the interviews is rather
low which may lead to uncertainties and variances in the
context of the parameterization of the FRAM model. Also,
the FRAM model must be viewed as Work-as-Imagine rather
than Work-as-Done as the RO’s behaviour could not directly
be observed. This must be improved in the future to iden-
tify adaptations in behavior related to the context. Second,
the quantitative results are only valid for the presented
everyday scenario excluding edge cases under the simpli-
fied assumptions described in Section 3.2.

5 Conclusions

This work contributes to the essential adoption of a socio-
technical system perspective as claimed by Aramrattana
et al. [66] and Gasser et al. [20], wherein each human-
automation sub-system in teleoperated driving is consid-
ered in conjunction rather than in isolation. In conclusion, it
can be said that the three blunt-end factors of autonomous
vehicle operation and functional safety, work organization,
and type of task and control mode set the foundations of
the work structure in which the AV, RO, and other road
users operate at the sharp-end. The contributing parame-
ters are the ODD, fleet size, supervision ratio, role model,
prioritization strategies, monitoring, and different takeover
modes as well as proactive interventions. The remaining
factors such as operator qualification and training, HMI
design of the control station, and transmission quality of the
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communication technology play a minor role in the sense
of fine-tuning. However, past research primarily focused on
technical feasibility or fine-tuning human factors such as
HMI issues in the control station and effects of latencies
rather than the intricate interdependencies between the
vehicle operation reliability, work organization, and task
types and control modes which are the crucial leverage in
system design. Overall, concerning the work organization,
a 1:10 supervision ratio is manageable from the perspective
of workload in the context of low takeover probability and
divided roles into RO and DP. However, shortcomings in
queuing time leading to adverse system performance exist
necessitating adaptive and temporary switches between
supervision ratios in the form of “rebalancing” or further
countermeasures.

Thus, future research is needed to extend the FRAM
model by developing, for example, differentiated prioriti-
zation strategies and flexible “on standby” roles for a RO
supporting atload peaks to minimize queuing. Further, edge
cases, communication between the AV or RO and passengers
or other road users, and the effects of transmission latencies
should be explored. Also, tailored requirements for qualifi-
cation and training must be researched. Moreover, from a
methodological perspective, it is worthwhile to compare the
workload impacts modeled by FRAM with those of the Sim-
ulator of Humans and Automation in Dispatch Operations
developed by Duke University [68].

Finally, some key messages are formulated distinguish-
ing between general, vehicle operation domain, work orga-
nization, and task type and control mode:

General:

— Foundational Factors: The three blunt-end factors —
autonomous vehicle operation and functional safety,
work organization, and task type and control mode —
form the basic work structure for autonomous vehicles,
remote operators, and other road users at the sharp-
end. The interplay of these factors is crucial for system
design but is underexplored in current research.

Vehicle Operation Domain:

— Teleoperated Human-Machine System: A sequential
or parallel teleoperated system should be considered,
with the choice depending on the operational design
domain and AV reliability.

— Takeover Probability: Aim for low takeover probabil-
ities, with a maximum of three takeover requests per
hour.

Work organization:
— 1:1 Supervision: Leads to underload, which can be mit-
igated by introducing non-driving related tasks.
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- M:N Supervision: Manageable workload at low
takeover probabilities with a necessary role split. Can
cause queuing issues, necessitating adaptive switches
between supervision ratios, prioritization strategies,
and flexible standby roles to support load peaks.

Task type and control mode:

- Proactive Role of RO: Consider a proactive role with
permanent monitoring in addition to the reactive role
of temporary takeovers, allowing for proactive inter-
ventions based on context to minimize standstill times.

— Control Mode Preference: Remote assistance should
be preferred as the main control mode for takeover
requests over remote driving to reduce queuing and
standstill times and provide resilience at adverse trans-
mission qualities.
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Appendix

An interview guide
Intro

1. Can you explain the process of teleoperated driving of
an automated shuttle in inner-city traffic (or a use case
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of your expertise) from your point of view/experience?
In your opinion, what are the prerequisites for this?

A: Scenarios in road traffic and their
frequency

1. Inyour opinion, which scenarios occur particularly fre-
quently that require the intervention of a teleoperator
in inner-city road traffic?

2. System limit or system error of the vehicle, what do
you think will be the more frequent reason for the
teleoperator to take over?

3. In your opinion, how often on average will the teleop-
erator intervene when operating in urban traffic?

4. How do you estimate the frequency of the following
two scenarios? How would you rate these scenarios in
terms of intervention by the teleoperator?

i. Unusual object is misclassified (plastic bag, cyclistis
recognized as a motorcycle, police officer controls
traffic) and stops the journey

ii. Deadlock scenario: Due to incorrect or missing
communication, the traffic flow or the movement
of the ego vehicle comes to a standstill (intersection
or threading situations)

B: Tasks and functions in teleoperation
scenarios in road traffic

1. In your opinion, what tasks does the teleoperator
perform when taking over the vehicle in urban
traffic?

2. Inyour opinion, what tasks does the teleoperator have
in the following scenarios? Are there any time restric-
tions or requirements for the teleoperator?

i.  Unusual object: Teleoperator solves by remote
assistance (indirect control)

ii. Deadlock scenario: Teleoperator triggers by
remote driving (direct control)

3. In addition to remote assistance and remote driving,
the term remote monitoring is also frequently men-
tioned in teleoperation. How do you rate the relevance
of proactive monitoring in teleoperation applications in
road traffic?

4. How do you see the importance of the division of
tasks in terms of different roles, e.g., operator and dis-
patcher? Which tasks would then differ?

C: Performance/exercise of functions by the
teleoperator

1L

How do you assess the influence of time pressure on the
performance of the teleoperator?

2. How do you assess the variability of the performance of
teleoperators? What could be possible reasons for this,
and are there any “trade-offs”?

3. Inyour opinion, which agents are important players in
teleoperation in road traffic in addition to the teleoper-
ators? What are their functions and dependencies?

4. Whatdo you think are the biggest obstacles and is there
an optimal way to overcome them?

Miscellaneous

1. Doyou have any comments, important aspects, or ques-
tions to add?
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