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Abstract: This article describes the use of digital twins
for smart cities, i. e., the Urban Digital Twin (UDTw) con-
cept. It shows how UDTws can be realized using the open
source components from the FIWARE ecosystem that are
already used in more than 200 cities worldwide. The used
NGSI-LD standard is supported by the European Connect-
ing Europe Facility, the Open and Agile Smart City commu-
nity, the Indian Urban Data Exchange platform, and the
Japanese Smart City Reference Model. Unlike digital twins
in other domains, e. g., manufacturing, where digital twins
are co-developed with their physical counterparts, UDTws
often evolve driven by different stakeholders, on differ-
ent time scales, as well as by utilizing many different
data sources from the city. This article builds on a well-
established lifecycle model for Digital Twins and combines
this with a conceptual model for digital twins consisting of
data, reactive, predictive and forecasting (“what if”) digi-
tal twin functionalities. The article also describes how Al-
based technologies can be used to extract knowledge to
build the UDTws from the IoT-based infrastructure of a
smart city.

Keywords: Digital Twin, Internet of Things, data sharing,
Smart City

Zusammenfassung: Dieser Artikel beschreibt die Verwen-
dung von digitalen Zwillingen fiir Smart Cities, d.h. das
Konzept des stdadtischen digitalen Zwillings (Urban Digital
Twin). Es zeigt, wie stidtische digitale Zwillinge mit den
Open Source Softwarekomponenten aus dem FIWARE-
Okosystem realisiert werden konnen, die bereits in mehr
als 200 Stadten weltweit im Einsatz sind. Der benutzte
NGSI-LD-Standard wird von der Connecting Europe Faci-
lity, der Open Agile Smart City Community, der Indian Ur-
ban Data Exchange Plattform und dem Japanischen Smart
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City-Referenzmodell unterstiitzt. Im Gegensatz zu digita-
len Zwillingen in anderen Domdnen, z. B. in der Ferti-
gung, wo digitale Zwillinge gemeinsam mit ihren physi-
schen Gegenstiicken entwickelt werden, werden stadti-
sche digitale Zwillinge von unterschiedlichen Akteuren zu
unterschiedlichen Zeiten sowie auf Basis vieler verschie-
dener Datenquellen aus der Stadt entwickelt. Dieser Arti-
kel baut auf einem bewédhrten Lebenszyklusmodell fiir di-
gitale Zwillinge auf und verbindet dies mit einem konzep-
tionellen Modell fiir digitale Zwillinge. Dieses besteht aus
Daten-, reagierenden, voraussagenden und prognostizie-
renden (,was wire wenn*) Funktionalititen. Der Artikel
beschreibt auch, wie KI-basierte Technologien verwendet
werden konnen, um Wissen zu extrahieren, und damit aus
der IoT-basierten Infrastruktur der Smart City stadtische
digitale Zwillinge zu bauen.

Schlagworter: Digitaler Zwilling, Internet der Dinge, Da-
tenaustausch, Smart City

1 Introduction

Digital twins are an essential concept that has already
been developed in the manufacturing industry [1, 2, 3, 4],
and is now getting more attention in other applications ar-
eas as well [5]. In this paper, we explore the application of
the digital twin concept in cities, i. e., creating Urban Dig-
ital Twins (UDTws).

As in many other areas, the digital transformation of
smart cities needs to break down the barriers of discon-
nected information silos. One reason for the lack of shar-
ing is the low-level representation and tight coupling of ap-
plications and system components making any reuse dif-
ficult. To break these silos and enable sharing knowledge
and gaining relevant insights, suitable concepts, represen-
tations, and interfaces are needed. This is especially true
for cities with their scale, heterogeneous structures, and a
multitude of stakeholders involved. The Internet-of-Things
(IoT) and the related Cyber-Physical Systems (CPS) build
the technology foundation on top of which the UDTws will
be built.

3 Open Access. © 2021 Bauer et al., published by De Gruyter. [c) XN This work is licensed under the Creative Commons Attribution 4.0 International

License.
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UDTws create value for smart cities through the to-
tal representation of cities (and even their citizens) in
cyberspace — from city planning to end-of-life (Digital
Twin Lifecycle). UDTws can have different purposes rang-
ing from purely representing the real-world assets in cy-
berspace to providing various services, e. g., through reac-
tive optimization, prediction, and simulation.

In the operational phase, the UDTw enables monitor-
ing the city, its buildings, and the activities happening in
the city. City objects in a Smart City are utilized by many
different processes, e. g., energy management, cleaning,
maintenance, operation. Many stakeholders are involved,
thus making UDTws shared resources through which a dy-
namic set of stakeholders can interact, share data, and col-
laborate. UDTws become the centerpiece of understanding
and managing the city as a system-of-system.

The contributions of this paper are (a) use cases for
smart cities creating value through using UDTws, (b) con-
ceptualizing the DTw lifecycle, as well as the DTw us-
age spectrum, (3) concrete realizations of the UDTw con-
cept utilizing the NGSI-LD standard and components from
the FIWARE [6] open source ecosystem, and (4) Al tech-
nologies supporting the creation and maintenance of the
various digital twin models. Finally, we point to open
research and technology questions in connection with
UDTws.

2 Use cases

UDTws can be applied to a wide range of use cases in ur-
ban areas: from mobility to energy, resilience and improv-
ing the life of citizens. For example, in the energy domain,
digital twins can be used to model the interplay of energy
production, energy storage and energy usage [7]. In gen-
eral, the UDTw can be applied to improve the resilience
of the different critical infrastructures in cities like energy,
water, communication and traffic, as they are investigated
in projects like emergenCITY [8] or Future Resilient Sys-
tems [9].

In the following, we discuss two example use cases
of urban digital twins in the mobility area: (1) creation
of UDTws from heterogeneous data sources (the City Data
Lake) and (2) using UDTws for supporting autonomous
driving.

Creating Urban Digital Twins from heterogeneous data
sources

The Connecting Europe Facility (CEF) funded project
ODALA develops and deploys a unified ‘Hybrid Data Lake’
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for cities. This data lake will facilitate the development
of advanced AI applications and the digital twin tran-
sition of cities at large, demonstrated with use cases
from the mobility and environmental sensing domain.
ODALA follows the principles established in SynchroniC-
ity, a large-scale European pilot that implemented 35 city
services in 27 smart cities in Europe and South Korea [10].
In particular, ODALA contributes to the management of
heterogeneous data lakes and the Al-based creation of
UDTws.

Figure 1 depicts how data from heterogeneous, silo-ed
data sources is ingested and enriched to connected digital
twins in the ODALA data lake. Data acquired by sensors
are used to represent a digital twin and to infer current in-
sights, e. g., air quality status for the “city district twin” or
occupancy for the “bus twin”. These insights are used for
predicting situations based on historical records. Further,
a “city district twin” infers traffic status using cameras, in-
teracting with the “bus twin”(s) and vehicle positions and
speed. Inreturn, the “bus twin” can estimate the time of ar-
rival. The historical data can then be used to predict traffic.
The “cyclist twin” might use the insights of the other twins
to simulate the best route for the best cycling experience.
For example, the application might simulate the usage of a
bus for the longest segments of the journey. In some cities,
public transportation regulations might not allow bikes to
be carried on a bus when a bus is crowded. Thus, the esti-
mation of occupancy of the “bus twin” helps to create an
optimal route for the users or suggest to the user to start the
travel some minutes later. Urban planning might use all
these UDTws and their interaction to support human deci-
sions on planning an urban environment more friendly to
cyclists and the environment.

Finally, UDTws altogether are a live snapshot of an ur-
ban environment with always up-to-date information and
historical records of past events. This information might
be of vital importance when faced with disaster. For exam-
ple, the real-time estimation of traffic and the continuous
tracking of the bus fleet might be crucial to identify the ar-
eas more threatened by ongoing flash floods to quickly de-
ploy a rescue crew. Also, bus crowd estimation might be
used for epidemic simulations [11].

Urban digital twins in autonomous driving

Figure 2 shows the concept of digital twins in an au-
tonomous driving scenario. The physical car is driving in
the real environment. It has a limited view of this environ-
ment, which is based on information from its own sensors.
This physical car has a digital twin. The digital twin is up-
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Figure 1: ODALA Use Case. Data from heterogeneous sources is enriched to UDTws.
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Figure 2: Digital twins in autonomous driving.

dated with the current sensor information from the real
car, but also has access to historical information and mod-
els of relevant aspects of the car, e. g., a 3D model. Further-
more, the digital twin can interact with other digital twins
— the digital twins of other cars, but also digital twins rep-
resenting the environment, e. g., a quarter of the city or an
intersection with all the roads connected to it. The sum of
all this information would be too large to transfer to the
car in real time and in the car there might not be enough
processing capacity.

While the digital twin of the car can be tightly cou-
pled and developed together with the physical car (DTw
lifecycle or DTw continuity), the digital twins of the envi-
ronment are more independent constructs, which need to
be fed from multiple, independent sources, not necessar-

Interaction with
other twins

@

Digital Twin

Enable
Interaction with
other Twins

Real World

3D Model

ily deployed in connection with the creation of the digital
twin.

Through the interaction with other digital twins, the
digital twin of the car has access to a wealth of informa-
tion, which is not limited to only the sensors of the car. This
information can be used to better understand the current
situation, predict future situations and, on this basis, rec-
ommend the best possible actions [12]. For example, as the
digital twin knows what is happening around the bend, it
can choose the optimal path or recommend slowing down
early, if the traffic ahead has come to a stop.

Challenges
For the above use cases we identify several challenges. (C1
— Federation): UDTws are distributed across a federation
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of systems and handled by different organizations. Appli-
cations and UDTws need to seamlessly work regardless
of the complexity and fragmentation of the systems. (C2
— Heterogeneity): data are highly heterogeneous in terms
of formats and models — formats ranging from raw sen-
sors reading to a 3D model or camera images. Further, the
data models are coming from many independently engi-
neered devices, each providing data with a different data
schema. (C3 - Dynamics) Dynamic characteristics of the
UDTws realm: The set of digital twins changes continu-
ously, such as vehicles entering and exiting the city. Ap-
plications and services should be automatically orches-
trated to serve and interact with new UDTws. (C4 — Pro-
gramming Complexity): Service developers need to dis-
cover the available UDTws and available data to establish
data flows to/from the service. (C5 — Regulations) Privacy
and Data Usage Control: regulations (such as GDPR) for
personal data management and data licenses need to be
respected.

3 Digital Twin concept

In the previous chapters, we have already established the
Digital Twin lifecycle: In the product planning phase, the
DTw Prototype represents the product and can be used,
e.g., for prediction and simulation of the real product.
When a product is leaving the assembly line, the DTw pro-
totype is transformed into a DTw instance, partially con-
taining the product planning data (like the 3D model), par-
tially storing the real-time data coming from the real asset.
Advanced DTw Instances make use of the DTw world by in-
teracting with other DTws. At the end of life, the DTw will
be archived and re-used for improving the product.
Figure 3 shows the different digital twin functionali-
ties. At the core is the data twin functionality and - from
becoming a DTw instance — the interaction between the
physical twin and the data twin functionality. A predic-
tive twin functionality! can be used for planning purposes,
i. e., the predictive twin functionality can be created from
the DTw prototype. Such a predictive twin functionality
can be used for simulations and the desired properties can
be optimized, so the physical twin will perfectly fulfil the
requirements and fit into its environment. For example,
the predictive twin functionality can be used when plan-
ning a smart factory or when planning a new city quarter.

1 https://www.youtube.com/watch?v=TwOWAISeS68,
Matthews (accessed 20/09/2021).
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During the construction process, the predictive twin func-
tionality can be used for monitoring the progress against
plan and detect any discrepancies, so they can be immedi-
ately addressed.

The physical twin (a real-world entity like a car) has
sensors of its own, capturing important aspects of its state,
e.g., the speed. Especially in urban scenarios, external
sensors like traffic cameras can also capture status infor-
mation. The data twin functionality stores the captured in-
formation of the physical twin for later use. A reactive twin
functionality® uses this data stream for monitoring the cur-
rent behaviour or historical analysis. This derived insights
can be fed back to the data twin functionality. In addi-
tion, the “what if” twin functionality can be initialized
using the current information from the DTw world, com-
bined with simulation model assumptions. It then simu-
lates what can happen in the future. Reactive analysis, pre-
diction, as well as “what-if” simulation can be used to de-
cide on which actuation should be executed on the physi-
cal twin [12].

4 Digital Twin modelling with
NGSI-LD

The data twin functionality handles all data, which mod-
els the physical twin. The NGSI-LD Information Model [13]
provides the basis for this. Its core concept, the entity can
be used as a basis for the data twin functionality. The
NGSI-LD Information Model provides the following infor-
mation:

2 https://www.youtube.com/watch?v=TwOWAISeS68,
Matthews (accessed 20/09/2021).

by Brian
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Figure 4: NGSI-LD Information Model Instance.

— anidentifier, represented as a URI to uniquely identify
the entity

— a known type (defined in an ontology), also repre-
sented as a URI, which allows discovering relevant
entities and defines which information is required or
may optionally be available for the entity

— properties representing relevant aspects of the entity,
e. g., sensor information or characteristics of the entity

- relationships to other entities

NGSI-LD is an Information Model [13] and API [14] spec-
ified by the ETSI Industry Specification Group on Con-
text Information Management (ETSI ISG CIM).> ETSI is
the European Telecommunications Standards Institute,
one of three bodies recognized by the European Commis-
sion as a European Standards Organization. NGSI-LD is
the latest step in the evolution of the NGSI Context In-
terfaces [15], originally standardized by the Open Mobile
Alliance (OMA)* in 2010. NGSI-LD information is repre-
sented in the JSON-LD format, where LD stands for Linked
Data.

Figure 4 shows an example with digital twins mod-
elled as entities using the NGSI-LD Information Model.
Entities of type building, car, person, intersection, power
pole and camera are shown as rectangles with rounded
corners (addressing challenge (C2 — Heterogeneity) and
partially (C1 — Federation)). The color represents the data
source to which they belong or from which they have been
extracted. These data sources have often originally been
set up as information silos for specific use cases and have
later been integrated into the cross-domain digital twin
model.

3 https://www.etsi.org/committee/cim (accessed 20/09/2021).
4 https://omaspecworks.org/ (accessed 20/09/2021).
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Entities can have properties. In Figure 4, a few exam-
ple properties are shown as ovals, e.g., the cars have a
property speed and a power pole has a property location.
The black arrows with diamond-shaped labels show rela-
tionships between entities. For example, one person owns
one of the cars and lives at a building, one car is located
at an intersection and a camera is attached to a power
pole.

The underlying model is a property graph with enti-
ties as nodes and relationships as edges. As not all kinds
of information can easily be represented in property graph
format, there can be links to other information sources (C2
— Heterogeneity). The camera has a link to its video stream,
the building has a link to its 3D model. Meta information,
e. g., the data format of the 3D model and the unit of car
speed, can be modelled as a property of properties.

Modeling digital twins with a property-graph-based
model allows sharing information among many different
stakeholders on a suitable abstraction level. Information
can easily be found and enhanced with new insights (C3 -
Dynamics).

5 Infrastructure for Digital Twins

NGSI-LD information can be stored and made available us-
ing Context Brokers implementing the NGSI-LD API [14].
Data twins can be implemented on the basis of NGSI-LD.
The NGSI-LD API enables access to information about a
specific digital twin and the search for and discovery of
relevant other digital twins (C2 — Heterogeneity) (C3 — Dy-
namics). The API allows filtering according to properties,
e. g., only cars that are moving with a certain speed; all ve-
hicles within an area specified by geographic coordinates.
The NGSI-LD API provides operations to synchronously re-
quest information (i. e., query-response) and operations
for subscribing to information resulting in asynchronous
notifications, triggered either by changes in the informa-
tion itself or the expiration of a time interval (C4 — Pro-
gramming Complexity).

The data twins are fed with information from different
information sources, in particular sensors. These sensors
can be attached directly to the respective physical twin.
They can be located in the environment or even come from
other physical twins whose sensors provide relevant in-
formation about this particular digital twin. In the other
direction, actuators can be triggered by information up-
dated, e. g., as provided by the reactive twin functional-

ity.
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Figure 5: Digital twin infrastructure (left) and respective FIWARE components (right).

Reactive twin functionalities can consist of analyzer
components, “what if” twin functionalities of simulator
components, and predictive twin functionalities of plan-
ner components. Of course, actual components can also
combine different functionalities, e. g., integrate a combi-
nation of analyzer and simulator components. Analyzer,
simulator, and planner components access information
from the data twin and feed their results back, which can
ultimately trigger actuation.

The NGSI-LD API is the current version of the core
API of the FIWARE® open source ecosystem. FIWARE has
evolved from the platform project of the European Future
Internet Public-Private-Partnership (PPP) to a community
driving curated framework of open source software com-
ponents (see FIWARE Foundation). As shown in Figure 5
(right side), FIWARE offers a number of components (avail-
able through the FIWARE Catalogue®) that can be utilized
to build the digital twin infrastructure sketched in Fig-
ure 5.

For information management, FIWARE offers three
alternative Context Broker implementations — Orion-LD,
Scorpio and Stellio — that all implement the NGSI-LD API
and cater for different deployment environment, e. g., us-
ing limited resources on the edge, scaling in the cloud,
or federating multiple systems together (see below for de-
tails). In addition, there are specialized components like
Cygnus, which connects to different databases, and Draco,
which supports the flow of information between systems.
The FIWARE Context Broker is also a building block of the
Connecting Europe Facility (CEF)’ that provides standard-

5 https://www.fiware.org/ (accessed 20/09/2021).

6 https://www.fiware.org/developers/catalogue/ (accessed 20/09/
2021).

7 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/
Context+Broker (accessed 20/09/2021).

based building blocks to facilitate delivery of digital public
services across borders.

As Information Sources and Actuators, FIWARE pro-
vides a number of different IoT Agents for connecting to
IoT devices, particularly sensors and actuators. For exam-
ple, there is support for Ultralight, LoRaWAN, LWM2M,
OPC UA, and simple JSON sources. In addition, Oliot [16]
connects to GS1 standards, OpenMTC [17] is a oneM2M
implementation and Firos [18] enables the connection to
ROS-based robots (C2 — Heterogeneity).

Finally, for information analysis, simulation and plan-
ning, there are a number of processing and visualiza-
tion components. Perseo is a complex event processing
tool (currently still based on the predecessor of NGSI-
LD), Wirecloud is a web application mashup platform,
Kurento [19] provides stream-oriented support for multi-
media applications, and FogFlow [20] is an IoT edge com-
puting framework that automatically orchestrates data
processing flows over cloud and edges (C4 — Programming
Complexity).

As mentioned before and shown in the use cases, ur-
ban digital twins are not always centralized components
that are only connected to their physical counterparts. In-
stead, different (sub-)systems have their own view of the
digital twin, e. g., storing partial information. If these sys-
tems are connected in a system-of-systems setup, the dif-
ferent views can be federated, resulting in an aggregated
digital twin view as visualized in Figure 6.

The NGSI-LD API enables such a federated architec-
ture (C1 — Federation), where individual brokers can reg-
ister the information they can provide at a federation bro-
ker. On a request, the federation broker queries the bro-
kers that can contribute information, aggregates the infor-
mation returned by the brokers and provides it to the re-
quester. In another configuration option, instead of the hi-
erarchy of Figure 6, the federation brokers might be con-
figured as peers.
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Developing UDTws as well as applications and ser-
vices that interact with UDTws are not a trivial task due to
the dynamic nature of UDTws (C3 — Dynamics) (C4 — Pro-
gramming Complexity). Typically, DTw services are imple-
mented using REST APIs (or other RPC-like mechanisms).
The FogFlow framework [21] enables a distributed pro-
gramming model and the dynamic orchestration of in-
formation processing across a cloud/edge environment,
which can be used to deploy reactive, “what if” and pre-
dictive twin functionalities.

Finally, a recent experimental implementation of
FogFlow, namely IntentKeeper [22], permits to automati-
cally handle usage control policies of data owners (e. g.,
GDPR policies) (C5 — Regulations). It orchestrates service
instances, forcing them to comply with the policies (e. g.,
anonymize data before use) without any involvement of ei-
ther the service developer or service consumer in the pro-
cess.

6 Knowledge extraction for Digital
Twins

In principle, there may be a number of different sources,
in particular sensors, available in a smart city, which can
provide relevant information for one or more UDTws. How-
ever, often the knowledge about the syntax and semantics
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Figure 7: Translation of source information to digital twin model.
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of the captured information is only encoded in the appli-
cation with which the sensor was originally deployed and
cannot easily be reused.

On the target side, the data twin functionality requires
that the NGSI-LD model is followed, i. e., all information is
represented as entities with properties and relationships.
An additional data model or ontology is needed to know
what types of entities are modeled and which properties
and relationships they can have. FIWARE, in collabora-
tion with IUDX and TM Forum, has created the Smart Data
Model?® initiative, which defines NGSI-LD compatible data
models. The goal is to develop a homogeneous set of mod-
els across different IoT domains.

To integrate heterogeneous information in a data twin
functionality, a mapping between the often implicit source
model and the NGSI-LD compliant digital twin data model
is needed. Figure 7 shows the different steps needed for
extracting knowledge, i. e., semi-automatically translating
information from the source information to the digital twin
model.

In step 0, if not explicitly given, the underlying source
model has to be extracted from the instance data, e. g., tak-
ing into account the terms and the structure of the data. In
step 1, the source model has to be matched to the data twin
model. We apply a weakly supervised machine-learning
approach called knowledge infusion [23] to combine var-
ious matching heuristics for programmatic labeling [24].
The labels are then used to train a machine learning model
that performs the final predictions needed to match source
data model to the data twin model [25]. In step 2, exam-
ple data is annotated with the candidate data twin con-
cepts identified in step 1. This provides the basis for a hu-
man expert to check and complete the concept mapping
in step 3. Based on this concept mapping and the required
syntax adaptation, the translation is configured. A fully
automated translation would be desirable but is (not yet)
realistic given the relatively low-level information repre-
sentations used by information sources.

8 https://github.com/smart-data-models (accessed 20/09/2021).

mapping and
syntax
adaptation
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7 Conclusions

The concept of digital twins has evolved and broadened
its scope to include urban digital twins as a concept for
implementing smart cities. UDTws are not necessarily co-
developed together with their physical counterparts but
may be developed independently — sometimes later, to add
smart functionality to existing city elements, and some-
times even earlier, for planning purposes. The NGSI-LD in-
formation model can be used for modeling the data of dig-
ital twins and the NGSI-LD API for discovering, accessing,
and managing digital twin data. Open source components
from the FIWARE ecosystem, based on NGSI-LD, can be
used to implement the digital twin infrastructure, includ-
ing the reactive, “what if” and predictive twin functional-
ities.

The challenge when developing UDTws as part of pre-
existing smart city deployments is to extract and integrate
information from existing low-level information sources
such as sensors into the UDTw. Al techniques such as
weakly-supervised machine learning provide a promising
basis for this task and continue being the focus of our on-
going research activities.

We believe UDTws will open up new venues for im-
provements and collaboration with the control commu-
nity, where UDTws and autonomous systems interact with
each other for recognition and future prediction of the en-
vironment and the states of dynamic systems using tech-
niques of Al and simulations. Autonomous systems in-
clude autonomous vehicles, drones, and robots in smart
cities. Computing and communication systems can also
dynamically adapt based on the UDTw concept.
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