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Abstract To strengthen operational process analysis and normalize information requirements de-
scription in systemic operations based on information systems, a new operational architecture modeling
method is proposed from the perspective of information flow analysis. An operational architecture mod-
eling framework based on information flow analysis is established by referring to American department
of defense architecture framework (DoDAF V2.0). Concepts of entities, relationships, attributes and
mapping rules are defined. Operational activity model, operational nod model and information alter-
nation model are constructed. Finally, aerial assault operation is taken as an example to demonstrate
the modeling process. Simulation results show that operational process analysis is more refined and
information requirement descriptions are more visible, normal and clear, which validate the feasibility

and validity of the method and models.
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1 Introduction

An operational system consists of many combat systems keeping to certain command and
organization relationships and functional mechanisms. As a key support of modern warfare and
an essential part of military construction and development currently, it generally possesses quite
complex architecture). Operational architecture is the modeling description of components’
structure, inherent relationship, rules and guides, which is the foundation of operational system
research and has great significance in optimizing architecture and improving combat capabilities.

At present, research achievements about architecture modeling mainly concentrate on view
analysis, model construction, structure description, requirement demonstration, data valida-
tion, etc. In the research fields above, much progress has been made. In the view analysis,

Received March 17, 2015, accepted June 5, 2015



Method and Application of Operational Architecture Modeling Based on Information Flow Analysis 41

functional mechanism and evolvement process of architecture are described from views of op-

eration, system, service and technology? 4.

In the model building, by applying architecture
modeling methods based on mission®!, metamodelld, structure analysis!”), and so on, equip-
ment systems and military information systems are modeled and simulated. In the structure
description, aiming at researching objects’ specialty, methods oriented mission capability!®: 9!
and service'%| are given to describe equipment systems and ad-hoc networks formally. In the
requirement demonstration, military requirement demonstration frameworks are designed to
analyze requirements for operations, capability, service and information during the process of

(11,12] ' Tp the data validation, consistency val-

operational activities and system development
idation methods based on describable logic!*3l, DM2(14 and so on, are put forward to solve
information inconsistent problem of multi-view products caused by architecture development.
These research achievements have improved cognitive level of architecture modeling, but don’t
pay enough attention on real operational actions and information alternation relationships.
Therefore, much research space still exists in decomposing operational process hierarchically
and describing military requirements normatively.

There are various information flows impenetrating whole operational process, which plays
an important role on constructing combat systems and distributing battlefield resources. Hence,
taking information flows as breakthrough point to research operational activities and analyze
information alternation relationships, can not only describe complex types, contents and direc-
tions of information flows exactly, but also make up the problems of lacking systematization
and hierarchy in current architecture modeling, which provide good foundations for operational
architecture optimization.

Based on the analysis above, a new operational architecture modeling method is proposed
from the perspective of information flow analysis. In Section 2, operational architecture mod-
eling framework based on information flow analysis is established by referring to American de-
partment of defense architecture framework (DoDAF V2.0). In Section 3, architecture modeling
method based on information flow analysis is put forward and three models are presented, in-
cluding operational activity model, operational node model and information alternation model.
In Section 4, general process of operational architecture modeling is demonstrated combined

with aerial assault operation. Finally, conclusions are given.

2 Operational Architecture Modeling Framework Based on Informa-
tion Flow Analysis
2.1 Analysis Viewpoints of DoDAF V2.0

DoDAF V2.0 mainly deploys around data, models and views, and emphasizes collection,
organization and maintenance of data as well as information!¥. As kinds of architecture data
selected, views describe collected data and outputting information during developing process,
which are displayed visually by control panels, texts, figures, etc. Figure 1 gives all the analysis
viewpoints of DoDAF V2.0.

The current researches on architecture modeling based on DoDAF V2.0 describe archi-
tectures visually and normatively, mainly from viewpoints of operations, system, data and

information. However, most of them analyze operational process, system and information in-
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dividually, not depicting complex information alternation relationships among real operational
processes and implementing units exactly.
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Figure 1 Analysis viewpoints of DoDAF V2.0

2.2 Views of Operational Architecture

Referring to multi-view theory of DoDAF V2.0, factors, such as operational requirement,
system design and technology support, are considered synthetically to divide some parts of
DoDAF V2.0 products into information flow view again when building operational architecture,
namely, operational architecture view based on information flow analysis. The relationships
between information flow view and original views are shown in Figure 2[5 8. Operational
architecture modeling through information flow view in different battlefield environment, lays
an emphasis on macroscopical control of the whole combat systems from viewpoints of operation,
technology and system. In addition, it also reflects specific demands of information alternation
and system functional connection noticed by different decision-makers especially.
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Figure 2 Relationships between different views

2.3 Framework of Operational Architecture Modeling

The framework of operational architecture modeling based on information flow analysis,
reflects the combat concept of information dominant and functional pattern of information flow

driving materials flow and leading energy flow in systematic operations.
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In specific modeling process, information flow is taken as main line and operational task as
starting point. Following the order of “task-activity-node-information”, entities, relationships
and attributes are defined, and mapping rules and modeling steps are normalized. Entities
are decomposed hierarchically. Actions and information alternation process are analyzed ac-
curately. Then, architecture model is built in which information alternation relationships are
sorted, information exchanging attributes are explicated and information transferring process
and alternation relationships between different activities and nodes are described clearly. Based
on the analysis above, the framework of operational architecture modeling based on information

flow analysis is given in Figure 3.
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Figure 3 Framework of operational architecture modeling

The framework above consists of two parts: Entities and architecture models. Among them,
entities are main elements of operational architecture, which provide basic support of various

models. Mapping rules offer essential modeling principles.

3 Architecture Modeling Method Based on Information Flow Analy-
sis

Method of operational architecture modeling based on information flow analysis, takes in-
formation flow as center and builds several models of operational process hierarchically by
analyzing entities, relationships and attributes according to certain mapping rules. Besides, it
also describes alternation relationships and flowing demands of different kinds of information

in combat systems normatively.
3.1 Basic Definitions
3.1.1 Entities
According to the framework of operational architecture modeling, entities mainly consist
of operational information, nodes, activities and tasks. Because modern warfare is a complex

and huge system with typical networked characteristics, complex network theory can be used
to define entities.
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Definition 1 Entities are objects dealing information which are traced by task demands.

They can be expressed as CE = {CE;|i € [1,m]}, where m is the number of entities!*?].

Definition 2 Operational information is effective reflections of different battlefield ob-
jects’ characteristics, states, developments and changes which are produced in operational pro-
cess. They can be expressed as CFEi, = {Izwj|z €1, Xo],j€ [1,]0]} where w is the particle
size of operational views, Xy and Iy are the number of levels divided and information kinds,

respectively.

Definition 3 Operational nodes are entities collecting, delivering and dealing data as well
as information in operations. They can be expressed as CEnoae = {N/4li € [1, o], j € [1, No] }
where n is the particle size of operational views, Jy and Ny are the number of divided levels

and nodes, respectively?!.
Definition 4 Operational activities are ordered action sets of various nodes for specific
tasks. They can be expressed as CFEycti = {Afj|z € [1,Hopl,j €1, Ao]}, where a is the particle
size of operational views, Hy and Ag are the number of levels divided and activities, respectively.
Definition 5 Operational tasks are ordered activity sets of various nodes for specific
purposes. They can be expressed as CFEiqx = {T;|i € [1,T0]}. As to any task T, there is
equation T; = A1 U Ap o U---U A, where k € [1, Ho|,j € [1, Ag].
Entities with certain kinds and limited number are basics of architecture views. Corre-

sponding connection relationships of entities between other architecture views are shown in
Figure 44 81,
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Figure 4 Entities connections between different architecture views

3.1.2 Relationships and Attributes

Definition 6 Relationships are flow of data or information between different entities.
They are usually noted by information requirement lines and expressed as CR = {CR;|i € [1,n]},
where 7 is the number of connection relationships.

Definition 7 Attributes are characteristics determined by entities and relationships in
information exchanges. They can be expressed as CP = {CP;|i € [1,t]}, where t is the number
of attributes.
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Generally, entities don’t exist solely. Besides, they connect each other with specific at-
tributes. Basic grammar rules of architecture modeling are commonly constituted by entities,
relationships and their attributes, which are foundations of architecture’s grammar normality
and information integrity. The relationships between entities are shown in Figure 5. A group of
three-variable relationships is composed of operational activities, nodes and information around
a specific task. It can be expressed as CR = 1(CFEacti, C Enode, CEinfo), which is the key of

operational architecture modeling.

——Input/Supplying—m- ——Output/Consuming—p

Mapping Rules

S Operational \\
Node ~¢—Node/Activity————m\_ Activity
Figure 5 Relationships between entities

3.1.3 Mapping Rules

Definition 8 Mapping rules are basic criterions for different entities when generating
associated relationships. They include four kinds, namely, activity—activity, activity—node,
node—activity and node—nodel® ', and can be expressed as CF = {CFj|i € [1,p]} where p
is the number of rules.

Rule 1 Activity—activity information mapping

Activity—activity information mapping reflects the input, output and control information
of an operational activity determining particular alternation information between activities. It
is a direct mapping and can be expressed as a three-variable function of original activity, target
activity and the information alternated, namely, CF; = A (CE?,;, CE! ;, CEinto).

1) Set view particle size as 6.

2) Select information Iz ; and determine the generating and consuming activities are Afl!p
and AY ., respectively.

3) Take information Iz ; as output data constraint of activity A7 , and input or control data
0

n,co

4) Complete the activityactivity information mapping between Afl!p and Afw:’
as CFy : A — AP .

constraint of activity AY ., respectively.

and note it
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Then, Rule 1 can be shown as Figure 6.

Rule 2 Activity—node information mapping

Activity—node information mapping reflects output pointing nodes of operational activities
determining all the nodes involved in activities. It is a composition mapping and can be
expressed as a four-variable function of activity, the input, output and control nodes, namely,
CFy = I' (CEyeti, CET 4., CE?_.,CES_4.)-

node’ node’ node

1) Set view particle size as 1.
2) Select activity A?.. and determine the nodes triggering Ai’j are NZ{’DN;{’Q, e ,Nw

0,7 t,n

They can be expressed as N:{’,, and noted as N:{’,, = Ngl U NZ{’Q u---u N;{’n.
3) Similarly, the nodes set controlling A;%j is NZ{’Z and the output nodes set is Ngc.
4) Take nodes set N},

b Ngf’ . and Ngf’ . as the input, control and output nodes set of activity

AV
(VR
5) Complete the activitynode information mapping of Agjj and note it as C'F5 : Agjj —

N/ UN/, UNY,.

Then, Rule 2 can be shown as Figure 7.

respectively.

Figure 6 Activity—activity information

mapping Figure 7 Activity—node information mapping

Rule 3 Node—activity information mapping

Node—activity information mapping determines the activities with given node involved.
It is a composition mapping and can be expressed as a multi-variable function of node and
activities it involved, namely, CF3 = II (CEnode, CEpeyi, CE2 -+ ,CEL).

1) Set view particle size as v.

2) Select node NY; and the activities involved are A} ;, A} 5, -+, A}
pressed as set A} and noted as A = A} ; UA) ,U---UA} .

3) Associate node N; with all the elements in activity set A} correspondingly.

They can be ex-

7n.

4) Complete the nodeactivity information mapping of N{; and note it as C'Fj : N;?j —
AP JUAD U UAY

Then, Rule 3 can be shown as Figure 8.

Rule 4 Node—node information mapping

Node—node information mapping determines associating relationship and alternation in-
formation among nodes. It is a direct mapping and can be expressed as a three-variable
function of generating node, consuming node and the information alternated, namely, C'Fy =
H (CEY g CEfger CFinto).

1) Set view particle size as .
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2) Select information 17 ; and determine the generating and consuming nodes are Ny, , and
Ny, o respectively.

3) Protract information requirement line from node Ny, , to N7 . and correspond it with
information I7,.

4) Complete the node—node information mapping between node N, » and N7 . and note
itas CFy: Ny, , — Nj .

Then, Rule 4 can be shown as Figure 9.

Figure 9 Node—node information mapping

Figure 8 Node—activity information mapping

3.2 Modeling Flow

According to mapping rules, activities and information are hierarchically decomposed to
build models of operational activity, node and information alternation, respectively. The specific

flow is shown in Figure 1009,

Start

Clarify Operational
Task

Operational Activity Operational Node

Decompose Nodes
Hierarchically

Decompose Activities
Hierarchically

Mapping Rules

h J A4
Operational Activity Information Operational Node
Model Altematlon Model Model

Operational Architecture Based on
Information Flow Analysis
@

Figure 10 Basic flow of operational architecture modeling

Step 1 Clarify operational task and decompose operational activities and nodes hierarchi-

cally according to the difference of view particle sizes.
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Step 2 According to mappings of activity—activity, activity—node and node—activity,
determine the information alternated between activities, and sort nodes involved in activities,
and clarify activities with nodes involved and build operational activity model combined with
hierarchical structures of activities and nodes.

Step 3 According to node—node mapping, determine the information alternated between
operational nodes and build operational node model combined with hierarchical structure of
nodes.

Step 4 According to models of operational activity and node, build information alternation
model.

Step 5 According to three models above, design operational architecture based on infor-
mation flow analysis.

3.3 Model Construction

3.3.1 Operational Activity Model

Operational activity model reflects hierarchical information alternating situation among
operational activities. It can be expressed as a three-variable function of activity, information
and node, which can be noted as OAM = O (CE,cti, CEinfo, CEnode). When view particle
size is set as x, activities can be divided into ¢ levels where ¢ < Hy. Here, activity set is
CFEacti = {A} In € [1,¢],t € [1, Ag]}, information set is CEingo = {IX,|p € [1,X0],q € [1,10]}
and node set implementing activities is CEyode = {N}fl|f € [1,Ho,l € [1,N0]}. When view
particle size is set as J, activities can be divided into « levels where § < v and ¢ < 7 <
Hy. Here, activity set is CFE,c; = {Agc|b €[l,v],cel, AO]}, information set is CFEinfo =
{ Jw el Xol,vel IO} and node set is CFEpode = { |z €1, Hol,z € ,NO]}. The
operatlonal activity model is shown in Figure 11.

View
particle
size is X

—

View
particle 15, /
sizeis 6 __"% i : : s w13

N7 N7sNo, N,

Figure 11 Operational activity model
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3.3.2 Operational Node Model

Operational node model reflects hierarchical information requirement relationships among
operational nodes. It can be expressed as a two-variable function of node and information,
which can be noted as ONM = @ (CEyode, CFEinto). When view particle size is set as «, nodes
can be divided into ¢ levels where ¢ < Jy. Here, node set is and information set among nodes
is CFnoqe = {N§17k|m6 1,6],k € [1,N0]}and CButo = {I2,li € [1,X0),j € [1,To]}. When
view particle size is set as 3, nodes can be divided into ¢ levels where f < a and ¢ < ¢ <
Jo. Here, node set is CEnode = {NZ,|e € [1,¢],s € [1, No]} and information set is CEinto =

{I£h|g €[1,Xo],h €1, IO]}. The operational node model is shown in Figure 12.

View
par_tlcle N0,
size
isa
—>
View
particle
size N s,
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Figure 12 Operational node model

3.3.3 Information Alternation Model

Information alternation model reflects information alternating relationships among nodes in
operational process. It can be expressed as a three-variable function of information, activity and
node, which can be noted as OIM = ¥ (CEinfo, CEnode;s CFacti). When view particle size is set
as ¢, select information I7 ; and the generating and consuming node and activity sets are Ny, .
Ny, e» A%, and respectively. Therefore, the information alternation model can be expressed as
{Ng A5} — {Ng, .U AS, }. Similarly, when view particle size is set as £(§ < €), it can be
expressed as {N§, |45, } — {N§, .U A5 . }. The information alternation model is shown in

Figure 13.

4 Example Analysis

We take air assault operation in the background of systemic operations as an example to

build operational architecture models based on information flow analysis.
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Figure 13 Operational information alternation model

4.1 Process of Air Assault Operation

Air assault operation is the operational action which attacks enemy targets on the ground or
at sea from air. It mainly includes intelligence reconnaissance, electronic interfering and assault
operation. In the intelligence reconnaissance, reconnoitering forces, such as radar, electronic
confronting and technology reconnoitering, are applied synthetically to collect intelligence about
enemy aviation bases, combat plans and air-defense weapons, especially precise locations, shape
characteristics, number and air-defense capability of big radars and air-defense missiles posi-
tions. In the electronic interfering, enemy electronic equipments are suppressed, interfered and
deceived severely. In addition, important radar stations, command and control (C2) systems
and electromagnetism targets are attacked by anti-radiation. As the result, a strong interfering
region is formed to blind enemy radars and weaken C2 systems and air-defense weapon systems.
In the assault operation, under the order and coordination of command post, each operational
unit attacks enemy key targets and important positions following scheduled plans, especially
enemy air-defense systems and air counterattack systems. During and after the first assault,
reconnoitering means, such as satellite, aviation and ground reconnoitering, are used to check
out attack effects and enemies’ deployment changes timely. Operational units can adjust subse-
quent assault targets and methods by analyzing reconnaissance results. The important targets
damaged are prior to be attacked continuously and preferentially for thorough ruin and being

12]

suppressed long timel The basic operational process is shown in Figure 14.
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e Warning and o Electronic
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Figure 14 Basic process of air assault operation
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Air assault operation (AAO) can be divided into intelligence reconnaissance (IR), electronic
confronting (EC) and assault operation (AO). Operational nodes can be divided into intelli-
gence security nodes (ISN), C2 nodes (C2N) and fire attack node (FAN). The ISN include
radar force (RF'), electronic confronting force (ECF), intelligence center (IC') and warning
satellite (WS). The C2N include united command post (UCP) and regional command post
(RCP). The FAN is aviation force (AF). Operational information can be divided into intel-
ligence security information (/IS), combat command information (/CC) and weapon control
information (IWC).

4.2 Operational Activity Model

According to the difference of view particle sizes, IR can be divided into warning & de-
tecting (WD), identification (ID) and information amalgamation (IA). EC can be divided into
electronic reconnaissance (ER), electronic interference (EI) and fire destruct (FD). AO can be
divided into standoff assault (SA) and precision assault (PA). AF node can be divided into
command post (ACP), warning & command plane (WCP), interfering formation (IF'), sup-
pressing formation (SF), assaulting formation (AF) and covering formation (CF). RF node
can be divided into command post (DCP), camp a (CA)b (CB) and ¢ (CC). The hierarchical
structures of activities and nodes are shown in Figure 15.

AAO Nodes

ISN C2N FAN
IR EC AO

RF ECF IC WS UCP RCP AF

WD ID IA ER EI FD SAPA  DCP CA CB CC ACP WCP IF SF AF CF

(a) hierarchical structure of activities (b) hierarchical structure of nodes

Figure 15 Hierarchical structures of activities and nodes

According to mapping rule 1, namely, activity—activity information mapping, two inner
mappings of intelligence reconnaissance activity, two inner mappings of electronic confronting
activity, one inner mapping of assault operation activity and three mappings between three
kinds of operational activities are built. The eight activity—activity mappings are shown in
Table 1.

According to mapping rules 2 and 3, namely, activity—node and node—activity information
mappings, eleven activity—node mappings and sixteen node—activity mappings are built. The
twenty-seven mappings among activities and nodes are shown in Table 2.

Based on the analysis above, activity model for air assault operation is built as shown in
Figure 16.
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Table 1 Mappings among activities

Original Activity Target Activity Requirement Line Information Style

IR EC IR—EC Irs
IR AO IR—AO Irs
EC AO EC—AO Irs
WD 1D WD—ID Irs
1D LA ID—LA Irs
ER EI ER—FEI Irs
EI FD EI—-FD Irs
SA PA SA— PA Irs

Table 2 Mappings among activities and nodes

Activity Implementing Nodes
IR RFE/ECF/IC/WS
EC ECF/AF
AO AF
WD CA/CB/CC/ECF/WS
ID CA/CB/CC
LA IC
ER ECF/WCP/IF/CF
EI wcCP/IF/CF

FD/SA/PA  WCP/IF/SF/AF/CF

Figure 16 Hierarchical structures of activities and nodes
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4.3 Operational Node Model

According to mapping rule 4, namely, node—node information mapping, twenty-three inner
mappings of fire attack node set, fourteen inner mappings of intelligence security nodes set, two
inner mappings of C2 nodes and twenty-one across mappings among three operational nodes

set are built. The sixty node—node mappings are shown in Table 3.

Table 3 Mappings among operational nodes

Original Node Target Node Information Style
Uucp RCP/AF/IC Icc
RCP UCP/AF/RF/IC Icc
RCP ECF/WS Icc/Iwe

RE/ECF/WS IC/AF Irs

c UCP/RCP/AF Irs
AF RE/ECF/IC/WS Its
AF UCP/RCP Icc
DCP CA/CB/CC Icc/Iwce
CA/CB/CC DCP Irs
ACP WCP Its/Icc/Iwe
WwCP ACP Its
wcp IF/SF/AF/CF Its/Icc/Iwc
IF/SF/AF/CF wCP Irs

Based on the analysis above, node model for air assault operation is built as shown in

Figure 17.

Figure 17 Node model for air assault operation

4.4 Information Alternation Model

Based on the operational activity and node models above, information alternation model
is built with main line of information types. In this model, according to implementation pro-
cess of air assault operation, original nodes, targets nodes, generating activities and consuming
activities of different information are analyzed orderly. Information transferring course and
alternation relationships are sorted clearly. Information alternation model for air assault oper-

ation is shown in Figure 18.
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Figure 18 Information alternation model for air assault operation

Taking information flow as main line, architecture modeling considers synthetically various
factors, such as operations, information, system and technology, and clarifies operational process
analysis further, which outstand significant effects of different information and realize the archi-
tecture developing strategy of information flow centered and process oriented. Compared with
architectures built simply from viewpoints of operations, service and capability beforel*® 17]),
the operational architecture above displays elements more comprehensively, analyzes modeling
results more visually, depicts information relationships more clearly and describes requirements
more normally, which promote the use and exchange of architecture information effectively and

expatiate the operational concept of information dominant in modern warfare adequately.

5 Conclusions

In this paper, entities, attributes and relationships are defined and mapping rules among
activities and nodes are proposed. Then operational architecture models are built, which pro-
vide a new idea and method for operational architecture modeling. The research is helpful
to enhance normality of architecture analysis and consistency of information requirement de-
scription. Additionally, it also lays good foundation for subsequent research work, such as

operational architecture optimization and software development.
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