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Abstract Domino effect is a fairly common phenomenon in process industry accidents, which makes
many process industry accidents serious and the consequent losses enhanced. Domino effect of the
major accidents in chemical cluster is emphasized. Many researchers have studied domino effect in
chemical clusters from different perspectives. In the review, we summarize the research from three
aspects: The statistical analysis of domino accidents in chemical process industry, the evaluation of
domino accidents and the prevention of domino accidents in chemical clusters by game theory. From
the analysis, we can find the characteristic of domino accidents such as the time and the location, the
origin and causes of domino accidents. The methods of assessing domino effects such as quantitative
risk assessment (QRA), Bayesian networks (BN) and Monte Carlo simulation (MCS) are analyzed.
The prevention of domino accidents in chemical clusters using game theory is seldom, and there is still

much space for improvement in enterprises’ efforts to prevent risk of domino accidents.
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1 Introduction

The importance of domino effect on the occurrence and severity of the major accidents
that take place in the process industry is emphasized. Accidents involving several plants do
occur, and potential economic loss is often many times greater than that of single plant esca-

lation accidents. In the book “Domino effects in the process industries: Modeling, prevention
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and managing’, Reniers and Cozzani analyzed the main features of domino accidents!!). The
complexity of domino effect accident scenarios and many ways through which the escalation
and propagation of accidents can take place were analyzed in this book. Although various
researchers have provided suggestions, there is no generally accepted definition of what con-
stitutes domino effects in the context of accidents in the chemical processing industry. Kadri
showed an overview of some definitions identified with a review of the relevant documents!?.

Domino effect is the most dangerous accidents that can happen within chemical clusters,
a term by which the potential for a knock-on interaction between groups of installations in
the event of an accident at one of the installations is connoted. According to Delvosallel?], a
domino accident can be defined as a cascade of events in which the consequences of a previous
accident are increased both spatially and temporally by the following ones, thus leading to a
major accident. Domino accidents have brought about catastrophic accidents that took place
in the chemical and process industries. A large proportion of domino accidents, i.e., 89%
domino accidents are caused by flammable substances and petroleum products, which are main
materials in the chemical industry!®.

Many researchers have studied domino effect in chemical clusters from different perspectives.
Some focus on statistical analysis of domino accidents in the chemical process industry®=7,

and others evaluate domino effect in chemical clusters!-8!.

In addition, there are studies on
preventing domino accidents in chemical clusters by using game theory!®1%. Though the sig-
nificance of domino accidents in chemical clusters is well recognized, there is much space for
improvement in enterprises’ efforts to prevent the risk of domino accidents.

In our work, we summarize the research from three aspects: The statistical analysis of
domino accidents in the chemical process industry, the evaluation of domino accidents and
the prevention of domino accidents in chemical clusters by using game theory. In statistical
analysis, we analyze the characteristics of domino accidents, such as the time and the location,
the origin and causes of domino accidents. In the evaluation of domino accidents, we study the
methods of assessing domino effect on quantitative risk assessment (QRA), Bayesian networks
(BN), and Monte Carlo simulation (MCS). In the prevention of domino accidents, we state the
evolution of the game theory of preventing domino effect.

The rest of the paper is organized as follows. The next section theoretically review the
research on the analysis of past accidents. In Section 3 we provide a specific framework of the
quantitative assessment of domino scenarios. We analyze the prevention of domino accidents
by using game theory in Section 4. We summarize the research and suggest future research

topics in the last section.

2 Domino Accidents Analysis
2.1 Survey of Domino Accidents

Domino accidents can be analyzed from research literature, reports of certain institutions
and appropriate databases such as Major Hazard Incident Data Service (MHIDS) database,
Major Accidents Reporting System (MARS) and Major Accident Hazards Bureau (MAHB).
Some researchers analyze diverse historical surveys performed on domino accidents and main

characteristics of this phenomenon. We will describe the survey of domino accidents from two
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aspects. The one is the research which only includes domino accidents, and the another is the

research which involves domino accidents.

2.1.1 Only Domino Accidents

There are some research with domino accidents in industrial plants or transportation. Ab-
dolhamidzadeh et al.'!) presented 73 domino accidents that occurred in industrial plants and
transportation from 1917 to 2008, and found that 21% of accidents involving domino effect
had occurred in transportation. The substances involved, the level of domino effect and the
impact on the population were analyzed. A small number of accidents (including accidents
involving conventional explosives) were published and the ratio of first-level and second-level
domino sequences was obtained. Moreover, Darbra et al.l8) collected 225 domino accidents that
happened in process/storage plants and the transportation of hazardous materials from 1961
and 2007. The location of accident, the type of accident, the materials involved, the causes
and consequences and the most common accident sequences were analyzed. The analysis of
installation and operation types showed that the most critical area was storage (35%), followed
by process plants (28%) and transportation (19%). The most frequent causes were external
events (31%), followed by mechanical failures (29%) and human factor (28.9%). Flammable
substances involved in 89% were the most frequently found accidents in domino accidents. Fur-
thermore, Abdolhamidzadeh et al.'? studied 224 major process industry accidents involving
domino effect from 1917 to 2009. Most of accidents had occurred in process plants, followed
by transportation. The location, the type of plant, substance involved, sequence of accidents,
deaths, injuries, other losses, and the source of accidents were analyzed. It can be found that
72% of domino accidents happened in the developed countries and the rest of domino accidents
happened in the developing countries (28%). Among others aspects, the type of materials
involved, the primary events, the contribution of transportation and fixed plants, the frequen-
cies of the accident sequence lengths and the number of fatalities were also analyzed and the
corresponding conclusions were reached.

Other, Delvosalle et al.[®l studied 41 domino accidents that happened from 1944 to 1995.
Among these accidents, 66% happened to the last 20 years of the period. In view of the type
and the essence of primary and secondary accidents, the types of domino effect were classified.
Chen et al.l'¥ published 318 domino accidents from 1951 to 2012 and analyzed to get their main
factors, such as distribution of accidents, causes, substances involved and domino sequences.
The statistics showed that most of domino accidents (71.1%) occurred in the developed countries
and 28.9% of accidents occurred in the developing countries. Human failure was most likely to
cause an accident in China, compared with the developed countries. The most of accidents were
caused by flammable substances, and the most frequent secondary/tertiary domino sequence

was due to explosion (24.8%).

2.1.2 Involving Domino Accidents

A set of research is retrieved from literature and classified with regard to the substance

involved and whether domino effects are present. Some researchers have studied accidents in-
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volving domino effect in industrial plants or transportation. Oggero et al.['¥l obtained 1932
accidents that occurred during the transport of hazardous substances by road and rail from the
beginning of the 20th century to 2004. According to statistic, it showed that the frequency of
accidents had a increasing trend and more than half of the accidents related to roads (63%).
The frequent of accidents, causes of accidents, the type of substance involved and the conse-
quences were analyzed. Hemmatian et al.'® performed a historical survey of 330 accidents
involving domino effect occurred in process/storage plants and in the transportation of haz-
ardous materials from 1961 to 2013. The statistic showed that the most common accidents
happened in process plants (38.5%) and storage areas (33%), followed by transfer operations
(10.6%). Further, the accidents occurred in the 21st century were obtained and compared with
the total accidents. It can be seen that the most important causes of the domino accidents
were mechanical failure, external events and human factor. When studying accidents occurred
in the 21st century, it was found that the proportion of human factor increased from 24.6% to
35%.

Other, Kourniotis et al.l%] presented 207 chemical accidents between 1960 and 1998 from
the literature, competent authorities reports (CEPPO, HSE) and well established accident
databases (MARS). Accidents were classified with regard to the substance involved and the
existence of domino effect, and the characteristics of chemical accidents were analyzed. Ronza
et al.l'fl studied 828 accidents happened in port areas from a database and identified the
sequences of accidents. Considering the location of accidents, 40% occurred in the sea, and
21% did on land. It was worth noting that the remaining 39% occurred at a sea-land interface,
which is a remarkable characteristic of ports areas. Gomez-Mares et al.['”) made 84 accidental
scenarios involving jet fires from several accidents databases, and showed that 50% of reported
cases involving a jet fire caused primary event of a domino sequence. The origin of accidents, the
type of substance involved, causes of accidents, the type of accidents and the consequences were
analyzed. Zhang and Zheng['®! analyzed 1632 hazardous chemical accidents (HCAs) occurring
in China from 2006 to 2010 by the data from official sources. With analysis, they obtained the
following characteristic of accidents, such as time volatility, location distribution, fixed facility

type versus transportation type, injury versus death and causes of domino accidents.

2.2 Characteristic of Domino Accidents

In this section, the main features of accidents in which domino effect has taken place are
analyzed, e.g. the time and location of domino accidents, the origin and causes of domino
accidents.

2.2.1 Distribution of Accidents According to Time and Location

Concerning the evolution as a function of time, some researchers analyzed domino effect.
Kourniotis et al.[’! obtained 207 major chemical accidents occurred from 1961 to 2000, while
majority of them occurred within the last two decades. Oggero et al.' studied 1932 accidents
that occurred during the transport of hazardous substances by road and rail from 1931 to
2005, and analyzed variations in the frequency of accidents as a function of time for chemical

plants. It can be observed that there is a significant increase in the number of accidents in
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1981-1990 and 1990-2000. Darbra et al.[%l analyzed domino accidents from 1961 to 2007, and
found that the number of accidents increased in 1970-1980 and accident rate decreased since
1990. The decreasing accident rate since 1990 could be explained by general improvements in
the safety culture of the chemical industry brought about by strict new regulations and more
effective operator training. Chen et al.['3 collected 318 domino accidents from 1951 to 2012
and analyzed chronological distribution of domino accidents. According to statistic, it indicated
that main accidents was in the period from 2001 to 2012. Hemmatian et al.[*®! plotted accidents
from 1961 to 2013, and showed that the highest percentage of accidents (23.9%) happened in
the 1970’s. The accident rate decreased in the 1990’s, followed by the frequency increasing in
the first decade of the 21st century. The frequency of domino accidents is summarized in Table
1. We can draw that the highest percentage of accidents is in 1971-1980 and 1981-1990. The
chemical industry has grown continuously since the early 1970s. More and larger process plants

and storage areas have been built, leading to an increasing of accidents.

Table 1 Frequency of occurrence of domino effect

Source up to 1970 1971-1980  1981-1990  1990-2000 20002013
Kourniotis et al.[® 8.2 20.3 35.7 35.7
Oggero et al.l' 4.2 11.55 28.43 43.14 12.68
Darbra et al.l% 22 31 28 11 8
Chen et al.[*%] 20 22 21 10 27
Hemmatian et al.['®! 16.7 23.9 22.4 12.7 24.2

As the main characteristic of process industry, the location of domino accidents was also
studied, which had a significant effect on the occurrence and severity of accidents, can change
from one country to another. The accidents were divided into three groups depending on the
country where they had occurred by applying both political and development-based criteria.
The three main groups were the European Union, other developed countries including Australia,
Canada, Japan, New Zealand, Switzerland, Norway, the United States, and the rest of the world.

Kourniotis et al.l’! derived 207 major chemical accidents of the developed countries from
relevant literature, and showed that the most of accidents happened in the Europe. Darbra et
al.[% studied 225 accidents involving domino effect and found that more than 80% of accidents
involving domino effect occurred in the developed countries. They divided accidents into three
categories according to the country in which they occurred: The European Union (25%), other
developed countries (56%) and the rest of the world (19%). Hemmatian et al.['®] performed on
330 accidents involving domino effect occurred in process/storage plants and in the transporta-
tion of hazardous materials, and classified the accidents in three main groups depending on
the country where they had occurred: The European Union (21.8%), other developed countries
(54.5%) and the rest of the world (23.7%). By this classification, it can be seen that 76.3% of
domino accidents occurred in the developed countries. Hemmatian et al. studied the distribu-
tion of domino accidents in the 21st century, and found that 14.3% accidents were corresponded
to the EU, 44% to “other developed countries” and 41.7% to the rest of the world. Comparing
two sets of results, it can be concluded that the frequency of domino accidents has decreased

in the developed countries, while an increasing trend in the rest of countries.
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Table 2 Location of occurrence of domino effect

Source Europe other developed countries the rest of the world
Kourniotis et al.[® 61.4 38.6
Darbra et al.l’ 25 56 19
Hemmatian et al.['®! 21.8 54.5 23.7

The analysis showed that the developing countries had an increasing safety problem with
their chemical industry. The location of domino accidents is summarized in Table 2. We can see
that the highest frequency of domino accidents is in the developed countries. With distribution
of domino accidents in 21st century, we can draw that the frequency of domino accidents has
decreased in the developed countries, while an increasing trend in the rest of countries. A
main conclusion obtained by the survey is that the frequency and the severity of the accidents
decrease through the efforts devoted in the industrialized countries to improve the safety of
both process plants and transportation of hazardous materials. While, going with development
of economy, the frequency of domino accidents increases in the developing countries. Therefore,
a similar effort should be applied urgently to the developing countries to improve safety of both

process plants and transportation of hazardous materials.

2.2.2 Origin and Causes of Domino Effect

Domino effect is common phenomenon both in fixed plants and in transportation. Some
researchers have given data on the distribution between these two possibilities. There are some
research with the two aspects. Ronza et al.['0] selected 828 accidents in port areas from a
database, which had been used to identify the sequences of accidents. It was found that 7%
of accidents involving domino effect had occurred in transportation. Transfer essentially load-
ing/unloading accounted for 34% of cases. Thus, transport and transfer occupied 41%. Fixed
plants made up 59% (12% storage, 2% process and 35% other). Darbra et al.l% analyzed 225
accidents, and obtained that 18.7% of cases had happened in transportation, whereas trans-
fer essentially loading/unloading accounted for 13.3%. Thus, transport and transfer occupied
32%. Fixed plants made up 68% (35% storage, 28% process and 5% other). Abdolhamidzadeh
et al.l'?) selected 224 accidents, and found that accidents involving domino effect occurred in
transportation accounted for 20% and the remaining of 80% occurred in fixed installations.
They obtained the distribution among the diverse transport modes: 40% road, 39% rail, 13%
shipping and 8% pipeline. Chen et al.l'3] collected and analyzed 318 domino accidents from
1951 to 2012 to get their main factors, such as distribution of accidents, causes, involved sub-
stances and domino sequences. The statistic showed that transport and transfer accounted
for 24.5%. Fixed plants made up 75.5% (41.8% storage, 33.7% process). Hemmatian et al.[']
performed 330 accidents involving domino effect occurred in process/storage plants and in the
transportation of hazardous materials. The statistic showed that transport and transfer oc-
cupied 24.4%. Fixed plants made up 75.6% (34.6% storage, 34.6% process and 6.4% others).
Hemmatian et al. also analyzed those accidents occurred recently of the 21st century from
2000 to 2013, and found that transport and transfer accounted for 14.3%. Fixed plants made
up 85.7% (17.4% storage, 51.2% process and 8.1% others). The origins of domino effect are
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summarized in Table 3. It is clear that domino accidents more occurred in fixed installation
than transportation. Accidents occurred in transfer operations continue having a constant and
important occurrence. Equipment safety devices and methods of loading/unloading should be
improved, as well as the specific training provided to the operators. The efforts devoted to

improve the safety of equipment and methods of loading/unloading are necessary.

Table 3 Origin of domino accidents

Source transportation initiated fixed installation
Ronza et al.l*f] 41 59
Darbra et al.l% 32 68
Abdolhamidzadeh et al.l*? 20 80
Chen et al.[% 24.5 75.5
Hemmatian et al.l*"] 24.4 75.6

Some researchers studied the causes of the primary accident in detail in the survey. Ac-
cording to the categories established in the Major Hazardous Incident Data Service (MHIDAS)
database, they classified the causes into external events, mechanical failure, human error, im-
pact failure, violent reaction (runaway reaction), instrument failure, upset process conditions
and services failure. Because some accidents were triggered by more than one generic cause,
the percentages sum up to more than 100.

In Gomez-Mares et al.[l7]

, 37% accidents analyzed were caused by mechanical failure, in
which coupling or flange leakage was the main specific cause. The human factor accounting for
29% of the cases was the second general cause of accidents, followed by impact failure (27%),
external events (19%), and all remaining causes (7%). The general cause was unknown for 17%
of the cases. Darbra et al.[%l found that external events (31%) and mechanical failure (29%)
were the main causes. It can be seen that 21% of the accidents were caused by human error,
which is a similar value to the one obtained by Vilchez et al., who found that 24% of accidents
analyzed in fixed installations and in transportation occurred by human error. Hemmatian et
al.'%l showed that mechanical failure (35.2%) and external events (29.4%) were the main causes
of accidents. Human error caused 24.6% of accidents. These values have increased with respect
to those of Darbra et al.ll. Hemmatian et al. analyzed general causes of domino accidents in the
21st century, and showed the main general causes. As in the general study, there were significant
contributions also from mechanical failure and human factor in the 21st century. The proportion
of mechanical failure increased from 35.2% to 40%, accompanied by the proportion of human
factor increasing from 24.6% to 35%. The generic causes that initiated a domino accident in
the cases included in this analysis are summarized in Table 4. We can know that mechanical
failure is the main cause of domino effect, followed by human error and external events. Design,
installation and maintenance of machines should be stressed to decrease domino effect. Human
factor has a very important influence on domino accidents. Therefore, the training of operators,
both in maintenance and plant operation, should be significantly improved particularly on the

developing countries.
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Table 4 General causes of primary accidents

Source mechanical human external impact violent instrument upset others

failure factor  events failure reac- failure pro-

tion cess

Gomez-Mares 37 29 19 27 2 4 1 17
et al.17]
Darbra et al.®  28.9 20.9 30.7 17.8 9.3 3.6 2.2 1.2
Abdolhamidzadeh 35.2 24.6 29.4 16.7 8.5 4.4 3.1 1.7
et al.1?

2.3 Summary for Domino Effect

According to the data analyzed in the historical survey, we can obtain the results as fol-
lows. The maximum frequency of accidents is among 1971-1980 and 1981-1990. More and
larger process plants and storage areas have been built and the chemical industry has grown
continuously since the early 1960s. The increasing number of process plants leads to an increase
of domino accidents. The highest frequency of domino accidents is in the developed countries
before the 21st century. We can find that domino accidents have decreased in the developed
countries, while an increasing trend in the developing countries by the distribution of domino
accidents in the 21st century. It indicates the importance of safety culture measures in the
developing countries. We should strive to improve equipment safety devices and methods of
loading/unloading, as well as the specific training provided to the operators. It is necessary
to enhance safety of equipment and methods of loading/unloading. The main cause of domino
effect is mechanical failure, followed by human error and external events. In order to decrease
domino effect, design, installation and maintenance of machines should be stressed. Human
factor has a considerable influence in domino accidents. Therefore, the training of operators,
both in maintenance and plant operation, should be significantly improved particularly in the

developing countries.

3 Quantitative Assessment of Domino Accidents

Over the last decades, the risk of domino effect in chemical infrastructures has been recog-
nized and considered in risk analysis, safety assessment and vulnerability analysis of chemical

(19-31] * All domino effect models share common aspects, and differences between

process plants
them typically involve the way the accident sequences developed in the models or values used to
assess equipment failure. The research of domino effect has primarily focused on quantitative
risk assessment (QRA), Bayesian networks (BN) and Monte Carlo simulation (MCS). The next

section will introduce the methods of assessing domino effect.

3.1 Quantitative Risk Assessment
3.1.1 Quantitative Risk Assessment of Domino Accidents
Khan and Abbasil?”l presented a new computer-automated tool DOMIFFECT (DOMIno

eFFECT) which is the first ever such tool reported for studying domino effect. Moreover,
Khan and Abbasi®? proposed a systematic methodology called ‘domino effect analysis’ (DEA).
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Furthermore, they evolved a ‘DEA procedure’ and demonstrated its application to several real-
life situations!**~3%. The study of DEA has two levels. The first is to identify the units within
the context of specific industrial lay-out, which are likely to meet with an accident that has
the potential to endanger one or more other units. The second is to assess consequences of the
likely accidents, including the probability of the accident in the danger unit, which can lead to

further accidents.

In view of DEA, the computer-automated tool DOMIFFECT had also been developed.
Because of limited computational resources, it is complex for the application of the method-
ology to really industrial facilities. The development of quantitative risk assessment (QRA)

methodologies is devoted to improve quantitative analysis of domino scenarios.

As a tool to provide quantitative information on the risk caused by conventional accidents
in chemical and process plants, QRA intends to calculation of risk expressed by risk indexes
such as individual risk and societal risk in risk assessment of industrial facilities!*6—38]. QRA
is consisted by a set of methodologies for estimating the risk posed by a given system in terms
of human loss and economic loss. Although QRA is not an exact description of reality, it is a

good, analytic predictive tool to assess the risk of complex process and storage facilities.

There are some research with QRA to estimate the risk of domino effect. Cozzani et al.[39

developed a systematic procedure for quantitative assessment of the risk related to domino
effect. Escalation vectors, defined as the physical effects responsible of possible accident prop-
agation, were identified for the primary scenarios usually considered in the QRA procedure.
Well-assessed procedures for quantitative evaluation of risk due to domino effect are still lack-
ing. Based on recent advances in the modeling of fire and explosion damage to process equip-
ment due to different escalation vectors (heat radiation, overpressure and fragment projection),
Cozzani et al.[*% focused on the adjustment and on the improvement of criteria for escala-
tion credibility. Revised threshold values were proposed, and specific escalation criteria were
obtained for the primary scenarios more frequently considered in the risk assessment of indus-

[41] developed a simple method to include domino effect in QRAs

trial sites. Bernechea et al.
of storage facilities, by estimating the frequency with which new accidents will occur due to
domino effect. The results show that it can indeed be used to include the possibility of domino
effect occurrence in a QRA. Bernechea and Arnaldos!*? proposed a methodology that combines
inherently safer design (ISD) strategies with quantitative risk assessment (QRA) to optimize
the design of storage installations. The proposed method applies QRA to estimate the risk
associated with a specific design. The design can then be compared to others to determine
which is inherently safer. Al-shanini et al.[*3] presented a review of accident models that had
been developed for the chemical process industry with in-depth analyses of a class of models

known as dynamic sequential accident models (DSAMs).

With the QRA framework, some methods and models become available to allow quantitative
assessment of domino accidents supported by specific software tools with geographic information
systems. Cozzani et al.*¥ interfaced a geographical information system (GIS) platform to
domino assessment software by a systematic methodology for identification of domino scenarios
and for assessment of consequences and expected frequencies of escalation events. The GIS-

based software was a key element in the limitation of the effort required for the quantitative
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assessment of domino scenarios. On the basis of Cozzani et al.[*4], Antonioni et al.[*5] developed
the Aripar-GIS software for risk recomposition. The results evidenced that quantitative risk
assessment of escalation hazard was fundamental important for identifying critical equipment
and addressing prevention and protection actions.

Some computer-automated tools have been developed for determining the probability of
domino effect and assessing domino accidents in chemical processing industries!*6=%3, For ex-
ample, to estimate accidents involving toxic releases, explosions, and fires in chemical process-
ing sites, Khan and Abbasil*! developed a computer-automated tool MAXCRED (MAXimum
CREDible accident analysis). Reniers et al.[?3] proposed a software tool called DomPrevPlan-
ning to prevent domino effect in a complex surrounding of chemical installations.

The four fundamental steps of QRA is identification, frequency assessment, consequence as-
sessment and risk calculation/recomposition, and further details may be found in the literature!39].
Further, in order to analyze detailed procedure required for the quantitative assessment of risk
due to domino scenarios, Cozzani et al.[? presented the basis for quantitative assessment of
domino effects independent of the specific tools used to carry out any step of assessment. The
framework of QRA may be applied to assess secondary or even higher level domino effect.
Because of the complexity and computational resources required for the assessment increase
exponentially with the level of the assessment, the method mainly focused on assessing the

“first level” scenarios.

3.1.2 Summary for Quantitative Risk Assessment

The framework of QRA has recognized the first level of accidents where primary and sec-
ondary events are taking place, but neglected the higher levels of domino effect. Because
higher-order events and synergistic effect of events of different orders are not considered in
the modeling, the method results in an underestimation of the potential risk and leads to an
improper allocation of safety measures. With the evolution pattern of domino accidents not
be considered, the result is becoming the analysis of a cluster of accidents rather than a chain
of accidents. The method calculates holistic probability of domino effect, neglecting the actual

time line of the escalation process and the more likely time sequences of the domino scenario.

3.2 Monte Carlo Simulation

3.2.1 Monte Carlo Simulation of Assessment of Domino Accidents

“Monte Carlo Simulation (MCS)” was coined by Ulam and Metropolis in reference to games
of chance, which is the main tourist attraction in Monte Carlo, Monaco. By using random
numbers as inputs, MCS enables iterative evaluation of a system. The method is often used for
highly complex, non-linear, or systems with many parameters. When potential probabilities
of the process are known but their interaction is difficult to determine, MCS works especially
well[54].

As defined in the context of accidents in chemical process industry, the essence of domino ef-
fect phenomena makes itself accessed by MCS. There are two types of probabilities in estimation
of domino frequency. The first type is primary accident probability, which is the probability of

equipment playing a role as initiator in a chain of accidents. The primary accident probability
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can be gained by an event tree analysis or a fault tree analysis. Escalation probability is the
second type of probability needed for domino effect analysis. The probability of this escalation
can be estimated from probit models. The introduction of uncertain input parameters makes an
analytical model become extremely complex with the complexity involved in estimating domino
effect frequencies. Therefore, MCS can be selected among all other options to estimate domino
effect frequencies.

A new model for assessing domino effect in process plants was presented recently by Ab-
dolhamidzadeh et al.¥). Monte Carlo simulation was applied to overcome the limitations of
analytical methods in handling uncertainty and complexity associated with domino effect mod-
eling. They proposed the FREEDOM (FREquency Estimation of DOMino accidents) based
on conducting several hypothetical experiments to simulate the actual behavior of a multi-unit
system which may undergo domino effect. Similar to those of other models, the model presented
an algorithm and developed the sequences in a different way with a sophisticated mathematical
tool. Ahmed et al.[] handled industrial accidents and domino effect that may occur in an in-
dustrial plant and performed sensitivity analysis by Monte Carlo simulations. The probability
of impact and risk of failure of target tanks were reported.

The FREEDOM algorithm is defined as the combination of equipment present in an indus-
trial unit that may or may not influence the failure of each other. A failure probability of each
component of this system is the desired outcome. The FREEDOM algorithm is composed by
two parts: inner and outer loops. The inner loop is selected according to failure rate of equip-
ment, which is representative of average lifetime of the equipment. The outer loop operates for
the iterations or experiments N times. The steps associated with the operation of FREEDOM
are: 1) Setting parameter input; 2) Initializing the experiment; 3) Checking for the initiating
event; 4) Checking domino effect-I; 5) Checking domino effect-1I; and 6) Keeping record. It can
be seen that the time loop is stopped and a new iteration is started when all components are
proved to have failed. This considerably reduces the run time of the program.

As stated by Abdolhamidzadeh et al.[*], the algorithm is able to calculate failure proba-
bilities of equipment even in situations which would be too complex for analytical methods.
It is not constrained by how big or complex the system. The shortcoming of the FREEDOM
is its inability to handle multiple failure scenarios. Rad et al.[’dl proposed a new method to
assess the frequency of domino accidents called FREEDOM II, which overcame the limitation
of FREEDOM and extended its capabilities. In the algorithm of FREEDOM II, a desired num-
ber of hypothetical random experiments were performed to determine the overall escalation
probabilities, and the value of increased frequency for each scenario in a multi-unit system was

calculated.

3.2.2 Summary for Monte Carlo Simulation

Compared to analytical methods, MCS has the following advantages. MCS provides a wide
range of output parameters including different probability functions, while analytical methods
are usually limited only to the expected values. The inherent advantages of MCS method is
independent of complex system, while the model used in analytical techniques is usually a

simplify system.
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According to the inherent advantages of the simulation technique-iterative evaluation of
highly complex and non-linear systems using sets of random numbers as inputs, and the ability
to handle more than just a few uncertain parameters, the FREEDOM (FREquency Estimation
of DOMino accidents) has been exploited to develop an algorithm. The FREEDOM is able to

handle a system, which can not be solvable by analytical techniques.

3.3 Bayesian Networks

3.3.1 Bayesian Network for Domino Accidents Assessment

Bayesian network (BN) is a probabilistic graphical method for reasoning under uncertainty
that has recently started to be used as a promising substitute for the majority of conventional
methods in risk analysis and reliability engineering. BN is increasingly applied to reliability
assessment, fault diagnosis, and constantly updated failure probability of safety systems. Some
research have examined the parallels between BNs and fault tree (FT) and shown the obvious

[57—61]

superiority of BNs over F'Ts in terms of modeling and analysis capabilities Other relevant

work has been done by either mapping static FTs to BNs or mapping dynamic FTs into the

58] The next section will introduce the use of BNs to assess domino

corresponding dynamic BNs!
effect.

In BN, the nodes represent variables and are connected by means of directed arcs. The
arcs denote dependencies or causal relationships between the linked nodes. BN is a directed
acyclic graph for reasoning under uncertainty. To model the likely propagation path of domino
effect, the following steps are taken: 1) Identifying credible units; 2) Specifying primary unit;
3) Calculating escalation vectors; 4) Discriminating secondary units; 5) Distinguishing accident
scenarios; and 6) Propagating domino effect to the next level. Synergistic effects should be
considered when repeating the same procedure for either the secondary units or higher-order
units.

According to Bayesian network, Khakzad et al.*®! proposed a new methodology to model
the propagation patterns of domino effect and to estimate domino effect probability at different
levels. It is possible to analyze domino effect through a probabilistic framework, considering
synergistic effects, noisy probabilities, and common cause failures by the flexible structure and
the unique modeling techniques offered by Bayesian network. The probability of the domino
effect at subsequent levels is accounted by the modified BN. Although many attempts have
been made to identify the spatial evolution of domino effects, they overlooked the temporal
evolution of such accidents.

As an extension of ordinary BN, Dynamic Bayesian network (DBN) promotes explicit mod-
eling of temporal evolution of random variables over a discredited time line. DBN allows a node
at ¢th time slice to be conditionally dependent on its parents at the same time slice and its own
states at previous time slices by dividing the time line to a number of time slices. Khakzad
et al.?% proposed a methodology to model domino effect by the spatial and temporal evolu-
tion, and identified the sequence of accidents in a potential domino effect by dynamic Bayesian
network. The developed methodology identified the most probable sequence of accidents by
considering time dependencies. The methodology also performed backward analysis or prob-

ability updating through multiple observations which have been made at different times for a
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unit.

3.3.2 Summary for Bayesian Network

From both qualitative and quantitative points of view, BN is effectively suitable for the
analysis of domino effect. From a qualitative perspective, with the flexible structure, BN can
be applied to a wide range of accident scenarios and embed versatile types of information in
the network by adding auxiliary nodes. By the means of nodes and causal arcs of BN, the
graphical representation of units and escalation vectors can help to visualize the propagation
pattern of domino effect. From a quantitative point of view, BN models different types of
causal relationships among events by using the advantage of robust conditional probability
tables (CPTs). With adding similar escalation vectors or using noisy probabilities in the case
of different escalation vectors, CPTs can help in considering the synergistic effect of contributing
events.

Taking DBN into consideration, the new methodology can study escalation of domino ef-
fect from both the spatial and temporal within chemical process plants. With taking time
dependencies into account to identify the most probable sequence of accidents, the developed
methodology reflects the characteristic of domino effect much better than the most probable
combination of accidents offered by ordinary BN. The multiple observations made at different
times for a unit can be incorporated into model to perform backward analysis or probability

updating.

4 Domino Effect Prevention in a Chemical Industrial Area

4.1 Game Theory for Domino Effect Prevention

62-65] - Game theory model

Game theory is a promising approach to address security issues!
combined with reliability theory has been widely applied. The best balance between security
and critical infrastructure investment costs is obtained by game-theoretical model(®6:671, Game
theory is the theory of independent and interdependent decision making. Multi-person games
of strategy are games involving three or more players, each of whom has partial control over the
outcome. The external domino effect game can be classified as a two-enterprise mixed-motive
game of strategy.

To prevent domino effect, Reniers et al.l%8 studied whether game theory was applicable to
analyze external safety investment within a two-enterprise chemical cluster. The investment
game that considered external domino effect of accidents was a mixed-motive game without a
single equilibrium point. To analyze the behaviors of adjacent chemical enterprises and their

1 applied game-theoretic approach and

negotiation on safety investment, Reniers and Soudan
provided a guide to enterprises to reach a win-win situation with regard to safety investment.
There are more than two enterprises in a chemical cluster, so it is worth to analyze investment
behavior of more enterprises. To analyze whether there was a possibility of changing choices of
some enterprises that led the rest of enterprises to alter from a socially non-optimal situation to

[10] analyzed the investment behavior of three enter-

a socially optimal situation. Reniers et al.
prises in a chemical cluster by using game theory. The choice of enterprise’s investment strategy

was a dynamic process. Yulia and Reniers® considered a two-stage sequential move game be-
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tween adjacent chemical plants. They proposed a subsidy plan to improve cross-company safety
management in a chemical cluster. To evaluate different strategic crossplant precaution collab-

1.7 presented multi-plant collaboration model by using game

oration situations, Reniers et a
theory. With prevention management’s perceptions and the information from different plants
and data, the model intended to determine possible financial collaboration benefits within entire
industrial area.

Because of existing many enterprises in a cluster, it is more realistic to study the behaviors
of N enterprises in the investment game. It is obvious that the effects of investment level on
the accident risk should be considered, rather than just assuming that enterprises’ accident
probabilities are zero. In order to study the behavior of N-enterprise investment, Wu et al.["!]
presented an N-enterprise investment game to analyze investment strategies against the risk
of domino effect of accidents in a chemical cluster. With different accident losses, both Nash
equilibrium and Pareto equilibrium were gained. It can be found that system parameters such
as the domino effect and cluster size have significant impact on the decision making behaviors
of enterprises. Further, to analyze dynamic of investment selection and the adjustment of gov-
ernment to enterprise strategy selection, Wu et al.["? developed an N-enterprise investment
evolutionary game to analyze the investment strategies against the risk of domino effect in a
chemical cluster. The static game and evolutionary game were analyzed. Evolutionary sta-
ble strategies can be obtained through dynamic analysis. Further, the process of investment
strategy selection was simulated and some conclusions were obtained. Enterprises take different
investment strategies with the different parameters. The utility and proportion of high-level
investment may increase with the addition of government subsidy. The utility and proportion
of low-level investment decreases with the increasing of government penalty. The enterprises
tend to take high-level investment with the addition of accident loss. Government regulated
the investment behavior of enterprises through subsidy and penalty, prompting enterprises to
choose a high-level investment to achieve the maximization of social utility.

4.2 Summary for Domino Effect Prevention

From the analysis of domino accidents prevention by using game theory, we can obtain that
the research of domino accidents focus on static game, dynamic game and evolutionary game.
Supposing an enterprise has limited knowledge about other enterprises’ strategies, it adopts its
cross-plant prevention decisions on their own preferences and the perceptions they have about
the preferences of other enterprises’ prevention management. The prevention management is
directly affected by the investment cost and the potential domino effect losses. In the cluster,
the relationship between enterprises is very complex, so it is necessary to study the behaviors

of enterprises and discuss more sophisticated real-life problems with game model.

5 Conclusion

The domino effect occurs in many major accidents, increasing significantly both their com-
plexity and their final effects and consequences. Although in recent years the interest on it
has increased, the research achievement is still less compared to other aspects of industrial
accidents. This is the reason that its main features are still insufficiently known.

The objective of this work is to analyze and classify the study of domino effect on review-
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ing the scientific literature. In our work, we summarize the study of domino effect from three
aspects: the statistical analysis of domino accidents in the chemical process industry, the eval-
uation of domino accidents and the prevention of domino accidents in chemical clusters using
game theory. The statistical analysis of domino accidents in the chemical process industry
analyzes the main features of the accidents in which the domino effect has taken place, e.g. the
time and the location, the origin and causes of domino accidents. The quantitative assessment
of domino accidents has primarily focused on quantitative risk assessment (QRA), Bayesian
Networks (BN) and Monte Carlo simulation (MCS).

The main results and conclusions of this work are summarized to the following points:

1) The highest frequency of domino accidents is among 1971-1980 and 1981-1990, and the
highest frequency of domino accidents is in the developed countries. Domino accidents are
more occurred in fixed installation than transportation. Mechanical failure is the main cause
of domino effect, followed by human error and external events.

2) The framework of QRA has recognized the first level of accidents where primary and
secondary events are taking place, but neglected the higher levels of domino effect. In view
of the inherent advantages of simulation technique, the FREEDOM (FREquency Estimation
of DOMino accidents) is able to handle a system, which can not be solvable by analytical
techniques. With the flexible structure, BN can be applied to a wide range of accident scenarios
and embed versatile types of information in the network by adding auxiliary nodes.

3) The prevention of domino accidents in chemical clusters using game theory is seldom, and
there is much space for improvement in enterprises’ efforts to manage risk of domino accidents.

From the summary, we can know that Bayesian networks (BN) and Monte Carlo simulation
(MCS) need further development. The prevention of domino accidents in chemical clusters
using game theory is relatively small. Future work can be focused on the prevention of domino
accidents with game theory.
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