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“Spirits that I’ve cited
My commands ignore.”

(Johann Wolfgang von Goethe, The Sorcerer’s Apprentice) 

Abstract: This chapter addresses the question of how human rights apply to the 
moderation of religion-related content on social media platforms, examines the 
function of content moderation in balancing the various human rights interests 
involved and the implications for regulation. It provides an overview of the most 
recent and relevant legal developments regarding artificial intelligence and con
tent moderation, including international non-binding standards and binding in
struments from the OECD, the United Nations, UNESCO, European Union, and the 
Council of Europe. The often complex interactions between freedom of expression 
and freedom of religion become apparent when applied to users who publish or 
are affected by religion-related content, as outlined in this chapter. Algorithmic 
content moderation faces limitations in balancing the various interests protected 
by human rights, which requires human intervention. The chapter highlights the 
importance of standards and regulations that provide tools for balancing differ
ent interests through remedies, procedural rights and safeguards. 

Dieses Kapitel befasst sich mit der Frage, wie Menschenrechte auf die Modera
tion religionsbezogener Inhalte auf Social Media Plattformen angewandt werden, 
beleuchtet die Rolle der Content Moderation bei der Abwägung der verschiedenen 
betroffenen Menschenrechtsinteressen und die Konsequenzen für die Regulierung. 
Es bietet einen Überblick über die neusten und wichtigsten rechtlichen Entwicklun
gen in Bezug auf künstliche Intelligenz und Content Moderation, einschliesslich in
ternationaler rechtlich nicht verbindlicher Standards und rechtsverbindlicher In
strumente der OECD, der Vereinten Nationen, der UNESCO, der Europäischen 
Union sowie des Europarats. Das oft komplexe Verhältnis zwischen Meinungsfrei
heit und Religionsfreiheit zeigt sich bei der Anwendung auf Personen, die religions
bezogene Inhalte veröffentlichen oder davon betroffen sind, wie in diesem Kapitel 
erläutert wird. Algorithmic Content Moderation stösst bei der Herstellung eines an
gemessenen Ausgleichs zwischen den verschiedenen durch Menschenrechte ge
schützte Interessen an ihre Grenzen und erfordert menschliches Eingreifen. Dieser 
Beitrag unterstreicht die Bedeutung von Standards und Regulierungen, die Instru
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mente zum Ausgleich verschiedener Interessen durch Beschwerdemöglichkeiten, 
Verfahrensrechte und Schutzmassnahmen bieten. 

1 Introduction
1.1 Situating the Project

With religion increasingly turning to the digital space, new legal challenges emerge: 
Information travels at unprecedented speed, regardless of its content. In addition, 
once information is in the digital space it remains there as it is impossible to per
manently remove it. At best, measures can be taken for information not to be 
found anymore.

Why is this important from a legal perspective? Because as in the analogue 
world, people can get hurt, for instance in their religious feelings, and their rights 
violated (Kirchschläger 2021, 186–190). But when do such incidents amount to an 
infringement of human rights such as freedom of religion? To what extent are 
postings on social media protected by freedom of expression?

To add another layer of complexity, social media platform providers are pri
vate actors, which, in contrast to states, are legally speaking not bound by inter
national human rights. Indeed, increasingly states have started regulating the dig
ital space, but unlike in the analogue world the reach and boundaries of national 
legislation are not that clear. Moreover, states have different concepts, for exam
ple, of what activities constitute blasphemy or how far freedom of opinion and 
freedom of religion go and these concepts collide in a space for which we do not 
have clear rules of jurisdiction.

In addressing (some of) these challenges, our project looks at the legal protec
tion of religions in cyber space and at the legal limits of these rights. For this pur
pose, we started with an analysis of the general protection of human rights in the 
context of digital religious practices, identifying specific examples of restrictions 
such as “digital authoritarianism”. We then moved on to elaborate on the regula
tory framework that specifically governs the moderation of religious content on 
digital platforms which is at the core of this contribution. Our research benefits in 
particular from the research of the URPP subproject on argument structures in the 
automatic detection of intolerance and extremism (see Schneider et al. this vol
ume), which reflects the current state of technological developments in content 
moderation and provides important elements for the discussion of the legal issues.

Finally, an in-dept analysis of the regulatory framework governing the 
moderation of religion-related content on social media platforms against the 
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background of international human rights law is the topic of Cristina Frei’s PhD 
project as part of the URPP. It addresses the tensions that arise between global, 
regional and national approaches as well as public and private regulations and 
suggests key elements for regulation.

1.2 What’s Artificial Intelligence Got To Do with It?

Artificial intelligence (AI) is relevant in the context of protecting freedom of reli
gion in the digital space in three regards: First, it plays a critical role in defining 
the content that users of social media will see. This may lead to situations where 
users are confronted with content that affects their religious feelings or human 
rights.

Second, artificial intelligence is a double-edged sword: It facilitates the speedy 
spread of news allowing for broadly available instant information. However, the 
spread of potentially harmful information can pose significant risks, including 
human rights infringements and abuses. On X (formerly Twitter), researchers ob
served a significant increase of harmful content including anti-semitic posts since 
Elon Musk took over the social media platform (Lima-Strong 2023). This surge oc
curred despite his claim that the “new Twitter policy is freedom of speech, but 
not freedom of reach” and that hateful content would be “deboosted” to the great
est extent possible (Musk 2022).

Third, effective regulation will require social media platform providers to 
monitor posted content, in some instances remove it or block corresponding ac
counts. Facebook, one of the most widely used social media platforms, has cur
rently more than 3 billion active users (Dixon 2024). In such circumstances, con
tent is monitored with the support of AI (Meta 2023, 9). Other platforms apply 
different approaches: While TikTok reported a high number of content modera
tion decisions based on its implementation of the relevant EU law, the Digital 
Services Act and stated that it moderates content almost entirely automatically, X 
declared that it rarely moderates harmful content and only uses non-automated 
methods (Drolsbach and Pröllochs 2024, 940–941). Accordingly, the EU Commis
sion launched a procedure against X for violation of the DSA on various grounds 
including content moderation and requested more information from X on its con
tent moderation activities and risk management (European Commission 2024). 
The procedure is still ongoing at the time of this writing.

An overview of recent legal developments with regard to artificial intelli
gence and content moderation of social media will set the stage for a discussion 
of the manifold interactions between AI and freedom of religion and freedom of 
expression and their impact on content moderation.
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2 Legal Framework and Regulatory Approaches
Standards and regulations for AI have increasingly been developed to support the 
innovation potential and the related manifold societal benefits of AI while at the 
same time manage the associated risks. They take different forms and follow dif
ferent regulatory approaches. Some are legally binding, while others are based 
on voluntary commitments (Figure 1). Regardless of their formal legal nature, 
they vary widely in both their geographical as well as substantive scope.

Generally, there are three different approaches to regulation: (1) Standards which 
contain requirements for the actors, i.e. platforms and users; (2) standards which 
focus on a specific technology and its impacts on human rights; and (3) regula
tions which serve as a comprehensive legal framework with principles for states 
to elaborate on in national law.

The following sections analyse selected instruments (highlighted in bold in 
Figures 1 and 2) with a view to their relevance for content moderation in the con
text of freedom of religion.

Standards

binding

regional: EU, CoE

national laws

non-binding

international

state-led: UN, 
UNESCO, OECD 

multistakeholder

national

state-led

multistakeholder

Figure 1: Legal nature of standards.
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2.1 International Non-Binding Standards

At the time of this writing in December 2024, no international legally binding 
standards on AI exists from organisations such as the UN and the OECD. However, 
several instruments developed within the framework of the UN and the OECD are 
relevant and have partially informed binding legislation (above Figure 1).

2.1.1 Organisation for Economic Cooperation and Development

The OECD adopted a technology specific instrument (Figure 2), the Recommenda
tion on AI, with a set of principles for trustworthy AI in 2019 and updated it 
in May 2024 to reflect new technological and policy developments (OECD Recom
mendation on AI 2019; see Kaufmann 2024).

The Recommendation was the first intergovernmental standard on AI and de
veloped in a multi-stakeholder process. It paved the ground for other regulations 
discussed in this section. The Recommendation is people-centered. Its ten princi
ples should help governments, organisations and individuals to design and oper
ate AI systems in a way that puts the interests of people first. They should also 
ensure that the developers and operators of AI-based systems and products are 
held accountable for their proper functioning. In sum, governments should en
sure that AI systems are developed in alignment with values and laws, so that 
people can trust that their safety and privacy are put first (Gurría 2019).

This focus was further strengthened in the update in 2024 with its increased 
emphasis on people and the fight against abuse of AI by addressing the following 

Regulatory focus

(1) actors: platforms
EU Digital Services Act,

UNESCO Guidelines

(2) technology: AI EU AI Act, OECD 
Recommendation on AI

(3) framework
CoE Framework 

Convention; UN Digital 
Compact

Figure 2: Regulatory focus.
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themes: (1) Inclusive growth, sustainable development and well-being, (2) respect 
for the rule of law, human rights and democratic values, including fairness and 
privacy, (3) transparency and explainability, (4) robustness, security and safety 
and (5) accountability.

Based on these principles, five governmental actions are recommended: (1) 
Investing in AI research and development, (2) fostering an inclusive AI-enabling 
ecosystem, (3) shaping an enabling interoperable governance and policy environ
ment for AI, (4) building human capacity and preparing for labour market trans
formation and (5) international co-operation for trustworthy AI.

Currently, 46 states and the European Union signed the Recommendation.

2.1.2 United Nations Global Digital Compact

In September 2024, the Global Digital Compact was adopted by the UN General 
Assembly. It covers the impacts of the digital transition on society in general and 
aims at ensuring that the digital transition is in line with the Sustainable Develop
ment Goals. Its objectives include enhancing the international governance of arti
ficial intelligence for the benefit of humanity (UN Global Digital Compact 2024, 
para. 7.5, para. 50), and co-operation for trustworthy technologies, including AI, to 
advance a responsible, accountable, transparent and human-centric approach to 
their life cycle (UN Global Digital Compact 2024, para. 8(i)). This is complemented 
by an “urgent call” on technology companies and developers to take measures 
against potential harms induced by AI-enabled content, including hate speech 
and discrimination (UN Global Digital Compact 2024, para. 35(c)). States acknowl
edge the need for international coordination of AI standards, but no specific 
measures apart from convening a high-level meeting for reviewing the Global 
Digital Compact have been agreed. With its broad approach the Digital Compact 
qualifies as a framework instrument referred to in Figure 2.

2.1.3 UNESCO Recommendation on the Ethics of AI

The UNESCO Recommendation on the Ethics of AI adopted by its then 193 member 
states in 2021 (UNESCO Recommendation on AI 2021) follows the human rights by 
design approach as it states ten core principles for a human-rights centred ap
proach to the ethics of AI and translates them into key areas for policy action 
(Ramos, Squicciarini, and Lamm 2024, 33–34). Among the ten principles is the 
right to privacy, which is to be protected throughout the whole AI lifecycle. The 
recommendation also states that AI systems should only be used to the extent nec
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essary to achieve a legitimate aim (proportionality) and be subject to a risk assess
ment to prevent harms resulting from their use. States are called upon to ensure 
that AI does not “foster disruption of freedom of expression and access to infor
mation” (UNESCO Recommendation on AI 2021, para. 66). Strong emphasis lies on 
the ultimate human responsibility and accountability. In other words, responsibil
ity for human rights risks cannot be delegated to technology but remains with 
humans and, ultimately, the state. In addition, the Recommendation provides two 
specific instruments for implementation addressing both member states and non- 
state actors involved in AI projects.

In sum, the Recommendation – somewhat implicitly – acknowledges poten
tial conflicting human rights interests which need to be balanced. Its regulatory 
focus is mainly on the technology (Figure 2).

2.1.4 UNESCO Guidelines for the Governance of Digital Platforms

The UNESCO Guidelines for the Governance of Digital Platforms adopted in 2023 
focus on the actors and on the role of digital platforms and providers in protect
ing freedom of expression (Figure 2) (UNESCO Guidelines 2023). The Guidelines 
specifically address the lack of corporate transparency, accountability and due 
diligence, and call for a human rights-centred approach in state regulation. An 
important feature of any policy action is a multi-stakeholder approach. Five prin
ciples call on platforms first to conduct human rights due diligence in accordance 
with the UN Guiding Principles on Business and Human Rights (UNESCO Guidelines 
2023, principle 1, paras. 85–90), and second to adhere to international human rights 
standards (UNESCO Guidelines 2023, principle 2, para. 91). Due diligence includes 
platform design and content. For this purpose, the Guidelines elaborate not only on 
the design process (UNESCO Guidelines 2023, principle 2, paras. 92–93), but also on 
content moderation and curation policies and practices (UNESCO Guidelines 2023, 
principle 2, paras. 94–100), including human content moderation (UNESCO Guide
lines 2023, principle 2, paras. 101–102), and the use of automated systems for con
tent moderation and curation, i.e. AI systems (UNESCO Guidelines 2023, principle 2, 
paras. 103–109). Generally, platforms should act in a transparent manner (UNESCO 
Guidelines 2023, principle 3, paras. 111–118), including with regard to the implemen
tation of content moderation, curation policies and practices, and users should be 
notified when and on what grounds their content is removed (UNESCO Guidelines 
2023, principle 2, para. 110, principle 3, paras. 115.e-j). Moreover, the Guidelines aim 
to hold platforms accountable to relevant stakeholders, which includes user reports 
as well as appeal and redress mechanisms (UNESCO Guidelines 2023, principle 5, 
paras. 123–129). The Guidelines conclude with a set of context-specific provisions 
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related to vulnerable and marginalised individuals (UNESCO Guidelines 2023, con
text-specific provisions, para. 130), situations of armed conflict, crises and emergen
cies (UNESCO Guidelines 2023, context-specific provisions, paras. 142–144), as well 
as to the specific issue of integrity of elections (UNESCO Guidelines 2023, context- 
specific provisions, paras. 131–141).

While – and maybe because – the Guidelines are not binding, they contain 
fairly detailed principles on content moderation and curation. It remains to be 
seen to what extent they will be taken up in future legislation.

2.2 European Union: Legally Binding Instruments

The first comprehensive and legally binding framework for specifically regulating 
AI and thus a regulation with a focus on technology (Figure 2) is the European 
Union’s Artificial Intelligence Act (AIA) (EU Artificial Intelligence Act 2024), which 
entered into force in 2024. It needs to be read together with the Digital Services 
Act (DSA) of 2022 (EU Digital Services Act 2022).

The DSA does not focus on a specific technology (such as AI) but on the actors
(Figure 2), i.e. online platforms. On the one hand, it requires social media plat
forms to rapidly remove illegal content; on the other, it attempts to balance the 
protection against illegal content with users’ freedom of expression. For this pur
pose, platforms are required to counter illegal content. Moreover, they must 
make transparent how their content moderation and their algorithmic recom
mender systems work. In addition, large platforms have to conduct a risk assess
ment for their products, including risks to human rights. In the interest of protect
ing freedom of expression, users have the right to challenge content moderation 
decisions under the DSA. The DSA does not contain specific provisions on free
dom of religion or focus on AI only but applies a general, technology-neutral ap
proach which includes all human rights.

In contrast, the AIA addresses the specific features and the associated risks of 
artificial intelligence. It applies a “human rights by design” approach by requiring 
developers and deployers to take potential risks related to specific uses of AI into 
account. The goal is to foster responsible AI systems by defining clear legal re
quirements for AI systems according to the level of risk. Accordingly, the AIA 
bans AI systems with unacceptable risks such as threats to the safety, livelihood 
and rights of people outright, and strictly regulates those with high risk. AI sys
tems with limited risks are subject to transparency requirements; and the use of 
no or minimal risk AI systems is free.

The regulatory approach of the European Union is particularly interesting be
cause it aims at addressing the tension between protecting society against unac
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ceptable AI-related risks and safeguarding freedom of expression and the innova
tive potential of AI technology. When discussing algorithmic content moderation 
in the context of religion-related content (section 3), we therefore need to com
bine the approaches of the DSA and the AIA which in sum require platform pro
viders to conduct specific AI risk analysis and at the same time give platform 
users rights to protect their human rights.

2.3 Council of Europe: Framework Convention on Artificial 
Intelligence

With its Framework Convention on Artificial Intelligence and human rights, de
mocracy and the rule of law (CoE Framework Convention on AI 2024), the Council 
of Europe pursues a different strategy. It is the first international legally binding 
treaty in the field of AI and qualifies as a framework instrument (Figure 2). It re
quires states to take measures to ensure that activities within the lifecycle of AI 
systems comply with the fundamental principles of human dignity and individual 
autonomy, equality and non-discrimination, respect for privacy and personal 
data protection, transparency and oversight, accountability and responsibility, re
liability and safe innovation. Respecting these principles requires balancing dif
ferent interests. The Convention does not elaborate on detailed criteria for such a 
balancing exercise but provides a set of instruments in the form of remedies, pro
cedural rights and safeguards that states need to establish. It also defines general 
requirements for the risk and impact management. While states are signatories 
to the Convention and thus the primary duty holders, the Convention covers the 
use of AI systems by both public authorities and private actors. According to the 
nature of the Convention as a framework states define the specific application to 
private actors (CoE Framework Convention on AI 2024, Article 3(1)).

It is important to note that the Framework Convention builds on existing in
ternational human rights law and on the Council of Europe’s standards on democ
racy and the rule of law. The purpose of the Convention is to complement existing 
instruments to ensure that they also apply for the use of AI systems and thus be
yond the analogue world. What this application entails with regard to the moder
ation of religion-related content will be elaborated in the next section. This in
cludes an analysis of the related risks to the protection of human rights and the 
role of specific regulatory requirements.
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3 Interactions of AI with Religion-Related 
Content – Selected Aspects

3.1 Moderation of Religion-Related Content and the Role of AI

Religion-related content may include a recording of a church mass on YouTube, a 
young woman sharing knowledge about her religion in a live-stream on Insta
gram (Fazel 2023), or a Salafi online influencer discussing theological issues in 
short videos on TikTok (Klapp 2023, 11). The platform’s algorithms define the dis
play of such content in newsfeeds, to whom it is suggested and how easily and 
widely it is accessible. An example are the high view and engagement numbers 
on Facebook for AI-generated images of Jesus rendered as a crab, which accord
ing to research are at least partially attributable to the recommendation algo
rithm (DiResta and Goldstein 2024).

Platforms collect user data by AI systems, enabling, inter alia, customised 
content on the user interfaces, which leads to higher user engagement and higher 
revenues for the platforms (Narayanan 2023). The resulting personalised online 
experiences may facilitate access to relevant content, including in terms of reli
gious practice.

Religion-related content may be harmful or misleading and spread at high 
speed and widely on social media platforms. A striking example is the high num
ber of Facebook posts inciting violence and discrimination against Muslims, espe
cially Rohingyas, in Myanmar in 2017 (see UN Human Rights Council 2018, 
para. 1352). Accordingly, social media platforms have been called upon to adopt 
new or enhance existing policies and moderate content accordingly. Given the 
high number of accounts and users, content moderation by humans only will 
likely not suffice. As a result, social media platforms increasingly rely on algo
rithms for identifying religion-related content that contradicts the content poli
cies of the platforms and/or national or international law. Such content may then 
be taken down, demoted or a warning note be given to the respective user.

An example for the important role which AI can play in content moderation is 
a video on Instagram accusing a Pakistani political candidate of having “crossed all 
limits of kufr” which was identified by Meta’s AI-based High Risk Early Review Op
erations (HERO) system as a potential risk and forwarded to Meta’s (human) policy 
experts (Meta Oversight Board 2024b). The experts considered the terminology as 
an accusation of blasphemy under Pakistani law based on its insinuation that the 
political candidate would believe in more than one God or equated someone with 
God. Due to the risk of offline harm that such an accusation could provoke in Paki
stan, the video was taken down.
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3.2 Challenges and Limitations of Algorithmic Content 
Moderation

However, algorithmic content moderation is not a panacea as it comes with its 
own challenges and limitations. Known issues include the inability of AI technol
ogy to recognise nuanced elements in some cases, the constraints with less widely 
used languages and contextual word interpretation, the difficulty of identifying 
prohibited content in certain forms of expression (such as voices, images or sym
bols), or the problem of coping with users’ evasion tactics (for further details, see 
Hatano 2023, 149–150) and coded language that makes it difficult to detect 
whether someone is intentionally inciting violence on the basis of religion (San
chez v. France 2021, para. 68). The use of implicit hate speech poses a problem 
particularly for the identification of antisemitism (Becker and Troschke 2023).

The UNESCO Guidelines (above 2.1.4) primarily acknowledge the challenges 
related to linguistic and cultural particularities of content (UNESCO Guidelines 
2023, principle 2, paras. 94–95) and recommend regular external audits with bind
ing follow-up steps of the automated and human tools used, including reviewing 
their precision, accuracy and linguistic capacity (UNESCO Guidelines 2023, princi
ple 2, para. 103). In addition, the DSA (above 2.2) requires the providers of very 
large online platforms to include linguistic aspects in their risk assessment (EU 
Digital Services Act 2022, Article 34).

Given these limitations of AI systems, the incomplete removal of prohibited 
content remains a challenge. Members of religious minorities are often dispropor
tionately affected by false negatives, i.e. content that is not identified by the plat
forms’ moderation systems and therefore remains visible. For instance, the lack 
of Hindi and Bengali hate speech classifiers resulted in harmful content targeting 
Muslims in India not being removed on Facebook (Saaliq and Pathi 2021). More
over, reports suggest that Facebook’s algorithmic content moderation may have 
amplified the distribution of content inciting violence and discrimination against 
Rohingya in Myanmar by recommending it to more users (Amnesty International 
2022, 45–48). Such content can provoke further hateful reactions in the form of 
likes, comments and shares. From a platform’s perspective higher user engage
ment is desirable because it contributes to higher revenues. With regard to ex
tremist content, recent studies concerning YouTube show that the adjustment of 
the recommendation system in 2019 was successful with regard to people who 
were not subscribers of extremist channels; yet the risk of algorithmically influ
enced radicalisation cannot be completely prevented (Chen et al. 2023, 8).

AI systems may also “overperform” and excessively remove or demote reli
gion-related content or wrongly treat it as prohibited content (see Ashraf 2022, 
773). Reports concerning the removal of content with the hashtag #AlAqsa on In
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stagram due to the confusion between the mosque revered by Muslims and a 
sanctioned organisation indicate that over-removal may also be a concern when 
it comes to religious content and would warrant further research (Mac 2021).

Finally, the risk of bias, i.e. inaccurate or unfair results due to the data that algo
rithms are trained on or use, is of particular relevance in the context of religion- 
related content. Bias in algorithmic systems can lead to discriminatory decisions, in
cluding in content moderation. Members of religious minorities or non-Christians 
are at higher risk that content which they publish on social media platforms is 
falsely classified by algorithms as prohibited, and thus deleted or demoted. A report 
by the European Union Agency for Fundamental Rights (FRA) demonstrates how the 
sentences “I am Muslim” and “I am Jew” are much more likely to be categorised as 
offensive than “I am Christian” (European Union Agency for Fundamental Rights 
2022, 11). Accordingly, the UNESCO Guidelines (above 2.1.4) stipulate that the external 
audits mentioned above should check content moderation tools for possible bias or 
discrimination (UNESCO Guidelines 2023, principle 2, para. 103). Potential discrimi
nation is also part of the risk assessment required by the DSA (above 2.2) (EU Digital 
Services Act 2022, Article 34).

In sum, algorithms are needed to moderate content on large social media 
platforms to effectively remove prohibited content, including hate speech and ex
tremism, both from and against religious individuals. However, human rights 
compliant content moderation cannot be delegated entirely to AI. The challenge 
lies at the interface between humans and AI (addressed in the OECD Recommen
dation above 2.1.1): How can bias induced by humans be prevented? And how can 
the different human rights affected by AI supported content moderation be bal
anced?

4 Freedom of Expression, Religious Freedom 
and the Need for Protection – It’s Complicated!

4.1 Social Media Platforms’ Human Rights Responsibilities

Decisions about religion-related content by social media platforms, including by 
means of algorithmic content moderation, have an impact on human rights. 
While these platforms are not directly bound by international human rights trea
ties, which primarily address states, international instruments, such as the UN 
Guiding Principles on Business and Human Rights and the OECD Guidelines for 
Multinational Enterprises on Responsible Business Conduct, expect businesses to 
respect international human rights and recall that states have a legal obligation 
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to ensure corporate respect of human rights. This accepted corporate human 
rights responsibility forms the starting point for specific content moderation 
rules.

4.2 Protecting Freedom of Expression and Religious Freedom, 
But Not Religion as Such

As a result, content moderation applied to social media platforms has to be 
aligned with human rights. Particularly, the right to freedom of expression and 
the right to freedom of religion are affected in the context of religion-related con
tent. These rights apply to both the person producing and/or distributing the con
tent as well as the recipients.

When users publish or access content on a social media platform, they gener
ally exercise their right to freedom of expression. Article 19 of the International 
Covenant on Civil and Political Rights (ICCPR) protects the right to freedom of 
opinion and expression, including the freedom to seek, receive and impart infor
mation and ideas of all kinds – religious content included – regardless of fron
tiers. The drafters of the Covenant made it clear that the type of media is irrele
vant, thus the protection extends to social media.

Anyone who disseminates or consumes the content as part of her or his reli
gion or belief (theistic, non-theistic or atheistic) is also protected by freedom of 
religion. Article 18 of the ICCPR guarantees the right to freedom of thought, con
science and religion. It encompasses the freedom to manifest one’s religion or be
lief in worship, observance, practice and teaching, whether individually or collec
tively in both public and private settings. As the scope of freedom of expression 
includes religious content, public freedom of religion and belief typically consti
tutes a subset of freedom of expression (Schabas 2019, 518).

Social media platforms that moderate, respectively restrict such activities 
will inevitably interfere with users’ rights. Conversely, content moderation can be 
essential for protecting the rights of other users and affected third parties. An in
fringement of religious freedom may be assumed in situations where harmful 
content directed at members of a religious community is fostering a climate of 
public hostility to the extent that these members can no longer safely practice 
their religion publicly (Bielefeldt, Ghanea and Wiener 2016, 492). In addition, reli
gion-related content can affect other peoples’ rights, for instance by inciting vio
lence, undermining gender equality or conflicting with protection from discrimi
nation on the ground of sexual orientation.

The rights to freedom of expression and freedom of religion find their limits 
not least in the protection of the fundamental rights of others. The justification 
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for an interference with freedom of expression often implies considering the free
dom of religion of others and vice versa. Publishing content which denigrates an 
object of religious veneration and thus may offend the religious feelings of others, 
is in principle protected by freedom of expression. This raises the question, 
whether the protection of the religious freedom of those who feel offended justi
fies a restriction on freedom of expression and, consequently, the removal of 
content.

Efforts to protect religious feelings from “offensive speech”, including initiatives 
to establish a concept of “defamation of religions” at the international level (Langer 
2014), contributed to the view that the right to freedom of expression and the right 
to freedom of religion are contradictory human rights concerns (Bielefeldt, Ghanea, 
and Wiener 2016, 483). Moreover, it was argued that freedom of religion would en
tail a right to respect for one’s religious feelings or the protection of one’s own reli
gion from criticism, ridicule or insult, whereas freedom of expression would require 
the unlimited possibility to express oneself freely (Temperman 2008, 527). Yet, the 
international human rights framework does not assume an inherent conflict be
tween these two rights.

While the interplay between these rights remains complex, case law and aca
demic literature provided important guidance in defining their limits. Article 18 
as well as further international human rights norms do not protect religion as 
such (Langer 2014, 123–142). Furthermore, the UN Human Rights Committee made 
clear that the scope of Article 19 extends to deeply offensive views (UN Human 
Rights Committee 2011, para. 11). Based on the decisions Ross v. Canada (Ross 
v. Canada 2000, para. 11.5) and Faurisson v. France (Faurisson v. France 1996, 
para. 9.6), it can be said that the UN Human Rights Committee, in contrast to the 
European Court of Human Rights, only accepts offenses against religious feelings 
as grounds for a restriction of freedom of expression to the extent that they meet 
the severity threshold of Article 20 Paragraph 2 ICCPR (Petzhold 2015, 216–217). 
This provision prohibits hate speech that amounts to the advocacy of national, 
racial or religious hatred that constitutes incitement to discrimination, hostility 
or violence. In the same vein, General Comment No. 34 states that prohibitions of 
displays of lack of respect for a religion, including blasphemy laws, are not com
patible with the ICCPR unless the particular conditions of Article 20 Paragraph 2 
are met (UN Human Rights Committee 2011, para. 48).

4.3 Adequate Balancing of Human Rights by Algorithms?

These human rights-based ground rules for the moderation of religion-related 
content set the standard for balancing different human rights interests. When 
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freedom of expression and freedom of religion are implicated, the proportionality 
of an interference and the balancing of rights are central. The scope of human 
rights protection therefore needs to be translated into instructions for the algo
rithms which are needed for effective content moderation on large social media 
platforms. Determining which interest should be given more weight in individual 
cases is already a complex task for humans and even more so for AI systems 
which build on data provided by humans (see Prem and Krenn 2024, 485). In par
ticular, the proportionality test, which includes assessing whether a restriction is 
necessary for and proportionate to the aim pursued, cannot be encoded in algo
rithms easily (Lennartz and Kraetzig 2022). For the time being, algorithmic deci
sion making can therefore not guarantee the adequate balancing of rights 
(Peukert 2021).

Assessing the severity of a certain expression and accordingly the decision 
whether it should be prohibited in accordance with Article 20 Paragraph 2 ICCPR 
is challenging. The so-called Rabat Plan of Action summarizes the results of a se
ries of expert workshops on the prohibition of incitement to national, racial or 
religious hatred, organized by the UN Office of the High Commissioner for 
Human Rights (OHCHR) (UN High Commissioner for Human Rights 2013). While it 
is not legally binding, it provides guidance to which international courts, bodies 
and experts regularly refer. It recommends using a six-part threshold test to con
sider the elements of context, speaker, intent, content and form, extent of the 
speech act und likelihood of harm. This requires an assessment of the context
which includes the social and political circumstances. Furthermore, the speaker’s 
position or status in society, such as for instance the influence of religious leaders, 
needs to be duly taken into account. Importantly, intent is required for advocacy 
and incitement, negligence or recklessness is not enough to be considered prohib
ited behaviour. Content needs to be analysed with a view to the degree of provo
cation and directness, its form, style or the nature of arguments. With a view to 
human rights risks, the Rabat Plan emphazises the importance of analysing the 
extent of a published content, i.e. its reach, public nature, the applied means of 
dissemination, as well as the frequency and quantity. The harm must be likely in 
terms of reasonably probable and not only hypothetical. In practice, determining 
the elements of intent and likelihood of harm are highly complex, especially in 
the context of content moderation, partly because not only the original authors 
need to be included in the analysis but also people who share the content 
(Benesch 2020, 110).

The Meta Oversight Board already applied the Rabat Plan of Action test in 
various decisions (Meta Oversight Board 2024a). In algorithmic content modera
tion, however, the current limitations of AI technology in recognising nuanced el
ements in some cases may prevent the reliable implementation of the six factors 
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(Hatano 2023, 149). This may also lead to situations where content which does not 
meet the threshold criteria is deleted or demoted, and thus an over-removal. 
Often, algorithmic content moderation does not give a clear answer on where the 
line is drawn or how diverging interests are balanced.

5 Conclusion
Our research can be summarized in three main conclusions which relate to (1) 
the applicability of human rights to religion-related content on social media, (2) 
the balancing of different human rights interests involved and (3) to the conse
quences for regulation and eventually the role of the state.
(1) Human rights apply to the digital space as well as to the analogue world given 

the impact of digital technology on human rights. In particular, social media 
platforms can support human rights by allowing for fast and wide publica
tion and dissemination of content, including religion-related. This potential 
comes with the platforms’ responsibility to respect users’ human rights and 
address potential risks. Human rights risks are particularly prevalent in the 
context of religion-related content.

(2) Addressing human rights risks associated with religion-related content re
quires a careful balancing of different human rights interests. An important 
instrument for this purpose is content moderation. 

The applicable laws and the platforms’ content policies are often of a 
rather general nature and leave broad room for discretion and interpreta
tion. For religion-related content, such a balancing test is particularly chal
lenging and depends on the interpretation of the right to freedom of expres
sion and freedom of religion. Given the size of large social media platforms 
algorithms are needed for effective content moderation. The balancing of 
conflicting interests and ensuring the proportionality of restrictions is a key 
aspect of human rights law. Current AI based systems which identify, match 
and predict content, or classify content into one of several categories (see 
Gorwa, Binns and Katzenbach 2020, 4–5) are not equipped to conduct propor
tionality tests. Therefore, the balancing of interests cannot be delegated to AI 
but requires human intervention.

(3) The challenges of algorithmic content moderation are reflected in standards 
and regulations for AI. The binding and non-binding instruments, such as the 
EU’s DSA and AIA or the UNESCO Guidelines for the Governance of Digital 
Platforms, elaborate on the responsibility of social media platforms to respect 
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human rights. This includes conducting human rights due diligence to iden
tify, prevent, mitigate these risks and account for how they are addressed. In 
addition, appropriate measures are required to assess and mitigate the risks 
that the use of algorithmic content moderation entails. With regard to reli
gion-related content, for example, social media platforms should analyse how 
algorithmic content moderation may automatically remove certain religion- 
related content, potentially resulting in the over-policing of certain religious 
minorities (Ashraf 2022, 773). It will be key that such risk assessments draw 
on the expertise of social scientists, including in the field of digital religion. 
The DSA requires platforms to grant researchers access to relevant data. The 
interdisciplinary URPP Digital Religion(s), which includes researchers from 
the disciplines of computational linguistics, religious studies and media and 
communication studies, can serve as a forum for further clarifying the notion 
of religion and offering different perspectives and insights on the protection 
of religious minorities which would benefit new regulation.

New standards and regulations for AI and digital platforms further define social 
media platforms’ responsibility to respect human rights, including freedom of ex
pression and freedom of religion but do not specifically stipulate how the com
plex content moderation decisions should be taken. Instead, they provide impor
tant instruments for balancing different interests through remedies, procedural 
rights and safeguards. Research and academia will play an important role in sup
porting states and platforms by providing more data on the human rights impacts 
in the context of religion-related content and in translating abstract human rights 
concepts into criteria that can be operationalized for content moderation in 
practice.

Our research is a first step, as it identifies key elements for addressing poten
tial risks and paves the ground for further human rights-oriented interdisciplin
ary work.
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