Final conclusions

The introduction began by outlining China’s rise as a major world power, its polit-
ical and economic system, and how it has theorized the uses of cyber and technol-
ogy to enhance its economy, military, and political influence. It showed how China
is an expanding power ruled since 1949 by the Communist Party of China (CCP)
and whilst there are concerns of Westernization and “splittism” or state fragmen-
tation from within, the binding of party—state remains intact. At the same time the
CCP and People’s Liberation Army (PLA) have theorized and operationalized forms
of political warfare amplified by Information Communications Technologies (ICT).!

China’s Belt and Road Initiative (BRI) is a modern-day Silk Route for both over-
land and maritime trade. What is more, the CCP has an eye to the militarization of
these routes, especially in naval bases stretching from the Indian Ocean to the
Horn of Africa. Across land, sea, air, and space, China has made rapid advances.
Where once its military was dominated by its massive number of ground forces,
designed to fight a defensive war from within China, it now boasts capabilities
and numbers at sea, in the air; and orbiting around the earth that enable a host
of possibilities. The fifth domain of warfare, cyber, has been a major enabler
through cyberespionage.

China closely examined Western developments to close the gap on the West
and rest of the world, simultaneously allowing it to grow its regional ambitions
and those of the BRI In the politico-military realm the PLA took on board a num-
ber of lessons, beginning with the 1991 Gulf War. The PLA oversees “the full space
enterprise”, including military and civilian integration, and shadowed the U.S. ap-
proach.2 They looked at how command, control, communications, computers, intel-
ligence, surveillance, and reconnaissance (C4ISR), enabled by satellites for intelli-
gence sharing, were used to fully utilize the asymmetric military advantage held
by U.S.-led coalition forces. The value of this was further confirmed during the Sec-
ond Gulf War in 2003.

The uses and usefulness of this approach were viewed as a force multiplier to
air, land, and maritime forces, aided by space and America’s network of satellites.
U.S. ideas of Network-Centric Warfare and replicating and enhancing a system-of-
systems approach came to inform PLA thinking. This led one Chinese General to
comment, “Our sights must not be fixed on the firepower warfare of the industrial

1 Dean Cheng, Cyber Dragon: Inside China’s Information Warfare and Cyber Operations (Santa Bar-
bara, CA: Praeger, 2017), pp. 41-48.

2 Caitlin Campbell, “China’s Military: The People’s Liberation Army (PLA)” (June 4 2021), p. 43, ac-
cessed November 8 2021.
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age, rather they must be trained on the information warfare of the information
age”® PLA theory and stratagems, built on the military philosophy of Sun Tzu
and to a lesser extent Mao Zedong’s “People’s War”, borrowed from Western con-
cepts but through some innovative thinkers the PLA also began to transform its
armed forces and grow its economy. It is also impressive evidence that the demise
of the USSR and Soviet-inspired communism was not, as Francis Fukuyama con-
tended, The End of History*

Under President Xi Jingpin China has continued to make significant advances,
and like his immediate predecessors Jiang Zemin (1989-2002) and Hu Jintao
(2002-2012), Xi has overseen military modernization and made it a high priority.
This has seen PLA ground forces advance, with the PLA now supplied with a di-
verse array of modern military equipment complementing a slimmed-down
force (post2015) of around one million army ground forces. Periodic restructures
of the PLA have been one of the features of Xi’s time in office. It was stated in the
introduction that under Xi the CCP set about achieving three forward-thinking
aims for the PLA. These were to achieve mechanization of the PLA by 2020, along-
side networking its assets to improve efficiency and promote jointness; to complete
this modernization process by 2035; and achieve a world-class military by 2049, the
hundredth anniversary of the founding of the People’s Republic of China (PRC).?
These plans are on track.

This includes its tanks, helicopters, and amphibious forces. The PLA Air Force
(PLAAF) continues to replace older aircraft with fourth-generation or higher. Its
suite of missiles, overseen by the PLA Rocket Force (PLARF), has similarly devel-
oped and diversified. By 2015-2017, China was considerably ahead of the United
States Navy (USN) in shipbuilding (measured by tonnage). Although combat effec-
tiveness remains to be seen, since 2020 the PLA Navy has become the world’s larg-
est navy in terms of raw numbers (with massive expansion both quantitatively and
qualitatively).® It is rapidly becoming a Mahanian “blue water” navy capable of
power projection. Two older-generation aircraft carriers are already deployed, a

3 Major General Wang Pufeng, “The Challenge of Information Warfare”, China Military Science
(1995), https:/fas.org/irp/world/china/docs/iw_mg wang.htm, accessed March 28 2019.

4 Francis Fukuyama, “The End of History”, National Interest, No. 16 (Summer 1989), pp. 3-18.
Francis Fukuyama, The End of History and the Last Man (New York: Free Press, 1992). Francis Fu-
kuyama, “The ‘End of History’ 20 Years Later”, New Perspectives Quarterly, Vol. 27, Issue 1 (Winter
2010), pp. 7-10.

5 Campbell, “China’s Military: The People’s Liberation Army”, Summary.

6 Nick Childs and John Waldwyn, “China’s Naval Shipbuilding: Delivering on Its Ambition in A Big
Way” (May 1 2018), https:/www.iiss.org/blogs/military-balance/2018/05/china-naval-shipbuilding, ac-
cessed April 13 2018.
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third is being built, with four more currently envisaged. These later carriers will
likely have the latest electromagnetic catapults and the most modern suite of tech-
nologies and weapons in China’s inventory.

Whilst its ground forces have decreased, in total across all its service branches,
the PLA calls on around two million active service personnel.” Its military budget is
second only to that of the United States.® Through cyberespionage from the West,
especially companies in the United States, it has also achieved a bigger bang for the
buck by surreptitiously gaining access to American research and development
(R&D), greatly reducing its spend and circumventing challenging military develop-
ments and the need to innovate for itself. It has done the same across civilian in-
dustries from wind turbines to robotics, and from manufacturing through to med-
icine, with a policy to introduce, digest, assimilate, and re-innovate within China.

1 PLA structure, restructuring, and Chinese intelligence

Relatedly, the introduction also characterized the domestic structure of China’s
government and the PLA. The structure of the General Staff and the major General
Staff Departments of 2PLA, 3PLA, and 4PLA were then outlined. It described that
2PLA was responsible for Human Intelligence collection and analysis (HUMINT);
3PLA Signals Intelligence; and 4PLA Electronic Intelligence and offensive “electron-
ic warfare”. Organizationally, this has traditionally been supported by at least 28
technical reconnaissance bureaus.

2PLA also contained Unit 61398, which is alleged to be home to some of the
most virulent Advanced Persistent Threat (APT) groups in the world. These have
been accused of a wide variety of cyberespionage campaigns across the defense
industrial base, concentrated on the United States. 3PLA has often been equated
to the U.S. National Security Agency (NSA), with facilities in several Chinese cities
and a presence in all seven (pre-2024) military regions. 4PLA was believed to have
responsibility for executing China’s cyberwarfare stratagems, including against
critical infrastructure (CI).

The PLA, much like China itself, has however been on a process of reforms
and reorganization, and between late 2015 and early 2016 “Xi announced the

7 Campbell, “China’s Military: The People’s Liberation Army”, pp. 8, 34-39, 52—-53. Roy D. Kam-
phausen (ed.), The People of the PLA 2.0 (Carlisle, PA: US Army War College Press, 2021).

8 Nan Tian and Fei Su, “A New Estimate of China’s Military Expenditure” (January 2021), https:/
www.sipri.org/sites/default/files/2021-01/2101_sipri_report_a_new_estimate_of_chinas_military_ex
penditure.pdf, accessed November 8 2021.
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most ambitious reform and reorganization of the PLA since the 1950s”.° These re-

forms included increasing joint operations and a reshaping of internal cyber oper-
ations. This encompassed PLA ground forces, the PLAN, PLAAF, PLAREF, and estab-
lished the PLA Joint Logistics Support Force (in 2016). It also notably led to the
formation in 2015 of the PLA Strategic Support Force (PLASSF). This centralized in-
formation and space operations. This included cyber, electronic, and psychological
warfare.'

This was a step towards improving jointness between the component branches
of the PLA. In 2024 another phase of military reorganizations was announced. This
saw the reorganization or dishandment of the PLASSF into separate but interrelat-
ed organizations. These are the Military Aerospace Force, Cyberspace Force, and
Information Support Force. All operate under the Central Military Commission
(CMC), China’s equivalent to the Pentagon. As well as being a third-term president,
Xi is also General Secretary of the CCP and Chairman of the CMC."* This central-
ization of power and accusations of authoritarianism have arrived with anti-cor-
ruption drives (and the unexplained removal of officials) and the public ejection
of former premier Hu Jintao from the 20th Party Congress in 2022, whilst increas-
ingly binding the party-state system through party-centric nationalism."?

The 2024 reforms might be the culmination of a process of mini reorganiza-
tions between 2017 and 2024." This saw the Central Cybersecurity and Informati-
zation Leading Group, established in 2013, become the Central Cyberspace Affairs
Commission in 2018. It also saw the Cyberspace Administration of China and the
Ministry of Industry and Information Technology play important coordinating

9 Campbell, “China’s Military: The People’s Liberation Army”, p. 10.
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11 “Xi Jinping >J i1, https:/www.brookings.edu/wp-content/uploads/2018/03/china_20180318_xi
jinping profile.pdf, accessed February 24 2024.
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and Enduring?”, Third World Quarterly, Vol. 43, Issue 1 (2022), pp. 225—-243. Horst Fabian and An-
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roles alongside the Ministry of Science and Technology. This, and more, was out-
lined and discussed in chapter 1."*

With improving jointness a clear priority, the PLA and CCP have paid close at-
tention to Russia’s military performance in the Ukraine War. Russia has attempted
jointness across the five domains of warfare (land, sea, air, space, and cyberspace).
It has not been successful. The Russian military is a different beast, but coordinat-
ing across the five domains (including combined arms operations akin to World
War 1II) has led to a “meat grinder” on the front lines. Not only have Russia’s pri-
mary aims proved wishful thinking, but attacking forces have also been continual-
ly blunted."® For the PLA, as “a ship being rebuilt while also underway”, jointness
can expose “hidden weaknesses and fundamental faults”.'® This can only be fully
tested in battle.

Reforms have also seen the Ministry of State Security (MSS) conduct cam-
paigns alongside units from the PLA. The MSS, previously responsible for civilian
intelligence and counterintelligence, now stands accused of both cyberespionage
and cybercrimes against companies in the commercial sector alongside the
PLA."7 The introduction also outlined that alongside cyberespionage, China, as
well as many other nations, continues to use traditional espionage as standalone
intelligence-gathering activities and as an aid to cyberespionage.

This includes the recruitment of (and attempts to recruit) foreign government
agents and politicians, as well as targeting company employees in the private sec-
tor. This involves allegations of bribery, blackmail, the use of honey traps and
“swallows” (“sexploitation”), and “spotters” who will identify potential targets
and then pass them to an intelligence officer for further assessment.'® This em-
brace of HUMINT includes utilizing Chinese officials with diplomatic cover and

14 Tai Ming Cheung, “The Rise of China as a Cybersecurity Industrial Power: Balancing National
Security, Geopolitical, and Development Priorities”, Journal of Cyber Policy, Vol. 3, No. 3 (2018),
pp. 316—318. Jamie P. Horsley, “Behind the Facade of China’s Cyber Super-regulator: What We
Think We Know — and What We Don’t — about the Cyberspace Administration of China” (August
8 2022), https:/digichina.stanford.edu/work/behind-the-facade-of-chinas-cyber-super-regulator/, ac-
cessed August 21 2024.

15 Kristan Stoddart, “Russia’s Cyber Campaigns and the Ukraine War: From the ‘Gray Zone’ to the
‘Red Zone”, Applied Cybersecurity & Internet Governance, Vol. 3, No. 1 (June 2024), pp. 5-33.

16 David Chen, “Lessons of Ukraine Raise Doubts about PLA Modernization” (April 8 2022), https://
jamestown.org/program/lessons-of-ukraine-raise-doubts-about-pla-modernization/, accessed Octo-
ber 25 2024.
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diplomatic immunity and those operating under “Non-Official Cover” or “Illegals”,
who act covertly (and lack diplomatic immunity).*

As well as “the recruitment of foreign nationals to conduct espionage”, HU-
MINT embraces “the use of travelers to gather intelligence, as well as the debrief-
ing of defectors and other individuals with access to information of value”.° HU-
MINT requires a great deal of time and resources in creating assets, running them,
and analyzing the intelligence-information they produce (which for states like
China means integrating this into the intelligence cycle). It can be high risk, finan-
cially expensive, and require a great deal of complex effort and judgment to work
in potentially hostile environments. This means field agents are required to learn
foreign languages, detection techniques, surveillance and surveillance avoidance,
recruitment skills, self-defense skills, and so on.

In a world of CCTV, cell phones with high-resolution cameras and high-quality
audio and video recording, and biometrics including facial recognition, surveil-
lance and counterintelligence are made easier. Conversely, surveillance avoidance
is made more difficult. Moreover, open-source intelligence (OSINT) (including so-
cial media intelligence) can exploit the digital footprints left by people and compa-
nies, to target and gather intelligence. This can also be used for counterintelligence
against those trying to hide in the shadows or using false identities. Additionally,
consumer devices like smartphones, micro-sized SD cards, and USB sticks make it
easier to implant code and have even greater uses in exfiltrating information and
intelligence against hard targets that are too difficult to hack remotely.

Agents (spies) and insiders can be used to infect devices and computer systems
as well as gathering intelligence.”* Although China prioritizes, and has greatly ex-
ploited, remote access (cyberespionage), the technologies and tradecraft described
above are also an option, especially against foreign travelers within China. China is
also alleged to use its expatriate community including Chinese businesspeople,
companies, and academics at home and abroad, including through the “Thousand
Talents Program”. It has also invested in or purchased companies working on tech-
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Spies” (October 31 2018), https:/www.wired.com/story/china-spy-recruitment-us/. Both accessed No-
vember 21 2021.

20 Jeffrey T. Richelson, “The Pentagon’s Spies” (July 6 2015), https:/nsarchive2.gwu.edu/NSAEBB/
NSAEBB520-the-Pentagons-Spies/, accessed January 27 2020.

21 Joel Brenner, America the Vulnerable: Inside the New Threat Matrix of Digital Espionage, Crime,
and Warfare (New York: Penguin Press, 2011), pp. 82—90.
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nologies or products in sectors of strategic benefit to China. These have all been
key enablers of China’s rapid development and its rising power.*>

One view of China’s rise and its view of the international system were set out
in January 2013 by Lieutenant General Qi Jianguo, then recently appointed as
Deputy Chief of the General Staff with responsibility for foreign relations and in-
telligence. He wrote in the official weekly newspaper of the CCP’s Central Party
School:

In the next decade or two, it is possible that the initial framework of a multipolar world will
take shape. However, a power’s rise and decline is a complex and lengthy process and it will
be a long process of development before a global multipolar framework emerges ... The end
of the Cold War marked the first time in the 500 year rise of the West that a transformation of
the international framework was completed without conflict. Twenty years later, mutual co-
operation and competition between great powers exists and overlapping interests are inter-
woven with the strategic game [zhanlue boyi; %1 2£]; the risk of all-out confrontation has
declined, and great power relations have entered a new phase of development. Great power
interests are deeply blended ... with the deepening development of economic globalization,
the interests of each country are blending together as are crises. A problem in any one coun-
try may affect other nations ... in particular, there must be strategic foresight [zhanlue yuan-
Jjian; f% %3 W] for the development of Sino-U.S. relations ... Cybersecurity [wangluo anquan;
I 4422 4%] concerns national sovereignty as well as the security of economic and social oper-
ations, and it concerns the quality of human existence. The West’s so-called “internet free-
dom” actually is a type of cyber-hegemony [wangluo ziyou; %% Hi]. In the information
era, seizing and maintaining superiority in cyberspace is more important [gengwei zhongyao;
iy Z] than seizing command of the sea and command of the air were in World War =

This summarizes some of China’s thought processes but what Qi omitted was that
China’s embrace of cyber, especially cyberespionage, has enabled the PLA’s grow-
ing ability to challenge at sea, in the air, on land, and in space, as well as cyber-
space. These thought processes were examined in chapter 1, which analyzed Chi-
nese theories and theoreticians on cyber as an evolution from 1991 through to
the present to increase our understanding of Chinese cyberespionage campaigns
and targets, as well as thinking on cyberwarfare.

22 Whether this is all part of a grand plan to reorder the world is the subject of Clive Hamilton
and Mareike Ohlberg, Hidden Hand: Exposing How the Chinese Communist Party is Reshaping the
World (London: Oneworld Publications, 2020).

23 Qi Jianguo, “An Unprecedented Great Changing Situation: Understanding and Thoughts on the
Global Strategic Situation and Our Country’s National Security Environment”, in-house translation
by James A. Bellacqua and Daniel M. Hartnett, CNA China Studies Division, https:/www.cna.org/
CNA_files/PDF/DQR-2013-U-004445-Final.pdf, accessed April 9 2019.
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2 From unrestricted warfare to seizing information
supremacy

The release in 1999 of Unrestricted Warfare, a treatise widely read in China’s po-
litical and military circles, written by two Chinese colonels (Qiao Liang and Wang
Xiangsui) began a process of innovation in Chinese thinking. They believed a Rev-
olution in Military Affairs had taken place. In their eyes the battlefield was every-
where. Conventional military force in the pursuit of political ends was but one
arrow in the quiver. They suggested that American and Western technological ad-
vantages had also made them reliant on technology and this could be exploited.
Through technology, economies could be manipulated, computer viruses implant-
ed, and social and psychological warfare conducted.*

It was years before similar ideas arrived in the West.*® Qiao and Wang were
writing at the dawn of the modern Internet, before social media, and predating the
massive increase in always-on connectivity. Although economic espionage, psycho-
logical operations, propaganda, disinformation campaigns, and double cross have
long existed (including in World War II), there was much that was new. Sharing
similarities with Russia’s later embrace of “hybrid warfare”, Qiao and Wang
wrote that Unrestricted Warfare embraces everything from military hard power
to socio-economic—cultural soft power “to compel the enemy to accept one’s inter-
ests” whilst falling in the “gray zone” between peace and conflict.*®

Unrestricted Warfare sparked a debate which led into discussions of “Acupunc-
ture/Paralysis Warfare” which looked to hit the weak links in command, control,
communications, and intelligence chains. By 2000, Information Warfare depart-
ments had been established by the PLA and another colonel, Shen Weiguang,
had conceived the concept of Total Information War, which borrowed from and
fleshed out some of the ideas that evolved after Unrestricted Warfare, including

“acupuncture/paralysis warfare”.%’

24 Qiao Liang and Wang Xiangsui, Unrestricted Warfare: China’s Master Plan to Destroy America
(Brattleboro, VT: Echo Point, 2017), pp. 43, 120, in Timothy L. Thomas, The Dragon’s Quantum Leap:
Transforming from a Mechanized to an Informatized Force (Fort Leavenworth, KS: Foreign Military
Studies Office, 2009), pp. 29-30.

25 Frank G. Hoffman, Conflict in the 21st Century: The Rise of Hybrid Wars (Arlington, VA: Potomac
Institute for Policy Studies, 2007).

26 Qiao and Wang, Unrestricted Warfare, pp. Xxi-xxii.

27 Shen Weiguang, Deciphering Information Security (Beijing: Xinhua Publishing House, 2003),
pp. 380—-405. Quoted in Timothy L. Thomas, Decoding the Virtual Dragon: Critical Evolutions in
the Science and Philosophy of China’s Information Operations and Military Strategy (Fort Leaven-
worth, KS: Foreign Military Studies Office, 2007), p. 134 and Thomas, The Dragon’s Quantum Leap,
pp. 146-147.



272 —— Final conclusions

These developments were closely followed by the 2001 Science of Military
Strategy (SMS). This laid out five areas to develop: Intelligence Warfare; Command
and Control Warfare; Electronic Warfare; Cyberwarfare; and Destructive Warfare.
These were looked at with a view to gaining information superiority, aimed at “at-
tacking, weakening, and interfering with enemy information systems”, but with
defensive and protective provisos (a recognition of China’s own vulnerabilities).?®
The 2001 SMS also made the first mention of Strategic Psychological War (SPW) to
undermine civilian populations and military morale and as a method of counter-
ing Western propaganda. SPW built on a key principle of Sun Tzu - to subdue an
enemy without fighting.?®

These ideas were developed further by Major General Dai Qingmin in his 2008
book New Perspectives on War:*® Dai had become known for his work “On Seizing
Information Supremacy” which appeared in 2002. His thoughts on these and other
related issues were also influential in the PLA and CCP. In peace and war, Dai felt
China’s technological disadvantages could be alleviated by gaining “information
supremacy” through the infiltration of Western networks and systems, and knowl-
edge of Western military systems and networks, as well as peacetime covert at-
tacks against CL.** This influenced the CCP’s concept of the “Three Warfares” (psy-
chological, legal, and public opinion warfare) enabled through integrated network
and Electronic Warfare. This was refined as “winning without fighting”, another
Sun Tzu maxim, where space was seen as a commanding height which included
potential offensive use of anti-satellite weapons.**

There were also advocates for computer network attacks against the CI of rival
states dating from the 2001 SMS. This included civilian targets such as ports and

28 Timothy L. Thomas, Dragon Bytes: Chinese Information-War Theory and Practice (Fort Leaven-
worth, KS: Foreign Military Studies Office, 2004), p. 39. For an overview of some of these vulner-
abilities see PK. Mallick, China in the Cyber Domain (New Delhi: Vivekananda International Foun-
dation/Prints Publications, 2022), pp. 348 -364.

29 Peng Guanggian and Yao Youzhi, The Science of Military Strategy, English translation (Shanghai:
Military Science Publishing House, 2005), pp. 146 —147, 202-206, 362—376. In Thomas, Decoding the
Virtual Dragon, pp. 24, 27-29.

30 Dai Qingmin, New Perspectives on War (Beijing: PLA Publishing House, 2008). The title can also
be translated as War in New Perspective.

31 Dai Qingmin, Wangdian Yiti zhan Yinlun (Introduction to Integrated Network and Electronic
Warfare) (Beijing: PLA Press, 2002), pp. 79, 110, 151, 170, 194, 266, 284—287. Quoted in Thomas, De-
coding the Virtual Dragon, pp. 104-105.

32 Dean Cheng, “Winning Without Fighting: The Chinese Psychological Warfare Challenge” (July 12
2013), https:/www.heritage.org/global-politics/report/winning-without-fighting-the-chinese-psycho
logical-warfare-challenge, accessed March 4 2020.


https://www.heritage.org/global-politics/report/winning-without-fighting-the-chinese-psychological-warfare-challenge
https://www.heritage.org/global-politics/report/winning-without-fighting-the-chinese-psychological-warfare-challenge

2 From unrestricted warfare to seizing information supremacy = 273

airports.*® Suggestions also began to be made to embed malware in foreign weap-
ons systems as “kill-switches” that could stay dormant until activated. Plans had
also been discussed to leverage sub-state Chinese hackers for foreign operations.
In 2009, the head of cybersecurity research at the PLA’s famed Academy of Military
Science suggested attacking CI for disruption or damage. This included power sys-
tems, telecommunications, and education.®*

By this point, although cyber deterrence had been considered, it was seen
through the lens and lessons learned in the nuclear weapons domain (as it was
in the West).*® Cyber has different characteristics and this makes directly or indi-
rectly cross-applying nuclear deterrence theories and concepts problematic. This
includes concepts such as pre-emption/first strike, retaliation, survivability, and es-
calation control.*®

After the 2013 SMS, new stratagems for Information Warfare were being en-
couraged to complement the military reforms then underway (culminating in
2015). This included improved situational awareness, cyber defenses, and explora-
tion of international cyber cooperation. This is what led to the PLASSF, and the
Obama-Xi agreement, alongside heightened national network and information se-
curity and domestic measures aimed at monitoring social stability.*’

After 2015, developments in the field of Artificial Intelligence (AI) became the
subjects of increasing discussion. This was considered not only as part of the of-
fense but also as an aid to jointness.*® There was also a move away from inform-
atized to intelligentized warfare. This, too, was seen as a means to help overcome
difficulties with mounting, sustaining, and optimizing jointness across domains
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and environments.*® Much of this (then and now), is driven by ideas of Shi, which
at its base is looking for advantage or superiority.*’

There was also renewed interest in the electromagnetic spectrum for defen-
sive and offensive action.* This included 2018/19 discussions of improving the
use of Electronic Intelligence for intelligence, surveillance, and reconnaissance
to better enable operations from commanding heights through to field-level deci-
sions. This would also help cross-domain integration. This was also set in the con-
text of the critical nodes of CI and Psychological Operations, including the use of
propaganda (incorporating mis- and disinformation), and the utilization of decep-
tion. This harked back to ideas found in Unrestricted Warfare and later theoreti-
cians like Shen, and theorems including SPW and the “Three Warfares”.*?

AT was conceived of as a key tool enabling deception through fake messages
and messengers whilst aiding battlespace decisionmaking.** Some believed it
could demist the “fog of war”.** Morality and ethics (two fundamental components
of International Humanitarian Law and the Law of Armed Conflict) were also reg-
ularly discussed in the late 2010s. This included concerns about Al, Machine Learn-
ing, machine-on-machine warfare, and cognitive warfare.*®
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During the Covid-19 pandemic (2019-2022), more thought was given over to
foreign and domestic propaganda and “thought management” (FEAEEFE).* Al
was part of that conversation, as were its continuing offensive and defensive
uses.*” This was part of the search for the intelligentized high ground.*® Discussion
has also been given over to deterrence by denial and Cyber Mimic Defense.** The-
orists who advocated launching pre-emptive attacks and possible large-scale cyber-
warfare have diminished, but whether ideas promoting international norms gain
meaningful traction remains to be seen.*® This reflects the two strands of Chinese
strategic culture outlined in the introduction and in evidence at points throughout:
the neorealist “parabellum” that is prepared to use force to achieve objectives, and
the defensive, non-aggressive, morally guided “Confucian-Mencian” strands. Strate-
gic culture also resonates at the service level and the values and missions of the
PLA and China’s intelligence services.>*

Lastly, chapter 1 outlined how Sino-Russian dialogues and military-to-military
technology transfers have also aided development and augmented China’s growing
strength and assertiveness. This was enhanced in 2015 through a Sino-Russian non-
aggression cybersecurity agreement whose provisions go beyond non-aggression
into cooperation. They have also announced plans for increasing cooperation in
space ventures (including on the moon).** Given a Cold War history of competition
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it remains to be seen how Sino-Russian cooperation will develop or whether this
non-aggression pact will hold or be extended, but China seeks to maximize the
benefits it believes it can draw from cyber as the fifth domain of warfare.”®
This discussion is returned to in the penultimate section.

3 From theory to practice: cyberespionage, pre-positioning,
and holding critical infrastructure “at risk”

These cyber theorems helped guide and direct policy choices. Chapter 2 detailed
how China was beginning to operationalize its theories and by the mid-2000s
cyber recruitment and training programs were underway. Chinese hackers had
begun infiltrating CI as early as 2001 and from September 2003-August 2005
“Titan Rain” intruded into Department of Defense laboratories, NASA networks,
and aerospace companies. In 2007-2009, “Night Dragon” infiltrated the U.S. elec-
tric system to map and find ways to disrupt the grid, and also targeted oil, gas, en-
ergy, and petrochemical companies worldwide.

Night Dragon appears to have been run by APT1 (“Comment Crew”) operating
out of PLA Unit 61398 (which, amongst other things, has been long accused of tar-
geting companies in CI). This included the Canadian branch of Spanish-based com-
pany Telvent, one of a number of supply chain and gateway companies to larger
critical infrastructure providers.** In the early 2010s, “Operation Aurora” went
after defense suppliers, including a prime contractor in Lockheed Martin. In addi-
tion, it targeted American merchant “shipping, aeronautics, arms, energy, manu-
facturing, engineering, electronics, financial, and ... software companies” which in-
cluded Yahoo and Google.*

Alongside this the “Shady Rat” campaign was running against a broad range of
targets.”® This was, like many other Chinese campaigns, primarily looking at intel-
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lectual property (IP) theft. Meanwhile, the 2013-2015 breach of the U.S. Office of
Personnel Management was geared to gather details of American government em-
ployees. This provided Chinese intelligence with access and leverage to personnel
and organizations directly tied to the U.S. government.

More broadly, tailored cyberattacks and attackers can also be bought or hired
“off the shelf” to operate as privateers or proxies, and improving capabilities and
practice have led to exponential quantitative growth and innovation. At the cost of
a laptop and Internet connection the barriers to entry have continued to fall, with
malware code and tools widely available and increasingly user friendly. Technical
malware and code analysis is one of the main investigative pathways used to iden-
tify the attackers and their origins, but these are movable pieces in a dynamic glob-
al jigsaw.

This is reflected in Chinese APT campaigns with so-called “living-off-the-land”
practices that use pre-existing or repurposed malware and open-source tools mak-
ing attribution more challenging.”’” This said, discovery and “naming and shaming”
individuals who operate as part of APT groups and identifying their physical loca-
tion and infrastructure might well have been one of the reasons why the PRC has
undergone two major restructures of its cyberespionage operations. Without sig-
nificant changes it could have been more difficult for Chinese counterintelligence
to protect and support them.*®

Cyberespionage operations have been important to Chinese development.
From 2000 to 2010 the PLA’s campaigns saw China begin a two-fold leap. For mili-
tary advancement, which was a significant focus for the PLA, IP theft and reverse
engineering-appropriated technologies were instrumental in progressing the PLA
from mechanized-age weapons to “an informationized force”. Seen within Chinese
culture as the sincerest form of flattery, IP theft also targeted civilian industries.*
Civilian IP, with America the prime target, has been rapidly incorporated into Chi-
nese products and bred material and economic development. By design, and with
insufficient attention from national governments and private industry, the West
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and the rest have been hemorrhaging national and supranational science and tech-
nology and intelligence. Additionally, China’s cyberespionage campaigns have also
provided China’s politico-military leadership with the ability to engage in disrup-
tive or destructive cyberwarfare through pre-positioning in CI. This is a cause for
concern. Chapter 2 outlines how and what they are pre-positioning against. This is
part of the fourth industrial revolution (4IR/Industry 4.0) and wider discussions of
disruptive technologies.

Chapter 2 also detailed the 2013 Science of Military Strategy which talked of
the use of “privateer” forces and flagged the start of a process to centralize
cyber operations under one body, the PLASSFE. Under President Xi Jinping, China
also set about reorienting its strategy for “Information Warfare” (read as cyberwar
to many in the West) with the groundwork part of wider military reorganizations
and reform (articulated in China’s 2015 Military Strategy). Chapter 2 also discussed
how these injections provided by cyberespionage — allied to the skills and knowl-
edge base provided by China’s universities and its large numbers of foreign stu-
dents and staff working in Western universities and conducting business with
the West — are allied to industry and state priorities.

Chapter 2 also noted that China is developing indigenous supercomputers,
quantum computing and quantum encryption, Machine Learning, and Al These
are technologies that could well have profound implications for cyberespionage
and the capacity to engage in cyberwarfare at scale. In these fields, China is engag-
ed in a developmental race with the U.S. and the West more widely. Thus far, China
has largely engaged in cyberespionage and targeted IP theft.

However, both in conventional approaches to espionage and in cyberspace,
they have also gone directly and indirectly after companies and personnel involved
in CI. Business leaders, officials, non-governmental and intergovernmental organ-
izations, and universities have also all been targeted. In addition, companies in-
cluding DJI, China General Nuclear Power Group, Huawei, and ZTE are all suspect-
ed of being potential vehicles for the CCP and PLA. Even as cost-effective and
reliable providers there are widespread concerns over inviting Chinese companies
into Western telecommunications and nuclear power (two key areas of critical in-
frastructure). More widely still, China is the world’s pre-eminent manufacturer of
microchips found in systems worldwide, and this also raises valid concerns.

Northrop Grumman’s thorough 2012 study detailed state-sponsored or state-di-
rected infiltration from China of the supply chains for microelectronics, including
high-value targets such as defense and telecommunications. This includes the pos-
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sibility of malicious chips or circuit boards, including for routers and switches and
other fundamental hardware, having hidden features.®

This includes corrupting the Basic Input/Output System used to boot operating
systems including Windows. These can be updated by vendors or by malware
through watering-hole attacks (where a site likely to be visited by a particular tar-
get group is compromised) and other methods.’" This applies also to firmware
(code to enable functionality of hardware installed by manufacturers).®* For this
to happen these features would have to be designed into the manufacturing
phase or developed to enable trojanized access through downstream suppliers.
Northrop Grumman stated this “has the potential to cause a catastrophic failure
of select systems and networks supporting critical infrastructure for national se-
curity or public safety”.®

With evidence suggesting that cybersecurity risks are growing faster than the
ability to secure data and systems from a wide variety of hostile actors from China
and the rest of the world, the cybersecurity industry and government agencies,
most notably the NSA, work under a considerable burden.®* The Western Intelli-
gence Community leans heavily on the cybersecurity industry and their threat pre-
vention tools, mitigations, investigations, and analysis. They, and the private indus-
try they protect, alongside Western governments (and many other nations), are
now seeing threats on an unprecedented scale, and of unprecedented diversity
and complexity, in cyberspace.

This has seen private industry and governments constantly trying to monitor,
mitigate, or remediate vulnerabilities as well as attempts to infiltrate the commu-
nications and social relationships of target groups and individuals. This is global in
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scope. The range of state-, sub-state-, and non-state-level threats is wide and deep,
with Russia, Iran, North Korea, and counterterrorism high on the list. At the top of
that list is the PRC. However, chapter 2 concludes that China is also potentially vul-
nerable because of Western components (as well as firmware and software) in Chi-
na’s industrial critical infrastructure. How they might deal with a potential major
cyberattack on their CI concerns them also.

These threats emanate from individuals and groups who are often well organ-
ized. If these are privateer or proxy forces, they are frequently in locations where
extradition is a problem. If they are state-level actors working for intelligence
agencies, operatives are not going to be extradited. This includes those operating
in China. A visit to the FBI “Cyber’s Most Wanted” page reveals a string of indict-
ments and arrest warrants against Chinese nationals (as well as many other na-
tions — especially Russia, Iran, and North Korea).*® However, then FBI Director
Christopher Wray testified in January 2024 that Chinese cyber threats are greater
“than every other major nation combined”.®® Wray attested:

the PRC’s cyber onslaught goes way beyond prepositioning for future conflict. Today, and lit-
erally every day, theyre actively attacking our economic security — engaging in wholesale
theft of our innovation and our personal and corporate data ... they knit cyber into a
whole-of-government campaign against us. They recruit human sources to target our busi-
nesses, using insiders to steal the same kinds of innovation and data their hackers are target-
ing while also engaging in corporate deception — hiding Beijing’s hand in transactions, joint
ventures, and investments — to do the same.*’

Then-White House national cyber Director, Harry Coker, Japan’s Deputy National
Security Advisor, Keiichi Ichikawa, and Britain’s Director of GCHQ, Anne Keast-But-
ler, raised very similar concerns.®
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4 China: a cyber threat, a rising power, and an opportunity
to engage

Chinese cyberespionage poses a major concern in the context of U.S. innovation
through IP theft. This includes military systems technology. This was the subject
of chapter 3. The head of MI5, Britain’s domestic counterintelligence agency, in a
joint statement with FBI Director Wray, outlined in July 2022 how China has
been conducting “a coordinated campaign on a grand scale ... a strategic contest
across decades ... [through] planned, professional activity”.*® Michael J. Rogers,
then Chair of the House (Select) Intelligence Committee, had earlier stated in 2014:

I called out the Chinese government for its industrial-scale campaign of cybereconomic es-
pionage against American companies. The brazen Chinese government campaign was no se-
cret in the United States government or the private-sector cybersecurity community. But no
one was talking about it publicly at that time. The United States was unwilling to call Beijing
to account, and U.S. companies feared the Chinese government would punish them with
crushing cyberattacks for having that public debate. After we opened that debate here and
called China out, we were able to have an honest conversation with the American people
about the cost of this Chinese campaign and what needs to be done about it. China’s economic
cyberespionage has certainly not diminished in that time. In fact, it’s grown exponentially in
terms of volume and damage done to our nation’s economic future. Chinese intelligence serv-
ices that conduct these attacks have little fear, because we have no practical deterrence to that
theft. This problem is not going away until that changes.”

Little has changed and Chinese cyberespionage impacts much more than Ameri-
ca’s economic future. A late 2018 congressional commission warned that America
was falling behind in areas such as AI and hypersonic platforms. Falling behind in
these critical advanced technologies “raises the possibility that America may find
itself at a technological disadvantage in future conflicts”.”* The commission added,

“Because the American way of war has long relied on technological supremacy,

this could have profoundly negative implications for U.S. military effectiveness”.”
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1620360/hearing-of-the-house-select-intelligence-committee-subject-cybersecurity-threat/, accessed
January 16 2019.

71 In turn this might provide greater impetus for America and the West to conduct their own es-
pionage in these areas. “Providing for the Common Defense: The Assessment and Recommenda-
tions of the National Defense Strategy Commission” (2018), p. 10, https:/www.usip.org/pub
lications/2018/11/providing-common-defense, accessed December 20 2018.
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Resultantly, it can be argued that this makes it more likely that the United
States will come under challenge, with knock-on effects for friends and allies, es-
pecially in NATO and the Asia-Pacific. One of America’s strengths from 1941 on-
wards has been in alliances. Notwithstanding changes in U.S. foreign and defense
policy that might emerge under the second Trump administration, China’s demo-
graphic and geographic size, alongside its economic weight and relative state cohe-
siveness enforced by the CCP, portend that “quantity exhibits a quality all its
own”.”®

Given that America far outspends China on defense, they are looking to main-
tain the military advantages they have held since World War II. However, what is
not being factored in is how much China has saved on R&D through cyberespion-
age against the US. defense-industrial base and related sectors. As China has
moved into priority areas of R&D across a range of developing and Emerging Tech-
nologies, and from development into testing and evaluation it has moved into sec-
ond place in the list of global defense expenditure.”

In 2021 China’s official defense budget was ¥1.355 trillion (renminbi/yuan).
That equated to around $209 billion USD.” In 2022, it was ¥1.45 trillion ($229 bil-
lion).”® By 2023, it had risen to ¥1.55 trillion (around $243 billion).”” These are offi-
cial Chinese government figures. The widely respected Stockholm International

73 Timothy L. Thomas, Three Faces of the Cyber Dragon: Cyber Peace Activist, Spook, Attacker (Fort
Leavenworth, KS: Foreign Military Studies Office, 2012), p. 157.

74 Testing and evaluation is necessary before commissioning systems into combat duty. Nan Tian
and Fei Su, “A New Estimate of China’s Military Expenditure” (January 2021), https:/www.sipri.org/
sites/default/files/2021-01/2101_sipri_report_a_new_estimate_of_chinas_military_expenditure.pdf.
“World Military Spending Rises to Almost $2 Trillion in 2020” (April 26 2021), https:/www.sipri.org/
media/press-release/2021/world-military-spending-rises-almost-2-trillion2020. Both accessed No-
vember 8 2021.

75 Campbell, “China’s Military: The People’s Liberation Army”, p. 47.

76 Amrita Jash, “China’s 2022 Defense Budget: Behind the Numbers” (April 29 2022), https:/
jamestown.org/program/chinas-2022-defense-budget-behind-the-numbers/, accessed November 8
2024.

77 Amrita Jash, “China’s 2023 Defense Spending: Figures, Intentions and Concerns”, China Brief,
Vol. 23 Issue 7 (April 14 2023), https:/jamestown.org/program/chinas-2023-defense-spending-fig
ures-intentions-and-concerns/. Nan Tian, Diego Lopes da Silva, Xiao Liang, and Lorenzo Scarazzato,
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Peace Research Institute’s last estimated figure was higher at $296 billion for 2023.
This was a 6 percent rise and the 29th year-on-year rise.”®

In June 2023 U.S. Senate hearings it was revealed that the U.S. Intelligence
Community (USIC) assessed PRC defense spending might be nearer $700 billion.”
Publicly declared budgets are one thing. Real defense spending is another.*® Sector-
al and general inflation is also a factor. The U.S. defense budget request for FY2024
was far in excess of China’s at $849.8 billion. Of that, $143 billion is for research,
development, testing, and evaluation (RDT&E).*" Past expenditure on RDT&E has
benefitted the PRC/PLA. How much of the 2024 budget and future expenditure
will indirectly benefit China because of cyberespionage?

As chapter 3 detailed, the aerospace sector and other parts of the defense-in-
dustrial base have been widely and successfully targeted. Based on the sectors and
some of the companies China has successfully targeted, chapter 4 detailed how
China has used cyberespionage to grow, accelerate, and develop its military capa-
bilities across the spectrums of land, air, sea, and space. This includes heavy-lift air-
planes, fourth- and fifth-generation multi-role aircraft, and missiles. Western R&D
might well have shortened China’s pathways to reverse engineering and manufac-
turing. This includes “Chinese copies” of Western aircraft like the Chengdu J-20
“Mighty Dragon”, Shenyang J-31 “Gyrfalcon”, and the Xi’an Y-20.

Chapter 4 also detailed how the PRC has developed and deployed “carrier-kill-
er” missiles, a new series of short-, intermediate-, and intercontinental-range bal-
listic missiles. This includes difficult-to-defend-against Mach 5+ hypersonic mis-
siles, including antiship cruise missiles. Antiship missiles have been installed on
the Spratly and Paracel island archipelagos and surface-to-air missiles on artificial
reefs in the “first island chain” stretching across the Philippines Sea. This has been
developed into a protective net for the PLAN in the South China Sea, a barrier to
entry for Western navies, notably the USN and allied forces (especially for the pos-
sible defense of Taiwan), and a potential staging post in the Western Pacific.®* It
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has also employed lawfare in territorial disputes in the South China Sea (reflecting
neoclassical realism).*

In addition, China has also been testing and developing anti-satellite missiles
since 2007. These capabilities are supported by airborne early-warning aircraft and
antisubmarine warfare systems (especially hunter-killer submarines). These are
integrated into wider C4ISR assets. This includes constellations of Chinese satel-
lites. These all form part of Chinese anti-access/area-denial capabilities and strat-
egies. At sea, the Department of Defense recognizes that the PLAN now exceeds
the USN. By 2025, the PLAN is expected to grow to 395 vessels. By 2030, that number
is expected to be 425.*

Partly to counter China’s PLAN, as of 2024 the USN is planning on a force of
294-296 “battle force ships” by 2030 whilst increasing the percentage of its fleet
to the Pacific. This includes its newest and most capable vessels. In 2021, what
was envisaged for the USN was a smaller portion of larger ships, a larger portion
of smaller ships, and a substantially greater use of unmanned vehicles and shifting
a greater proportion of its fleet to the Pacific as part of a regional focus or “pivot to
Asia”.® The shift to the Pacific remains for now. In addition, the policy of the
Biden administration also meant increasing:

cooperation with naval forces from allies such as Japan and Australia and other countries
such as India, including exercises and other forms of engagement ... aimed not only at im-
proving interoperability between U.S. and allied naval forces, but also at expanding existing
bilateral forms of naval cooperation (e.g., U.S.-Japan, U.S.—Australia, U.S.-India) into trilateral
(e.g., U.S.-Japan—Australia, U.S.-Australia-India) or quadrilateral (U.S.-Japan—Australia—

2022-MILITARY-AND-SECURITY-DEVELOPMENTS-INVOLVING-THE-PEOPLES-REPUBLIC-OF-CHINA.
PDE, accessed November 9 2024.
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China Sea”, Cambridge Review of International Affairs, Vol. 34, No. 4 (2021), pp. 510-529.
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India) forms that could enhance the ability of the United States and its allies in the Indo-Pa-
cific region to balance against China’s growing military capabilities and deter potential asser-
tive actions by China.®

Cooperative agreements alleviate some concerns of overstretch, with America the
keystone of NATO and with interests and allies in the Middle East and South Asia.
The second Trump administration might take a different view of U.S. alliances and
regional allies. This is a foreign and defense policy choice.

Under the Biden administration the U.S. entered into a trilateral security part-
nership with the UK and Australia (AUKUS). This saw Australia cancel a $90AUD
billion contract with the French government for 12 SSNs (attack submarines),
and instead Australia planned to purchase at least eight SSNs built in Australia
through a build and refit program with the U.S. and UK. AUKUS is designed to en-
compass “diplomatic, security and defence co-operation in the Indo-Pacific. This
includes joint work on cyber capabilities, Al, quantum technologies and ‘additional
undersea capabilities’, such as underwater sensors and drones”.®” Whether to con-
tinue AUKUS will be another policy choice.

Across the range of physical domains of land, sea, and air, America still re-
mains at or near the top of global rankings in numerical terms.®® Comparing
raw numbers does not account for equipment quality, interoperability, jointness
between service branches, availability of supplies, logistics, or many other war-
fighting factors. There are also parameters that are not easily measured. These in-
clude training, operational and combat experience, and morale (key aspects of
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marines-through-new-trilateral-enhanced-security. All accessed November 7 2021. It is noteworthy
that through cyberespionage, China has gained details of U.S. and allied weapons systems which
might well be providing the PLA with the ability to develop and deploy countermeasures.

88 “United States Military Strength” (undated), https:/www.globalfirepower.com/country-military-
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warfighting for Clausewitz and Sun Tzu). In these areas, and supported by like-
minded nations and long-standing allies and friends, America is believed to still
possess clear advantages.

Cooperative agreements include intelligence sharing through the “Five Eyes”
partnership, and bilateral and multilateral intelligence-sharing arrangements.
This includes cyber threat intelligence sharing. Cyberespionage, through to the
threshold into cyberwarfare, can undercut qualitative vs. quantitative advantages,
making asymmetries appear larger than they might be. This might make China
much closer to parity in conventional forces than is often thought should it
begin hard-power contestation and enter the realm of “Thucydides’ Trap”.*
China also remains a capable nuclear power with SSBNs and land-based missiles,
and a small number for air-delivery by Xian H-6 bombers. These nuclear capabil-
ities could grow.*® This, too, is part of the security dilemma.”

There are also wider considerations that impact the security dilemma. If it
were possible to aggregate all that China has accrued through cyberespionage,
across military and civilian sectors, these numbers would be eyewatering. There
are crumbs of comfort as “Chinese scholars argue that China’s defense budget —
which the PRC presents as insufficient to meet China’s defense needs — will
need to expand to unsustainable levels as the PLA replaces legacy systems with
more modern and expensive ones”.”> However, China is also finding export mar-
kets for its military products, as it does across the civilian sector. In 2019, 8 of
the world’s 25 largest defense contractors were state-owned Chinese firms.”*
These are listed in table 1:
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RHOKWWSrvI8h]3I8FKw, accessed December 4 2021.

91 Robert Jervis, “Cooperation Under the Security Dilemma”, World Politics, Vol. 30, No. 2 (January
1978), pp. 167-214.

92 There is also a growing synergy between civilian and military sectors aided by dual-use tech-
nologies such as semiconductors, software, and emerging technologies. Campbell, “China’s Milita-
ry: The People’s Liberation Army”, pp. 48—-49.

93 Campbell, “China’s Military: The People’s Liberation Army”, p. 50.
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Table 1: Global Rankings of China’s Top Defense State-Owned Companies in 2019

Defense News Stockholm International Peace Re-
Company ranking (out of 100) search Institute ranking (out of 25)
Aviation Industry Corporation of
China (AVIC) 6 6
China North Industries Group Cor-
poration Limited (NORINCO) 8 9
China Aerospace Science and In-
dustry Corporation (CASIC) 1" Not ranked
China Shipbuilding Industry Cor-
poration (CSIC) 14 Not ranked
China Electronics Technology
Group Corporation (CETC) 15 8
China South Industries Group Cor-
poration (CSGC) 18 24
China Aerospace Science and
Technology Corporation (CASC) 20 Not ranked
China State Shipbuilding Corpora-
tion (CSSC) 24 Not ranked
China National Nuclear Corporation
(CNNCQ) Not ranked Not ranked

Source: Caitlin Campbell, China’s Military: The People’s Liberation Army (PLA), p. 51, https:/crsreports.
congress.gov/product/pdf/R/R46808, accessed November 8 2021.

Trade imbalances between the U.S. and China were an important part of economic
policy during the first Trump administration. This is one of the policy areas that
could be revisited as part of Sino-U.S. engagement under the second Trump admin-
istration. More widely, the post-World War II liberal order has been enabled
through security pacts, tariff-free (or non-protectionist) trade, and multilateral
rules and institutions, alongside strategic partnerships (especially NATO) binding
together advanced industrial democracies under the umbrella of American leader-
ship and power. Whether these sets of imperatives are important to a more in-
ward-looking, America-first, second Trump administration remains a concern.**

94 William Mathews, “Trump’s ‘America First’ Foreign Policy will Accelerate China’s Push for
Global Leadership” (November 14 2024), https:/www.chathamhouse.org/2024/11/trumps-america-
first-foreign-policy-will-accelerate-chinas-push-global-leadership, accessed November 30 2024.
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This could produce a separate and rival, hegemonic order to liberal international-
ism and lead to international instability and unstable friendships and alliances.*
This also depends on whether a risen China seeks to work within the existing in-
ternational order, challenges it, or seeks to overturn it.%¢ This includes issues relat-
ing to the “cyber order”, involving technical standards, future developments of the
Internet (with concerns over national “Splinternets”), and supporting technolo-
gies.”

On trade, and in other cooperative areas, whether China will seek new global
rules and institutions or whether it will work within the existing Western-led in-
ternational order, and how that order might be challenged from within and with-
out, is a complex international and globally impactful dynamic.’® China is, after all,
deeply rooted in the international system, both through global institutions, includ-
ing the United Nations Security Council, large intergovernmental organizations in-
cluding BRICS, the World Trade Organization, and G20 whilst in areas involving
human rights it contests issues resulting from its one-China policy amid accusa-
tions of repression and coercion.*

It is also often the biggest player in regional organizations like the Shanghai
Cooperation Organization (SCO), Shangri-La Dialogue, Asian Infrastructure Invest-
ment Bank, and Association of South-East Asian Nations through economic weight
as it has risen to upper-middle-income status among developed nations whilst be-
coming the largest creditor for developing nations. This has been described as
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“contested multilateralism”.'® This is in evidence through some ongoing efforts by
China to create new institutions within multilateral frameworks. However, this
pursuit tends to be only undertaken as a strategy of “last resort” when existing fo-
rums and “forum shopping” have been exhausted as options."™

Beyond trade and institutional pressure, there are a multiplicity of other areas
where American engagement with their Chinese counterparts might serve as a bet-
ter deterrent to cyberespionage than under previous administrations. This, too, is a
policy choice. Another is arms control. Whether conventional or unconventional,
this is an available option Under the Reagan administration, arms control with
the Soviet Union was pursued whilst ramping up conventional and nuclear
force modernization. Both policies were successful legacies of his administration.
These deals benefitted America and global security. Whilst capping numbers and
the deployment of classes of weapons, the cost of arms racing America drained the
Soviet economy and was a contributor to the eventual collapse of the USSR be-
tween 1989 and 1991'%*

One of the lessons Reagan took into his second term of office was that success-
ful negotiation required reaching out and finding accommodation with America’s
key adversaries as well as with America’s allies and friends around the world.'®®
That system of alliances has helped keep the peace since World War II. Soft power
was, and remains, another important aspect of the Rise and Fall of the Great Pow-
ers.'® Differing systems of government, challenges to liberal democracy, and a re-
turn to great power competition are also features that could once more provoke a
Clash of Civilizations."®® Alongside economic competition, cultural exchanges and
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immigration/migration are part of these challenges. China’s approach also chimes
with Nye’s smart power framework.'*

5 China’s universities and private sector

Part of the reason for China’s rise and ability to exploit cyberespionage lies in Chi-
na’s university sector. Further substantiating points made in chapter 1, China’s ci-
vilian universities, their indigenous and international research, and their student—
staff exchanges are also seen by the CCP and PLA as supporting the national effort
in cyber and broader technological development. Nine of their universities —
Fudan University, Harbin Institute of Technology, Nanjing University, Peking Uni-
versity, Shanghai’s Jiao Tong University, Tsinghua University, Xi’an Jiaotong Uni-
versity, Zhejiang University, and the University of Science and Technology of
China (USTC) - are a selective group designated as the C9 League. These elite uni-
versities receive 10 percent of China’s national research budget. Corresponding to
the Ivy League in the United States, the C9 League was established by two CCP Di-
rectives — Project 211 (1995) and Project 985 (1998) — “to raise the research stand-
ards of China’s top universities”.'"’

USTC in Hefei (Anhui Province) in eastern China is home to the Institute of Ad-
vanced Technology, University of Science and Technology of China. This is an im-
portant center for innovation in China. It is unique in operating two national lab-
oratories, the National Synchrotron Radiation Laboratory, and the Hefei National
Laboratory for Physical Sciences at the Microscale. It conducts fundamental scien-
tific research and describes itself as a world leader in areas including quantum
technologies, nanotechnology, high-temperature superconductivity, speech proc-
essing, and the life sciences. It also promotes technology transfer with the ICT in-
dustry and innovation in microelectronics, materials science, and quantum infor-
mation (part of quantum science). It recruits within the top 0.3—0.5 percent of high
school graduates.'®®
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Shanghai’s Jiao Tong University is where China’s political and business elite go
to study. It has relationships with several of the world’s top universities. It has pro-
duced much-in-demand technical engineers who go on to work for domestic and
foreign multinationals. It too has partnered with elite universities abroad. Mem-
bers of Jiao Tong University have co-authored research papers with members of
PLA Unit 61398, including on issues of cyberwarfare and joint papers on network
security and attack detection. Jiao Tong is also one of a number of Chinese univer-
sities to have established joint ventures with Western universities. This has includ-
ed the University of Michigan and Carnegie Mellon University in Pittsburgh.'®

Twelve universities in China have information security courses. All but two
are public universities; the two others are the National University of Defense Tech-
nology and the PLA Information Engineering University.''® Under the banner of
“Education is not indoctrination”, the School of Cyber Science and Engineering
at Jiao Tong was China’s “first university department that serves as a national tal-
ents training base in the field of information security”.""* In addition, China has
sent over 1,700 PLA members to over 50 nations for study. The PRC has also hosted
over 10,000 foreign military staff at military educational institutions across China.
These link-ups include 38 with Russia, 29 with Pakistan, 21 with Thailand, and 25
with the United States between 2003 and 2016."*

There are long-standing concerns that Chinese academia are leveraging West-
ern universities. For many years Chinese students have frequently made up a lu-
crative and significant part of the student intake. The Australian Strategic Policy
Institute (ASPI) reported in 2018 that since 2007 over 2,500 Chinese academics
with links to the PLA have worked at a wide number of Western universities.
The most popular are in the United States, Australia, the United Kingdom, and Ger-
many. There Chinese academics have worked in “strategic and emerging technol-
ogy sectors such as quantum physics, signal processing, cryptography, navigation
technology and autonomous vehicles”.'*® This was described by China’s PLA

Daily as “picking flowers in foreign lands to make honey in China”.'**
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In studying abroad, including PhD research and staff appointments, it has
been suggested many academics retain “a strict loyalty to their government and
the Chinese Communist Party”.'"® Nationalism, and less party loyalty, might also
play its part. Some have used cover stories (“legends”) to mask their PLA affilia-
tions."*® London’s Times Higher Education also reported on the ASPI research. It
indicated not only the pre-pandemic scale of the Thousand Talents Plan, but
also some of the anxieties it was provoking. There is sensitivity around the issue
and even before the Covid-19 pandemic, leading researchers were being encour-
aged to return. There were also reports of FBI investigations."'” To what extent
this is a national security issue, rather than one of global mobility, remains a dif-
ficult question.'*® This especially concerns fundamental research in areas of stra-
tegic interest to the state. Penalizing entire groups based on their nationality is
xenophobic. However, there are causes for concern as well as the well-evidenced
FBI indictments.""’

Though there are valid concerns, there is a great risk of tainting all Chinese
students, academics, and businesspeople on this basis.*?° University research
(both civilian and military) is utilized in the commercial sector and for military
applications. Moreover, multinationals like Huawei and ZTE have long been be-
lieved to share with government intelligence collected from the West. Additionally,
China is aiming to overtake the U.S. as the lead innovator of AI by 2030. Attempts
are also underway to bridge the estimated deficit of 14 million trained cybersecur-
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ity professionals needed by China as part of an “Assassin’s Mace” (& F-4#) ecosys-
tem of research and training centers.'*

6 Intelligence and counterintelligence

Back in 2012 Peter Mattis, a former counterintelligence analyst with the CIA, raised
concerns about the scale of Chinese cyberespionage. At the time he questioned
whether this was making its way to Chinese intelligence and the Chinese govern-
ment. Mattis felt there was insufficient open-source intelligence/information to
prove this conclusively.'* This might still be so in some cases, but there is now
enough open-source information to analyze Chinese cyberespionage and to show
the scale of Chinese intelligence activities and how intelligence collection is
being used by the Chinese government, the PLA, and in industries crucial to the
CCP’s Five-Year Plans.'”® Although much remains hidden, including detailed think-
ing and strategizing, the targets, military programs, and some of the civilian sec-
tors which have benefitted from cyberespionage are clear. Offensively, through
cyber and traditional espionage, one of China’s main objectives has been to access
the designs of Western (mainly American) military systems.

This is one of the reasons the U.S. founded the Office of Tailored Access Oper-
ations at the NSA’s headquarters in Fort Meade in 1997. Through to 2012, this is said
to have been very effective at penetrating Chinese computer and telecommunica-
tions systems and providing intelligence to the USIC."** What inroads have contin-
ued to be made is unclear, especially after the Snowden leaks and the uncovering
of a major CIA spy operation in 2010-2012 (which involved physical break-ins to
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gain access to hard targets) and later compromise of the CIA’s covert communica-
tions system.'?

What Western intelligence seeks from China is in traditional areas of politico-
military secrets and decisionmaking."?® For this and other reasons Chinese coun-
terintelligence continues to be highly active, further making China a hard target.
Remotely recruiting useful and reliable assets in places like China is no easy
task unless they decide to “walk in” and offer their services. As well as their
own counterintelligence activities, the PRC also continues to engage in traditional
spycraft. It is a multi-pronged, multi-layered approach and a whole-of-nation effort
where businesses, universities, and individuals are leveraged as part of Civil-Mili-
tary Integration/Fusion (CMI/CMF)."*” This includes HUMINT gathering and exploi-
tation by leveraging the “MICE” framework (Money, Ideology, Compromise/Coer-
cion, and Ego)."*®

Su Bin, a spotter in the aviation industry for the PRC, was one such case. An-
other, in late 2024, involved Britain’s Prince Andrew."*® Honey traps are also com-
mon. This includes Fang Fang (aka Christine Fang), a modern-day Mata Hari who
tried to seduce local U.S. politicians and congressmen."*® Chinese intelligence also
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actively recruits agents from rival Foreign Intelligence Services."** Some have Chi-
nese heritage. These include former CIA officer Jerry Chun Shing Lee and CIA of-
ficer Alexander Yuk Ching Ma. Non-Chinese include former CIA case officer Kevin
Mallory, U.S. State Department employee Candace Claiborne, and Ron Rockwell
Hansen, who worked for the Defense Intelligence Agency. Chinese intelligence
also recruits academics. Among them: Zhengdong Cheng, Gang Chen, and Min-
gqing Xiao. These and other cases were outlined in chapter 3.

In Autmn 2024, a deep-cover intelligence agent was arrested on suspicion of
supplying intelligence on the transportation of defense equipment from a German
arms manufacturer. This was passed to her handler, who had already been de-
tained whilst working for the office of Maximilian Krah, a member of the Europe-
an Parliament representing the rightwing nationalist party, Alternative for
Deutschland. He had allegedly been passing intelligence from within the European
Parliament."** Across the world, politicians, government employees, large defense
contractors, commercial sector companies, and those in the supply chain have
been targeted over long periods of time. This has included Chinese moles discov-
ered within the FBL'*®

The cases of AMSC, Sinovel, Trelleborg Offshore, and Taizhou CBMF (also in
chapter 3) evidence how pervasive these efforts are. Chinese efforts are allied to
hacked personal data. This assists in identifying key individuals and helping decide
who might be vulnerable or susceptible to inducement. OSINT and hacked person-
al data together help China potentially recruit individuals or contacts not previous-
ly thought to be susceptible to approaches. This is why the 2013-2015 OPM breach
(chapter 2) was very important. Whether cyberespionage should be considered a
form of covert action (comparable to Russian active measures) has also been the
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subject of study.’* One of the main themes in this book, and in Cyberwarfare:
Threats to Critical Infrastructure, is that cyberespionage has characteristics that
create threatening ambiguity between intelligence gathering and offensive opera-
tions."*

7 The Chinese Dream

China’s 2015 Military Strategy stated:

China’s national strategic goal is to complete the building of a moderately prosperous society
in all respects by 2021 when the CPC celebrates its centenary; and the building of a modern
socialist country that is prosperous, strong, democratic, culturally advanced and harmonious
by 2049 when the People’s Republic of China (PRC) marks its centenary. It is a Chinese Dream
of achieving the great rejuvenation of the Chinese nation. The Chinese Dream is to make the
country strong. China’s armed forces take their dream of making the military strong as part of
the Chinese Dream. Without a strong military, a country can be neither safe nor strong. In the
new historical period, aiming at the CPC’s goal of building a strong military in the new situa-
tion, China’s armed forces will unswervingly adhere to the principle of the CPC’s absolute
leadership, uphold combat effectiveness as the sole and fundamental standard, carry on
their glorious traditions, and work to build themselves into a people’s military that follows
the CPC’s commands, can fight and win, and ... the armed forces will continue to follow
the path of civil-military integration (CMI), actively participate in the country’s economic
and social construction, and firmly maintain social stability, so as to remain a staunch
force for upholding the CPC’s ruling position and a reliable force for developing socialism
with Chinese characteristics."*®

There is no doubt that cyberespionage allied to traditional spycraft from the West
and in other parts of the world has aided China’s long-term development and
shortened its pathways to development. This includes in the military realm, and
China has long aimed to learn from the West through its universities, businesses,
and culture. Company acquisitions and mergers have also aided their development
and indirect civilian technology transfer can shrink research or development
times whilst also producing direct socio-economic benefits.
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Still, replicating, reverse engineering, or refining technologies are not always
beneficial and can stifle innovation."®” The practices which China has adopted can
shorten pathways to development both for China and in the nations, regions, and
sectors China is investing in through the BRI. The BRI, Made in China 2025, and
CMI/CMF are described as three tributaries of Chinese geostrategic policy.'*®
Made in China 2025 aims to produce more indigenous products, which may lead
to a decrease in Chinese cyberespionage. However, the targets and scale and
their ongoing espionage campaigns lead to the conclusion they are still learning
to innovate. To this and other ends China can conduct cyberespionage on a scale
that no other nation can currently match (whilst bearing in mind that current
and future AI and quantum-computing capabilities might alter that calculation).

This includes utilizing ‘lone wolves” and patriotic sub-state collectives.'*
Through one group alone, “Red Hacker Alliance”, as many as 300,000 hackers
might be able to be called upon as proxies or privateers.'*” Whilst there was no
evidence of direct PLA involvement in the Red Hacker Alliance, there was ideolog-
ical overlap between this group and the CCP/PLA. Not only can these “netizen”
groups provide plausible deniability, but their activities can also benefit the
state (partly because of sheer numbers and the vast volume of information/intel-
ligence they can gather)."*" Similar Chinese actors have included “KeyBoy”, “Hon-

ker Union”, and the “Network Crack Program Hacker Group”.'*?
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Through to 2009 these “patriotic hackers” were more of a nuisance than a stra-
tegic threat including in hot spots like Taiwan."** Following the formation of the
PLA’s Strategic Support Force in 2015, China’s cyber operations and campaigns be-
came more centrally controlled and directed.*** In 2017, legislation (most notably a
National Intelligence Law) sought to draw cybercriminal groups and lone wolves
into state service as privateers."*® This included foreign intelligence collection
for the MSS."*® The second series of major reorganizations begun in 2024 might
point to further top-down coordination. Industrial and corporate espionage by Chi-
nese companies and individuals like Su Bin have also aided China’s hacking of ci-
vilian and military targets. Su Bin will not have been the only “target spotter” uti-
lized by China.

Larry Wortzel testified in 2013, “There is an urgent need for Washington to
compel Beijing to change its approach to cyberspace and deter future Chinese
cyber theft. The Chinese government does not appear to be inclined to curb its
cyber espionage in any substantial way. Merely naming will not affect this central-
ly directed behavior.”"*” Washington is not the only capital affected. This is of wide
concern across Europe and the Asia-Pacific, and includes a wider spectrum of ac-
tivities beyond intellectual property theft. This includes mis- and disinformation
and soft-power campaigns of coercion and propaganda. At the far end of the spec-
trum is the potential for cyberwar."*®
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As chapter 1 detailed, these sets of issues have been under study since the
early 1990s. How these theorems and stratagems were operationalized was the
subject of chapter 2. Among a long list of campaigns going back to the early
1990s, the potential for pivoting from cyberespionage to destructive cyberwar
was particularly apparent in the 2021 “Volt Typhoon” campaign.'*® Whilst the
CCP-PLA is aiming to further remedy its internal challenges, “success in war
will remain uncertain. Ultimately, victory on the battlefield depends on where
the battle is fought and against whom.”"*® With this in mind, China has also engag-
ed in military-to-military cooperation with Russia.

8 Sino-Russian dialogues: military-politico cooperation,
intelligence sharing, and agreements

The PRC and Russia have been in increasing bilateral dialogues since around 2009.
For a time this was centered on the annual International Forum for Information
Security (usually held in Garmisch-Partenkirchen in Germany)."** From the mid-
2000s the organizer of this forum was Moscow State University’s Institute for In-
formation Security Issues. This may have played an important role in creating pol-
icy recommendations at the highest level. It also facilitated bilateral “track 2” meet-
ings between European and Asian officials and experts. This included discussions
on cyberspace, the Internet, and information security issues.'*

It is suggested that deterrence to hostile Information Warfare was discussed
through Sino-Russian dialogues in 2010 and 2011. This included discussions on
legal frameworks around “information behavior”, international information secur-
ity, attributing cyberattacks, and content monitoring and filtering."** Sino-Russian
meetings are also held as part of the Valdai Group, established in 2004 to examine
a range of international issues, with a stated aim through to 2014 of “telling the
world about Russia”.'** This is one of a number of fora for bilateral and multilat-
eral meetings.
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As part of this diplomatic rapprochement, China and Russia began to cham-
pion an International Code of Conduct for Information Security debated through
the SCO."® This has been interpreted as a deliberate attempt to counterbalance
U.S. hegemony on issues related to the Internet.’*® Western views were that this
represented a Trojan horse for content control and Internet monitoring.'®’
There are wider and strategically important issues at stake. Of 10 topics presented
to the Russians in 2011, escalation models and (critical) civilian infrastructure were
the top two. Industrial espionage was bottom of the list for Russia, where in China
it was at the top."*®

In April 2015 a Sino-Russian non-aggression cybersecurity agreement was sign-
ed. Its basic tenet was to facilitate the “further deepening of trust and development
of cooperation ... in the field of information and communication technologies”.**®
This agreement has largely slipped off the radar but Article 3 dealing with bilateral
cooperation is worthy of attention. Its subsections detail the:

2) establishment of channels of communication and contacts with a view to jointly respond to
threats ...

3) cooperation in the development and promotion of international law ...

5) the exchange of information and cooperation in law enforcement to investigate cases in-
volving the use of information and communication technologies for terrorist and criminal
purposes ...

7) cooperation ... to ensure the safety of the critical information infrastructure ...
8) the exchange of information on ... [domestic] legislation

9) to contribute to improving the international legal framework and practical mechanisms of
cooperation of the Parties ...

11) to enhance cooperation and coordination among States Parties on issues of international
information security within the framework of international organizations and fora (including
the United Nations, the International Telecommunication Union, the International Organiza-
tion for Standardization, the Shanghai Cooperation Organization, the BRICS countries [and]
the Regional Forum of the Association of South-East Asian [Nations].
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12) the promotion of research in the field of international information security, joint research
work.

13) joint training of specialists, exchange of students and teachers from specialized higher ed-
ucation institutions;

14) conduct of meetings, conferences, seminars and other forums ...

15) the establishment of a mechanism for cooperation ... for the exchange of information and
sharing of information on existing and potential risks, threats and vulnerabilities ...

Under Article 5 they were also aiming to “hold consultations on a regular basis” by
“authorized representatives” twice yearly, “alternately in the Russian Federation
and the People’s Republic of China”.'®® According to STRATFOR’s 2018 analysis,
Sino-Russian cyber cooperation includes opposition to the U.S./EU-led model of In-
ternet/cyber governance and an open Internet, and its replacement with one
founded on “cyber sovereignty”. This includes “in-country data storage, facilitation
of surveillance and much greater state control over online content and hard-
ware”,'®!

It has also been reported that the two countries have been sharing intelligence.
In the early 2010s, the CIA’s covert communications system is alleged to have been
compromised by the Chinese government. Not only was this used to arrest or ex-
ecute Chinese nationals spying for America but it was also used to identify Russi-
ans working for the CIA.'®* There is also an uncorroborated UK government-
sourced report which appeared in The Times in June 2015 alleging that China
and Russia had decrypted the unreleased files that Edward Snowden had exfiltrat-
ed from the NSA."®® It has been suggested that around 200,000 documents were
provided to journalists by Snowden before he fled Hong Kong whilst 1.3 million en-
crypted documents could have been retained.'®*
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China’s 2015 military strategy noted, “China’s armed forces will further their
exchanges and cooperation with the Russian military within the framework of the
comprehensive strategic partnership of coordination between China and Russia,
and foster a comprehensive, diverse and sustainable framework to promote mili-
tary relations in more fields and at more levels”.'*® Sino-Russian dialogues had al-
ready led to technology transfers from Russia to China, especially Soviet-era air-
craft sold under export licenses (aircraft and engines that China has historically
struggled to reliably mass manufacture). This was gradually extended from
2012-2022 and included S-400 air defense systems, Mi-171 helicopters, submarine
technology, and aircraft engines. This is also believed to extend into AI and
space technologies.'®® Despite sales of advanced aircraft, engines, and air defense
systems, “China has repeatedly stolen Russian technology and know-how, creating
friction between Beijing and Moscow”."®’

Despite this friction, Russia and China have also conducted joint naval exercis-
es since 2012."*® This included Vostok2018."* In total there were around 78 joint
military exercises between 2003 and mid-2022 — over half of them since 2016. Fur-
ther exercises have included the September 2024 “Ocean-24” naval exercise across
the Pacific and Arctic Oceans, Mediterranean, Caspian Sea, and Baltic Sea, involving
over 400 military vessels, 120 aircraft, and 90,000 personnel. This was the largest
war game of its kind in 30 years.'”® According to the Center for Strategic and In-
ternational Studies’ ChinaPower project, there have been over 100 joint military
exercises through to mid-2024."7* At the same time, there is a “growing power dis-
parity between the two countries, as China solidifies its position as the more ‘se-
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nior’ partner”. All the while, Russia’s GDP has fallen to under $2 trillion, whilst Chi-
na’s is expected to surpass $30 trillion during the latter half of the 2020s."”*

When Russia faced economic and diplomatic sanctions after the annexation of
Crimea in 2014, exports and contacts became more valuable to Russia than China,
including Russian oil and gas exports. Furthermore, as China’s defense-industrial
base has advanced, it has increasingly become less reliant on Russia to supply what
the PLA needs. In addition, China has leached sensitive technologies from Russia
through espionage and cyberespionage in at least 500 instances from 2004 on-
wards. This is all taking place against Russian concerns about arming a future
rival/adversary.'”

In terms of strategy, Russia has not only reached back to Soviet times, but also
appears to have utilized Chinese ideas of Unrestricted Warfare and particularly
Strategic Psychological War which China saw as a potential domestic threat
after the Arab Spring began in 2011. That year Ye Zheng and Zhao Baoxian of
the PLA’s Academy of Military Sciences noted the importance of influence opera-
tions:

Network psychological warfare is a mental and psychological game that unfolds in cyber-
space. It has been referred to as “the politics of the heart”. It is the extension and develop-
ment of traditional psychological warfare in cyberspace ... [and] the targets of network psy-
chological operations have already expanded from the military to society and the people to
achieve the “butterfly effect” and directly achieve political goals.'”*

Whilst distinct from Russia’s multifaceted “Gerasimov doctrine”/strategy of “hy-
brid warfare”, Chinese stratagems share similarities and vice versa. Chinese intel-
ligence will also have taken note of Russian successes in its mis- and disinforma-
tion campaigns. This “holds that an adversary’s political, social and economic
institutions — particularly the media — should be targeted before a shooting war
ever begins” combined with systematic “soft power” policies of “economic, social,
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cultural and media initiatives”.'”® Like Russia, China also uses proxies or priva-
teers as cover for state-run or state-approved activities.'”®

They have also taken note of the effectiveness of Russian mainstream media
propaganda, including outlets like RT (formerly Russia Today), on both foreign
and domestic audiences.'”” Viewed in the light of how an aggressor nation can af-
fect the views of a target state, Chinese theories of SPW look to have been directly
incorporated into Russia’s playbook after;, or as part of, the “Gerasimov doctrine”
of 2013."® This culminated in Russian election interference in the 2016 U.S. presi-
dential election and the UK’s Brexit vote. Whilst there might be Soviet-era/KGB an-
tecedents, Russia, more than China, has also benefitted from the “Three Warfares”.
Russia has operationalized these concepts in highly effective campaigns.'”® The ex-
tent to which (or whether) this is the result of Chinese influences is currently un-
evidenced. However, thinking about the extent to which Chinese theorems might
have influenced Kremlin decisionmaking is not unwarranted.

In the decade since Xi assumed office in 2013 through to March 2023, “within
different bilateral and multilateral frameworks”, Presidents Xi and Putin met
around 40 times."® There are also frequent visits between Chinese and Russian
officials, up to and including their Chiefs of Staff, with a direct hotline between
their leaderships. Xi’s first visit with Putin took place in Russia in March 2013.
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Prior to the Covid-19 pandemic they had last met in person at St. Petersburg in June
2019."%" Over 30 intergovernmental and commercial deals were signed during this
three-day visit which vowed “to improve bilateral ties amid US hostility”."** They
met again in June 2021 via video link, when they discussed a bilateral nuclear en-
ergy project. Putin and Xi are reported to stay in regular contact.

A spokesperson for the Chinese Foreign Ministry claimed, “It is fair to say that
the China-Russia comprehensive strategic partnership of coordination for the new
era is all-dimensional and all-weather. The sky is the limit for down-to-earth
China-Russia cooperation, and we are full of confidence in the development of bi-
lateral relations.”*® Further visits followed in February 2022 at the opening of the
Winter Olympics in Shanghai, and September 2022 at a summit of the SCO, as well
as in March 2023 in Moscow.'®* They also met at the third Belt and Road forum
that October, '®° and again, along with their senior defense and security officials,
in Beijing on May 16 2024. This was Putin’s first overseas state visit since winning
his fifth presidential election.'®® They were also pictured together alongside Indian
Prime Minister Narendra Modi at the BRICS summit in October 2024."*’

Former Secretary of Defense James Mattis’ assertion that “I see little in the
long term that aligns Russia and China” may echo “the Western conventional wis-
dom” but is, according to Alexander Gabuev of Moscow’s Carnegie Foundation,
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“dangerously wrong”.'®® Beijing and Moscow have moved closer after decades of
disagreements including over border issues and Chinese cyberespionage, and
both are separately evolving their own indigenous GPS-style satellite systems: Chi-
na’s Beidou and Russia’s Glonass. Given their twentieth-century history of splits,
competition, and sometime cooperation, “camps [are] developing around the ques-
tion of whether the partnership is a genuine realignment or simply a marriage of
convenience”.'® Future Sino-Russian cooperation is difficult to forecast but its evo-
lution thus far is a cause of concern for many in the West."®® Xi and his adminis-
tration have also positioned themselves as honest brokers for a peace deal be-
tween Russia and Ukraine."”

9 Great power rivalry and gray areas

Whether offensively or defensively, cyber (in various forms and functions) and
technology can be both a force multiplier and a force inhibitor, depending on its
employment and the actors and agency involved. This conundrum brings into ques-
tion “the desirability and the relevance of traditional military superiority” against
the backcloth of “internal disintegration of fractured political systems”.** For the
Western world, and to varying degrees globally, the United States has possessed
hegemonic military advantages (excluding nuclear weapons). This has helped
build an established Western-led international order and help set a series of fun-
damental conditions pertaining to national security (especially evident through
NATO). These fundamental conditions are under direct and indirect challenge, if
not outright and long-term threat.
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This means prevailing attitudes need to be critically reconsidered." These rel-
ative politico-military advantages, a legacy of World War II and the Cold War,
might be sustainable but the current posture might also outweigh the benefits.
This particularly applies to large-scale military confrontations and military config-
urations in a cybered environment. China in particular is one of several states
“maneuvering to fend off intimidation in a manner that can be generally danger-
ous”.®* Moreover, there are no indications that the CCP-PLA believes war or
armed conflict is inevitable."®® Nevertheless, in 2018 a bipartisan U.S. Congressional
commission appointed to examine the 2018 National Defense Strategy arrived at a
pessimistic assessment they described as a “crisis”. The commission concluded
that:

America’s two most powerful competitors — China and Russia — have developed national
strategies for enhancing their influence and undermining key U.S. interests that extend far
beyond military competition. Encompassing economic, diplomatic, covert, political, and
other initiatives, those strategies draw on the full array of foreign policy tools; they include
many actions that fall short of war but nonetheless alter the status quo in dangerous ways.'*®

This includes the employment of creative asymmetrical tactics which for China in-
cludes intimidation and coercion in the gray zone between peace and war."”’ Par-
ticularly since the open outhreak of the Ukraine War in February 2022 Russia has
gone further still.

Crisis or not, political dysfunction, partisanship, and electoral volatility are not
the only forces at work. In the United States as well as among the European mem-
bers of NATO, military spending has flatlined or decreased since the end of the
Cold War. This needed addressing. In February 2025, the British government an-
nounced that it was raising defense spending to 2.5% of GDP from April 2027, ris-
ing to 3% in the next parliament. This is Britain’s largest reallocation to the de-
fense budget (and increased investment) since the Cold War.'®® As the second
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Trump administration has made waves regarding NATO Europe’s decline in de-
fense spending, NATO allies raised defense expenditure during 2024 after years
of stagnation.'®® This is combined with prospects for further increases to fund ma-
terial capabilities and potential peacekeeping missions against the background of
the Russo-Ukraine War. Following the addition of Finland and Sweden to NATO’s
ranks in 2023 and 2024, increased “burden sharing” between the United States
and NATO’s European allies is intended to signal to the United States that Ukraine’s
future security and the security of NATO Europe are seen as intimately bound to-
gether.®® These increases and future discussions are also intended to shore up
American support for NATO should the U.S. once more “pivot to Asia” to address
the growing challenges posed by China or return to a pre-World War II policy
of increased isolationism.**

However, whether in terms of force size or service configurations, reconfigu-
rations, or joint operations, “gray zone” aggression poses non-military threats as
well military risks. These portend a much wider and deeper series of changes.
Cyber, the fifth domain of warfare, is the most profound of those changes because
it increasingly binds land, sea, air, and space capabilities into a functioning whole.
Whilst it is not changing the fundamental character of war, it continues to change
the conduct of war.

In addition, for the intelligence community a two-decade-long focus on terror-
ism and insurgency has led to a decreased focus on state-level threats and special-
ist Sinologists and Kremlinologists.*** Neither of these threats has gone away. In-
stead, threats and threat actors have become more numerous and more serious
than at any time since the end of the Cold War. Now, the U.S. military (and its
NATO, and non-NATO, allies and friends):
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must address the threats posed by major-power rivals, dangerous regional challengers, and
terrorists simultaneously; it must deal with geopolitical conflict, gray-zone aggression, and in-
stability from one end of Eurasia to the other. It must also prepare for the prospect that the
U.S. military might be called into action in a country, region, or contingency that is not cur-
rently envisioned.**

Increases in defense expenditure and reorienting from a defense posture built on
counterterrorism and counterinsurgency towards one which prioritizes prepara-
tions for a return to major power competition and conflict which supports and
draws on America’s network of alliances might not be enough.*®* It includes a
more comprehensive understanding and appreciation of how and why China
has emerged as a peer rival to the United States since the end of the Cold War
and domestic and international developments since.

This entails fundamental assessments of past, current, and future vulnerabil-
ities and the extent to which a clash of civilizations has become a more prevalent
domestic issue as well as an increasing feature of international relations.’®® This
also applies to how American, Western, and non-Western innovation has been
mined and reforged with a clear-minded idea of the economic costs and bhenefits
it has brought to the PRC. National security and the underlying strength of Western
economies are currently being simultaneously undermined. Whether domestic po-
litical divides can be bridged by whole-of-government or whole-of-nation coopera-
tion is not only an American issue. Diplomatic statecraft, other non-military tools,
and the strengthening or weakening of the Western (and wider) system of alliances
and shared interests will also play their part, because “Without such a holistic ap-
proach, the United States will be at a competitive disadvantage and will remain ill-
equipped to preserve its security and its global interests amid intensifying chal-
lenges” >

This extends beyond the United States, but America is a hegemonic power in
the West. Not only is it the world’s leading economy, but it is also the lead inno-
vator. This has also made it cyber dependent, and one of the elements undercutting
the U.S. advantage is cyberespionage and China’s (and Russia’s) capabilities and ca-
pacity to hold critical infrastructure at risk. This includes risks to its military. This
very much includes Chinese cyberespionage, including its existing capabilities and

203 “Providing for the Common Defense”, p. 10.
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capacity to engage in cyberwarfare or a range of cyber operations short of major
disruption or destruction. This is a dynamic aspect of the security dilemma calcu-
lus.

As Colin S. Gray identified, “America is the land of technological marvels and
of extraordinary technology dependency ... American soldiers say that the human
beings matter most, but in practice, the American way of war, past, present, and
prospectively future, is quintessentially and uniquely technologically depend-
ent”.*”” The U.S. economy and its military owe much to innovation. Chinese cyber-
espionage has used this as a shortcut to catch up and challenge U.S. power. How
and whether the U.S. should “hack back” is a policy option, but for now, as with
Russia, the chosen options have been economic sanctions and a “trade war”
with a policy to “name and shame” Chinese hackers and those of other nations.
Whether this is the best course of action or sustainable is questionable. Far
more important still, whether now or in the future, one hopes that “Thucydides’
Trap” will not be tested.”*®

Whatever readers perceive about the threat picture, this also needs to be care-
fully weighed alongside many positives. Trade benefits and increasing cultural un-
derstanding are among them. In addition, the PRC (led by the CCP) has become a
pivotal international actor. Without engaging and understanding China, global pol-
itics will be worse off. This includes issues of global-level importance including
questions around climate change, international security, and economic trade
and development. In addition, there are people across the planet with Chinese
roots stepping across generations. Through philosophy, military thought, art, build-
ings, literature, and religion what has been imparted is a rich and diverse cultural
heritage that develops and influences through to the present. Following centuries
of upheaval and foreign domination, China and its people have much to be proud
of. We are wiser people by learning from successive Chinese administrations and
developments.
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208 Whether we ever arrive at “Thucydides’ Trap” through policy choices, calculation, miscalcu-
lation, deployments, or missteps by policymakers and policymaking is a scenario that is difficult
to forecast. The actor—agency debate, strategic culture, and international relations perspectives in-
cluding realism and neo-liberalism (and more besides) are helpful lenses.
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