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Abstract: This chapter explores definitions and theories of vulnerability, emphasizing
its complexity, elusive nature, and the impact of digitalization on exacerbating vulner-
abilities in the public sector and the criminal justice system. It examines a conceptual
understanding of administrative vulnerability and draws on existing scholarship the-
orizing vulnerability as exposure to harm, individual and particular, universal and in-
herent, and multi-layered.
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Introduction

The academic conceptualization of vulnerability first emerged in the early 1980s in the
study of natural disasters (Delor and Hubert, 2000: 1561). Today, vulnerability is ex-
plored in multiple sciences and is used in both the analog and digital contexts. In cy-
bersecurity, any flaw in an organization’s internal controls, system procedures, or in-
formation systems can be regarded as a ‘vulnerability.’ Cybersecurity vulnerabilities
affect individuals, businesses, and nation states, and research has shown that some
countries (e. g., India and South Korea) are particularly vulnerable to cyber threats
(Subrahmanian et al., 2015). Similarly, in organizational studies, vulnerability has
also been connected to the identification of threats and risks within corporations. How-
ever, in this field of study, vulnerability has also been approached from a management
perspective: originally regarded as a weakness, vulnerability in management equates
nowadays to empathic and humble leadership (Brown, 2018).

In law and criminology, vulnerability is primarily associated with features of spe-
cific groups. For instance, persons with disabilities, migrants, or children are common-
ly considered vulnerable. The subfield of zemiology draws attention to the meaning of
vulnerability in relation to social harms, identifying structural disadvantages, systemic
injustices, and unequal power structures (Canning and Tombs, 2021). In law, vulnera-
bility is traditionally connected to belonging to a certain group (e. g., children) and as
such, vulnerable citizens are awarded additional legal protection when they cannot ex-
ercise their rights. Vulnerability theories developed in the context of legal feminist
studies depart from this position. They challenge the existence of ‘an average citizen’
free from vulnerability. Instead, Fineman (2008), for example, suggests that vulnerabil-
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ity is universal and inherently human. Thus, all individuals can be vulnerable due to an
ever-present risk of being harmed: what varies is a person’s degree of vulnerability.
Interestingly, this position is mirrored in the etymology of the term ‘vulnerable.’ Orig-
inating from the Latin term vulnus or wound (Malgieri and Niklas, 2020: 3), vulnerabil-
ity depicts “the fragile and contingent nature of personhood” (Beckett, 2006: 3). To il-
lustrate, senior citizens with limited digital literacy may be vulnerable online due to
their higher risk of being targeted by cybercriminals (see Cybercrime by Holt and
Holt). However, young people who have profound digital skills may also encounter mo-
ments of digital vulnerability. This can occur when they face personal challenges, such
as a traumatic life event that temporarily reduces their ability to navigate complex dig-
ital tools independently (Calderón Gómez, 2019). While consensus exists on vulnerabil-
ity as the susceptibility to be harmed, the broader aspects of the concept remain elu-
sive.

This contribution explores key definitions and theories of vulnerability and their
significance in the digital context. In criminology, vulnerability provides a valuable
tool to reveal and attend to social inequalities and unjust societal structures. In addi-
tion, the concept sheds light on the human dimension in today’s digital society.

Theories of vulnerability: the state-of-the-art

While progress has been made in protecting vulnerable groups, the definition of vul-
nerability remains a fragmented exercise (Schroeder and Gefenas, 2009). Definitions of
vulnerability can be vague and biased, especially when tied to particular identity
groups. Moreover, the term ‘vulnerability’ is often misused in academia, popular sci-
ence, and media, jeopardizing its intended meaning and protective value. Four concep-
tualizations of vulnerability stand out, namely (i) exposure to harm; (ii) individual par-
ticularities; (iii) the universal character of vulnerability; and (iv) the existence of
multiple layers of vulnerability.

First, vulnerability can be defined by reference to being “exposed to the possibility
of being attacked or harmed, either physically or emotionally” (Schroeder and Gefenas,
2009: 114). This implies that once an individual has been harmed, they are no longer
vulnerable. While exposure to harm is the external dimension of vulnerability, the in-
ability to defend oneself against harm its the internal element (Delor and Hubert,
2009). For instance, citizens with limited digital literacy may be more exposed to digital
harms such as identity theft. As such their internal vulnerability manifests itself in the
reduced capacity to protect their personal data against such this type of cybercrime.

A second strand of scholarship associates vulnerability with particularity, qualify-
ing individuals as vulnerable based on specific situations and socio-economic contexts.
Despite being widespread in legal and criminology scholarship, the particular ap-
proach to vulnerability has been critiqued due to the risk of profiling, stigmatization,
and grouping people as vulnerable (Heri, 2021). This has been common in the context of
hate crimes which focuses on the collective experiences of minority groups and their
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victimization (Chakraborti and Garland, 2012). While this particularity-qualification is
practical from a policy perspective, this label does not account for the complexity and
fluidity of vulnerability, individual needs, and may thus “not reliably protect many in-
dividuals from harm” (Levine et al., 2004: 44). This is particularly true in the digital
realm, where data pertaining to individuals within the same population groups may
be categorized differently, despite their shared vulnerabilities (Malgieri and Niklas,
2020).

The third set adopts a universal approach to vulnerability, embracing Martha Fi-
neman’s theory of the ubiquitous character of vulnerability (Fineman, 2008, 2010,
2019a). Fineman argues that human vulnerability is defined by universality and is “in-
herent to the human condition” (Fineman, 2008: 1). Fineman’s feminist legal notion of a
universal vulnerable legal subject assumes that vulnerability is not centered around
specific groups, rejecting the understanding that vulnerability can be classified
based on individuals’ particularities such as race, gender, or ethnicity (Fineman,
2010: 253). Scholarship has interpreted the departure from vulnerability as a categori-
zation of certain ‘weak’ groups or ‘victims’ as a positive development in the combat
against the stigma of the term (Mackenzie, 2014; Cole, 2016; Gilson, 2011; Malgieri
and Niklas, 2020; Kohn, 2014). In Fineman’s work, being human means being vulnera-
ble. Vulnerability is converted into a feature that cannot be eliminated and is often be-
yond human control (Fineman 2019b: 53; Fineman, 2008: 9). Thus, Fineman defines vul-
nerability as “the unavoidable susceptibility to change, both positive and negative, in
our physical wellbeing that we experience over the life course”(Fineman 2019b: 57).
Moreover, Fineman advocates for a responsive state, criticizing today’s neoliberal
state which places excessive focus on the liberty and autonomy of the individual for-
getting human dependency and vulnerability (Fineman, 2010). In the digital context,
such universal approach to vulnerability entails an acknowledgement that all citizens
can be harmed by the digitalization of law enforcement or the criminal justice system.
Thus, vulnerability can also be inflicted on individuals that fall out of common vulner-
ability categories. For instance, vulnerability arising from cyber threats, such as online
scams or e-mail phishing, is not limited to specific population groups.

The fourth strand of scholarship regards vulnerability as a complex, fluid, and
multi-layered concept, thus building upon universal perceptions but refining it by ex-
plaining how some individuals may be confronted with more layers of vulnerability
than others (Luna, 2009: 128). Luna’s notion of vulnerability rejects the stigmatization
and simplistic categorization of individuals in vulnerable groups (Luna, 2009: 124). To
illustrate, being a single mother of four children can constitute a layer of vulnerability.
Low income and health problems, when present, will add layers to the vulnerability
experienced by this mother, leading to ‘cascade effects’ (Luna, 2019: 91). The existence
of multiple cumulative layers of vulnerability is often considered in sentencing in crim-
inal law. The assessment of the presence of these layers is thus relevant to evaluate the
vulnerability of individuals in criminal investigations.
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Sources of vulnerability

Scholarship on vulnerability has sought to understand vulnerability through its many
sources and states. Vulnerability can be permanent (e. g., physical disabilities) or tem-
porary (e. g., a life event such as the death of a loved one). Vulnerability sources can
also be inherent or situational: inherent sources of vulnerability pertain to the
human condition (age, gender, health), while situational sources are more context-spe-
cific and often “caused or exacerbated by social, political, economic or environmental
factors” (Mackenzie, 2014: 39). These sources of vulnerability do not exist in isolation,
as they can be closely intertwined and can reinforce or trigger one another (Mackenzie,
2014). For example, individuals experiencing poor mental health may be more vulner-
able to emotional distress from online harassment. Moreover, inherent and situational
sources of vulnerability can be temporary or long-lasting and can take dispositional or
occurrent forms (Mackenzie, 2014: 39). In addition, part of the situational vulnerability
sources are pathogenic vulnerabilities, which are inflicted through structural disad-
vantage and thus result from “and from social domination, oppression, or political vi-
olence” (Mackenzie, 2014: 39). Such pathogenic vulnerabilities can, for instance, occur
in discriminatory and racially biased algorithms in criminal sentencing (see Sentencing
and Risk Assessments by Ugwudike). When such algorithms mirror long standing struc-
tural disadvantage and unequal power structures, they give rise to pathogenic vulner-
abilities for such oppressed population groups.

Our position and administrative vulnerability

While there are various perspectives on vulnerability, we adopt a socio-legal approach
and understand vulnerability as a universal, individual, and multi-layered concept. This
approach matches partially with vulnerability concepts in the field of digital criminol-
ogy. Vulnerability is the susceptibility of being placed in a position of economic, social,
ecological, or legal disadvantage with potential harm as the result. In our administra-
tive law and sociolegal scholarship, we develop the term ‘administrative vulnerability’
to convey the inability to critically engage with digital government, bureaucracy, and
exercise rights before government on equal terms. Administrative vulnerability is a
fluid concept that encompasses intrinsic and situational vulnerability. It conveys a
state of inequality, i. e., citizens experiencing situational vulnerability will not be
able to exercise their rights on equal terms. Administrative vulnerability is problematic
for four reasons: first, citizens have rights before government and are entitled to re-
ceiving different types of assistance and public services; second, citizens typically do
not have choice when it comes to the provision of public services as in many countries,
the state is their sole provider; third, the relationship between state and citizens is in-
herently defined by power asymmetries; fourth, in a democratic society governed by
the rule of law, citizens experiencing vulnerability can rightfully expect to be protected
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rather than be harmed by government. Nowadays, public services and public assis-
tance such as social welfare benefits are provided mainly through digital government
in numerous high-income countries. For instance, citizen will be regarded as adminis-
tratively vulnerable if digital government platforms do not provide easy access to such
services.

Significant power asymmetries between citizens and governments typically define
government transactions, particularly criminal investigations and the gathering of dig-
ital evidence. However, some situations will place individuals in more vulnerable con-
ditions than others, depending on the existing layers of vulnerability, structural disad-
vantage, and the specific relationship between citizens and the government.
Furthermore, administrative vulnerability can occur in many different contexts of dig-
ital government, ranging from accessing and engaging with digital services to becom-
ing victims to algorithms or automated decision-making systems. For instance, if indi-
viduals are unable to engage with digital tools, they can become vulnerable when
unable to challenging decisions taken against them and, thus, accessing justice. More-
over, sentencing algorithms, surveillance systems and policing softwares can give rise
to vulnerabilities if, for instance, racially biased learning data is used, ultimately result-
ing in discriminatory outcomes and fundamental rights violations (see Bias by Oswald
and Paul).

While it is true that everyone can be vulnerable, not all citizens are susceptible to
experience vulnerability at the same level. Our position acknowledges that some indi-
viduals are predisposed to particular layers of vulnerability because of endogenous or
exogenous sources of vulnerability or risk factors. For example, individuals with lim-
ited digital literacy may be more susceptible to different forms of cybercrime such as
phishing scams, identity theft, or online fraud. The cumulation of layers of vulnerabil-
ity should also be considered as it can have de facto a punitive effect on citizens, under-
lining the urge to draw attention to it in critical criminology scholarship. For example,
welfare recipients who experience multiple layers of vulnerability (low income, crim-
inal record, low literacy, and limited digital skills) may be at higher risk of being tar-
geted by welfare investigations due to algorithmic biases. At the same time, they may
inadvertently confirm this risk factor by making unintentional mistakes when filling in
forms or providing inaccurate information to the government due to their limited
knowledge and skills. As the state unintentionally but directly inflicts administrative
vulnerability, this concept also acknowledges Fineman’s idea that the state should
be responsible for combatting and accounting for it.

Critical criminology scholarship would benefit from a layered approach and the
departure from negative and stigmatizing perceptions of vulnerability that label entire
population groups as vulnerable. These perceptions do not always entail a critical in-
quiry into the experience of these populations and how they may be stigmatized be-
cause of the ‘vulnerability-label.’ Instead, all individuals are prone to administrative
vulnerability and carry layers that can make them susceptible to it. This underlines
the universal and complex nature of the concept as defined in Fineman’s vulnerability
theory.
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Vulnerability, criminology, and the digital

With the growing use of technology (e. g., biometrics, big data, AI) in predictive policing,
welfare fraud investigations, and criminal investigations, some groups have become
more vulnerable to biases and the risk of wrong accusations (Susser, 2021). The use
of biometrics to govern, regulate, and police by identity has, for instance, proven prob-
lematic to ethnic minorities (Skinner, 2020). Ethnic minorities are often discriminated
against by predictive systems that score them negatively, suggest they will commit
crimes and welfare fraud more often, and surveil them more closely than other seg-
ments of the population (Ferguson, 2017: 1109). Biometric identification typically affects
these groups negatively as these groups are more regularly selected for random bio-
metric identification at airports, train stations, and other public spaces (Magnet,
2011). The compromise text of the AI Act which will regulate a wide range of AI systems
in the European Union, aims to impose future limits on real-time biometric identifica-
tion in public spaces. This is crucial to avoid that ethnic minorities experience addition-
al vulnerability in criminal investigations, particularly when there have been several
documented cases of wrongful incrimination. However, a more profound solution
here would entail the elimination of unjust power and opportunity structures and
structural disadvantage to ethnic minorities as the root cause of biased datasets and
vulnerability.

Furthermore, debates surrounding the emergence of e-courts and a digitalized
criminal justice system have created new digital vulnerabilities for various groups
(see Online Courts by Mentovich and Rabinovich Einy). While traditionally, there
has been a dichotomy between the victim as the vulnerable and the offenders as the
party inflicting vulnerabilities on individuals (Green, 2012), recent digital advance-
ments have urged us to rethink such narrow understandings of vulnerability. For in-
stance, the use of audio-visual communication tools in the context of courts has
given rise not only to new vulnerabilities for victims, their networks, and crime wit-
nesses but also to offenders and incarcerated individuals. For instance, Parsons and
Sherwood (2016) claim that communication and information provision can be challeng-
ing for detained individuals with learning disabilities. This can have far-reaching con-
sequences and even lead to detrimental miscarriages of justice. While such issues are
already evident in paper-based communication channels (Parsons and Sherwood, 2016:
569), digitalizing such processes risks exacerbating such vulnerabilities.

In addition, courts have not only given rise to vulnerability related to access to jus-
tice, but the use of remote access technologies in courts also raises questions regarding
power relations, justice, and fairness (McKay, 2022: 74). Vargas et al. (2019) argue that
citizens’ e-contact with the criminal justice system has given rise to new digital vulner-
abilities through the risk of data breaches in the context of police-dispatcher radio
communication, primarily affecting racial minorities in disadvantaged neighborhoods.
Thus, “citizen vulnerability occurs not only physically during police stops on the streets
or country courts, but also digitally across cyberspace and radio waves” (Vargas et al.,
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2019: 74). Notwithstanding, in the criminal justice system, individuals generally find
themselves in vulnerable positions, which can be exacerbated through digital tools.
Prevailing attributes that render individuals vulnerable in bail decisions are race,
age, sex, and socioeconomic status (Hughes et al., 2022). In conclusion, the digital di-
mension of law enforcement and judicial procedures exposes individuals to additional
vulnerabilities and thus potential harm.

Conclusion

Vulnerability is a complex, universal but also individual, multi-layered concept. To be
human is to be vulnerable and each and every one of us can be vulnerable in our own
way. While there has been progress in the protection of vulnerable groups, commonly
used definitions of vulnerability remain restricted by their connection to closed groups
and categories. This contribution highlighted four central conceptualizations of vulner-
ability based on the notions of (i) exposure to harm; (ii) individual particularities; (iii)
the universal character of vulnerability; and (iv) the existence of multiple layers of vul-
nerability. Furthermore, we explained that vulnerability stems from different sources,
such as inherent, situational, or pathogenic sources, and can manifest itself in occur-
rent, dispositional, temporary, or permanent form (Mackenzie, 2014). While the digital-
ization and automation of the public sector and criminal justice system has given rise
to new types of vulnerabilities, such as identity fraud, problematic digital evidence
practices, cybercrimes, predictive fraud risk algorithms, or access to e-courts, these
conceptualizations of vulnerability sources remain relevant and applicable. We argued
that vulnerability is a state that every individual can experience, rather than a status
or label that is given to underprivileged groups. While some individuals are more ex-
posed to different layers of vulnerability and may thus require additional protection
against for example cybercrime or online harassment, the state should be mindful
that vulnerability is an inherent feature of human identity.

Moving forward, scholars, policymakers, and governments should be attentive to
the impact of the digital transformation on individuals. The digital creates a context
in which existing layers of vulnerability become more salient and new layers such
as digital and algorithmic illiteracy emerge.
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