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Abstract: This chapter aims at presenting and questioning the main follow-the-money
techniques in digital societies for crime-control and national security purposes. It
shows how national and transnational policing configurations increasingly rely on digi-
tized financial surveillance, mainly practiced by and within leading capitalist institu-
tions that are not proper private security companies.
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Introduction

“I would say, ‘Follow the money, Earl, because that’s where it’s going to be’. Unfortu-
nately, we did not get it following the money because the records were either nonexis-
tent or were destroyed.” This sentence is generally considered as the first ever official
occurrence of the catchphrase ‘follow the money.’ It was pronounced by the Assistant
Attorney General of the Nixon administration in June 1974, during the US Senate com-
mittee hearings on the nomination of Earl J. Silbert, the first prosecutor in the Water-
gate scandal. The expression was eventually popularized two years later by All the Pres-
ident’s Men, the award-winning movie based on Carl Bernstein and Bob Woodward’s
bestseller. Today, according to international norms and criminal laws, financial flows
must be—and are more and more—constantly monitored and traced to detect and
prosecute a wide range of criminal activities, whilst identifying and tracking terrorists
and preventing the proliferation of weapons of mass destruction. Despite differences in
scale and approach, financial surveillance systems share two critical commonalities.
On the one hand, financial surveillance is largely mediated by digital technologies,
from algorithmic devices for suspicion to mass dataveillance schemes for collecting
bulk data from commercial databases (see Surveillance by Lyon). On the other hand,
the operation of highly digitized financial surveillance primarily depends on the in-
volvement of social actors and institutions who are neither public police and intelli-
gence services, nor proper private security companies.

Follow the money in digital societies

“In a globalized world where technology allows money to move quickly anywhere,
fighting money laundering is more urgent than ever. Trillions of dollars are laundered
each year. That money fuels serious crime. #FollowTheMoney.” This is an excerpt of the
public campaign launched by the Financial Action Task Force, namely the international
policy-making body against illicit financial flows (Nance, 2018). Initiated in 1989, this
global policy is now formally applied in more than 200 countries and jurisdictions,
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whilst covering any kind of dirty money-related crime, from petty theft to major illegal
traffickings and ruling elites illegalities, as well as terrorism and proliferation financ-
ing (Levi, 2010; Amicelle and Chaudieu, 2022). In practice, it translates into everyday
financial surveillance, first and foremost to spot and report suspicious transactions
for public safety and national security purposes (Harvey and Lau, 2009). But what
are ‘suspicious transactions,’ who ‘follows the money,’ and how in the so-called
high-tech globalized world?

Financial surveillance for crime control is conducted by corporations, starting with
banks as “reluctant partners” enlisted to monitor what they are intended to circulate
(Favarel-Garrigues et al., 2011; Bosma, 2022). More broadly, such a legally binding vig-
ilance is “part of a security chain, whereby commercial data are analysed, collected,
reported, shared, moved, and eventually deployed as a basis for intervention by police
and prosecution. In this context, private companies – including Facebook and Twitter,
airlines and banks – find themselves in the frontline of fighting terrorism and other
security threats” (de Goede, 2018: 25). Policing and security configurations increasingly
rely on such pillars of capitalism that are not strictly speaking private security compa-
nies, including financial institutions as well as social media platforms (Crosset and Du-
pont, 2022), cross-border logistics and transport businesses (Nøkleberg, 2022; Glouftsios
and Leese, 2023). Unlike for-profit providers of security services and technologies of
which they are themselves clients, high and low policing is neither their core business
nor a direct source of capital accumulation. They do not fit the canon of the private
police, referring to “the various lawful forms of organized, for-profit personnel services
whose primary objectives include the control of crime, the protection of property and
life, and the maintenance of order” (Joh, 2004: 55). They are originally positioned in
economic and financial fields distinct from the transnational field of security at
large, and the related struggles over the legitimate definition, classification, and man-
agement of internal and external security threats (Bigo, 2008).

From this perspective, both state surveillance in the name of security and corpo-
rate surveillance in the name of financial gain, especially in the age of surveillance cap-
italism (Zuboff, 2019), are well identified phenomena in public debate. “But the fact
that the government and private establishments can participate together in ‘surveillant
assemblages’ in the name of common objectives escapes [or at least has escaped for a
long time] an analytical framework in which state and commercial purposes in collect-
ing personal information seem incompatible” (Amicelle and Favarel-Garrigues, 2012:
117). Banks are still almost exclusively seen as organizations where we can invest or
borrow money, and not as eyes and ears of the security state in the financial space,
echoing public campaigns urging anyone to report suspicious activities ‘if they see
something’ (Reeves, 2017). While they remain financial services providers on behalf
of their clients, banks have also become surveillance and informant bodies on behalf
of law enforcement and intelligence agencies, with up to tens of millions of financial
transactions reports annually in some western countries, including several hundreds
of thousands of suspicious transactions reports.
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To do so, financial surveillance operates in several ways, from face-to-face surveil-
lance to big dataveillance at a distance, with a strong emphasis on the widespread but
ambivalent use of algorithmic systems (see Algorithms by Leese).

First of all, part of surveillance is still conducted ‘over-the-counter,’ in bank
branches where clients can show up for financial operations. As part of anti-money
laundering/countering the financing of terrorism compliance, banking staff, from tell-
ers to wealth managers, must be trained to detect unusual and suspicious activities
when in contact with customers (Favarel-Garrigues et al., 2008; Iafolla, 2018). In this
context, surveillance is mainly focused on people’s interactional behavior, in light of
“potential red flags” provided by State authorities, such as “client exhibits nervous be-
haviour” (Amicelle, 2022). Each internal alert is then processed by banks’ dedicated an-
alysts to determine whether it must be reported to the State competent authority,
namely the national financial intelligence unit (Lagerwaard, 2023; Amicelle, 2020).

Secondly, financial surveillance is also conducted on the basis of risk scoring. This
leads to “stratified surveillance: differentially surveilling individuals according to their
[dirty money] risk score” (Brayne, 2017: 989). Unlike face-to-face surveillance in bank
branches, risk-based surveillance is conducted at a distance, without any direct inter-
action and observation of clients whose financial operations are placed under en-
hanced monitoring. The latter is carried out manually through regular reviews of
high-risk clients’ transactions and capital movements on the basis of recorded digital
trails. The aim is still the same, i. e., to detect unusual and suspicious activities, but
this time in light of transactional behaviour, with “potential red flags” such as “the
transactional activity (level or volume) is inconsistent with the client’s apparent finan-
cial standing, their usual pattern of activities or occupational information (e. g. student,
unemployed, social assistance, etc.)” (Amicelle and Iafolla, 2018).

Over the last years, both of these forms of financial surveillance have been deemed
insufficient to comply with new requirements of permanent and systematic transac-
tions monitoring. On the one hand, surveillance over-the-counter is by definition dis-
continuous and partial. It only occurs during occasional interactions, which addition-
ally become increasingly rare because of the steady decline of the number of client
visits in bank branches. On the other hand, risk-based surveillance at a distance is
also limited to the extent that it targets roughly 1% of the banking population, i. e.,
the high-risk scored clients. In this context, algorithmic devices have gradually become
critical actants of financial surveillance for crime control (Amicelle and Grondin, 2021),
to make a difference in three, interrelated ways.

First of all, they are deployed to monitor everyone’s transactions at any time,
whether or not we show up in bank branches, and regardless of our risk score. Second,
they contribute to the predominance of transactional dataveillance. Indeed, transac-
tional metrics and relations come first, and may be self-sufficient to create alerts, with-
out any necessary reference to clients’ socio-demographic and financial profile. Finally,
the operation of surveillance and related creation of alerts are therefore automated,
and no longer manual as compared with previous—and still coexisting—financial sur-
veillance systems. Nevertheless, human intervention and decision-making processes do
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not vanish altogether, as in most configurations of algorithmic policing and security,
from police patrols to penal courts (Benbouzid, 2019; Brayne and Christin, 2021), crim-
inal intelligence and transnational security apparatuses (Chan and Bennett Moses,
2017; Bigo and Bonelli, 2019). Algorithmic devices are designed as ‘recommender sys-
tems’ for agents whose responsibility is to analyze each automated alert whilst under-
taking additional verification before making any final decision (Bellanova and de
Goede, 2022).

In light of the growing interdisciplinary literature on algorithmic systems for po-
licing, intelligence, and security at large, their widespread use in financial surveillance
does not come as a surprise. But their relative simplicity does, by contrast with public
discourses and theoretical if not speculative studies about artificial intelligence secur-
ity technology. To date, the so-called big data financial surveillance programs are based
on quite basic if-then commands with predefined sets of actions, far from what Daniel
Neyland critically depicts as the “the algorithmic drama in current academic research”
(Neyland, 2019: 81). This reflects the structural tension of crime control configurations
based on the interconnection of differentiated universes of practices and rationalities,
from finance to economic regulation and security intelligence. In the end, this does give
rise to automated and everyday mass financial surveillance whilst remaining far re-
moved from crime-control ambitions as it is from dystopian visions of big data, with
minimal consequences if any on the existing financial order (Amicelle, 2022). In addi-
tion to the global policy against ‘dirty money’ that covers both money laundering and
terrorist financing, the prioritization of this last issue in the context of the War on Ter-
ror has also given rise to another specific form of mass financial surveillance.

Transnational financial dataveillance in the name of
counter-terrorism
“By following the money, the TFTP has allowed the U.S. and our allies to identify and
locate operatives and their financiers, chart terrorist networks, and help keep money
out of their hands.” This is one of the current official US Treasury’s promotion of their
Terrorist Finance Tracking Program (TFTP), launched in October 2001 while only—and
controversially—unveiled in the media in June 2006 (Gonzalez Fuster et al., 2008; Ami-
celle, 2011; Wesseling et al., 2012). As the most important financial data-driven surveil-
lance programs for national security purposes, the condition for the possibility of the
TFTP to exist can be summed up in a single word: traceability. According to Hermitte,
“surveillance, an old reality, only becomes the modern traceability when it is carried
out within an organised system, the extent of which suggests that it is a genuine project
for society, pursued as much by private as by public authorities” (Hermitte, 2003: 3).
Regarding transnational financial flows, such an organized system of traceability
has first been implemented by the Society for Worldwide Interbank Financial Telecom-

246 Anthony Amicelle



munication—SWIFT, the self-defined backbone of global financial communication—
and then by the US administration in the name of the War on Terror.

“To speak of traceability involves bringing together three elements: there must be
traces and therefore a medium that makes it possible to locate them; there must be a
mechanism for collecting these traces; and finally there must be a structure that allows
them to be processed and analysed in order to draw conclusions. Without this type of
organisation, which implies a more or less assertive voluntarism, traces do in fact exist,
but not ‘traceability’” (Hermitte, 2003). The SWIFT messaging platform is used by 11,000
financial institutions in more than 200 hundred countries and territories to channel up
to 80% of the digital value transfers around the world, with over 40 million messages a
day, for more than 8 billion messages in 2023. In this context, financial traceability has
been organized by SWIFT for commercial purposes. Each message generates digital
traces that are temporarily collected and stored in SWIFT data centers, with a socio-
technical structure to search and analyze them if needed. In case of unexpected prob-
lem or any specific demand from financial institutions, the cooperative is then able to
find digital trails in relation to channeled transnational transactions. All three ele-
ments of traceability are thus combined for quality of the systemic messaging service.

In October 2001, this commercially organized system of traceability intersected
with the US administration aim of a national security organized system of traceability,
i. e., the Terrorist finance tracking program on the basis of a secondary use of SWIFT
messages digital trails (Amicelle, 2013; de Goede and Wesseling, 2017). The issue of sec-
ondary use “involves data collected for one purpose being used for an unrelated pur-
pose without people’s consent” (Solove, 2007: 770). US Treasury officials have justified
the access and processing of bulk data from considerable number of SWIFT messages
to preemptively disrupt and incapacitate terrorist suspects. More precisely, two main
narratives have been used to promote the added-value of the TFTP-related financial
surveillance.

On the one hand, as other security programs with dataveillance capabilities, the
TFTP has been promoted in light of interconnecting mobilities, from tracing digitized
financial mobilities to finding and following physical traces of human mobilities. Ac-
cording to oft repeated official discourses, “For example, it is possible to locate a sus-
pect by checking when and where the suspect closed and/or opened a new bank ac-
count in a city or country other than his or her last known place of residence. This
is a clear indicator that the person may have moved. […] The terrorist finance tracking
program can provide key information about the movements of suspected terrorists and
the nature of their expenditures” (EU Commision, 2013: 5). In other words, on the basis
of digital financial trails, the added-value would be to trace back money flows to geo-
graphically track terrorist suspects. On the other hand, it has been officially promoted
to map terrorist networks. As Marieke de Goede (2012) critically points out, financial
connectivity is presented as the glue or binder that holds a whole terrorist network to-
gether and as such is believed to be a major source of intelligence. This primacy given
to financial relations produces suspicion by association. Having sent or received money
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from a known terrorist suspect casts doubts if not outright suspicions about the indi-
vidual involved.

Although the efficiency and regulation—through EU–US agreements (Bellanova
and de Goede, 2022)—of such a mass financial surveillance program is still a matter
of major debate in terms of privacy and fundamental rights (see Privacy and Data Pro-
tection by Bygrave), information asymmetry between sovereign entities, lack of pre-
emptive effectiveness, and questionable added value at large, the terrorist finance
tracking program has continued to exist since 2001, almost the beginning of the 21st
century.

Conclusion

For the last decades, ‘follow the money’ has thus become the official motto of the main
global policy of crime control, and the underlying logic of one of the most important
transnational counter-terrorism program to date. If policing refers to “the creation
of systems of surveillance coupled with the threat of sanction for deviance – either im-
mediately or by initiating penal processes” (Reiner, 2010: 5), then what is specific to
contemporary policing is the increasing significance of financial surveillance systems.
– National and transnational policing configurations increasingly rely on digitized

financial surveillance.
– Financial surveillance is practiced by and within leading capitalist companies,

whose economic rationale is, at first sight, relatively far from criminal law and se-
curity interventions.

– The State collection, storage, and processing of large amounts of digital data at the
core of global finance functioning is used to inform national security decisions.

From this perspective, financial surveillance: who cares? (Amicelle and Favarel-Garri-
gues, 2012) should no longer be a relevant research question.
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