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18 Darknet

Abstract: This chapter explores the dual nature of the darknet, providing insights for
students and criminologists alike. It examines how the darknet serves as a digital en-
vironment for both protecting privacy and freedom of expression and facilitating crim-
inal activities, all rooted in a shared desire to evade commercial and state surveillance.
By analyzing the enabling and constraining elements of the Janus-faced darknet, the
chapter illustrates these dynamics through a detailed discussion of darknet drug distri-
bution platforms, drawing on the author’s original research.
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The term darknet or dark web initially suggests something mystical, criminal, and
threatening. In fact, however, darknet is not referring to the legal status of the content,
but rather how certain services can be accessed on the internet (Tzanetakis, 2018). By
crawling and analyzing darknet pages, Avarikioti et al. (2018) found that approximately
60 % of the content is legal, with illegal services including fraud, counterfeit offers, and
drug markets. More broadly, darknet can be distinguished from the surface web or
clearnet, which is accessible by search engines, and the deep web, which requires
the user to take additional steps such as logging in or making a payment to access
the content.

The internet can be imagined as an iceberg in the ocean with its visible tip being
the surface web but only accounting for roughly about 10% of the content. The much
larger part of the iceberg is below the ocean and is referred to as the deep web with its
content being invisible as it is inaccessible for search engines. The deep web comprises
intranets of companies or organizations, as well as user accounts, among other ele-
ments. The darknet is then a small subset of the deep web that contains hidden services
that are only accessible with specialized software.

To get access to the hidden services, encryption software like the TOR Browser
(The Onion Router), Freenet, I2P (Invisible Internet Project) is required. In regular in-
ternet traffic, data moves between a user and its destination directly, often leaving
identifiable traces. The darknet, however, facilitates network anonymity by routing
the internet traffic through a series of randomly chosen servers. This process conceals
the user’s IP address and location, complicating law enforcement interventions. Tech-
nically, the darknet consists of a variety of darknets. In the following, the term darknet
is used collectively for all darknets. By making use of TOR, users can communicate al-
most anonymously, ensuring no data is disclosed that could reveal their identity or
whereabouts. However, the term darknet is misleading, as it implies that all content
may be legally restricted, which is not necessarily the case as it contains a variety of
content from file sharing to pornographic material, and from leaked data to drug mar-
kets.
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From privacy and freedom to surveillance and
control

The darknet presents a Janus-faced digital environment, intriguing beyond its inherent
mystery. It encompasses both privacy and freedom while entangled with elements of
control and surveillance. On one side, it offers heightened privacy and anonymity, fos-
tering uncensored communication and information exchange. Its encryption offers
shelter for activists, journalists, and dissidents seeking to evade censorship, surveil-
lance, and oppressive regimes. Conversely, it functions as a platform facilitating illicit
activities, enabling illicit trade and criminal exchanges under the veil of anonymity.
Initially, this duality presents a paradox: while providing refuge for the marginalized,
it also facilitates persons engaged in criminal activities, encapsulating the complexity
of the darknet. This supposed duality makes the darknet a compelling and intricate
subject for criminological exploration. In this chapter, I will disentangle the darknet
by arguing that both privacy and freedom of expression—regardless of whether it in-
volves supporting fundamental human rights or criminal activities—have the same ori-
gin: they aim to circumvent and resist commercial or state control and surveillance. I
will illustrate the Janus-faced darknet with my own research on darknet drug distrib-
uting platforms (Tzanetakis and South, 2023).

When browsing through the surface web or deep web, internet users leave digital
traces, encompassing identifiable elements like IP addresses, cookies, and cache data,
vital for website personalisation (Tzanetakis and Marx, 2023). Additionally, browser
history, search queries, and login information contribute to a digital footprint. These
traces form a digital trail, enabling websites to personalize content and facilitate tail-
ored user experiences. However, they also raise significant privacy concerns as the
traces can be utilized for targeted advertising, potentially invasive tracking, or even
surveillance, emphasizing the impact of online activities on user privacy. They under-
score the intricate balance between personalization and the potential exploitation of
user data for commercial or monitoring purposes.

User-generated content is subject to monitoring, collection, and analysis by various
actors, including the digital information economy. The design of digital platforms en-
courages their users to engage in prosumption practices which means that individuals
function as both producers and consumers of content within a platform (Srnicek, 2017).
These practices include activities such as uploading and sharing of content with others
and using a ‘like’ button, tweet, or hashtag while swiping through text, video, audio,
and pictures produced by other prosumers. Digital platforms engage in prosumption
practices with the aim of monetizing the production and consumption of information,
seeking to derive financial value from the digital data generated by users (Zuboff,
2019). With the advent of new practices and technologies, surveillance has become
widespread and pervasive.

In contrast to commercial surveillance which focuses on collecting consumer data
for marketing, profit, or service personalization, state-driven surveillance is primarily
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conducted by government or law enforcement agencies, aiming to monitor and control
citizens for reasons such as national security, law enforcement, and social control
(Bauman and Lyon, 2013). The extent of surveillance on a global scale was uncovered
by the Snowden files which revealed, among other things, mass data collection from
private phone records and internet activities of both citizens and leaders worldwide
(Lyon, 2014). The revelations demonstrated a critical breach of individual privacy
and civil liberties, showing how citizens, irrespective of suspicion, were subjected to
mass surveillance. This undermined the fundamental principles of democracy, foster-
ing an environment of suspicion and eroding trust between governments and the gen-
eral public. The broad and non-targeted data collection raised ethical concerns, high-
lighting the potential for abuse and the imbalance between security measures and
personal freedoms.

The convergence of state-driven and commercial digital surveillance, aimed at be-
havioral regulation, control imposition, and profit generation, serves as a fertile envi-
ronment for the emergence of the darknet. Within this digital realm, the darknet
thrives by offering heightened privacy, freedom of expression, and access to informa-
tion, enabling users to navigate digital spaces and communicate via digital media with
increased anonymity. This, however, supports both fundamental human rights and
criminal activities by enabling individuals to avoid censorship and disguising users’
digital traces. Both share a common genesis by aiming to bypass and oppose control
and surveillance by commercial industry or governmental bodies. Fundamental
human rights and criminal activities initially appear to be diametrically opposed. In
the following, I will use the example of my own original research on darknet drug plat-
forms to disentangle this paradox.

Researching darknet drug platforms

Darknet drug platforms or cryptomarkets are technological infrastructures mediating
exchange of a wide range of illicit drugs, among other products and services, between
vendors and consumers (Tzanetakis and Marx, 2023). These digital platforms have been
described as a “transformative criminal innovation” (Aldridge and Décary-Hétu, 2014)
combining anonymizing technologies (e.g., TOR browser) with cryptocurrencies (e.g.,
Bitcoin) as a decentralized and non-government-issued means of payment (Barratt
and Aldridge, 2016). In combination, these technologies enable its users to separate
their identity from their cryptomarket activity, e.g., browsing through the offers, cre-
ating an account, or ordering illicit drugs.

The affordances of the darknet have contributed to a “transparency paradox” (Tza-
netakis et al., 2016). While the platform operator organizes the marketplace, hosts mul-
tiple sellers, and defines the basic terms and conditions, sellers and buyers remain
anonymous or pseudonymous while publicly organizing market exchanges. Acknowl-
edged as unprecedented, the quality and availability of this data have introduced
novel sets of data available to researchers (Barratt and Aldridge, 2016).
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The darknet is a dynamic and ever-evolving environment on the internet (Tzane-
takis and South, 2023). Characterized by frequently changing websites and a fluid land-
scape, it operates with an inherent volatility. While the content on the darknet spans
the whole continuum of legality and illegality, particularly when associated with clan-
destine activities, websites in this realm are often short-lived and may involve sophis-
ticated scams. The swift adaptations and constant shifts in online spaces pose challeng-
es for research (as well as law enforcement), requiring a flexible approach to navigate
the rapidly changing environments of illicit online activities (see Researching Online
Forums by Supa). Drug markets per se are also a fragmented and fluid research
field, which changes over time and in reflection of societal developments, in order
to avoid attention of the police.

Digital ethnography involves immersing oneself in online environments, to under-
stand social phenomena from the participants’ perspectives (Hine, 2015; Tzanetakis,
2021). While the method of digital ethnography is flexible and adaptable, it underscores
the importance of contextualizing data in our globalized, translocal, and digitally inter-
connected world, considering both local meanings and the impacts of internet commer-
cialization (see Online Ethnography by Gibbs and Hall).

The process involves an initial phase of inhabiting the digital environment to ex-
plore the hard-to-reach communities of darknet drug platform users (Tzanetakis,
2019). These communities consist of platform operators, customers, dealing customers,
small-level dealers, high-level dealers, moderators, information hubs, law enforcement,
researchers, journalists, and interested people who are browsing through platforms
and discussion forums. For my research, this meant engaging in participant observa-
tion, including the user-generated content by self-presentations of vendors as well as
monitoring of interactions between customers, operators, moderators, and vendors
on various cryptomarkets and associated discussion forums. I also took screenshots
and wrote field notes about my observations and perceptions. For the researcher, im-
mersion serves the purpose of learning how to understand local meanings and famil-
iarizing themselves with the specific cultural behaviors and norms.

The next digital ethnographic phase involves getting meaningful access to the hard-
to-reach online community (Kaufmann and Tzanetakis, 2020). Field entry is influenced
by following the cultural norms and rituals of the specific online community (see Ac-
cessing Online Communities by Kaufmann). For marginalized people to open up, a re-
searcher needs to position themself as a cultural insider or outsider or hoth at the
same time. Attaining cultural insider status necessitates the researcher sharing com-
monalities, roles, or experiences that resonate with the community under exploration.
Adler and Adler (1987) identified three membership roles for qualitative researchers:
peripheral, active, and complete. While Barratt and Maddox (2016) performed an active
membership role in the darknet drug community with Barratt volunteering as admin-
istrator of a drug harm-reduction forum that was respected within the community, I
adopted a peripheral membership role enabling me to simultaneously inhabit the
roles of an insider and an outsider. A critical consideration for researchers lies in
the choice between adopting a pseudonym, often advantageous for obtaining institu-
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tional ethical approval, and entering the field openly, potentially promoting access and
trust. However, opting for a pseudonym raises ethical dilemmas regarding transparen-
cy and authenticity within the research process. Balancing these factors is essential for
maintaining research integrity and navigating the complexities of building relation-
ships within the community studied.

My lack of complete immersion in the social world studied resulted in my being
perceived as a cultural outsider. Simultaneously, I positioned myself as a cultural insid-
er by acquiring the technological knowledge standards prevalent in the hard-to-reach
darknet community. As I gained knowledge about the digital technologies employed,
the operational dynamics of the ecosystem of darknet platforms, insights into vulner-
abhilities concerning law enforcement and fraud, as well as familiarity with the specific
language and abbreviations, I consistently upheld a transparent researcher position.
Moreover, forum moderators played an important role as gatekeepers to reassure
the hard-to-reach online communities that my research was legitimate. Attaining com-
plete membership within the darknet drug market community raises ethical concerns
in research and may, in certain instances, cast doubt on the scientific validity of the
research results. This role may involve the researcher actively engaging in unlawful ac-
tivities. However, it provides the most comprehensive access to the community under
study.

As part of this digital ethnographic phase, I was able to establish a credible online
presence with the research participants in order to gain meaningful access to the dar-
knet drugs community (Kaufmann and Tzanetakis, 2020). For my research, data collec-
tion included qualitative interviews with members of the hard-to-reach darknet drug
market community, screenshots of interactions between community members on
drug platforms and related discussion forums, screenshots of vendor shops, customer
ratings, and field notes on observations of social practices.

Ethical considerations

Empirical research on darknet drug platforms comes with a variety of ethical consid-
erations and challenges such as if the data available can be considered public or pri-
vate, gaining participant’s informed consent, ensuring anonymity, and protecting both
researchers and research participants. And although this chapter cannot cover all eth-
ical implications related to cryptomarket research, other chapters in this handbook as
well Martin and Christin (2016) and Lavorgna and Holt (2021) are well positioned to fur-
ther explore the multifaceted ethical challenges. Nevertheless, I would like to briefly
address some key research ethical dimensions here. The affordances of the darknet
present distinct challenges that deviate slightly from conventional ethical standards.

My research on darknet drug market practices includes sensitive research ques-
tions about activities that are considered criminal offenses in most jurisdictions. Ac-
cordingly, de-anonymizing participants can have legal consequences, even if this hap-
pens accidently. At the same time, establishing trust with community members is



162 —— Meropi Tzanetakis

essential when conducting digital ethnography. Here, the knowledge I gained about en-
cryption software and specific settings that prevent detection by law enforcement are
pertinent. Using suitable ‘operational security’ measures including non-traceable soft-
ware (Jabber/XMPP messaging service with Off-the-Record messaging encryption) help-
ed me to establish credibility in the field. In my interviews, I made sure not to collect
identifying information (e.g., names, locations) and anonymize the data as soon as pos-
sible afterwards. This demonstrates that ethical considerations require navigating a
delicate balancing to ensure the protection of research participants.

Thus, researchers first need to develop a sufficiently nuanced understanding of the
specific digital environment, adhere to legal and regulatory policies including ethical
guidelines of professional organizations such as the Association of Internet Research-
ers (AolIR) (franzke et al., 2020). Secondly, ethical decisions should be context-depend-
ent, meaning they vary depending on the social and cultural context in which informa-
tion is shared and exchanges occur (Nissenbaum, 2009). Thirdly, Markham (2018)
introduced an impact model of ethics which emphasizes the potential consequences
and effects of one’s research. It involves evaluating how anything we do in the name
of research is directly relevant to the community studied. Rather than merely harvest-
ing digital interactions for our research aims, the focus should be on designing studies
that enact social change within communities. This approach extends to considering
how research influences the shape of possible futures, highlighting a holistic and so-
cially responsible perspective on the impact of our research endeavours.

Disentangling the paradox of the darknet

At the first sight, darknet drug markets could be perceived as a threat due to their role
in facilitating the anonymous buying and selling of illicit drugs, challenges in law en-
forcement efforts, and challenges for traditional drug control strategies. However, a
more holistic perspective suggests that the growth of cryptomarkets is associated
with a potential to reduce a variety of drug related harms (Aldridge et al., 2018; Ban-
croft, 2017; Barratt et al., 2016; Tzanetakis and von Laufenberg, 2016). Harm reduction
is a public health approach that aims to minimize negative consequences, such as over-
dose and disease transmission, without necessarily advocating for abstinence (Lenton
and Single, 1998). It includes strategies like needle exchange programs, supervised con-
sumption rooms, and education to promote safer practices.

Darknet drug markets facilitate harm reduction by offering transparency on drug
quality and purity of the drugs compared to traditional distribution channels. This fac-
tor holds significance because certain harms are linked to the potential for adultera-
tion and the broader composition of drugs, leading to undesired effects or the risk
of overdose. Another harm reduction benefit is minimizing physical and psychological
violence for users compared to traditional transactions. Facilitated through features
like the escrow payment system, the platform operator manages funds between trans-
action parties, preventing fraud and fostering trust. The operator serving as an inter-
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mediary, this practice ensures financial oversight until the drugs are delivered as
agreed upon. A third harm reduction aspect revolves around peer-to-peer information
exchange on discussion forums and via rating systems to promote safer practices. They
are used among peers to share experiences and information about the qualities of the
drugs, effects, dosage recommendations, and polydrug use. Yet, these harm reduction
aspects also involve surveillance activities entangled with encrypted data traffic.
While harm reduction efforts aim to enhance safety, the encrypted data traffic also al-
lows for the tracking and analysis of user interactions, transactions, and information
exchange. This surveillance could potentially be carried out by various actors, includ-
ing law enforcement agencies or other private actors interested in monitoring activities
on these platforms.

A nuanced understanding of cryptomarkets reconciles the perceived contradiction
of the darknet—a space for both criminal activities and marginalized free expression.
Distributing drugs on darknet platforms is criminal, yet this environment minimizes
harm from punitive measures. Amid the dual nature of the darknet, the emergence
of new criminal offenses and expanding surveillance warrant careful consideration,
balancing privacy, civil liberties, and the complex dynamics of this Janus-faced digital
realm.
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