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Abstract: This chapter provides an overview of the issue of cybercrime, or the use of
the Internet and computer technology in order to offend. The definitional challenges
associated with cybercrime are discussed, along with the various behaviors that
have come to be defined as cybercrimes by criminologists.
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Computers, mobile phones and the internet have revolutionized modern life. More
than half of the world’s population use the internet (Internet World Stats, 2020), and
a majority of the populations of Western nations are accessing and utilizing this tech-
nology. This has transformed communication and relationships. Many now prefer to
communicate via text message rather than voice phone calls (Zickuhr, 2011). Social
media applications are now a critical resource for both personal communications
and commerce (Perrin and Anderson, 2019). In addition, virtually all aspects of person-
al and business transactions are supported by the internet.

The benefits of technology are offset by the overwhelming opportunities they pre-
sent for criminals who seek access to people, money, and digital information stored on-
line (Holt and Bossler, 2015; Maimon and Louderbach, 2019). Computers and the inter-
net have enabled and simplified traditional forms of crime, like acts of fraud (Button
and Cross, 2017), stalking, and sexual offenses (Holt and Bossler, 2015). Technology has
also created new forms of offending that are dependent on computers, such as hacking
where individuals attempt to access computer networks without permission (see Hack-
ing by Wall) (Steinmetz, 2016).

While much of the extant criminological literature has focused on the nature and
qualities of online offenses, there is also an argument to be made that there has been
an increase in the ability of the state and commercial institutions to centralize power
and surveillance, which can cause more harm than online crimes themselves (Stein-
metz, 2023; 4). The surveillance capabilities of the state have far-reaching implications,
notably related to invasions of privacy, censorship, restriction of the internet, and the
classification of citizens based on tracking their online movements. Thus, a critical ap-
proach to understanding cybercrime must examine not only the ways in which individ-
uals can use technology for harm, but also how regimes can employ surveillance and
use this technology under the guise of crime control (see Surveillance by Lyon).

Over the last two decades, criminologists have increasingly focused attention on
the range of behaviors enabled by technology, which are commonly referred to as cy-
bercrime (Leukfeldt and Holt, 2019; Payne and Hadzhidimova, 2020). Cybercrime is
treated as an umbrella term which includes all offenses either occurring in or being
wholly facilitated by an online environment. Thus, offenses occurring in physical
spaces and involving minimal technological assistance would fall outside of the
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scope of cybercrime. Here we will explore the meaning of this term, and the ways in
which it has been operationalized by scholars over time. The range of behaviors that
constitute cybercrimes will also be reviewed to provide a better appreciation for the
scope of crimes occurring online.

Defining cybercrime

The current popularity and consistency in the use of the term cybercrime belies de-
cades of debate among criminologists. In fact, some of the first pieces examining the
misuse of technology in criminology can be found in the late 1980s, and used the
term computer crime to reference the fact that a computer was involved to facilitate
fraud at a Florida dog racing track (Hollinger and Lanza-Kaduce, 1988). At the time,
the notion of the internet and cyberspace as we currently understand it was in its in-
fancy.

As the World Wide Web became dominant in the 1990s and technology access flat-
tened, criminologists began to consider the ways that the online environment may en-
able individuals to share information on offending that could be used on and offline
(Mann and Sutton, 1998). David Wall (1998) argued that the growth of technology
and online spaces created a phenomenon whereby not only were new offenses possi-
ble, but the environment in which they could occur did also not exist otherwise. For
instance, the global access afforded by the internet makes it possible for offenders
to identify victims in other countries with ease (Holt and Bossler 2015). Furthermore,
computers act as a force multiplier for offenders, allowing them to affect hundreds of
victims at the same time in ways that are not possible in physical space (Wall, 1998).

By contrast, Peter Grabosky (2001) argued that technology-enabled offenses were
simply “old wine in new bottles,” meaning they were traditional forms of crime occur-
ring in a novel space using new tools. For instance, acts of fraud and theft could be
performed in off-line spaces, though technology made it easier to do so online (Grabos-
ky, 2001). The internet did not eliminate traditional forms of offending, it simply cre-
ated an alternative environment in which they could occur.

These contrasting arguments also led to debate over the use of the terms cyber-
crime and computer crime. Though they were treated as synonymous during this peri-
od, they differed as to the function of technology in the course of the offense (Furnell,
2002; Wall, 2001). Computer crimes were thought to involve special use of computer
technology in order to offend, while cybercrimes involved special knowledge of cyber-
space (Furnell, 2002). This segmentation eventually disappeared in the mid-2010s, with
the term cybercrime becoming dominant (Holt and Bossler, 2015). The use of cyber-
crime is particularly appropriate now, as virtually any and all devices are connected
to the internet, including so-called Internet of Things devices like thermostats, home
appliances, and even vehicles (Steinmetz and Yar, 2019).

Though cybercrime is now the dominant term, there are still some points of differ-
entiation used by scholars, governments, and policy agencies. For example, academics
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have critiqued the utility of the term cybercrime and presented alternatives to identify
the unique nature of technological influences on behavior. McGuire (2007) argued for
the use of the term hypercrime as a way to recognize that offenses occur as a result of
the interconnected nature of virtual and real spaces which mirrors the World Wide
Web itself. Others have argued in favor of terms like ecrime, technocrime, and infor-
mated crime as a means to avoid the unclear nature of what constitutes cyber in prac-
tice (see Steinmetz, 2023 for discussion). In fact, Cross (2019) argued we should abandon
the term cyber when referring to all technology-facilitated fraud schemes, and simply
note them as frauds as it otherwise limits the allocation of resources to properly com-
bat these offenses.

The terms cyber-dependent and cyber-enabled crimes are used by some policy-
makers in the UK, Europe, and Australia as a means to identify how the offense occurs
(Holt and Bossler, 2015; McGuire and Dowling, 2013). Cyber-dependent crimes are those
that require a computer or technology in order to occur, such as the distribution of ma-
licious software that affects the operations of computer hardware and software
(McGuire and Dowling, 2013). Cyber-enabled crimes are those that are simplified by
the use of computers and the internet, such as fraud and identity-based crimes
(McGuire and Dowling, 2013). The use of cyber-dependent and cyber-enabled crimes
have not been popularized or used consistently across place, making their overall util-
ity limited.

Forms of cybercrime

While cybercrime in an incredibly important term in criminology, it should be noted
that it is an umbrella term encompassing a wide range of offenses. There are various
typologies of cybercrime proposed by researchers, though their acceptance is generally
inconsistent (see Holt and Bossler, 2015 for review). One of the only typologies that
gained acceptance in the field was created by David Wall (2001), which recognized
four categories of offenses: 1) cyber-trespass; 2) cyber-deception and theft; 3) cyber-
porn and obscenity; and 4) cyber-violence.

Acts of cyber-trespass are those that involve crossing boundaries of ownership in
online spaces. For instance, a password-protected WiFi hotspot is effectively establish-
ing a boundary of access, where only those with the password are allowed to use the
connection (Holt and Bossler, 2015). Individuals who attempt to access these networks
by guessing the password or using tools to break that password without authorization
from the owner are effectively engaging in acts of trespass. Cyber-trespass activities are
most often associated with computer hackers, as they often attempt to gain access to
networks, email accounts, and other protected systems without permission (Jordan
and Taylor, 1998; Steinmetz, 2016). Though not all hackers engage in such illegal activ-
ities, those who perform such acts cause significant financial harm to individuals, as
well as public and private entities around the world (Holt and Bossler, 2015).

17 Cybercrime 151



The second category involves acts of cyber-deception and theft which is complex
and overlaps with acts of cyber-trespass (Wall, 2001). The term deception is used as
criminals can readily misrepresent their identity while online through the use of
fake names, email accounts, and stolen legitimate user credentials to access sensitive
(Button and Cross, 2017; Leukfeldt et al., 2017). For example, hackers can utilize various
methods to gain access to protected networks in order to obtain sensitive personally
identifiable information and financial data (Hutchings and Holt, 2015; Leukfeldt et
al., 2017; Roks et al., 2021). Actors then sell this information to others in online black
markets in order to engage in fraudulent financial transactions, such as purchasing
goods and services without the account holder’s permission (Hutchings and Holt, 2015).

This category also includes independent acts of fraud that are enabled by email,
social media, text messaging, and other forms of computer-mediated communication.
For instance, there has been substantive criminological focus on the problem of ro-
mance scams, where offenders create false profiles on social media and dating appli-
cations and message potential targets in the hopes of generating a response (Button
and Cross, 2017; Whitty, 2013). Once in contact, the offender then tries to develop an
emotional and romantic rapport with the victim by asking personal questions and not-
ing their love and attraction to them. As the relationship intensifies, the offender often
asks the victim for financial support to travel to see them, or claim they have experi-
enced a financial hardship that they cannot work through (Button and Cross, 2017).
Such financial requests continue until such time as the victim ceases to support
their requests. Victims of romance frauds frequently report intense emotional and psy-
chological consequences as a result of their experiences with fraudsters (Button and
Cross, 2017).

The act of illegally copying, sharing and/or obtaining digital media files, including
computer software, audio, video, and e-books, without the permission of the copyright
holder is also included in this category (Gopal et al., 2004). Digital piracy can be per-
formed in a variety of ways, such as file sharing services, and is extremely common
globally (Brown, 2016; Brown and Holt, 2018 for review). In fact, evidence suggests
that most young people have engaged in piracy and easily justify their activities on
the basis of the lack of harm caused to copyright holders and the costs associated
with the legitimate purchase of media (Brown and Holt, 2018; Ingram and Hindjua,
2008).

The third category in Wall’s (2001) typology of cybercrime involves cyber-porn and
obscenity, reflecting a wide variety of sexual expression in online spaces. Sexually ex-
plicit content featuring adults, commonly defined as pornography, is readily available
online and has become a major industry (Lane, 2000; Quinn and Forsyth, 2013). Such
content can be produced with great ease due to the availability of high definition digital
cameras, high-speed internet connectivity, and editing software. The consumption of
adult sexual content is generally defined as legal in most nations, though it may be con-
sidered socially unacceptable depending on local mores (Quinn and Forsyth, 2013).

Technology has also transformed the nature of sex work in general (see Sex Work
by Rand). The rise of social media and subscription-based media channels like Patreon
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and OnlyFans has also allowed individuals to produce sexual content for a fee (Molo-
ney, 2019; Rana, 2020). Similarly, sex workers utilize the internet to advertise sexual
services that take place in offline settings, which may be illegal depending on the
laws within a given country (Campbell et al., 2019). Their customers frequently use
web forums and various online platforms as a tool to discuss their experiences, iden-
tify specific providers, and warn others about police and other efforts to curb sex work
(Sanders et al., 2018).

The ease with which individuals can produce sexualized images and content has
also led to individuals sending images of themselves to prospective or current romantic
partners via direct text message or email. This practice has become colloquially known
as sexting, and is popular as it is perceived as a somewhat secure method for sharing
content to attract or stimulate a partner (Henry and Powell, 2018). Sexual content is
not, however, secure, as the recipient can now readily share sexted images and
video with others via text or social media, or on websites designed to embarrass or har-
ass the sender (Henry and Powell, 2018). Such activities constitute revenge porn, and
may be performed after a relationship ends, or by individuals who hack individual ac-
counts to obtain access to their content (Henry and Powell, 2018).

This category also includes the sharing of child sexual abuse materials (CSAM), or
images, video, and other media featuring images of people under the age of 18 engaging
in sexualized acts (Eke and Seto, 2023). The distribution of CSAM is a global problem,
and has been criminalized in virtually all nations. This content is shared on virtually all
platforms online, which makes it exceedingly difficult for police to disrupt (Seto et al.,
2018). In addition, some use the internet, particularly social media, as a means to con-
nect with children in order to groom them into offline relationships, or to generate
CSAM themselves (Eke and Seto, 2023).

The final category of Wall’s (2001) typology of cybercrime encompasses acts of
cyber-violence, recognizing the potential of the internet to allow individuals to engage
in harmful behavior to others through online spaces. The most common behaviors in-
cluded involve the use of social media, email, text, and other forms of online commu-
nication to bully, harass, threaten, or stalk others online (Vogels, 2021). The severity and
frequency of messages an individual receives can lead victims to experience emotional
harm, including embarrassment, shame, and may even lead some to physical harm
through suicidal ideation (Wilson et al., 2022).

In addition, terrorists and extremist groups also use the internet as a means to re-
cruit others into their movement, and promote their beliefs publicly and privately
(Herath and Whittaker, 2021). The expression of hate speech and violence toward mi-
noritized groups in society has become commonplace, particularly on social media
(see Hate Crime and Networked Hate by Powell, Stratton, and Cameron). Actors also
utilize various technologies as a means to coordinate and plan acts of offline violence
(Hamm and Spaaij, 2017).

Furthermore, some extremist groups use the internet as a means to engage in cy-
berattacks against individuals, governments, and businesses. There is evidence that ac-
tors associated with animal and earth liberation groups have performed various cyber-
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attacks over the last decade (Holt et al., 2021). Similarly, the hacker group Anonymous
used DDoS attacks in order to stage protests against government, industry, and civilian
targets (Olson, 2013). This has led some scholars to use the term hactivism to refer to
cyberattack activities that may be deemed an act of protest or dissent by the actors
(see Holt and Bossler, 2015) Thus, the use of technology has expanded the capability
of extremist groups to affect populations and targets well beyond their overall capacity
in offline environments.

Conclusion

Taken as a whole, cybercrime as a term reflects a wide range of offenses which differ
in the degree to which they are facilitated by technology and impact people or comput-
ers and data. These differences highlight the inherent weaknesses of the use of the
phrase, as virtually any act of crime or delinquency with some connection to comput-
ers and the internet could be classified as cybercrime. Though other ways of defining
such offenses have been proposed, few have been able to supplant the socially accepted
nature of the phrase (Steinmetz, 2023). It is possible that the concept of ‘cyber’ will be-
come outmoded with continued technological advancements, which may enable the
abandonment of the term in favor of the more realist approach of treating these offens-
es simply as crimes (Cross, 2019).
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