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          Editorial
 
        
 
        Global finance is in the middle of a radical transformation fuelled by innovative financial technologies exploiting big data, cryptography, artificial intelligence (AI) and machine learning, as well as new data sharing and distribution models. The transformation is affecting the entire financial value chain from capital raising and credit creation to payments and supply of financial services. Aided by an unusual macroeconomic environment manifested in ever-rising asset prices, unprecedented fiscal measures, and floor-breaking interest rates, the adoption of new technologies has gathered pace in the course of the Covid-19 pandemic. For example, just in a single week at the beginning of the pandemic the use of financial applications in Europe increased by more than 70 %.1 While it is too early to tell whether the rallying cryptocurrency markets or meme stock debacles represent extreme signs of hubris or more fundamental structural changes in financial markets, some signs are clear. The emerging generation of digitally savvy retail investors is not only freer of home-country bias – the classic predicament of the European „single financial market“ – but are also less likely to accumulate their savings on sticky bank accounts. Beyond retail markets, institutional interest and adoption of digital assets is also growing and more crypto firms and infrastructures are being licensed to offer financial services, which further blurs the boundaries between the crypto economy and traditional finance.
 
        The post-Brexit EU, deprived of its global financial centre, cannot afford to ignore the rising tide of digital finance. The Union is struggling to keep pace with global innovation hubs, particularly when it comes to experimenting with new digital forms of capital raising.2 There is emerging consensus that the digital transformation of the EU single financial market requires brave and radical action that goes beyond isolated measures such as the 2nd Payment Services Directive3 that heralded the era of Open Banking and the 4th Anti-Money Laundering Directive.4 Moreover, following a decade of centralisation and building of a single rulebook for the EU financial markets, the Member States have little other choice than to wait for the Commission’s initiative.
 
        The EU’s strategic response has taken shape gradually alongside the EU’s New Industrial Strategy,5 which places digital finance at the centre of the mix of initiatives and policies aiming to achieve a more sustainable and competitive European economy. Finally, in September 2020 the Commission released a Digital Finance Package, which includes legislative proposals for a comprehensive legal framework for crypto-assets and market infrastructures based on distributed ledger technology (DLT). The proposals were joined with a revised Capital Markets Union strategy6 and a new Digital Finance Strategy.7
 
        The more advanced elements of the digitalization of finance such as the DLT, AI, and quantum computing technology as well as the rise of decentralised finance (DeFI) are setting the stage for a global battle of business models and philosophies, the outcome and consequences of which are unpredictable. Calibrating the EU digital finance strategy is therefore a balancing act that requires a deep understanding of the factors driving the transformation, be they legal, cultural, political or economic. This is challenging because the drivers are neither coherent nor do they all point to the same direction; some drivers promote decentralisation and increase competition, while others indicate that the future of finance might belong to few powerful firms and platforms. Similarly, while the transition to digital online finance may empower retail investors at a global scale and facilitate access to financial services, it also makes it more difficult to protect consumers and investors who are exposed to new channels of fraudulent or abusive conduct and risks that few understand. The same FinTech inventions that use AI, machine learning and big data to facilitate access to credit may also erect invisible barriers that further gender, social, racial and religious exclusion. The way such actors source, use and record data also presents countless data protection concerns.8
 
        The joint organisers and co-editors of this special issue have collected a mix of established and promising law and finance scholars to scrutinise the challenges of digital finance from multiple public policy perspectives. First presented and discussed at a web-based conference ‘Digital Capital Markets in Europe: The Challenge of EU Market Integration’ organised by the University of Helsinki Faculty of Law and the Edinburgh Law School in September 2020, the articles provide constructive and solutions-oriented analysis based on solid and up-to-date research.
 
        The first three articles deal with the challenges of FinTech-enabled market transformation for the EU capital markets law, identifying several weaknesses in the existing as well as proposed legislation. The article by Avgouleas and Seretakis assesses the disruption of the financial services digital value chain by two radically opposing forces: oligopolistic market concentration based on platform finance operated by dominant global financial institutions and BigTech, on one hand; and the radical democratisation of investment markets brought about by open source DeFi protocols, on the other. Welcoming the Commission’s digital finance package as a necessary first step, they argue that the package nevertheless reinforces the first trend while it underestimates the potential benefits of the latter. Therefore, Avgouleas and Seretakis suggest that the proposed DLT pilot regime should be widened to include also DeFi platforms, which are currently incompatible with the MiFiD II’s complex web of rules. They offer a number of possible solutions to the integration of DeFi under the umbrella of EU EU financial services law. The article by Macchiavello and Sciarrone Alibrandi investigates marketplace lending, a more established but dynamically evolving market segment which raises important challenges. Based on careful unpacking of the dominant business models they argue that these platforms involve novel technological and other features which should be addressed by tailor-made legislation. At the same time, they identify a number of failures in the recently completed EU Regulation on European Crowdfunding Services Providers (ECSP). While effectively enhancing the protection of unsophisticated investors, they note that the Regulation failed to introduce flexible and functional rules for Europe’s evolving crowdfunding ecosystem. Instead, they argue that the ECSP Regulation, and the extensive level 2 technical rules that followed it, establish an unnecessarily detailed and rigid regulatory framework that only applies to a limited number of services and products. As a result, the ECSP regulation could have a suffocating effect on this nascent financial industry in Europe, possibly transforming the lending/investment platforms from relatively neutral tech platforms into more traditional investment firms. The third article by Giudici and Ferrarini presents a critical view on the proposed Regulation on Markets in Crypto-Assets (MiCA). They argue that the proposal simply mirrors existing regulatory philosophy by imposing mandatory disclosure requirements on all issuers of crypto-assets, while ignoring alternative mechanisms based on market discipline and private enforcement. To facilitate new forms of capital raising and to avoid suffocating market innovation, they call for a more experimental regime that would offer a categorical exemption from EU disclosure rules to blockchain startups.
 
        The regulation of new technologies in capital markets is not easy and interventions are often dictated by a crisis-induced precaution and haste. As Gerner-Beuerle’s article shows, such efforts may turn out to be ineffective and have unintended consequences. The article shows that current regulations targeted at algorithmic and high-frequency trading stand on a particularly weak theoretical and empirical ground. The paper undertakes a comprehensive and critical review of the current regulatory tools concerning algorithmic and high frequency trading, arguing that there is little empirical support for most measures (especially so-called circuit-breakers). Gerner-Beuerle suggests that EU securities regulation should be better informed by market microstructure theory, e. g., as regards the mechanics of price formation, and tread with caution in areas where regulatory understanding remains incomplete.
 
        The next two articles adopt a broader public policy perspective considering issues such as fairness and sustainability in the provision of digital financial services. Read together they offer a thorough exposition of the trade-offs and often intractable dilemmas raised by digital finance. The article by Langenbucher and Corcoran assesses how FinTech companies that embrace alternative credit scoring models based on AI fit into existing consumer lending, data protection and anti-discrimination regulations in the U.S. and EU and how these regulations need to be adjusted. The article adopts a case study approach, focusing particularly on a U.S. company Upstart.com and its AI-based credit scoring model as well as the no-action letter granted to the company by the U.S. Consumer Financial Protection Bureau. Identifying a number of risks and problems, the article demonstrates with clarity how machine learning algorithms deriving complex correlations from large data pools might give rise to indirect and hard-to-detect discriminatory practices. Chiu’s contribution investigates the existing and missing links between sustainable and digital finance. She argues that the present policy initiatives are under-ambitious and incomplete particularly when it comes to the retail market. Sustainability criteria should be better integrated into the suitability assessments conducted under the MiFID II’s investment advice regime. Looking further afield, she suggests adjusting the investment advice regime with a view to co-opting digital platforms and robo-advice channels to marketize indexes comprising sustainably-labelled financial products.
 
        The final two articles by Kulms and Marjosola investigate the private law dimension of the EU digital capital markets from different angles. Kulms’ article offers a broad perspective on the dynamic interface between FinTech regulation and private law using as test cases the law and regulation of five market segments: payment services, outsourcing of business models, crowdlending, robo-advice, and blockchain applications. Kulms posits that the Commission’s digital finance strategy presents a tacit appeal to Member States to develop gap-filling private law remedies and thus trigger competition between national private legal orders. Highlighting several shortcomings of this approach, particularly in the areas of legal liability and data protection law, the article anticipates more centralised regulatory solutions. Finally, Kulms assesses the potential of regulatory sandboxes to operate as early warning mechanisms in identifying areas where the relationship between financial regulation, commodification of data and private law needs to be recalibrated. Marjosola’s article assesses the EU Digital Finance Package from the perspective of token holders’ proprietary rights and EU securities law. Marjosola welcomes the innovative and decentralised sandbox approach of the DLT Pilot Regime, which aims to encourage experimentation within the single financial market. Nonetheless, the article argues that the complete lack of private law harmonisation would magnify the unresolved legal risks of intermediated securities and further fragment the private law underpinnings of the EU capital market. The onset of security tokens and DTL-based holding systems necessitate a rethink of the scope of the EU’s stagnated securities law harmonisation project. The new harmonisation agenda should, according to Marjosola, focus more clearly on transparent or disintermediated holding systems, which have been largely ignored, but also re-examine the current conflict of laws acquis regarding intermediated securities.
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          Abstract
 
          The emergence of the complete digitization of the financial services value chain has gathered pace due to the advent of the Covid-19 pandemic. It is mainly premised on automation of the investment process through the use of algorithmic tools and remote delivery of services via integrated platforms and apps. During the same period, we have witnessed the emergence of decentralised finance, cryptocurrencies aside, and the increased use of blockchain technology. Together these developments promise radical changes in market structure and microstructure. The digitization of the finance value chain could cause respectively more market concentration or conversely radical democratisation of investment markets. For this reason, the choices of policy-makers will be of cardinal importance. At the same time, digitisation is the best opportunity so far to create a fully integrated EU market for new listings and secondary trading in securities, and to further SME access to finance, thus making reality the vision of an EU Capital Markets Union. While these developments raise critical challenges for EU policy-makers in the post-Brexit era, the regulatory landscape in the EU is still dominated by the older MIFID II approach to market regulation. Reform attempts seem over-cautious and unwilling to unleash the powerful forces of technology and innovation to avoid upsetting settled industry practices (and incumbent oligopolies). EU Regulation has to become more proactive fostering regulatory experimentation in tandem with technological one to make sure that consumers interests are safeguarded, competition is furthered, and essential finance infrastructure is not dominated by a tight rent-seeking oligopoly. Therefore, the EU Digital Finance package in its present form is a welcome yet timid step forward. A number of further reforms are required to accelerate the pace of regulatory adaptation to the challenges and opportunities of the new digital era for European markets strengthening post-Covid 19 economic recovery.
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            1 Introduction
 
            For some time now the value chain1  in financial services is being disrupted and reconfigured due to outside developments such as restrictive regulation, the evolution of information communications technology (ICT) and financial innovation in the form of development of new products.2 Moreover, ICT and tolerant regulators have allowed financial services firms to disaggregate the financial services value chain into front, middle, and back offices. Back-office functions ranging from client on-boarding to transaction processing/verification and storage of client data are often outsourced on the basis of contract to maximise savings through the use of highly specialised firms that offer infrastructure services.
 
            This was more or less the model of internal business and industry-wide organisation in the global financial services sector for the past 30 years. But with the widespread use of technologies supporting automation such as Artificial Intelligence (AI) and Machine Learning, the infinite expansion of cloud storage, and the emerging popularity of Distributed Ledger technology (DLT), the finance value chain is now increasingly and irreversibly disrupted. Furthermore, the period post-covid 19 is the first that product development, market infrastructure, service supply and trade execution is moving towards a complete digital value chain.
 
            There are five areas where financial technology has already had or is bound to have an appreciable impact: retail banking infrastructure, payments, capital markets infrastructure, investment advice and asset management. As regards retail banking and payments, both outside the scope of this article, transformation has come through the advent of open banking (data sharing to facilitate banking transactions)3 and in payments where, cryptocurrencies aside, we see a plethora of new instruments under development. Similarly, the field of investment advice and, to some extent, asset management have undergone radical transformation mostly via the development of algorithmic devices that can ascertain customer’s investment preferences including risk tolerance and return goals and accordingly recommend specific investment or generalized asset allocation strategies.
 
            It is, thus, not surprising that the transformation of the marketplace and of the finance value chain is manifested today through two radically opposing models of financial services infrastructure integration. The first, is represented by the increasing domination of the financial services infrastructure by very large institutions like the American investment Black Rock that operates the infrastructure service Aladdin4 and the Chinese powerhouse Ant Financial5.  Furthermore, the widely expected entry into the market for wholesale and retail financial services of Google, Facebook and other big technology companies, so-called Big Tech, will lead to further centralization of financial markets infrastructure due to network effect,6 since the new technology sector shows a tendency to foster the domination of the market by a very small number of large firms.7
 
            The second is represented by the strong emergence of DeFi even if for now it is operating in the alternative finance space and is mostly fueled by peer-to-peer lending or financial contracting that uses cryptocurrencies as collateral.8 Besides, trade finance and other business and commercial banking activities (e. g., payments processing) are increasingly moving to a decentralised model that is, in fact, championed by big financial institutions.9 The weak profitability of fintech start-ups may act as an accelerator for the adoption of the DeFI model. For example, it is only a matter of time for fintech firms that operate on very thin margins and are threatened with extinction once they have burn their seed cash to forge cooperate and compete relationships marketing and selling their products on decentralized platforms.10 Moreover, the emergence of Decentralised Finance (DeFi) employing blockchain protocols is the first step towards a market infrastructure leap that will merge financial contract trading and trade settlement and possibly at a later stage investment advice and order execution which are today independent market functions/services.
 
            Each of these developments in the financial services digital value chain presents a distinct challenge for financial regulation. The centerpiece of European legislation dealing with financial markets is the so-called MiFID II regime.11 MiFID II, which replaced the original MiFID regime adopted in 2004 came into effect in the aftermath of the financial crisis.12 MiFID II seeks to enhance investor protection and promote efficiency and transparency in financial markets. MiFID II focuses on both the micro-and-macro level.13 On the micro-level, MiFID II at aims to reduce transaction costs reducing transaction costs and promote the liquidity of markets. On the macro-level, it seeks to tackle systemic risk and allow regulators to better monitor and supervise financial markets. But it is a complex piece of legislation that is not fit for the new digital era. Moreover, automation is already expanding into compliance with the regulatory framework through a number of applications, so-called RegTech,14  that can be used from monitoring and tracing of illicit money flows to detection of “fake” information.
 
            As the way value chain activities are carried out (e. g., manually or automated) determines costs and impacts on profits, the different paths of digitization of the finance value chain have profound implications both for market structure, namely the number of players competing in the market and their market share and market microstructure. The latter refers to market mechanics, including the process and outcomes of exchanging assets under explicit trading rules.15
 
            A good example of the size of the challenge is presented by BlackRock/Aladdin type of infrastructure providers. While each of the services they supply is probably distinctly regulated and subject to different contractual arrangements between the supplier and the user firms, it is hard to understand in terms of internal systems’ set up and configuration where the unbundling starts or ends. They are, in practice, one stop-shop platforms cosmetically divided in terms of internal systems configuration and business organisation in different segments in order to appear compliant with financial services regulation. An even bigger issue is what happens to all the data that goes through the system. Even with the highest data filters and controls in place the fact remains that colossal amounts of financial data are daily concentrated into the privately operated systems of one infrastructure provider.
 
            None of this is a new problem. Broker-dealers faced in the past the issue of controls of information flows between human agents and management of conflicts of interest within the same business, first, with regards to client advice and portfolio management and the impact on it of own corporate finance advisory function and related transactions, and, secondly, with regards to interactions between client order execution and management of the proprietary order book. These concerns informed the prohibition of front-running in the first EU Market Abuse Directive, now expanded in its successor regime introduced by the Market Abuse Regulation (MAR).16 The same applies to the expansion of the Conduct of Business (COB) and conflict of interests regime of MiFID I.17 The few general principles contained in Investment Services Directive (ISD)18 for the purpose of regulating investment conduct19 were replaced with a detailed rulebook, which was further expanded in MiFID II and extended to include rules on product governance20 to broaden customer protection. But today as data circulation processing is automated it can prove futile to just suggest ever more detailed and complex regulation when technology itself might, in fact, provide the desirable checks, controls, and remedies.
 
            DeFi platforms also present challenges for the existing regulatory framework. It is hard to see how the different functions of such platforms can be disaggregated to be regulated as distinct investment services. For example, mining a new token via the platform, storing it in an individual digital wallet and using the wallet to trade on the platform, entrusting platform apps with asset allocation advice and carrying execution function can create a real conundrum for the regulatory framework given also the fact that all the above activities might take place real time in an automated mode. How to unbundle a token that incorporates the service and the investment at the same time? Is the platform collectively a provider of financial services? Is a counterparty that is active in the in the platform on a regular basis a professional (albeit unregulated) investor?  Or if the trade is continuous, is the counterparty a provider of an (unregulated) investment service in the same way that broker-dealers might act as MiFID II regulated systematic internalisers?21
 
            Of course, most of today’s DeFi activity is outside the regulatory perimeter (see Section II below), but this is a situation that is no longer tenable. Thus, the EU commission has recently proposed a digital finance package that aims to foster Europe's competitiveness and innovation in the financial sector.22 The package includes a Digital Finance strategy, a Retail Payments Strategy, legislative proposals on crypto-assets and digital operational resilience and a pilot regime for market infrastructures powered by distributed ledger technology.23 But the Digital Package that is still under consideration is only the beginning. EU financial services regulation will soon require a wholesale overhaul in order to keep pace with the digital transformation of the financial value chain both within the EU and globally.
 
            This article will provide a critical evaluation of the EU financial services regime focusing on MiFID II and the EU Commission’s Digital Finance Package. It highlights the gaps that have emerged in the oversight and regulation of the digital value chain in financial services. It will also explain the opportunities DeFi presents for achieving the key goals of the Capital Markets Union blueprint24 such as EU retail market integration, SMEs access to finance, and democratization of investment markets, provided that key parts of DeFi are brought under the regulatory umbrella. For that to happen EU financial regulation must strike the right balance between the idiosyncrasies of DeFi and a rigid financial services regime which, in its pursuit of a high level of investor protection, has also enabled incumbent operators to reap substantial rents through oligopolistic structures which have been solidified by regulation. And in this respect the proposed Digital Finance package is open to criticism. It ignores important aspects of the DeFi business model such as automated trading and execution through smart contracts that eliminates the need for intermediaries in the custodial chain. Then, it shows a total unwillingness to consider regulatory models that could integrate the most challenging aspects of DeFi such as permissionless access to trading and anonymous transacting (see Section II.2).
 
            The article is organized in four sections with the present introduction. Section II offers an analytical view of the change digitization brings to the financial services value chain and the opportunities and risks that it poses. In this context it discusses in depth the platform-based business model in financial services and how this has created two entirely opposite trends, on the one hand, centralization / clusterisation of market/business functions and customer and data networks and, on the other, the largely unregulated model of decentralization. Section III explains the how these changes challenge MiFID II as the centerpiece of EU financial services legislation. It also considers the impact of the EU Commission proposals for a digital finance package. Section IV offers a few directions for reform including the widening of the EU pilot regime and brings the different stands of the present discussion to a comprehensive conclusion.
 
           
          
            2 The Digitization of the Financial Services Value-Chain: Opportunities and Risks
 
            When analyzing the effectiveness of a value chain model, Michael Porter introduced 10 cost drivers that help identify areas for improvement.25 According to Porter risk management, research and development, human resources and firm infrastructure are among the key components of a firm’s value chain. This is entirely true in the case of financial services providers and all these areas are disrupted or transformed by the advent of the complete digitization of the financial value chain. However, the form a business is organised itself to extract the highest efficiencies from its  value chain to fulfil its business objectives is equally very important. The paragraphs below examine the two opposing forms of the platform model that in itself drives the digitization of the finance value chain, namely the centralised and the decentralised platform model. Arguably, each form of platform organisation can have profound implications for the MiFID II regulatory paradigm.
 
            
              2.1 The Centralised Platform Model and Network Effects
 
              The platform-based model is used to mean a business model26  that creates and harnesses value by facilitating exchanges between two or more interdependent groups which lead the creation of large and scalable networks of users and resources that can be accessed on demand.27 For instance, businesses like Facebook, Uber, or Alibaba claim that exchange facilitation and user matching – ownership of the means of connection – is their only business and they don’t directly create and control inventory via a supply chain the way linear businesses do, namely, they do not own the means of production. Arguably, these businesses are today much more than that as they are the monopolistic providers of the new products they have created, with the market for Internet search listings and market advertising28 being the principal example. Therefore, the platform-based business model in finance should be understood as an integrated model of business organization and management of customers that repackages and commoditizes for commercial purpose both platform generated user activity and relationships and data generated in this process.
 
              It would be anachronistic for today’s policymakers to adhere to older understandings of platform based business models and not recognize two undisputable market realities. The first relates to the domination of relevant distribution channels/networks by specific platforms as is, for example, the case with Ant Financial. Ant operates a platform business model that combines the very popular service Alipay29 with lending, insurance and investing with its linear micro-lending and micro-investing. Ant’s hybrid approach has created a financial services ecosystem of unparalleled breadth. Ant claims that through Ant Fortune which offers a platform to China’s 116 mutual fund managers and reaches 180 million users it has democratized asset management and retirement planning. In reality, the platform’s algorithm recommends funds based on each user’s financial profile and goals, thereby closing financial literacy gaps that in the past may have prevented many users from investing. Also, given its very large pool of users, financial service providers can’t resist joining its network. In addition, Ant has leveraged the network to introduce new financial (and proprietary) products, like the very popular money market fund Yue Bao. 30 An account with Yue Bao can be opened for as little as 1 yuan ($0.15).31
 
              The second relates to the ability of applications connected to the platform to harness through data searching tools vast amounts of information about user social interests and socio-economic preferences, spending habits and spending power, political leniencies, conjectured disposable income, and so on. Thus, it is hard to believe that the Big Tech firms like Google and Facebook plan to enter the market for financial services markets without intending to exploit the aforementioned data tools, which alongside the existing user network would offer them a distinct advantage over other financial services providers. On the contrary, it is quite common to attribute the domination of Big Tech over their markets due to the size of the network and misuse of client data. 32  Accordingly, regulators will have a Herculean task in their hands to prevent Big Tech dominating the financial services infrastructure.
 
              At the same time, the risks of manipulating users’ understanding and preferences is ever present, especially in retail markets. Similar to all other markets the power of framing in dictating consumer choices in financial services remains undiminished. The same applies to other cognitive limitations of individual investors and lay financial services users due to bounded rationality and other cognitive biases.33 Deep learning neural networks34 steeped in a wealth of information about users can easily detect what makes consumers “tick”. Subsequently consumer choice can be manipulated through the use of the right algorithms.35
 
              The automation of retail investment management (asset allocation) via so-called robo-advisors presents the biggest risk in this context. It is often said that the rise of robo-advisors relates to the fact that these systems bring the benefits of expert investing to the retail markets at very affordable rates.36 While this assertion is very accurate three other developments that have made possible the rise of robo-advisors should not be overlooked. The first relates to the robot’s ability to perceive, understand, plan and navigate in the real world. Better cognitive ability means robots can work autonomously in diverse, dynamic and complex environments.
 
              Relating to the first breakthrough is also the increased ability of robots to exercise precise control and dexterity in understanding the environment and manipulating objects. Technological improvements in this area allow robots to discharge tasks of greater diversity of tasks and be employed in a greater number of use cases. Finally, via natural language processing programmes robots’ ability to learn from and collaborate with humans is greatly enhanced and even goes beyond verbal communications. Namely, the enhanced ability of robots to engage in verbal and non-verbal communication makes robots increasingly capable of working alongside human agents.
 
              In the future, it will be very difficult to detect if the machine learning algorithm that powers the robo-advisor has not identified areas where human choice can be “legally” manipulated, by, for instance, restricting the number of recommended investments. Unless operating in a decentralized environment where this data could be stored in a cryptographic hash and be easily traced afterwards, the ex post use of explainability37 techniques may not suffice to detect irregular and ad hoc instances of manipulation of user decisions via restricted choice as opposed to systematic algorithmic bias.38 Auditing the entire robo-output at all times for sporadic bias is a task that goes beyond the capabilities of even advanced techniques used to interpret black-box behaviour.
 
             
            
              2.2 Decentralised Finance: Can It Unbundle the Network Effect?
 
              DeFi refers to an ecosystem of financial applications that are built on top of blockchain networks. As this is a generic definition, the term will be used in this article to specifically mean the movement that aims to create an open-source and transparent financial service ecosystem that operates without any central authority. DeFi platforms may be permission-based or permissionless with the latter being much more popular than the former. The users maintain full control over their assets and interact with this ecosystem through peer-to-peer (P2P), decentralized applications (Dapps). DeFi applications do not need any intermediaries or arbitrators. The code specifies the resolution of disputes that can be predicted in advance. Essentially, the Code is law among users and thus in the context of blockchain platforms it has been given the name Lex Cryptographia.39
 
              Whereas the mainstream financial system runs on centralized infrastructures managed by regulated, in the main, institutions, and intermediaries, decentralized finance is powered by code, runs on the decentralized infrastructure of the Ethereum blockchain or other blockchain models, where users are free to deploy immutable smart contracts. In addition, as the modular framework on which DeFi is built upon interoperable DeFi applications on public blockchains, users are able to design and operate entirely new financial markets, products, and services.40 The configuration of DeFi  inevitably leads to paradigm shifts in financial infrastructure and in the investment value chain. Simply put DeFi distributes risk, trust, and opportunity in an entirely different way, given the nearly total absence of intermediaries.  But this does not mean elimination of all risk. On the contrary, in some cases risk becomes greater and risk distribution less predictable than in mainstream finance markets.
 
              Since the eruption of the Covid-19 pandemic DeFi has experienced explosive growth that was more due to the fact that a new speculation avenue has opened up and less to the explosion of the price of key cryptocurrencies such as bitcoin and Ethereum.41 Nonetheless, this explosion of speculative activity is also leading to a constant upgrade of the DeFi infrastructure.42  It is reasonable to expect that DeFi platforms will soon emerge as a clear alternative to the centralised platform model.
 
              Big financial institutions are already pioneering decentralised trade finance platforms where activity is taking place in a permissioned environment and within the framework of regulated institutions.43 It is suggested that large financial institutions have an interest in being involved with DeFi in order to assume a leadership role in the forthcoming transformation of the finance business modus operandi and the ways financial services will be accessed and delivered in the future.44
 
              Moreover, given the current popularity of DeFi platforms and the natural pull they present for start-up firms who wish to operate in an innovation intensive environment reaching a younger generation of investors who are more receptive to innovative and ethical investment offerings, and their structural advantages,45 these platforms will inevitably prove an opportunity too great to be missed by struggling start-up fintech firms. These are, in any case, so flexible as to already operate on decentralized business models or adapt one to their needs. Therefore, it is not far into the future that we will see financial infrastructures, whether centralized or decentralized, that will integrate previously distinct investment service functionalities such as automated advice, portfolio management, underwriting, execution, reconciliation and settlement within a single platform.46
 
              The move of DeFi into mainstream markets will represent in the view of many the replacement of regulation by (smart) contracting, so-called Lex Cryptographia. Nonetheless, to the extent that existing DeFi models will gradually crop up the mainstream finance space this view is false. In practice, regulation of DeFI marketplaces and financial products would be a key factor in product evolution. Investor protection needs to point towards simplified regulatory rulebooks that will direct in a top-down approach the modalities of contract trading and transaction execution in the “smart contract’s” code. Naturally, the said regulatory approach ought to take into account market practice, technological advantage, and participant preferences. This is a point of particular importance with respect to the way COB rules will develop in decentralised finance networks.
 
              As already mentioned, DeFi is not without its risks and the only reason that its explosive growth has so far gone virtually unnoticed by regulators is the fact it is still only a tiny fraction of the overall volume of transactions conducted by global finance on a daily basis. Permissionless systems create incentives to the underworld to use them to transfer, invest or launder money that are either the proceeds of crime or tax evasion or can be used to finance terrorism. On the other hand, key crypto-operators claim that while permissionless DeFi platforms do not police and monitor identities and individual accounts they still operate effective systems to police the integrity of the market by monitoring activity. namely that they have transitioned from Know Your Customer (KYC) systems to Know Your Transaction (KYT) as a more effective way to detect suspicious transactions.47  It is, however, a claim that has not been subjected to any outside scrutiny. In any case, given the threats the integrity of the financial system faces from many sources, KYT might have merit as a supplement of existing KYC and Anti-Money Laundering laws but not as a substitute.48 Therefore, we do not regard mandating compliance of DeFI with KYC and money laundering checks as a significant barrier in any regulatory attempts to reap DeFi’s most distinct advantages, summarised below, especially in the context of creating and integrated EU market for retail financial services.
 
              DeFi infrastructures can, first, offer flexibility and transparency in contract design as well as a high level of record security. These stem from the fact that blockchain inherent properties of record immutability facilitate fraud-proof data coordination across the distributed ledger that is operated by decentralised platforms. The easy programmability of Ethereum blockchain allows the design and employment of highly programmable smart contracts with automated execution to create new financial instruments and digital assets.
 
              Unlike earlier blockchain protocols Ethereum’s composable software stack ensures that DeFi protocols and applications are built to integrate and complement one another. As a result, DeFi infrastructures enjoy a high level of interoperability offering developers and product teams the flexibility they need to build on top of existing protocols, customize interfaces, and integrate third-party applications.49 In addition, DeFi platforms boost market and trade transparency. On the public Ethereum blockchain, every transaction is broadcast to and verified by other users on the network, although Ethereum addresses are encrypted keys that are pseudo-anonymous, which can still preserve trader privacy. Namely, network activity is visible to all users. This level of transparency around transaction data allows for uninhibited data analysis making orders and transactions highly auditable. Finally, substantial gains come from the elimination of the custodial chain, since DeFi platforms allow digital wallets to interact with other DApps and protocols while, market participants always keep custody of their assets and control of their personal data.
 
             
            
              2.3 Market Microstructure, DeFI, and EU Financial Market Integration
 
              Revamped permission-based and regulated DeFi platforms could offer distinct market channels for the implementation of EU plans with respect to the creation of liquid pan-European retail capital markets and market integration, widening access of SMEs and start-ups to capital markets finance, and fostering capital market innovation. These goals are some of the pillars of the revamped EU Commission strategy for the attainment of an EU Capital Markets Union, including a single EU brand for primary market listings.50
 
              Simply put, EU regulators should closely scrutinize the aforementioned characteristics of DeFi platforms such as their ability to operate an open finance system on the basis of distributed trust enabled by cryptographic integration,51 increased transparency, and amelioration of transactions costs.52 If the DeFi properties are eventually verified, then market decentralization for, especially, smaller cap issuers should be embraced. In specific, tokenisation53, which is one of the key properties of DeFi, and the ability of decentralised exchanges on blockchain to boost liquidity through pre-committed asset pools that act as market-makers could offer credible market solutions to many of the market microstructure obstacles that have prevented the EU from creating an integrated market for small cap (low capitalisation) stocks.
 
              On the one hand, tokenization fuels tradability and thus it boosts liquidity due to positive network externalities. On the other hand, tokens, which are designed to be secure and instantly transferable, can also be programmed to carry as in-built properties a range of other functionalities. Thus, tokenization could help liquid markets to emerge for previously illiquid assets as, for example, a market for social market stakes or stakes in green economy SMEs.54 This way not only access to market funding is broadened but also access to new types of investments and instruments that serve better sustainability objectives and the impact economy might emerge.55
 
              Decentralized exchanges (DEXes)56 seem to operate in a stable and unproblematic mode in a series of market contexts. Setting aside market interest that comes from the underworld, in taking a more fundamental view of DeFi it is very hard to see why what works for permissionless unregulated networks could not work for permissioned regulated networks operating decentralised markets where information discovery and investment education is also the responsibility of the user. And with every user building up a higher level of understanding of investments and investment expertise as well as expertise in information acquisition the higher the level of efficiency on which a decentralised market operates.57 This is of course an argument in favour of simpler or standardised investment instruments like stocks or bonds. For those instruments that require a higher level of investment sophistication and expertise or high information acquisition costs it is natural for centralised exchanges to dominate, especially if they are popular with investment intermediaries.58 Furthermore, regulators could allow market players to carry experiments with respect to the operation of permissionless platforms where anonymity walls could be breached ex post at the behest of regulators. Arguably, what makes DeFi attractive to a large number of traders is the anonymity of permissionless platforms. Conversely, it is unknown whether there will be appreciable liquidity falls in the case of permissionless platforms with ex post controls.
 
              Infrastructure services offered by DEXes tend to be cheaper in terms of trading and “listing” fees than centralized exchanges. This means that decentralised exchanges can be employed for the development of an EU listing brand for SMEs and start-ups. The existence of mechanisms that can offer automated market-making and other liquidity solutions is a very strong argument in favour of the above assertion.
 
              On the other hand, issues of market microstructure like willingness of big institutions to make a market in the stock of smaller companies and the low levels of liquidity in relevant markets and consequently the appearance of higher mark-ups and bigger bid-ask spreads as well as higher volatility59 can serve as a serious barrier to the entry of retail investors in these markets. As DEXes do not provide trading through an order book, liquidity problems could easily be exacerbated compared to centralised exchanges. However, the device automated market-markets (AMMs), which has recently been tried in DEXes, may offer an effective solution to the liquidity problem. AMMs trade from a pool of market players’ pre-committed assets. They make a price algorithmically and stand ready to trade with interested buyers and sellers in the decentralised network resolving liquidity shortages.
 
              The AMMs may have two drawbacks. As a DEX does not provide an order book the price offered may not be a full reflection of supply and demand. On the other hand, with algorithms fixed on blockchain to monitor relevant trades the AMM can easily be fully informed of the trading volume that is going through the DEX or other markets and make uninformed predictions about incoming volumes based on past record. The second is that the AMM has to protect itself from aggressive arbitrageurs. In return for placing their assets with the AMM, liquidity providers are typically entitled to a pro-rata share of the transaction fees paid by traders for exchanging assets on the AMM. Returns in the form of transaction fees is the main incentive for agents to act as liquidity providers. These fees can be gradually adjusted by AMMs to make arbitrage costly and unprofitable.60 Conversely it should be noted that since the expressions of interest to trade arrive sequentially in a DEX, the algorithmic system powering an uninformed AMM can adjust its prices and fees to what the overall market picture is. This replaces the price equalization function of centralised exchange’s order book. In this case the AMM will just adjust its quotes in the same way operating more or less an extension of the application of the Glosten and Milgrom model.61
 
              Enhanced transparency, the need to validate transactions using nodes, automated market-making and liquidity provision mechanisms in decentralised markets can protect these less than mature markets from the risk of illiquidity or from excessive insider dealing and market manipulation activity that is always evident in centralised markets on which SME and start-up issuers are traded. Finally, the elimination of clearing and settlement costs for tokenised stocks and bonds traded in DEXes and the streamlining of the stock-lending process and the ability to integrate stock collateral with corporate lending makes these markets ideal especially for the paper of smaller issuers and for those investing in them.
 
              The inherent inability of DLT infrastructures to handle High Frequency Trading (HFT) will make the market more stable avoiding any wild price swings due to excessive speculation and volatility without losing in terms of market and information efficiency, since short selling62 will, presumably, still be allowed. Absence of HFT will also reduce the possibility of algorithmic collusion in a very transparent market environment with robust trade validation mechanisms in place absent HFT. Moreover, HFT and algorithmic trade techniques that might end up distorting or event manipulating the market prices, as is for example, spoofing63 are inherently impossible in decentralised markets. Any orders entering the system are self-executable limiting the possibility of cluttering the network with “spoofing” orders meant to mislead the market.
 
              The selling of order flow by commission-free brokers like the Robinhood platform, recently implicated in the GameStop controversy, to new HFT market making intermediaries such as Citadel Securities64 who run state of the art algorithms, makes an interesting example of the perils of continued intermediation in the liquidity space. While such intermediation in times of low volume low volatility may show the value of specialization in the value chain, it can be a source of major risks in the event of volume and volatility surges as it happened in the recent case of GameStop. DeFi platforms disrupting these practices can add a further stabilization mechanism in the market discouraging highly speculative HFT activity that also takes advantage of relatively long T+2 or longer settlement cycles.65 Therefore, the shortening of the settlement cycles to T+0 in DLT markets would have market stabilization consequences dampening volatility and boosting user confidence in the marketplace.
 
              Potential advantages including substantial transaction cost savings can come from the operation of decentralized derivatives markets.66 Ethereum-based smart contracts enable the creation of tokenized derivatives whose value is derived from the performance of an underlying asset and in which counterparty agreements are hardwired in code. DeFi derivatives can represent real-world assets such as fiat currencies, bonds, and commodities, as well as cryptocurrencies. Given the problem created by post-2008 regulations of over-the-counter derivatives markets (OTC) whereby large quantities of systemic risk are concentrated within central counterparties (CCP). DLT platforms can offer an alternative decentralized model for OTC derivatives trading and settlement with multiple points of failure, which can alleviate the pressure on CCPs and market derivatives markets more accessible and more efficient.67
 
              Thus, it is incumbent on proactive regulators to run regulatory experiments and learn lessons from such experiments within DeFi in the secure environment of a sandbox. This would enable them to harvest the benefits of DeFi and curb its risks. The implementation of the Digital Finance package should be seen as being only the beginning in this process of EU market and regulatory transformation.
 
             
           
          
            3 The Digital Value-Chain in Finance and MiFID II
 
            MiFID II governs the provision of investment services in financial instruments.68  MiFID II does not directly regulate platforms, but the different functionalities offered by platforms do fall under the ambit of MiFID II. For instance, both robo-advice services and trading venues are regulated by MiFID II. Furthermore, MiFID II imposes a series of product governance requirements on firms manufacturing or distributing financial instruments.69 We undertake below a review of the existing regime to identify potential gaps that have already arisen through the digitization of the finance value chain and the regulatory dilemmas that will arise in the future, especially in the context of DeFi platforms.
 
            
              3.1 The Ambit of the MiFID II Regime for Robo-Advisors
 
              The definition of investment services under MiFID II encompasses investment advice and portfolio management irrespective of whether they are automated or not. 70  Depending on the services provided by robo-advisors, their investment services could amount to investment advice or portfolio management. In case of a robo-advisor which solely provides advice with the client subsequently making the investment decision, the robo-advisor is offering investment advice pursuant MiFID II, defined as the provision of personal recommendations to a client.71 If the robo-advisor also manages financial instruments on behalf of the client, then its service will fall within the definition of portfolio management. Portfolio management involves managing portfolios in accordance with mandates given by clients on a discretionary client-by-client basis where such portfolios include one or more financial instruments.72 Robo-advisors offering investment advice or portfolio management must be authorized as investment firms.
 
              An interesting twist here is the fact that under article 3, Member States may choose not to apply MiFID II to firms, which do not hold client funds and are not allowed to provide any investment service except the reception and transmission of orders in transferable securities or units of collective investment undertakings and/or the provision of investment advice in relation to such financial instruments.73 As a result, robo-advisors that fulfil these conditions can remain outside the scope of MiFID II and be subject to the respective national regulatory regime. It should be noted that pursuant to article 3, the national regulatory regime must impose conditions for authorization and supervision and conduct of business obligations, but firms so regulated do not enjoy the MiFID II passport.
 
              MiFID II introduces stringent authorization and conduct of business rules for robo-advisors, which qualify as investment firms. Apart from obtaining an authorization from competent authorities, the Directive requires investment firms to comply with strict capital requirements.74 Furthermore, the Directive imposes on regulated firms an overreaching duty to act honestly, fairly and professionally in accordance with the best interests of the clients.75 Investment firms must manage and avoid conflict of interests between the different activities of the firms and the interests of clients.76
 
              MiFID II introduces substantial and prescriptive disclosure requirements and establishes an overreaching duty to provide fair, clear and not misleading information to clients or potential clients.77. A cornerstone of MIFID’s conduct of business regime is the requirement for investment firms, which provide portfolio management or investment services, to conduct a suitability assessment.78 Firms must provide suitable recommendations for investment services and financial instruments based on relevant client information. To comply with these requirements robo-advisors ask clients to complete questionnaires and take other steps to explain their investment goals and risk appetite. Still, an interesting question arises in this context vis-à-vis robo-advisors that offer automatic rebalancing of client portfolios after the initial questionnaire and assessment. Are the investments comprising the rebalanced portfolio also suitable and appropriate?
 
             
            
              3.2 MIFID II and Trading Venues
 
              As far as trading venues are concerned MiFID II has imposed new regulations and introduced a new category of platforms, the so-called organized trading facilities. Pursuant to MiFID II, there are three categories of platforms, regulated markets, multilateral trading facilities (MTF) and organized trading facilities (OTF). In addition, MiFID II imposes regulatory requirements on systematic internalizers (SI). Regulated markets and MTFs are multilateral systems, which bring together or facilitate the bringing together of multiple third-party buying and selling interests in financial instruments in accordance with their non-discretionary rules.79 An OTF is a multilateral system which is not a regulated market or an MTF and in which multiple third-party buying and selling interests in non-equity instruments, such as bonds, structured finance products, emission allowances or derivatives are able to interact in the system.80 Furthermore, OTFs carry out execution on a discretionary basis. Instead of routing client orders to an RM, MTF or OTF firms may execute orders internally by acting on one side of the transaction on their own account. SIs are firms, which operate a bilateral system and deal on their own account when executing client orders outside a regulated market, an MTF or an OTF.81
 
              Depending on the instruments traded and the mode of execution of orders, decentralized platforms may fall under the category of regulated markets, MTFs or OTFs. Since integrated platforms neither operate on a bilateral basis nor deal on their own account, they cannot take the form of SIs. On the other hand, it is possible that in the event that DeFi platforms offer trading services in MiFID II financial instruments, as is the provision under the proposed DLT pilot regime, then the aforementioned AMMs may be regarded as SIs. But this would place serious limitations to the function of AMMs on DeFi platforms. Therefore, the hope is that the present SI regime will not apply to automated market makers if they are dealing with low cap stocks and it can be shown that the AMM is offering prices through objective market learning algorithms to facilitate liquidity for a fee and not to leverage a proprietary book for profit, if the pre-committed pool of assets that AMMs operate can be paralleled to a proprietary trading book.
 
              Furthermore, MTFs and OTFs exhibit certain important differences.82 Most notably, while OTFs may only trade non-equity instruments, MTFs can trade both equity and non-equity ones. Moreover, OTFs carry execution on a discretionary basis. In contrast, MTFs apply non-discretionary rules when it comes to order execution. Fintech platforms and apps, which offer customers trading on a wide range of instruments, are more likely to be organized as MTFs deploying multilateral systems and carrying execution based on non-discretionary rules. Similarly, DeFi platforms are very unlikely to act as OTFs offering discretionary services. At the same time, the EU pilot regime makes room for the operation of DLT MTFs. Clearly, permissioned DeFi platforms could qualify as DLT MTFs under the pilot regime, discussed in section 5 below.
 
              Another issue that might arise here is in connection with primary market listings. Regulated markets are subject to more prescriptive rules regarding the admission of financial instruments for trading.83 Furthermore, issuers of financial instruments on regulated markets must comply with initial, ongoing ad-hoc disclosure obligations.84 Overall, the operation of a regulated market entails considerable costs for a Fintech platform.
 
              The operation of a MTF or an OTF is considered to be investment activity and therefore the operator is considered an investment firm and subject to transparency and organizational requirements.85 Apart from the general organisational requirements applicable to all investment firms, such as the management of conflicts of interest, MTFs and OTFs are subject to additional specific organisational requirements. For instance, MTFs must establish non-discretionary rules for execution.86 Moreover, they are prohibited from trading for their own account.87 Furthermore, MTFs are not subject to client-facing rules, such as best-execution requirements.88 In contrast, OTFs have discretion at execution and order level but are subject to client-facing rules, such as best-execution requirement.89 What is more, they are allowed to trade for their own account in certain circumstances.90
 
               As far as RMs are concerned, the operation of an RM is not considered to be investment activity under MiFID II.91 Instead, the operator must be licensed as a regulated market and subject to a different set of rules, which even though bear similarity with the rules applicable to RMs, they are not identical. For example, the proportionality approach, which is adopted for investment firms, does not apply to RMs.92 It is unlikely, however, that a DEX trading MiFID II financial instruments will ever seek such authorization. The principal advantage of RMs apart from the prestige and seal of approval that their listings convey is the depth of their order book. However, as DEXes do not operate on the basis of a trading book they do not have any incentive to ever seek authorization as RMs.
 
             
            
              3.3 Fintech Platforms and the MIFID II Product Governance Regime
 
              Integrated one-stop-shop fintech platforms may also become distributors, when offering or recommending an investment product, or even manufacturers of financial products, when creating, developing, issuing or designing their own investment products. In this scenario, the platform will also be subject to MiFID II rules regarding product governance. The Directive imposes a wide range of strict product governance rules on investment firms distributing or manufacturing financial instruments. Product manufacturers are required to have in place a product approval process, which includes the identification of a potential target market for the product and assessment of all relevant risks to such target market.93
 
              Furthermore, MiFID II subjects product manufacturers to product governance arrangements, which address conflicts of interest, threats of market integrity and financial stability.94 Moreover, firms are required to conduct periodical review of the products they manufacture.95 Pursuant to MiFID II, distributor firms must identify the actual market for the investment product.96 What is more, they must ensure that adequate product governance arrangements are in place so that the products and services they offer or recommend are compatible with the needs, characteristics, and objectives of the target market.97 In case the distributor is not the manufacturer of the product, it must obtain from the manufacturer all relevant information regarding the product and the product approval process.98 Distributors must also regularly review their product governance arrangements and the products they offer or recommend.99
 
              Clearly if DeFi platforms started acting as “distributors” of MiFID II financial instruments they would find it hard to comply with the product governance regime and both platform members and regulators would have to show willingness to evolve the regime without diluting investor protection. We suggest that one way to do that is if DeFi platforms have an onboarding process for new financial products who are approved and validated only if it can be shown that the “manufacturer” of the product and the “distributor” have already complied with the MiFID II requirements. In any case this is a wider problem that will have to be resolved at some point if DeFi products are to come under the MiFID II regulatory umbrella, since some of these products may not even have an identifiable “manufacturer”.
 
             
            
              3.4 Evaluation of MiFID II
 
              Overall, integrated fintech platforms and their different functionalities are subject to a host of MiFID II rules. Platforms are required to comply with MiFID II as firms offering robo-advisory services, operating trading venues and manufacturing and/or distributing investment products. As a result, they are caught by a complex web of conduct and client protection rules. The rules differ depending on the category to which the client belongs and the type of investment service. Overall, fintech platforms are subject to different licenses and rules depending on the type of trading platform they are operating.
 
              On the other hand, the hurdles are much higher for decentralized Fintech platforms. We have already noted the matter of AMMs and the SI regime and the challenge of bringing a DeFi platform under the product governance regime. Another major challenge is compliance with COB rules on a DeFi platform. For example, there is the question of who discharges COB duties under the MiFID II regime if neither the platform nor the counterparty is authorized as an investment firm.100 Therefore, ingenuous solutions must be found to allow the aforementioned advantages of DeFi platforms to materialize without sacrificing consumer/investor welfare or vice versa.
 
              For instance, decentralized integrated platforms provide direct access to retail investors willing to trade in the platform. However, trading venues do not offer direct access to investors. Instead, investors obtain access via financial intermediaries. Trading venues accept as members or participants only investment firms, credit institutions and other institutions, which possess an adequate level of trading ability and sufficient organizational standards and resources. Moreover, MiFID II was adopted before the rise of digital finance and does not account for the problems posed by new technological developments. As a result, its rules are unable to deal with the new conduct, operational and financial stability issues posed by integrated decentralized platforms, such as aggravated conflicts of interests caused by the integration of functions and operational and cyber-security risks.
 
             
           
          
            4 DLT Platforms and the New EU Pilot Regime
 
            The proposed EU pilot regime on DLT seeks to facilitate the use of distributed ledger technologies in the issuance, trading and settlement of a narrow set of MiFID financial instruments: “transferable securities”.101  It removes, on the one hand, regulatory obstacles and, on the other, it closes regulatory gaps especially with respect to market integrity, transparency and investor protection.102 Thus, the pilot regime allows DLT market infrastructures to obtain temporary exemptions from constraining requirements imposed by EU financial services legislation. At the same times, it purports to bolster financial stability and investor protection by targeting specific risks posed by DLT platforms.
 
            The Commission’s proposal creates an EU-wide regulatory sandbox for DLT market infrastructures. It should be noted that the regime introduced by the Proposal is optional and time limited. The permission to operate under the pilot regime and the exemptions are granted for a period of up to six years from the date of the specific permission.103 Furthermore, after a five-year period from the entry into application of the Regulation, ESMA and the Commission would be required to make an assessment of the pilot regime, including the costs and benefits of extending the regime for another period of time, making the regime permanent with or without modifications or terminating it.104
 
            The pilot regime introduces two new categories of DLT market infrastructures, the DLT Multilateral Trading Facility (DLT MTF) and the DLT Securities Settlement System (DLT SSS).105 Market participants, which are authorized as an investment firm or a market operator under MiFID II or as a Central Securities Depository (CSD) under CSDR106 can apply for permission to operate a DLT MTF or a DLT SSS under the pilot regime and obtain specific permission to become temporarily exempt from certain rules. In order to strike a balance between the need to safeguard financial stability and the need to promote innovation and experimentation, the Proposal places limits on the type of transferable securities that can be admitted to trading on a DLT MTF or recorded in a CSD operating a DLT SSS.107
 
            Recognizing that the current regulatory regime is unfit for tackling some the risks that may be posed by DLT technology, the Proposal includes strict safeguards aimed at protecting investors, consumers and the financial system.108 Operators of DLT infrastructures are required to establish a detailed business plan including a description of the technical aspects and use of DLT technology. In addition, the rules under which the DLT market infrastructure operates, including the legal rights, obligations, liabilities of the operators, members, participants, issuers and clients, must be in writing and publicly available. Moreover, the operators must establish rules governing risk management, access to the infrastructure, the participation of validating nodes, the management of conflicts of interest. The operators of DLT market infrastructures shall also ensure that they have in place adequate IT and cyber arrangements. Furthermore, operators must safeguard the integrity, security and confidentiality of any data stored. In addition, the Proposal subjects operators to strict rules regarding the safekeeping of funds, collateral and DLT transferable securities. Finally, the operator of a DLT market infrastructure shall establish a publicly available strategy for transitioning out of or winding down a particular DLT market infrastructure.
 
            The national competent authorities are responsible for administering the pilot regime and granting specific permission to operate under the pilot regime. Applicants must furnish competent authorities a variety of information, including the business plan, the overall IT and cyber security arrangements, the exemptions requested and the justification.109 The authorities can refuse to grant permission to operate under the pilot regime if they consider that there are risks to investor protection, market integrity or financial stability or there is the danger of regulatory arbitrage.110 The permission to operate under the pilot regime shall be valid throughout the European Union.111
 
            DLT market infrastructures can request exemptions from certain rules that are incompatible with the use of DLT in the trading and post-trading of securities. DLT infrastructures requesting such exemptions will have to comply with specific conditions attached to each exemption and any additional conditions that may be imposed by national competent authorities. Accordingly, while Regulation (EU) No 909/2014 requires intermediation by a CSD as regards the recording of a transferable security and the settlement of related transactions, this could potentially take place on a distributed ledger as part of the same activity. To avoid replication of the recording on both the distributed ledger and the CSD, which would impose a functionally redundant overlay to the trade lifecycle of a financial instrument handled by DLT market infrastructures, a DLT MTF should be able to request an exemption of the book-entry requirement and the recording with a CSD set by Regulation (EU) No 909/2014. This applies when the DLT MTF complies with equivalent requirements to those applying to a CSD.  In particular, a DLT MTF may request exemptions to perform activities that are currently performed by intermediaries, such as a CSD. Pursuant to article 4(2) of the Proposal, a DLT MTF may be permitted to admit to trading DLT transferable securities that are not recorded in a CSD but are instead recorded on the DLT MTF’s distributed ledger. A similar exemption is introduced for DLT SSS, which are also subject to an intermediation obligation. 112
 
            Moreover, the pilot regime allows applicants to seek exemption from MiFID rules, which require traditional trading venues to give access to retail investors through financial intermediaries such as investment firms or credit institutions.113 These rules are incompatible with DLT systems, whose business model is premised on peer-to-peer trading. Similarly, article 40 of CSDR provides for the settlement of payments in central bank money, if available and practicable, or otherwise in commercial bank money.114 Cutting off DLT platforms within the sandbox from decentralised forms of payment used in DLT ecosystems that would bolster the number of market participants may prove counter-productive and a different approach should be considered in this context, including connectivity with permissionless platforms whose anonymity could be breached ex post. 115 Furthermore, a DLT SSS may also be exempted from certain other requirements applicable to traditional settlement systems that are incompatible with DLT systems, such as requirements with respect to dematerialized form of securities, securities accounts, recording of securities, segregation of assets, extension and outsourcing of activities and services and standard link access between CSDs and to other market infrastructures.116
 
           
          
            5 Conclusions and Recommendations
 
            The advent of digitization means that the value chain of global finance is irreversibly transformed. This transformation is so far manifested in the context of two radically opposing trends. The first trend is that of total vertical integration and industry concentration both with respect to wholesale and retail markets. The other trend is represented by DeFi infrastructure. The common characteristic of both market organization models is integration of the supply of financial services into one-shop platforms. Already key financial markets are dominated by platforms like Blackrock’s Aladdin (offered to large western asset managers) and Ant Financial (geared towards the Chinese retail markets). DeFi platforms powered by DL technology could also offer an integration of functionalities such as automated advice, portfolio management, underwriting, execution, conciliation and settlement within a single platform in the model offered by Avgouleas and Kiayias.117
 
            Both types of one-shop customer-driven multi-asset platforms could combine full connectivity between asset markets with easy access. Users will be able to access automated investment advice at any asset market.  Robo-advisory services and the platforms where trading happens will be combined. Robo-advisors will decide on the direction of trades while also being part of the underlying platform where trade happens. At the extreme, the platform can become the advisor, distributor and manufacturer of products. The combination of robo-advisory services, settlement, custody and trading within a single platform poses a challenge to the current paradigm, which is premised upon a silo-based approach to the regulation of financial markets and participants.
 
            While DeFi today is inextricably linked with cryptocurrencies of dubious value and risky lending as well as ad hoc transactions in the permission-less crypto-space, the promise of its infrastructure may not be discounted. Especially for financial regulators there are distinct benefits in the form of system resilience due to multiple points of failure, transaction auditability, market transparency, and ability to augment automated compliance and improve oversight.
 
            Any lingering doubts about the resilience, functionality, scalability, and connectivity of this technology have been ameliorated by the massive explosion of DeFi activity without any reports about critical disruptions or system failures. The volume of uninterrupted transactions on DeFi platforms after the outbreak of Covid-19 – albeit of the kind discussed above – is in itself proof of the functionality and resilience of DeFi infrastructure.  Therefore, there is a degree of justification in any regulatory attempts to try to co-opt the advantages of this technology and attendant business in the framework of mainstream finance and its regulation.
 
            If brought within the regulatory perimeter under a flexible regime that understands the advantages and perils of automation and increasingly automated compliance, permissioned DeFi platforms powered by DLT can accelerate EU market integration and the realisation of the vision for an EU Capital Markets Union. DeFi infrastructures would, first, help to widen access to finance for SMEs and bigger firms, reducing the dependence of the EU economies from bank-funding. Secondly, they would undercut the rents of the big institutions relaxing the grip that BigTech can easily develop on retail markets. In addition, DeFi infrastructures would offer a higher level of protection to investors/consumers by enabling the operation of efficient (low-cost/high transparency) and reasonably liquid EU-wide markets for small cap stocks which could help the development of a made in the EU global brand for SME listings. Finally, it could help align consumer investment preferences and investment horizons with the composition of their portfolios due to the enhanced control they offer to end users.
 
            EU financial regulation wrapped in the MiFID II concepts of investment services firms that hold a single point of entry license and distinct centralized trading and settlement venues is in need of a rethink, including from a model of a single firm authorization to authorization of multi-firm collaborative platforms. This is the only way to counter the eminent threat of control of EU financial market infrastructure (FMI) by dominant one-shop platforms owned by Big Tech or Big Finance. But it would place a considerable challenge to MiFID’s approach and innovative solutions will have to be found including substantial automation of compliance.
 
            However, the reconfiguration of EU financial regulation to meet the challenges in the mode of delivery of financial services in the EU and the transformation of FMI is poised to face formidable obstacles. First, incumbent firms may wish to maintain the status quo in order to preserve market shares and rents. Secondly, regulators will have to perform a hard balancing act since any reform that is not incremental is bound to have profound implications for the current EU model for the regulation of FMI.
 
            Reform will have to weigh, on the one hand, the welfare benefits that furthering digital transformation may bring – given the fact that market digitization has become the official EU industrial policy – and, on the other, the fact that segments within the government and industry will present vertical integration and the transformation of the value chain as an opportunity to build European champions. Allegedly, these would be able to compete with US and Chinese financial services giants such as Blackrock and Ant financial services.
 
            This is a false promise. As the EU financial services and data protection framework is much more restrictive than that under which US or Chinese big institutions operate, centralized finance platforms may lead to structural changes making the EU financial markets even more oligopolistic. Therefore, a policy favouring “EU champions” would boost rent-seeking, thus increasing rather than decreasing market cartelization.
 
            In practical terms, EU policy-makers will have to reconsider the proposed DLT pilot regime. In particular, they will have to consider the widening of the proposed DLT pilot regime to include DeFi platforms which would not hold an authorization as a MiFID investment firm. This would place a considerable challenge to MiFID’s approach and innovative solutions, such as substantial automation of compliance, will have to be found.
 
            While a major step forward, the EU pilot regime in its present form is also a step backwards. As it is also argued by other authors in this volume (Giudici and Ferrarini, Marjosola), the pilot regime is informed by the expectation that new market trends centered around the new technology could fit into the existing disclosure and licensing based regulatory paradigm for EU financial markets.  This is, however, an unfounded expectation reinforced by incumbent industry interests who wish to avoid a wholesale disruption of existing industry practices and the tight-knit oligopoly built on the back of a very complex and cumbersome rulebook. It looks towards the past and ignores the future both in terms of challenges for investor protection and market development and internal market opportunities.
 
            DeFi poses in itself considerable challenges for regulators. It is, nonetheless, a route worth experimenting with and sanctioning as EU markets are being rebuilt in the post-Brexit era. DeFi platforms have the potential to provide the missing part in the EU Capital Markets Union jigsaw. Widening the proposed DLT pilot regime is also the best way to foster further digitization of the finance value chain in the EU and the materialization of attendant efficiencies without the undesirable consequences of market domination by large centralised fintech platforms. Conversely, properly regulated DeFi infrastructures can become a safe passage to the democratization and further integration of EU capital markets under the open finance paradigm.
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          Marketplace lending, enabled by technological innovation, represents a new opportunity for raising capital. It is regarded by the EU as having the potential to expand the financing options of SMEs and improve the integration of the Internal Capital Market. However, applying traditional legal categories and existing laws to marketplace lending and to other examples of the new “platform economy” is not simple. Member States have adopted very different regulatory responses towards marketplace lending, with negative effects on the internal market. The essence of the regulatory dilemma consists in determining whether marketplace lending represents – as it has been depicted by platforms themselves, particularly in contractual agreements through disclaimers – a true disintermediated method of raising capital, an innovative form of intermediation, or a traditional kind of intermediation disguised in new and fashionable clothing. The answer to this question has relevant consequences for the regulatory treatment of marketplace lending and it requires a uniform response in the EU, at least with respect to the largest cross-border platforms. After briefly describing marketplace lending in Europe and the various current trends in regulating it, the paper discusses the main regulatory issues from the perspective of the above-mentioned issues. It analyzes the recently adopted Regulation on European Crowdfunding Services Providers in order to verify whether the regulatory choices that it has made are effective, both for the further development of marketplace lending and for addressing the associated risks.
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            1 Lending-Based Crowdfunding in the Framework of the Capital Markets Union and FinTech Action Plans: The “Platform Dilemma”
 
            Marketplace lending (also called P2P lending or lending-based crowdfunding) consists of the provision of loans to consumers or businesses by a multitude of individuals or entities (a “crowd”), each supplying only a small portion of the amount requested, generally through an online platform. Together with equity crowdfunding, marketplace lending took root in the context of the last financial crisis and, since then, has experienced continuous growth, so that it has come to represent the largest segment of European alternative finance. In particular, the consumer-based segment comprises 41 percent of the European alternative finance market, while the business-lending segment represents 14 percent.1 In both these segments, the UK is the most significant contributor, followed by Germany, France, while the fourth biggest market is Poland, in the first segment, and the Netherlands, in the second one.2
 
            Marketplace lending appears to contribute to the promotion of innovation3 and expanding financial inclusion,4 thanks to cost minimization5 and the speed of the underwriting process. Business lending through crowdfunding platforms is growing rapidly: in 2018, British P2P business lending accounted for 11.59 percent of the annual estimated volume of total new loans to small and medium-sized enterprises (SMEs), which represented a 25 % growth rate over the previous year.6 Furthermore, P2P consumer lending platforms appear to serve areas that may be underserved by traditional banks (because these areas have fewer branches or are economically depressed) and borrowers who are generally categorized by banks as subprime but able to sustain a loan.7 It is also an interesting investment opportunity in terms of diversification (because it is an alternative and therefore more resilient market) and because of the possibility of both financial and nonfinancial/altruistic returns, while also improving competition, diversification, and innovation in the financial markets.8
 
            Just as the financial crisis of 2007 – 2008 led to the initial explosion in crowdfunding, the pandemic and the global economic crisis that we have just gone through may potentially offer an opportunity for the phenomenon’s further development. Since crowdfunding (and marketplace lending in particular) has proven in recent years to be an important alternative form of finance for consumers, start-ups, and SMEs, it could, in the wake of the pandemic, make a significant contribution to the fight against the negative economic effects of COVID-19.9 During 2020, however, the growth of marketplace lending was not as pronounced as it could have been,10 probably in view of the fact that an adequate regulatory framework for the phenomenon had not yet been established in Europe, and, in the absence of an effective EU regime, governments did not offered targeted support to the activities of the platforms.
 
            Yet, already in the earliest stages of the Capital Markets Union11 and FinTech Action Plans,12 the European Commission included crowdfunding service providers in the scope of action. More specifically, the Commission advanced in March 2018 a Proposal13 for a Regulation on European Crowdfunding Service Providers for Business (hereinafter ECSP Regulation), in consideration of its potential for expanding SME financing options and for improving the integration of the Internal Capital Market. After a lengthy legislative process, during which the original proposal was subject to several modifications, the final text14 was adopted by the Council only on 20 July 2020 and by the European Parliament on 7 October 2020; it was published in the Official Journal on 20 October 2020.15 Significantly, this is the first regulation adopted in the FinTech sector at the EU level and, with regard to the basic choices contained therein, it therefore constitutes an important point of reference for further regulations that will be issued in the coming months.
 
            The need for a European regulation focused on crowdfunding service providers can also be explained by the fact that this type of marketplace, although part of the more general phenomenon called the “platform economy”,16  often associated with the “sharing economy,” but more recently re-defined as “crowd-based capitalism” because of its profit-driven character and concentrated power,17 responds to financial needs and therefore poses particular issues. An online platform is generally identified as ‘a digital service that facilitates interactions between two or more distinct but interdependent sets of users (whether firms or individuals) who interact through the service via the Internet (“multi-sided platforms”).’18 They tend to be characterized by a fragmentation of the traditional value chain and the provision of services by other users (not by the platform) who might simultaneously be both consumers and producers (“prosumers”). This results in a complex nexus of multiple contracts governing the relationships among the users and between the platform and the users, and in the creation of peer-to-peer (P2P) marketplaces, in which platforms connect parties (often through algorithms) and provide standard contracts and rating systems to cope with the absence of a trusted party, with all participants benefiting from global network effects and broad accessibility.19 As interpreted in light of the traditional systems of raising capital, this entails the replacement of traditional financial intermediaries, including underwriters, analysts, distributors, etc., with “P2P-marketplaces” (in both the primary and secondary markets).
 
            In light of such a platform-based structure, it is not easy to apply traditional legal categories (such as those relating to financial instruments, markets, issuers, underwriters, etc.) to marketplace lending or to subject it to existing laws in various sectors (banking law, investment and markets regulation, AML/CT law, business law, consumer protection, etc.). This difficulty is enhanced by the variety of business models used in marketplace lending. None of the very different sets of rules adopted by several Member States to deal with the phenomenon have resulted in an effective regulatory response from an internal market point of view. Different levels of investor protection among countries and distorted competition are in fact detrimental to the goal of a high level of harmonization in financial regulation and to the postcrisis trend towards greater integration.
 
            It is therefore to be welcomed that European authorities have chosen to issue a regulation aimed at clarifying, specifically with respect to ECSPs, the basic “platform dilemma”. The crucial question relates, in fact, to whether marketplace lending represents – as originally described by actors in the sector, especially in contractual agreements by means of disclaimers – a true disintermediated method of raising capital, a mere informational and technical service,20 an innovative form of financial intermediation, or a traditional type of financial intermediation disguised in new and fashionable clothing.
 
            The answer to this question has relevant consequences for regulatory treatment of marketplace lending as well as its resulting market structure, and, at the same time, must be uniform in the EU, at least as regards the biggest and cross-border platforms.21 The European Court of Justice (ECJ) has so far responded to such issues in the context of other economic sectors on a case-by-case (and “service-by-service”) basis. For instance, in the transportation field, the ECJ has viewed Uber as a direct provider of transportation services (requiring a national license), under the theory that it created a new market (“non-professional transportation”) and that its services (in principle, information society services) are an integral part of the new transportation market it has created, and the Uber exercises a decisive influence over the conditions under which drivers operate (e. g., the organization of the labour force, price-setting, control over quality, liability for damages, etc.).22 On the other hand, in the accommodations sector, the ECJ has seen Airbnb as constituting a mere service of the information society and therefore exempted “sellers” from the need to procure national licenses as real estate agents because of the presence of a pre-existing market (for short-term accommodations, although only offered by professionals) and the lack of their decisive influence on the product (the platform does not set the rental price nor select the hosts or accommodations).23 The Court has also been asked whether a P2P lending platform can be considered a “creditor” under Article 3(b) of the Consumer Credit Directive (2008/48/EC) where it has only facilitated P2P loans, but it did not issue a preliminary ruling due to the sudden default of the concerned platform.24
 
            In the following sections, after describing the main business models of marketplace lending in Europe and each model’s related risks, as well as various trends in the regulation of these models at the national level, we will analyze the recent ECSP Regulation to evaluate the choices made in the regulation with respect to the highlighted risks and, more generally, with respect to the platform dilemma, taking into account the possible effect of this regulatory approach on the market structure of European marketplace lending.
 
           
          
            2 Marketplace Lending in Europe: Main Business Models and Related Risks
 
            One of the main drivers adding complexity to the platform dilemma is the wide variety of business models that exist in the market today and that are available to both borrowers and lenders. Under the basic and (so far) most widespread model of marketplace lending (called a “client-segregated account”),25 loans are disbursed by crowd-lenders (each providing small sums) at their own risk through contracts with crowd-borrowers, with the platform only facilitating transactions through the provision of various services, for which the platform is remunerated on a fee basis. For instance, the platform generally performs the pre-screening of applicants (e. g., based on credit scores and/or algorithms) and publishes the details of the project on its website, thereby putting crowd-borrowers and crowd-lenders in contact. Platforms also tend to set up communication and feedback systems,26 provide boilerplate contracts, handle the contractual relationships that are formed (including credit collection) and, when a separate payment service provider is not used, money transfers. However, significant variations in the models exist and some solutions are aimed at reducing the typical information asymmetry in credit markets and at and aligning the interests of the platforms and the investors but at the same time the same enhance the role of the platforms. For instance, some platforms let crowd-lenders decide which loans to finance based on the objective characteristics of the loan (maturity, interest rate, risk category, collateral, size, reimbursement options, etc.) used as search filters and based on the available information (also ‘soft’ information, pitches, backers’ support, etc.) about the crowd-borrower (e. g. sex, age, job, residence, purpose of the financing, etc.) but  often suggest or impose a certain level of diversification on the crowd-investors. Some platforms feature lending groups that have a leader who co-invests and conducts due diligence in order to reduce information asymmetries. Some set up guarantee funds to cover crowd-borrower defaults but the characteristics of the same might differ significantly in terms of conditions to receive the compensation (e. g. based on the discretion of the platforms or, instead, on objective and predetermined criteria), order of satisfaction, amount of reimbursement (partial, total, which percentage of the capital invested).27 The price of loans might depend on competitive bids or, more frequently, on the platform’s rating of the crowd-borrowers.28 Creditworthiness assessments are often based on innovative and technology-led systems that take into account not only traditional “hard” financial information (e. g., financial statements and credit scores) but also “soft” financial (e. g., payment history, including utility bills, and buying habits) and nonfinancial (e. g. social media likes or followers) information.29 The platforms are remunerated in the form of fees, which are generally dependent on the volume of loans disbursed and/or the performance of the loans.30
 
            Some platforms, following an increasingly popular business model, have set up algorithmic or “auto-bid” systems that automatically assign crowd-lenders’ funds to crowd-borrowers based on their risk profiles and characteristics (expected return, interest rate, maturity, etc.),31 also with an eye toward ensuring investment diversification. Some other platforms engage in co-lending; that is, the platform participates in each loan on the platform together with the crowd-lenders in a (generally) limited percentage of the total loan amount.
 
            In another model, called the “notary” business model, which is common in Germany and the US, the platform prescreens borrowers, publishes the projects online, and collects the funds, but a bank originates the loans and immediately resells them to a Special Purpose Vehicles (SPV) created by the platform, which subsequently issues notes to crowd-lenders representing their portion of the credit and remains the only counterparty of the crowd-lenders. A variation of this model entails securitization of loans, which are disbursed by a bank, assigned to the SPV and then repackaged, with the SPV’s notes sold to the crowd.
 
            Another model (the “balance sheet” model), which is common in Australia, Canada, and the US, involves the platform collecting the funds from the crowd through bonds or equity and providing the loans on its account or buying the loans provided in the first place by a bank. Like the notary model, crowd-lenders have recourse only against the platform, but under the balance sheet model the platform assumes the risk of borrower defaults.
 
            Finally, under the “guaranteed return” model, a variation of the balance sheet model, the platform ensures a certain return to crowd-lenders investing in loan portfolios having a composition that is decided by the platform. This model is widespread in China and growing also in the US and UK.32 Compared with the auto-bid system, the platform management component of this model is more evident and a certain return is promised, but the difference can be nuanced by different levels of investor power, automation, and guaranteed returns.
 
            The sector is constantly developing, with the regular appearance of new and interesting subsegments like invoice trading.33 Invoice trading consists of a platform’s facilitation of the sale of an enterprise’s business receivables at a discount to investors so that the enterprise can gain liquidity, but this phenomenon will not be analysed here, as it deserves a separate discussion.
 
            From a regulatory point of view, it is important to identify the risks inherent in marketplace lending and for regulators to be aware that each business model entails its own risks.34 The most important of these risks pertain to crowd-lender/investor protection, and there are some variations in this risk depending on the business model under discussion.
 
            Under the basic model, crowd-lenders face the risk of losing the capital invested, both because of the possibility of borrower default or, in the absence of an effective contingent plan and new servicing, the platform’s default. They might also be harmed by misleading or insufficient information, herding,35 lax pre-screening or other agency problems, and conflicts of interest with the platform; for example, with respect to the latter, where remuneration schemes are based on the volume and number of loans intermediated and only crowd-lenders bear the credit risk. Considering that investors contribute only a limited sum to each loan, a collective action problem is also present unless the platform assumes the role of the lenders’/investors’ agent and has not itself defaulted.
 
            When algorithms or even portfolio management systems are deployed, risk management, liability, and the parties against whom legal recourse is available become central issues.36 Notary models entail the usual issues of “originate-to-distribute” models (in terms of incentives and legal recourse available only against the SPV) and (systemic) risks related to the closer interconnection with the banking sector. Balance sheet models are less innovative and therefore raise fewer foundational issues; they are closer to the structure of investment banks and investment funds.
 
            Illiquidity represents an additional relevant risk on the investor side. To improve liquidity, some platforms offer crowd-lenders the opportunity to resell their rights on the platform (e. g., early reimbursement) or on P2P marketplaces (“bulletin boards”).37
 
            Recently, the sector has been characterized by a growing number of institutional and professional investors participating in the marketplace as lenders.38 This raises issues about how to take advantage of institutional investors’ ability to reduce information asymmetry (through, for example, the use of proprietary algorithms) while limiting the risk of cherry picking by these investors at the expense of retail investors.39 It should be kept in mind that it has been in reaction to such “institutionalization” (as well as to liquidity problems) that many platforms in the US, China, and UK have recently moved away from the original “direct” and auction-based models to automatic investment and portfolio management models (while at the same reducing the information available on the platform); this has been done in order to decrease the resource disparity between retail and sophisticated investors.40
 
            Crowd-borrowers, on the other hand, might face collective action issues in debt restructuring, discrimination in selection,41 abusive contractual terms, and negative consequences from the publication of unprotected corporate information.
 
            Finally, the financial system might have to deal with the consequences of the inadequate management of platforms’ operational risk with respect to fraud, cybersecurity, money laundering, and the financing of terrorism. Systemic risk remains low at present, but this may change in light of the sector’s growth rate and increased interconnections with the mainstream financing sector. Some of these risks have begun to materialize with the first platform defaults in Europe, which have increased regulators’ attention and concerns.42
 
           
          
            3 Regulatory Trends and Main Policy Issues in Various European Countries
 
            Member States’ regulatory responses to marketplace lending, as mentioned above, have been extremely varied.43 Marketplace lending platforms, for instance, have received varied legal classifications and consequent regulatory treatments, depending on the country:
 
            a) as payment service providers (PSPs) or even as payment agents of EU PSPs when directly handling client money; nonetheless, platforms perform much more complex services than PSPs such as project owner selection, matching, pricing, information channelling, which better characterize crowdfunding activities and are not covered by rules governing PSPs; therefore, such relevant services remain unregulated (in e. g., Italy, Poland, the Czech Republic, Denmark, Sweden);
 
            b) as intermediaries conducting a form of banking activity without the required authorization: in some countries, lending was formerly reserved to banks and therefore platforms could be considered as facilitators of an illegal activity performed by private lenders (Germany and France before the reform); other countries have regarded the platforms’ activity as the collection of repayable funds from the public or simply as the facilitation of such collection. This characterization depends on the particular borders of the banking monopoly and the transposition of the Capital Requirement Directive/Regulation in each country (in, e. g., Italy and Belgium, where there is a prohibition on the collection of repayable funds from the public even if by non-professionals). However,  this perspective appears to misread the reality of marketplace lending: in fact, platforms do not perform the typical economic functions of banks (maturity/liquidity transformation and money creation through the activity of receiving repayable deposits in order to provide loans), offer more limited kinds of services, and – at least under models other than the balance sheet model – do not lend at their own risk.44 More complex business models deploying auto-bid systems or even individual portfolio management and guaranteed returns models, the use of contingent funds and investment advice, with crowd-lenders bearing credit and liquidity risks, indeed raise important regulatory issues but only from an investment (not banking) law perspective (see below). Banking law issues can only arise in case of  of lenders’ instant redemption rights, absence of asset separation, or the absence of any decisional power over the destination of the funds to crowd-borrowers,;45
 
            c) as credit brokers who professionally connect lenders and borrowers to allow the same to conclude loan contracts (e. g., Estonia and Finland for consumer loans, and Norway for all loans). Credit brokers are generally subject to light national regimes which are focused on borrower (not investor) protection. At the EU level, the discipline of credit intermediaries has only been partially harmonized by the Mortgage Credit Directive (2014/17/EU); furthermore, such EU law tends to apply only in the case of professional lenders (while crowd-lenders are considered nonprofessional; see Art. 1(1)b-c Consumer credit directive – CCD – No. 2008/48/CE and below);
 
            d) as investment firms that perform, depending on the business model, reception and transmission of orders, placing without firm commitment, investment advice, individual portfolio management, or as managers of investment funds. The fact that they offer investment opportunities and channel relevant investment information makes the activity of platforms something closer to investment services than banking activity; nonetheless, MiFID II applies only in the case of investment services pertaining to financial instruments. However, not only does the identification of all of the typical features of such investment services depend on national interpretations that are not straightforward (see below) but, preliminarily, the legal characterization of loans as financial instruments is debated. In fact, while crowd-loans might recall debt securities (bonds) in terms of the obligation to repay capital and interest, they might not implicate the same standardization (in particular with respect to their size and applicable interest rate, which are sometimes set within a range based on an auction or matching, or even, in the case of auto-bid/portfolio management, on the composition of a personalized portfolio) or transferability rules. In particular, “financial instruments” are not defined except by example in MiFID II, and Member States traditionally employ different interpretations and criteria. Nonetheless, the Commission has identified their ‘negotiability in the capital market’ as their fundamental feature, and described this as transferability in all contexts in which buyers and sellers of securities meet, clarifying that these ‘contexts’ might not correspond to regulated trading venues but instead refer to the absence of significant obstacles to transferability (e. g., with respect to contractual terms, legal restrictions, etc.).46 Therefore, the transferability of crowd-loans on the same platform (through bulletin boards or kinds of secondary markets, especially when multilateral matching systems allow the conclusion of a contract) raises the issue of whether they can be characterized as transferable securities (as recognized in the Netherlands) and whether borrowers can be characterized as issuers (even when they are consumers);47
 
            e) as alternative investment funds – when crowdfunding operations entail the use of a collective investment scheme, collecting funds from the public (e. g. in the form of shares and investing in companies’ debt instruments), or acquiring loans or even directly providing the same, the Alternative Investment Fund Managers Directive (AIFMD) No. 2011/61/EU (and the related Regulations EuVECA No. 345/2013, EuSEF No. 346/2013 and ELTIF No. 2015/760, with specific reference to loan origination) should apply. This Directive subjects fund managers to general conduct and organizational requirements in addition to specific disclosures, but the rules about loan origination, leverage limits, retail investors’ access, and marketing (at the product level) are not harmonized among Member States;48
 
            f) finally, as a (generally) new financial intermediary subject to special regulation (e. g., in France, UK, and the Netherlands; applying the same regime to both marketplace investing and marketplace lending, Portugal, Spain, Belgium, Finland, and Lithuania). The regimes cover both consumer and business loans (UK and Spain; in France, only business and educational loans) or only business loans (Portugal, Netherlands, Lithuania, and Finland).
 
            These regulations related to crowdfunding have in common the creation of a new kind of financial intermediary, authorized by the national or European financial authority after verification of the “fit and proper” qualifications of the managers and directors, an adequate business plan, business continuity arrangements, professional insurance (in some places, such as in Spain, Portugal, and Finland, as an alternative to a certain amount of minimum capital) and, in some countries, proper corporate organization (Spain and Portugal). These actors are subject to a lighter and more flexible regulatory regime than banks or investment firms focused primarily on informational requirements, but in general the borrower remains the only party responsible for information about the project and the borrower him or herself.49 Crowdfunding providers are also subject to other general conduct rules, such as requirements to act honestly, fairly, and professionally towards clients (both crowd-lender and crowd-borrowers), with policies in place to avoid and manage conflicts of interest,  In some countries, crowd-borrowers are considered at least in part to have the same status as consumers under consumer credit legislation (UK, Netherlands, Finland, Lithuania). A general duty to avoid money laundering tends also to be recognized.50
 
            Organizational requirements, when imposed (e. g., Spain and Portugal), are not detailed, relying and rely on the discretion of platforms over their business organization. The UK has, however, recently introduced more demanding requirements in terms of risk management with respect to more complex models such as loan pricing services and portfolio management that promise a certain level of return; even simple models must meet a minimum level of internal governance (e. g., an independent risk management function, an independent internal audit function, and a compliance function) on a proportionality principle basis, mirroring the requirements placed on dealers and investment managers.51 Prudential requirements are generally absent, save in the UK, Lithuania and – when loans intermediated exceed €2 million – Spain, the last of which also mandates certain own funds requirements.
 
            On the other hand, crowdfunding providers everywhere face significant limitations on their permissible activities; for example, activities reserved to other intermediaries, in particular investment services or payment services, are prohibited except when specifically authorized. In addition, save in the UK and the Netherlands, the size of loan requests from the same borrower in 12 months is generally limited to somewhere between €1 million and 5 million,52 and there are limitations on the maximum investable amount contributed by each retail crowd-lender per project and per year.53
 
            The majority of jurisdictions do not require platforms to assess the appropriateness of an investment for the crowd-lender, but there are exceptions such as in the Netherlands (for investments above €500), Belgium, Lithuania, and, starting in 2019, the UK. Platforms are generally only required to disclose the criteria deployed in pre-screening applicants, but in Spain and the Netherlands there is an explicit duty of due diligence in selecting crowd-borrowers. Only a few jurisdictions recognize a right of withdrawal for crowd-lenders (the UK and the Netherlands).
 
            Most regimes also allow traditional financial institutions to conduct crowdfunding operations (except in Spain), without the limitations and constraints of crowdfunding platforms in terms of services and offer/investible amounts, but generally subject them, in addition to the regulations specific to their regime, to requirements specifically applicable to crowdfunding (e. g. disclosure duties and other investor protection measures).54
 
            All of these differences in regulations applicable to marketplace lending trace back, on the one hand, to the above-mentioned variety of business models and, on the other, to the persistent differences in legal traditions and implementation of EU Directives, and to the presence of a number of unharmonized areas (e. g. company law and lending activity) despite recent efforts to create Capital Markets and Banking Unions. For instance, Member States offer different definitions or identification criteria applicable to certain investment services, financial instruments, and transferable securities; EU financial law (e. g. MiFID, the Prospectus Regulation, MAR, etc.) must be implemented in the face of these differences55 and in the face of varied thresholds and coverages (e. g., transferable securities versus investment products) applicable to the prospectus exemption.56
 
            Thus, marketplace lending platforms interested in offering cross-border crowdfunding services face significant regulatory obstacles because their activity is potentially subject to oversight by different authorities and to additional national rules. This situation applies even when certain portions of a platform’s activity are covered by a European passport; for instance, in case of a crowdfunding platform authorized as a payment service provider services offered by the same other than payment services, such as credit scoring, debt collection, etc., might fall outside the scope of the passport. Furthermore, the diversity in the regimes applied to marketplace platforms in the territory of the EU clashes with the current objective of creating a real single market (in terms of regulatory arbitrage, European freedoms, equal investor protection, etc.). In light of these problems, it is no surprise that the level of cross-border activity in Europe, although increasing, remains limited.57
 
           
          
            4 The European Crowdfunding Service Provider Regulation in Light of Marketplace Lending Challenges: How Effective Is It?
 
            
              4.1 An Analysis of the ECSP Regulation: The Most Controversial Issues
 
              The ECSP Regulation, which is aimed at creating a single crowdfunding market while protecting investors, represents a great advancement for the crowdfunding sector.
 
              As mentioned above (§1), since the Commission’s Proposal for a Regulation on European Crowdfunding Service Providers for Business of March 2018, the legislative process has progressed slowly, in part because of differing views about financial-return crowdfunding intermediation emerged during trilateral negotiations (see in particular the European Parliament’s resolution of 27 March 201958 and the very different Council suggestions of 24 June 201959).60 The text adopted in October 2020, therefore, contains several fundamental revisions from the original proposal.61
 
              In the following paragraphs, we will analyse the ECSP Regulation through the lenses of the main legal and policy issues presented above. In particular, we will assess whether, first, the ECSP Regulation is able to provide solutions for the entire single market and second, whether the regime is designed to respond to the main risks presented by crowdfunding. Furthermore, we will evaluate, in light of the regulatory choices made in the adopted Regulation (also as compared to the original proposal) and the overall design of the regime, which function of marketplace lending platforms has been recognized and how the ECSP Regulation has addressed the platform dilemma. Finally, we will attempt to forecast the future impact of the ECSP Regulation on the European crowdfunding market.
 
             
            
              4.2 Is the ECSP Regulation Creating the Conditions for a Single Crowdfunding Market?
 
              
                4.2.1 Authorization Process and Supervisory Authority Powers
 
                The Regulation introduces a mandatory European regime for crowdfunding platforms, requiring any legal person willing to offer crowdfunding services covered by such Regulation to apply for a new authorization (Artt. 3(1); 12), and benefiting, once authorized, from a specific European passport modelled after that of MiFID II. No exemption is envisaged for platforms operating only nationally or with low volumes, which, after a transitional period (ending 10 November 2022), which can be extended by the Commission by an additional 12 months: Art. 48(3)), will be required to comply with the ECSP regime. Already-regulated entities (banks, investment firms, e-money providers, etc.) that are interested in offering crowdfunding services need also to apply for ECSP authorization, but can take advantage of simplifications (in terms of procedure and documentation) and exemptions (e. g., to capital requirements for operational risk when already complying with their own capital requirement) in order to avoid duplication (recital 35, Artt. 12(14)-(15) and 11(3)).
 
                The licensing and supervising authority is the national competent authority (NCA) of the Member State where the applicant is established (instead of the ESMA, as originally proposed), which will request that ESMA enter the authorized ECSP into a public register that it will set up and maintain.62
 
                The requirements to obtain the authorization are harmonized and consist not only of certain ordinary requirements (minimum capital, insurance policy coverage, a programme of operations, proper internal organization, “fit and proper” managers) and plans for business continuity, but also of a description and evidence of compliance with certain prudential safeguards and a number of other conduct and organizational requirements63 (see below §§4.3.1 ss.). Since the ECSP Regulation is a maximum harmonization instrument, Member States cannot impose stricter or additional requirements and, in particular, according to Art. 1(3), cannot impose on platforms the same requirements of banks or require crowd-borrowers/crowd-lenders to obtain a banking license or an express dispensation or exemption.
 
                The powers of the NCA are harmonized in an extremely detailed way (Art. 30 ff)64 and the ESMA’s RTSs will further harmonize standard forms, templates, and procedures related to the authorization application, requirements, and reporting, taking into account the nature, scale, and complexity of the services offered (Artt. 12(16); 16(3)). The NCA will, however, determine the frequency and depth of the compliance assessment, which will take place in part via on-site inspections, again ‘having regard to the nature, scale and complexity of the activities’ of the ECSP.
 
                Therefore, as regards the authorization process and supervision, the ECSP regime seems designed to adequately ensure harmonization, not only with respect to the authorization requirements but also with respect to supervisory practices, while ensuring that NCAs will be entrusted with a supervisory role.
 
               
              
                4.2.2 Scope and Limitations with Respect to Activities and Products
 
                It is possible that the goal of creating a single internal market in the crowdfunding sector may be frustrated by the limited scope of the ECSP Regulation. The Regulation, in fact, applies only to identified crowdfunding services. Crowdfunding services are defined as ‘the matching of business funding interests of investors and project owners through the use of a crowdfunding platform’ but identified, as regards marketplace lending, in the ‘facilitation of granting of loans’ (Art. 2(2)), with exclusive reference to business loans.
 
                Consumer loans are expressly excluded under the justification that consumer loans are already covered by the CCD and also in line with the Capital Markets Union’s focus on business financing. Nonetheless, as anticipated (§3), the CCD only applies to loans provided to consumers by a professional lender and therefore tend not to apply to P2P loans where the lender is also a consumer,65 despite the platforms’ professional role in the lending process, including the provision of contractual documentation. However, certain countries have adopted a broader interpretation in their national consumer credit laws or have specifically extended the CCD to P2P platforms.66 The Commission is considering revising the CCD in order to extend its coverage to P2P loans,67 but it is unlikely that a comprehensive regime (e. g. including an authorization) for crowdfunding platforms can be accommodated under the CCD. The consumer lending segment represents the most relevant (and delicate, concerning a ‘contractually weak’ party) part of marketplace lending in Europe (see §1) and seems to be used by entrepreneurs even for their business activities.68
 
                Furthermore, the definition of “loan” as ‘an unconditional obligation to repay [the capital] with the accrued interest’ might exclude from the Regulation’s scope not only interest-free loans but also subordinated loans (conditioned on previous satisfaction by another creditor) and loans for which the lender’s remuneration is conditioned on the investee’s profits, that is, profit-participation loans (which are closer to equity investments).
 
                The platform’s “facilitation” activity mentioned above, as explained in recital 11, might, under the basic model, simply entail presentation of projects on the website and matching of the interests of crowd-lenders and crowd-borrowers. However, the recently adopted version has also allowed the activities of more complex models, subject to additional requirements, activities like scoring and pricing of investments and loans and the individual portfolio management of loans, as suggested by the European Parliament and reflecting recent market developments (see above §2). The latter consists of the ‘allocation by the crowdfunding service provider of a pre-determined amount of funds of an investor, which is an original lender, to one or multiple crowdfunding projects on its crowdfunding platform in accordance with an individual mandate given by the investor on a discretionary investor-by-investor basis’ (new Art. 2(1)c). The Regulation defines portfolio management as the use of ‘automated processes whereby funds are automatically allocated by the crowdfunding service provider to crowdfunding projects in accordance with, as under the non-automatic portfolio management, parameters and risk indicators predetermined by the investor (such as interest rate, maturity, risk category, target return), so called auto-investing’ (recital 20).69 The use of filtering systems that display results based on criteria relating to purely objective product features (e. g., economic sector, interest rate, type of instrument) is expressly permitted and is not considered portfolio management as long as investors ‘review and expressly take an investment decision in relation to each individual crowdfunding offer’; these filtering systems are not classified either as “investment advice” – a service explicitly excluded and subject to MIFID II – where the presentation is neutral, without a recommendation being formulated.
 
                The Regulation also covers marketplace investing when it corresponds to a MiFID II placement without a firm commitment, in conjunction with reception and transmission of orders pertaining to transferable securities and – the new category of  “admitted instruments”, identified with the shares of limited liability companies that are not considered financial instruments under national law but are freely transferable. Therefore, debt instruments not considered to be transferable securities under national law seem to remain outside the ECSP regime. In any case, platforms must inquire about and comply with national rules and procedures pertaining to the transfer of such products (recital 14).
 
                Various additional services and business models must find a governing legal framework outside the ECSP Regulation. For instance, because ECSPs cannot financially participate in projects (see below § 4.3.5), models providing that the platform will co-lend with the crowd-lenders (even when this is intended to align the interests of the platform and the investors) fall outside the Regulation and remain subject to national law (or EU law or a mix of the two; e. g., directly lent investment funds managed by AIFMs); they are therefore potentially excluded from any passport (in situations where the interpretation that such models are not permitted at all does not prevail). Platforms willing to offer crowdfunding services equivalent to individual investment portfolio management, collective investment schemes, OTF/MTF, etc., should obtain the corresponding authorization which can coexist with the ECSP one: see § 4.2.1). In particular, investment funds directly providing loans (credit funds) shall obtain from the NCA an authorization as an AIFM and comply with national rules, since many relevant aspects of doing so, especially in terms of retail distribution and additional requirements for direct lending, have not yet been harmonized at the EU level, although this is currently under discussion.70
 
                Additional ancillary services provided by ECSPs under national law (Art. 1(2)(b)) are also excluded from the ECSP framework.
 
                Summing up, the ECSP Regulation seems not to cover a relevant part (at least in some geographic areas) of the market (e. g., subordinated and profit-participating loans) or certain business models (e. g. collective investment schemes, investment advice), potentially creating regulatory arbitrage and reducing market integration. Furthermore, it also leaves unregulated the market for consumer loans, the most delicate (for borrower protection concerns) and largest part of the market in terms of volumes and market size.
 
                Maximum Offer Threshold and Space Left to National Regimes: To be covered by the ECSP Regulation, any offer from the same project owner (taking into account not only crowdfunding offers but also other offers exempted under the Prospectus Regulation) should not exceed €5 million in total consideration within 12 months. Member States that have set lower thresholds in the Prospectus Regulation framework will be able to maintain them with respect to crowdfunding only for a period of 24 months after entry into force (Artt. 1(2) and 49). Thus, harmonization in this regard will be reached, but only after a transitional period.
 
                Furthermore, whether it is possible to regulate under national law the services and offers not covered by the ECSP Regulation is not clear nor, consequently, is it clear whether national crowdfunding regimes can still exist under certain conditions. Anyway, because the Regulation is a maximum harmonization instrument and because of its above-described scope, it should be inferred that national crowdfunding regimes, if still allowed, can only cover crowdfunding models outside the ECSP Regulation’s perimeter; for instance, crowdfunding services characterized as investment advice (probably not, instead, as reception and transmission of orders only) and exempted from MiFID II through its Art. 3(1) (see in France) and the facilitation of consumer loans (where not already covered by the new CCD). In such cases, offers might even pertain to transferable securities (even loans, if qualified as such) equal to or below the national prospectus exemption (which can be above €5 million and up to €8 million), and offers of admitted instruments well above €5 million. Instead, Member States seem to have lost the power to regulate business models characterized as placement without guarantee and/or as reception and transmission of orders, even as respects offers of transferable securities between €5 million and the maximum threshold under national prospectus laws or offers of admitted instruments, as well as the facilitation of business loans above €5 million (but a specification and clarification would appear appropriate). It is unclear, however, whether it is possible to set up and differently regulate hybrid business models entailing co-lending by the platforms. As a result, room for regulatory competition and obstacles to the formation of a true single market might still exist.
 
                Finally, certain relevant aspects of the regulatory scheme, some of which are discussed below, are left to Member States, such as the transferability rules of admitted instruments, marketing rules, and the regime for civil liability arising from information provided. Member States’ discretions, options or variations are allowed in certain areas, such as the language and ex ante notification of the main informational document (§4.3.2).
 
               
             
            
              4.3 Does the ECSP Regulation Address All of the Relevant Crowdfunding Risks?
 
              
                4.3.1 Overview
 
                The ECSP regime mimics the MiFID regime in simplified form, and has the aim of balancing innovation and SMEs’ access to finance with investor protection. The regime is in principle the same for marketplace lending and investing but special rules and additional requirements apply in the case of particular business models seen as more complex (and generally associated with marketplace lending). The required disclosures differ depending on the type of crowdfunding and product.
 
                In any case, the approved version, following in part the Council’s suggestions and the 2019 revisions to the lending-based crowdfunding regime in the UK,71 but going beyond the usual rules of national crowdfunding regimes, has significantly expanded the duties of ECSPs, not only in terms of conduct rules but also in terms of organizational, risk management, and prudential requirements, especially for certain marketplace lending models. However, proportionality considerations and ESMA/EBA RTSs will play an important role in the application and implementation of rules.
 
               
              
                4.3.2 Risk of Fraud, Misleading Information, and Investor Protection: Conduct and Disclosure Duties
 
                The main risks, as evidenced above (§2), relate to investor protection. The adopted version of the Regulation has correctly decided to reserve certain protective measures for non-sophisticated investors in order to limit the platforms’ requirements of sophisticated ones (see below).
 
                ECSPs are subject to the general conduct rule to act honestly, fairly, and professionally in accordance with the best interests of their clients (Art. 3(2)). From this general duty, it might be possible to infer a duty to select projects with some diligence (see recital 18), therefore reducing any information asymmetry which might benefit crowd-investors. The adopted version has also introduced an explicit duty that ECSPs undertake a minimum level of due diligence in respect of project owners (crowd-borrowers), but only with respect to a history of criminal behaviour (for infringements of laws relating to commercial activity, insolvency, financial services, AML/CT, fraud, and professional obligations) and their establishment in noncooperative jurisdictions (with respect to AML/CT) (Art. 5).
 
                The Regulation contains numerous disclosure obligations: ECSPs are required to make available to clients and potential clients, before they enter into the contract and also at the marketing stage, in a non-discriminatory manner, fair, clear, and not misleading information about fundamental aspects of the business under consideration such as information about themselves, the costs of the services, the financial and other risks, charges related to crowdfunding services and investments, and project selection criteria. The adopted version also requires additional information about the lack of a deposit guarantee and securities compensation coverage, the four-day reflection period for non-sophisticated investors (see below)72 and, when the platform performs a credit scoring or pricing, the calculation method used and whether or not it uses audited financial statements; the method used must also comply with ESMA’s RTS concerning the format and elements to be included (Art. 19).
 
                Moreover, the adopted version has dedicated an entire article to requiring ECSPs, only when engaging in marketplace lending, to disclose annually and in a prominent part of their website, the default rates of the crowdfunding projects offered over at least the last 36 months and publish an outcome statement at the end of each financial year detailing: a) the expected and actual default rate of all loans by risk category; b) a summary of the assumptions used to determine the expected default rates; and c) in the case of portfolio management of loans where a target rate has been indicated, the actual return achieved (Art. 20). Specifications about the methodology for calculating such default rates will be provided by ESMA, in close cooperation with the EBA, through draft RTSs.
 
                With reference to individual offers, ECSPs must provide clients with a Key Investor Information Sheet (KIIS) based on the KID-PRIIPs model;73 the information in the KIIS must be prepared by the project owner and be fair, clear, and not misleading (Art. 23(7)).
 
                Besides containing certain information specified in the annex pertaining to the project owner and its project (including activities and products offered, a hyperlink to financial statements when available, and key financial figures/ratios), the crowdfunding process (e. g., the minimum target and deadline for reaching it), the main risks and costs, and redress procedures, the KIIS must contain a number of warnings distinguishing crowdfunding from traditional loan activities, such as the lack of supervisor control and approval, guarantee schemes, or an appropriateness test. It shall also underline particular risks (e. g., illiquidity), as well as the opportunity to not invest more than 10 percent of the client’s net worth (NW). The additional information required depends on the type of product: in the case of loans, the KIIS must contain information also about the nature, duration, and terms of the loan; interest rates or other compensation; risk mitigation measures; the repayment schedule; any defaults on credit agreements by the project owner within the past five years; and the servicing of the loan. Additional technical aspects regarding the requirements and content of the model for the KIIS, the types of main risks that are associated with crowdfunding offers, the use of certain financial ratios, and the commissions, fees, and transaction costs will be provided by ESMA through draft RTSs (Art. 23(16)).
 
                To increase investor protection, the adopted version has favoured the KIIS language rules, which are similar to but less onerous than those of the prospectus summary,74 instead of the base prospectus language proposed by the Commission, which allowed, as a general rule, the use of a language accepted in international finance (Art. 23(2)-(3)).75 However, Art. 23(5) requires NCAs to inform ESMA about the KIIS languages that they accept, which creates the opportunity for regulatory competition and further harmonization in the longer term. NCAs can now require the seven-day ex ante notification (not the approval) of the KIIS (Art. 24(14)). In any case, marketing rules remain national, with ESMA publishing the relevant ones on its website to assist the platforms (Artt. 27 – 28).
 
                The KIIS is prepared by the project owner (except in the case of portfolio management of loans). The original proposal required ECSPs to verify only the completeness and clarity of the KIIS and request that the project owner correct it when they identified an omission, mistake, or inaccuracy. However, the approved version also refers to the ECSP’s duty to verify the ‘correctness’ of the same (Art. 23(11)): this expression seems to refer to the requirement of non-misleading and fair language or at least to the absence of evident mistakes in filling out the form (in terms of a correspondence between the type of information and the box filled out). However, the Regulation should be clearer about the extent of ECSPs’ duties in this respect so that they can avoid liability for the lack of truthfulness of any information provided by the project owner. Otherwise, this would transform platforms into gatekeepers with a role not only comparable to but even more onerous than is assumed by lead underwriters.
 
                Liability rules have not been harmonized, and therefore, the solutions and practical effects of platforms’ co-responsibility might diverge nationally. As under the PR, Member States are required to ensure an adequate national liability regime for misleading or inaccurate information and omissions of key information from the KIIS, at least with respect to the project owner and its related entities. The KIIS must also disclose the names of the people responsible for the information (Art. 23(9)-(10)).
 
                Furthermore, special conduct rules have been introduced in the cases of individual portfolio management of loans and the provision of scoring/pricing services. ECSPs offering portfolio management must disclose to investors the relevant decision-making process, take all necessary steps to pursue the client’s best interest, and respect at least two parameters of preference chosen by investors.76 Furthermore, specific additional disclosure duties apply (Artt. 3(4)-(5); 6(1)-(2); 12); in particular, the ECSPs must provide investors with a description of the systems and procedures deployed to conduct a credit risk assessment (Art. 6(2); see also below § 4.5), and, on a continuous basis or upon request, information about the composition of the portfolio.77 For each loan, key information such as interest rate, maturity date, risk category, payment schedule, and risk mitigation measures shall be provided. Moreover, information must be provided about defaults within the past five years by any project owner, any fee in respect of the loan, and, if the ECSP has carried out a valuation of a loan, certain information about the most recent one valued (Art. 6(4)).78 Special information requirements apply when the ECSP has set up and operates a contingent fund, including a description and explanation of the contingent fund’s functioning79 and a warning about the risk of not obtaining a payout and about ECSP’s discretion with respect to such payout and its amount. These ECSPs must also disclose on a quarterly basis the performance of the fund, in particular information about the size of the contingency fund as compared to the total amounts outstanding on loans and the ratio between the payout made to the total amounts outstanding on loans (Art. 6(6)). Further specifications about the information to be disclosed and its format will be provided through RTSs drafted by the EBA in cooperation with ESMA (Art. 6(7))
 
                Finally, ECSPs offering portfolio management of loans (instead of project owners as with other services) have a responsibility to prepare, update, and correct the KIIS and to ensure that no information has been omitted or is materially misleading or inaccurate (Art. 24). The content of the KIIS reflects the type of service and replicates in part the information mentioned above: in addition to information about the ECSP and the people responsible for it, it must contain information about the prospective composition of the portfolio (see above concerning client parameters), the key elements of the internal methodology for credit risk assessment and risk categories, procedures and criteria for the selection of projects, characteristics of applicable guarantees, servicing of the loan, risk diversification strategies, and fees to be paid by the project owner or the investor (Art. 24; annex I, parts H-I).
 
                ECSPs offering only scoring/pricing systems must publish the policies and procedures used for the credit risk assessment performed (see below §4.5) and its calculation method (Art. 4(4); 19(6)).
 
                As anticipated, certain special protections are reserved to ‘non-sophisticated’ investors. This is a new category not contained in MiFID II and applies to investors not falling within the categories of professional investors or sophisticated investors (a new category as well). In particular, sophisticated investors are identified as investors who would otherwise fall into the retail investor category but request to be treated as sophisticated and who declare that they are aware of the relative consequences and present evidence of significant NW or investment experience.80 The aim is to protect only the most fragile investors while lowering compliance costs for investors able to understand the risks and therefore not deserving of certain protective measures.
 
                The first measure reserved to non-sophisticated investors is the “entry-knowledge test”, according to which ECSPs, before investors can access the offers, must perform, every two years, a test aimed at verifying whether and which crowdfunding services are appropriate for non-sophisticated investors, considering their past investments in transferable securities, admitted instruments, and loans, and their understanding of risks and professional experience with crowdfunding. In case of a negative test result (because of an investor’s insufficient knowledge, skills, or experience), the ECSP can proceed with the order only after issuing a risk warning and receiving the investor’s acknowledgement (Art. 21(1)-(4)). This test is similar to an appropriateness test but is less product-specific and performed at an earlier stage.81
 
                Second, ECSPs must require non-sophisticated investors, before accessing the offers and every year, to undertake a loss simulation test in order to verify their ability to bear losses, calculated as 10 percent of their NW, based on certain information.82 Again, irrespective of the results, investors can invest after simply acknowledging the risks (Art. 21(5)-(6)). ESMA will draft an RTS about the required information and how to carry out both tests.
 
                ECSPs must issue a warning and receive the explicit consent of the investor and evidence of his/her understanding of the investments and risks (this can consist of a positive result on the entry-knowledge test) in case of investments above €1,000 or 5 percent of the non-sophisticated investor’s NW (Art. 21(7)). Finally, non-sophisticated investors have the right to a four-day reflection period, during which and before its expiration they are entitled to withdraw their investment at no cost and without providing a reason.
 
                Thus, the ECSP Regulation has assigned a large role to disclosure and other conduct duties but with significant differences based on business model and type of investor. Investor tests seem correctly simplified. Some doubts remain about the possibility of keeping the KIIS short and effective despite the volume of information required, as well as about the ability of the KIIS to serve as an adequate informational document for both professional/sophisticated and non-sophisticated investors. Furthermore, the standardization of KIIS and its assimilation to a more traditional informational document might reduce the innovative and alternative character of crowdfunding (not taking into account nonfinancial aspects and motives as well as non-traditional types of information, signalling, etc.) and the positive ‘rational herding’ effect,83 although the KIIS can in principle include additional information.
 
               
              
                4.3.3 Client Money
 
                We have analysed above the measures used to protect clients from financial loss by means of the diligent selection of projects and information disclosure, among other things, but a few aspects of this concern should be further underlined.
 
                ECSPs are not allowed, per se, to hold client money or other assets. Nonetheless, they can provide payment services and take custody of financial instruments after they obtain relevant authorizations and comply with the specific regime (Art. 12(13)). In this case, client assets are protected under the usual financial regulation framework.
 
                As mentioned above (§4.3.2), ECSPs must warn their clients that the money invested or lent and the instruments subscribed to through the platform are not covered by deposit protection or investor compensation schemes. Should ECSPs establish a contingent fund (apparently, only when providing portfolio management of loans), they assume additional organizational and disclosure duties (§§4.3.2 and 4.3.5).
 
                The choice to rely on existing authorizations for holding client money appears rational, although the presence of admitted instruments (which are not financial instruments) and loans might have required some adaptations.
 
               
              
                4.3.4 Investor Liquidity Risk
 
                As anticipated, one of the downsides of crowdfunding investments, is the limited liquidity of loans (which generally cannot be transferred without following certain procedures, such as a notary act and/or formal notification to the borrower of the transfer, following an agreement between the original and the new creditor) or stakes in private limited companies. As mentioned, LBC platforms in particular have created forms of exchange between users to increase liquidity.
 
                Under the ECSP Regulation, platforms can set up systems allowing clients to advertise their buying/selling interests pertaining to products previously subscribed to through the platform (‘bulletin boards’, Art. 25). Nonetheless, these cannot present the characteristics of a trading venue, i. e., bringing together buying and selling interests in a way that results in a multilateral contract. Therefore, users must negotiate and finalize the agreement outside the platform; it is uncertain whether the platform can even provide standard contracts. Moreover, ECSPs must specify that these systems are not regulated trading venues, that any exchanges take place under the exclusive responsibility of investors, and, where there is a suggested reference price, that it is not binding. The ECSP must also substantiate the suggested reference price.
 
                The intention seems to be not only to require an authorization as the operator of a trading venue in case platforms want to set up a multilateral exchange for transferable securities, but also to prohibit multilateral exchanges in loans (unless permitted under national law and limited to the national territory) in order to limit regulatory arbitrage and ensure a level playing field with regulated intermediaries, as well as to limit the platform’s role as an intermediary. Of course, this might reduce the effectiveness of bulletin boards and consequently the liquidity of the market.
 
                In the adopted version, ECSPs must require prospective sellers to make the KIIS available and must ensure that non-sophisticated prospective buyers receive the required information and the risk warning. Moreover, in the case of loans, ECSPs must provide buyers with updated information about the default rates of the loans offered on such bulletin boards (Art. 25(3)c): this improves investor protection and the efficiency of such bulletin boards as exchanges but also assigns a greater gatekeeper role to marketplace lending platforms.
 
               
              
                4.3.5 Market Integrity, Efficiency, and Stability: Organizational and Prudential Requirements
 
                ECSPs must also establish adequate measures to ensure effective and prudent management, including the segregation of duties, provisions for business continuity, and conflicts of interest prevention and management (similar to provisions in MiFID II: Art. 8(3)-(5)); management of the operational risk that results from outsourcing; and the proper handling of complaints (complying with certain of the requirements set forth in Art. 7).
 
                Special organizational requirements apply, once again, depending on the specific business model. Only in the case of marketplace lending (even under the basic models) does the adopted version require ‘appropriate systems and controls to assess the risks related to the loans intermediated on the crowdfunding platform’ (Art. 4(2), first period).
 
                When platforms offer portfolio management of loans, they need to have in place robust internal processes and methodologies for risk management and financial modelling (Art. 4(2), second period) and to ensure compliance, using appropriate data, with the requirements set forth in Art. 6(1)-(2) concerning respect for the parameters chosen by investors (see above §4.4). They also need to assess the credit risk of individual crowdfunding projects selected for an investor’s portfolio and of the portfolio itself, as well as the project owners’ prospects of meeting their obligations. When offering and operating contingent funds, ECSPs must adopt policies, procedures, and organizational arrangements to be specified in an RTS drafted by the EBA in cooperation with ESMA (Art. 6(7)).
 
                When providing scoring/pricing services (but, it seems, according to the wording, only in respect of loans or possibly debt securities), ECSPs must establish, implement, and maintain clear and effective policies and procedures to enable them to carry out a reasonable assessment of the credit risk of offers and project owners, an assessment that must be based on adequate information,84 price fairness, and an adequate risk management framework; the ECSPs must keep a record of the evidence of compliance with these criteria. With particular reference to loans, ECSPs must conduct a valuation of each of them at least: a) at the time of origination; b) when the project owner is unlikely to fulfil its obligations to repay the loan in full and the ECSP does not enforce any relevant security interest or take steps with analogous effect; c) after a default; and d) when the ECSP is facilitating a lender’s exit before the maturity date (Art. 4(4)). The information and factors that ECSPs are required to consider in such an assessment to ensure price fairness, as well as the related minimum governance and organizational requirements, will be further specified by the EBA in close cooperation with ESMA (Art. 19(7)).
 
                In this respect, the regime appears quite rigid, especially as regards marketplace lending and scoring (see §§4.4, 4.5), and might consequently limit innovation when market-based or more generalized AI solutions (such as certification of the algorithm used, together with disclosure, forums/feedback, borrowers’ rights to object, etc.) might have assisted such innovation.
 
                Finally, the adopted version has also embraced the Council’s suggestion to introduce prudential safeguards for operational risk (Art. 11), which represents the main business risk for marketplace lending platforms. These can consist of CET1 requirements as an alternative to or in combination with professional insurance equal to the higher of €25,000 and one-quarter of the overhead in the previous year.85 Such funds are intended to cover, as revealed by the requirements set for the insurance policy, the risks created by misleading information (possibly only when directly provided by the ECSP: see §4.3.2); a breach of legal and regulatory obligations; a breach of a duty of skill and care towards clients; lacking or defective procedures to prevent conflicts of interest; losses from business disruption, system failures, or process management; and gross negligence in pricing (Art. 11(7)), among other things.
 
                The introduction of prudential requirements for all ECSPs reflects the recent reform of prudential requirements for investment firms (in the IFD/IFR package), which has eliminated the original art. 4(1)2 CRR II exemption from capital requirements for investment firms offering the services of reception/transmission of orders or offering investment advice without holding client money (art. 62(3) b IFR) and introduced a prudential requirement for operational risk even for Class 3 firms (that conduct more broker-like activity). The same reform has reduced or eliminated the differentiation in capital requirements (both initial capital and Basel capital adequacy) based on the type of investment service offered to focus more on effective risks, and even revised the definition of credit institutions. The new Art. 4(1)1 CRR II (as revised by Art. 62(3) IFR), in fact, now assigns relevance to identifying banks not only according to their activities and associated functions but also based on the systemic relevance of certain investment activities.86 In any case, we should take into account, in this regard, that platforms do not operate in the traditional financial sector and that they must issue warnings to make investors aware of the lack of traditional safeguards. The rationale for preserving trust and stability through strict regulation – which applies to banks and investment firms – is here instead weak.87
 
                Furthermore, the ECSP Regulation fails to explicitly address cyber-security risks, even though these comprise a relevant part of crowdfunding operational risk (and of FinTech in general). However, the Digital Operational Resilience Act (DORA) Proposal,88 which was recently presented within the Digital Finance Package,89 should be applicable also to ECSPs, filling the gap.
 
                Finally, the Regulation does not directly impose duties on ECSPs under the V AML/CT Directive, although the possibility of extending these duties to ECSPs will be evaluated by the Commission in its review (Art. 45(2)p). Checks that take place pursuant to this Directive are in fact to be performed by the payment services provider involved, i. e., the ECSP itself under a separate authorization, or a partner holding a payment service provider authorization. This choice links AML checks with the holding and transferring of money, but ECSPs might be in the best position to perform them, irrespective of the fact that they also offer payment services.
 
               
              
                4.3.6 Agency Costs and Conflicts of Interest
 
                Agency costs, as has been mentioned, represent a typical risk in crowdfunding since the financial risk rests with investors but at least the initial selection of borrowers is performed by platforms. Agency costs are particularly high when the platform’s fees are linked to the volume of the loans intermediated or equivalent figures, which creates negative incentives for platforms. As has been mentioned, certain platforms, in order to assure investors about the diligent selection of loans, co-lend with the investors.
 
                The above-described general duties of conduct should contribute to reducing agency risk and, in the case of pricing/credit scoring, the ECSP Regulation provides very detailed rules in terms of disclosure and the organization and functioning of such pricing/scoring systems. Under the ECSP Regulation, platforms cannot have any financial participation in offers, not even when it would be aimed at aligning the interests of platforms and clients (as proposed by the Parliament). However, models in which platforms would partially invest in the intermediated loans under certain conditions (such as when it would help align the interests of platforms and investors) should not have been banned per se since they might create virtuous incentives that require only some additional rules related to credit risk management.
 
                Furthermore, the Regulation remains silent about platform fees and related perverse incentives. The general requirement that there be effective conflicts of interest policies and procedures (with rules echoing the general rules of MiFID II) might mitigate risks related to these fees but, given the particularity of the risk to the crowdfunding model, explicit and tailored solutions would have been preferable; for instance, creating incentives for the platforms to charge fees based on loan performance.
 
                Also with respect to conflicts of interest, the ECSP Regulation prohibits platform managers, employees, or controlling shareholders from acting as project owners. These persons can, however, operate on the platform as investors, conditioned on disclosure on the website and equal terms (Art. 8).
 
                Finally, as we have seen, co-lending with institutional investors can contribute to reduce information asymmetries when transparency and equal terms are guaranteed but might otherwise lead to a cherry-picking phenomenon at the expense of retail investors. The ECSP regulation does not address this issue. Instead, platforms should be required to allow non-sophisticated investors to invest along with professional investors (e. g., after paying an additional fee) but also to disclose the details and terms of the investments made by professional investors.
 
               
             
            
              4.4 A Special Focus: Loans versus Investments and Borrower Protection
 
              The general design of the Regulation is to partially assimilate the loan regime and the investment regime, since they both share similar functions and characteristics in a digital context and the aim is to improve investor protection and trust. However, it is worth highlighting that the marketplace lending regime appears somehow stricter and more rigid than the regime for marketplace investing. As an example, even under the basic model, the ECSP Regulation requires appropriate systems and controls to assess the risks related to loan products only; in addition, the loan regime imposes additional disclosure requirements (disclosure of the default rate and outcome statement; disclosure regime in case of bulletin boards involving loans).
 
              Moreover, in the case of pricing services, detailed rules are set only for the creditworthiness assessment, not for the pricing of investments or at least equity instruments. This is the case despite the fact that marketplace lending is, in principle, less risky than similar forms of credit intermediation that are generally subject, in the traditional sector, to simplified requirements (e. g., for credit brokers, manufacturers of PRIIPs, and AIFMs).90
 
              As regards portfolio management of loans, the regime is strict not only compared to the recent British regime which likely inspired it,91 but also compared to the corresponding traditional investment models, such as investment portfolio management (except for, e. g., product governance requirements)92 or the management of alternative investment funds. For instance, the requirements as respects the procedures for pricing and portfolio management appear more detailed and prescriptive than those for investment portfolio management (set forth in MiFID II and Art. 47  et seqq. Commission delegated Regulation No. 2017/565 concerning disclosure, reporting to clients, and asset valuation) or alternative collective investment schemes (Art. 15 and 19 AIFMD, detailing general obligations related to due diligence in the selection and identification of investments and the management and monitoring of risks, and the Commission Delegated Regulation No. 231/2013). Even banks, which are not comparable to platforms in terms of the variety of services they offer, their structures for bearing risk, their deposit-taking and the related costs of capital, induced trust, and their systemic relevance (see above §2), have been left quite free to evaluate the creditworthiness of borrowers (within the parameters set by Basel/CRDV-CRR, unless offering residential consumer loans), since, because they bear the risk of borrower defaults, they should have sufficient incentives to adequately perform this activity. Nonetheless, the financial crisis and the recent surge in nonperforming loans (NPLs) have created the conditions for the adoption of the EBA’s guidelines on loan origination and monitoring93 (based on a ‘comply and explain approach’); this was after the European Central Bank Guidelines for Fintech Banks had imposed specific requirements for creditworthiness assessment performed by technology-based banks.94 Consequently, banks will be required (for new loans, starting June 2021) to comply with a new set of detailed internal governance requirements (best practices) for the granting and monitoring of credit, loan origination procedures for each type of borrower, pricing, collateral valuation, and the proper framework for monitoring.
 
              The services that entail a creditworthiness assessment are indeed of fundamental importance for investors’ decisions, opaque95 and a source of potential agency problems/conflict of interest (since the crowd-lender bears the credit risk of the loans and the platforms are at least partially remunerated based on loan volume),96 while being so far unregulated. Nonetheless, instead of relying more on disclosure of the methods and the general adequacy of structures and procedures, the ECSPR regime has very detailed rules about platform organization and the factors that platforms must take into account in the credit assessment, without considering the need to preserve innovation in the sector97 and the possibility that they could rely, at least partially, on reputational capital (many crowd-lenders are returning investors98) and the incentives that would result from performance-based fees.
 
              The assimilation of the loans and securities regimes has also had the effect of moving the protection of borrowers to the background. Borrowers benefit from the general conduct and disclosure duties of ECSPs (§4.3.2), including these duties as they apply to the selection process. Organizational rules set forth for scoring systems and portfolio management are aimed at ensuring fairness in the evaluation of borrowers (§4.3.5). However, as the recent Regulation on online intermediation services (No. 2019/1150, not even mentioned in the ECSP Regulation) has underlined, attention should also be paid to platforms’ business counterparties, who are in a weaker contractual position. Therefore, in the case of SMEs, protections consisting of express warnings (e. g., about the consequences of default, the information provided in the KIIS, and specific risks), a right to dispute certain scoring results or criteria, and a right of withdrawal, should be introduced or made more explicit.
 
             
            
              4.5 Addressing the Core Question: How Does the ECSP Regulation Deal with the Platform Dilemma? Effects on Market Structure
 
              The approved version has filled in some relevant gaps in the original proposal and seems to respond to the most important risks of marketplace lending platforms, although it contains certain limitations.
 
              As regards its approach to the platform dilemma, the ECSP Regulation correctly and clearly differentiates marketplace lending from banking. Nonetheless, the numerous revisions in the text of the Regulation made during negotiations also reflect a change in attitude toward the regulation of crowdfunding, moving from flexible, agile, and optional to detailed, rigid, mandatory, and stricter. The original ECSP proposal attempted to characterize marketplace lending/investing platforms as “neutral” intermediaries (reflecting many national crowdfunding laws) and to balance, on the one hand, a light regime with relevant limitations on maximum offering size and permissible products/activities, with, on the other hand, investor protection and containing project owner costs, using new, technologically based, and simplified measures (e. g., the entry-knowledge test and loss simulation) and synthetic and comprehensible information. The approved version, even though it fills in some relevant gaps, seems to share the same vision only partially and aims instead at “re-intermediating” marketplace lending/investing. In fact, it has significantly increased the number and detail of requirements that ECSPs are subject to. They will also be subject to numerous future EBA/ESMA rules that will be issued in light of the nature, scale, and complexity of crowdfunding services.99 The approach appears particularly rigid in the case of loans, an area that is not yet harmonized and, in many countries, is less regulated than banks or investment firms. The aim seems to consist of amending the duties and roles of crowdfunding providers so that it is closer to those of traditional investment firms (e. g., in terms of conduct and organizational requirements, liability, and language rules governing prospectuses); the final Regulation looks at ECSPs as gatekeepers, not just managers of marketplaces. Such further assimilation to the role of traditional investment firms, although aimed at reducing regulatory arbitrage and ensuring a level playing field in the sector, does not properly take into account that MiFID firms are able to offer a varied set of services across borders with fewer restrictions, while relying on government support with respect to, for instance, investor compensation, access to credit bureaus, and state assistance and facilitation during COVID-19, etc.100 Unfortunately, this results in an undervaluing of the alternative (i. e., not involving investor trust and the consequent implications for stability) character of marketplace lending, as well as its need to offer innovative solutions and operate under flexible rules.
 
              The exact borders of the gatekeeper role of platforms remains uncertain in light of the many possible issues that this may implicate, including the extent of the diligent selection of projects, platforms’ duties to check the correctness of KIISs, platforms’ civil liability, and their role in bulletin boards. These have not been clearly defined and have largely been left to national and market responses.
 
              Finally, as has already been underlined, a portion of the adopted rules for marketplace lending has been drawn from the UK framework. In the UK, the market is particularly mature, receives government support (e. g., referrals under the 2015 Small Business, Enterprise and Employment Act), and most platforms have moved to more complex models closer to traditional intermediaries’. ECSPR rules also apply to local-only platforms with low volumes unless the reference to the proportionality principle is to be interpreted broadly, even to the point of creating a tension with ECSP rules. Therefore, the ECSP Regulation seems to anticipate the market’s evolution and might appear less appropriate for some less-developed and more “alternative” markets, for which a regime relying more on initial local exemptions, reputational capital, general risk management requirements, market-based mechanisms, and certification mechanisms (e. g. concerning the adequacy of the algorithms used) would have worked better (§§4.3.5, 4.3.6; 4.4).
 
              Furthermore, the subtle line between the use of filtering systems under the basic model and the model of automatic portfolio management – a difference that entails relevant consequences in terms of the applicable rules since portfolio management is subject to a stricter regime – might affect ECSPs’ choice of business model and therefore market development.
 
              All this, together with the exclusion of certain business models from its scope of application, suggests that the ECSP Regulation might be able to significantly affect market structures, making platforms’ choices about business models more dependent on the relative regulatory regime than on true business/market choices, an effect that might not be desirable in a sector that is, in many countries, so immature and innovation-dependent.
 
             
           
          
            5 Conclusions
 
            Marketplace lending is an innovative and puzzling kind of intermediation. According to the Court of Justice’s decisions in Uber and Airbnb (§1), its services can be regarded as services for the information society offered through a pre-existing market (lending), but its decisive influence over the underlying lending services, at least under the most widespread models, is undeniable: platforms select borrowers, provide contractual documentation, and often set prices (at least within a range). Anyway, in a financial sector context, we cannot disregard the existence of several reserved activities at both the European and national level and the corresponding principles and regulatory objectives.
 
            Under this perspective, marketplace lending is clearly distinguishable from banking (strong intermediation) because of the absence of maturity/liquidity transformation and money creation; it is even different from lending (under the basic model, in which the platform does not engage in co-lending) since the funds are made available and put at risk by crowd-lenders only. Platforms connect lenders with borrowers as credit brokers, but the area is not completely harmonized and, with respect to consumer credit, the relevant EU law (e. g., CCD) tends not to apply and, in any case, would not respond to the complex set of risks and issues raised, including those related to investor protection and the platforms’ organizational requirements.
 
            The services offered by platforms (e. g., information channelling and screening and sometimes creditworthiness assessments and matching) are of fundamental relevance for crowd-lenders, potentially affecting their investment decisions.101 The investment aspect of the platforms is clearly evident, with their role most resembling that of investment firms (weak intermediation), but involving the creation of a new asset class. Their services are, depending on the particular business model, similar to –(and mixing some characteristics of) brokerage, markets, portfolio management, and placing but pertain to financial products (loans) instead of financial instruments, unless the free transferability of loans though bulletin boards and an innovative and harmonized interpretation of the financial instrument concept are able to change this perspective. Furthermore, the platforms seem to complement financing by incumbents, serving otherwise underserved clients with lower loan amounts, instead of competing with them,102 ensuring a faster process and therefore limiting the need for a perfectly level regulatory playing field. The role played by the platforms is also extremely relevant from the borrower’s side, since the opportunity to even receive a loan, its economic conditions, and the post-contractual management of the parties’ rights and obligations strongly depend on the tasks undertaken by the platforms.
 
            Consequently, platforms appear to satisfy traditional financial needs but, thanks to technology (i. e., platforms and data analytics), through new business models, creating a new asset class, and a new subsector (P2P lending), which is less systemically important than traditional intermediaries’. However, this subsector is characterized by the need to balance investor protection with access to finance, borrower protection, innovation, and competition goals. All of this bolsters arguments in favor of special regulations for marketplace lending. We therefore welcome the EU’s choice to introduce a special EU-wide framework for financial-return crowdfunding, which certainly takes a step forward with respect to the platform dilemma, but is subject to some criticisms as set forth in our analysis.103
 
            First of all, the idea of creating a single market for crowdfunding, while adequately pursued in terms of maximum harmonization in the authorization process and supervisory practices, is undermined by the limited scope of the ECSP Regulation; in fact, it applies only to certain services and products instead of covering the entire crowdfunding universe (e. g., it excludes consumer crowd-loans, certain conditional loans, and some business models such as credit funds), potentially creating regulatory arbitrage and an unlevel playing field. Still uncertain is the interplay of the ECSP Regulation with national crowdfunding regimes and other EU frameworks; in addition, certain relevant aspects of crowdfunding remain unharmonized (platforms’ civil liability, marketing rules, etc.) (§4.2).
 
            With respect to the overall regime, we support the choice to design the legal framework for both marketplace lending and investing following the traditional regulatory model for investment services, with simplifications justified by the different types of markets, assets, and activities, and by their beneficial effects and alternative characters. The regime is grounded on the proportionality principle and contains differences applicable to activities that involve different levels of complexity and risk. The ECSP Regulation also correctly focuses on disclosure (with warnings about the alternative character of each sector) and conduct rules. The adopted version seems to provide an extremely detailed and strict framework from an organizational point of view, especially for marketplace lending platforms (although much will depend on the future ESMA/EBA RTSs and the application of the proportionality principle), with limited space given to innovative solutions and technology (e. g. RegTech solutions) (§§4.1 ss).
 
            Looking at the specific choices made by the Regulation, it correctly addresses certain peculiar risks of crowdfunding intermediation. Investor protection has been increased in the adopted version, balanced with considerations of the needs of ECSPs and correctly focusing on unsophisticated investors. Disclosure duties are especially detailed and strict and envisage the provision of information about selection mechanisms, scoring, and past and actual performance – important and previously overlooked aspects of marketplace lending – but the KIIS as designed might not be effective in conveying the right information to all types of investors (§4.3.2). Client assets are protected under the general financial regulation framework (§4.3.3). Nonetheless, the strict approach towards the function of bulletin boards aimed at defending the monopoly of trading venues might result in a failure to adequately address investors’ liquidity risk, despite some efforts in this regard, especially with respect to loans (§4.3.4).
 
            Organizational and prudential requirements reflect a recent turn towards more attention being given to operational risk and the systemic relevance of nonbank intermediaries. Nonetheless, such requirements would appear to be rigid and particularly burdensome for certain marketplace lending business models in a way that does not seem to take into account the need for innovative and flexible models and the “alternative” character of the sector (§4.3.5). Conflicts of interest rules are also rigid and appear not to fit with the chosen “reintermediation” approach. For instance, more flexible rules prohibiting platforms’ remuneration based exclusively on the volume of loans intermediated and instead incentivizing methods partially based on loan performance could have been considered. Furthermore, rules should have limited the risk that professional investors would appropriate to themselves the benefits of investments meant for non-sophisticated investors and taken advantage of co-investing for its related reductions in information asymmetries (§4.3.6).
 
            Finally, adopting an investment perspective on crowd-loans should not cause us forget about the need to also introduce protective measures for crowd-borrowers, even when they are entrepreneurs, in line with the recent online intermediation Directive.
 
            In conclusion, the approved version has distanced itself from the original Commission view of ECSPs as neutral intermediaries, “re-intermediating” through marketplace lending/investing. However, the exact borders of such intermediation, and consequently, the approved version’s response to the platform dilemma, appear blurred. In fact, the adopted version has significantly increased the detailed requirements placed on ECSPs, with the aim of changing the duties and roles of crowdfunding providers to be closer to those of traditional investment firms (e. g., in terms of conduct and organizational requirements, liability, and language rules about prospectuses), viewing them as important gatekeepers. This change seems to only partially take into account that MiFID firms traditionally perform a more systemically relevant role (which affects investor trust in official financial markets), are able to offer a varied set of services across borders, and rely on government support. In fact, the ECSP Regulation appears uncertain about the platforms’ role as gatekeeper, swinging from one extreme to the other (see above about bulletin boards). Furthermore, certain aspects of the Regulation (the exact limits of the KIIS correctness check, civil liability rules, the need to diligently select borrowers, etc.) will significantly affect the resulting design of the intermediating role of platforms, but appear to be left to national solutions, which implies a fragmented approach.
 
            In any case, the regime appears unbalanced in its favouring of marketplace investing over marketplace lending in a way that is not consistent with the existing general financial law framework. It seems to anticipate market evolution (already realized in the US and the UK) and might appear inappropriate for less-developed crowdfunding markets. This, coupled with the exclusion of certain business models and services, seems to suggest a potentially important (and undesirable) impact of the ECSP Regulation on existing market structures. Platform choices about the business model to use might not follow the existing market and client needs or features but only the relevant legal framework (§§4.2, 4.4 and 4.5).
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          75
            The final version has surprisingly maintained the investor’s right to require a translation into his/her language, and, should the ECSP refuse, a prohibition on the ECSPs sale of the product to that investor. This made more sense in the context of the Commission’s proposal (Art. 23(13)).

          
          76
            These parameters are 1) the minimum and maximum interest rate payable; 2) the minimum and maximum maturity date; 3) the range and distribution of risk categories; and 4) if an annual target rate of return on an investment is offered, the likelihood that the selected loans will enable the investor to achieve that rate with reasonable certainty.

          
          77
            Including its weighted average annual interest rate and loan distribution according to risk category (in percentages and absolute terms).

          
          78
            E. g., the valuation date, why it performed the valuation, and a fair description of the likely actual return, taking into account fees and default rates.

          
          79
            E. g., about the source of the money paid into the fund, how the fund is governed, to whom the money belongs, the considerations taken into account and the process followed when making a discretionary decision concerning whether or how to pay out from the fund and how the money paid into the fund will be treated in the event of insolvency (Art. 6(5)).

          
          80
            As specified in annex II, this applies to 1) legal entities meeting one of the following conditions: a) at least €100,000 in own funds; b) a turnover of at least €2 million; and c) a balance sheet of at least €1 million; 2) natural persons meeting at least two of the following conditions: a) personal gross income of at least €60,000 or a financial instrument portfolio (including cash deposits and financial assets) exceeding €100,000; b) professional experience in the financial sector in a position requiring knowledge of the transactions or services envisaged or an executive position in the legal entities listed under 1) for at least 12 months; c) operations on the capital markets of significant size at an average frequency of 10 per quarter over the previous four quarters. Providers must take reasonable steps to ensure that investors requesting to be categorized as sophisticated and warned about the consequences effectively qualify as such, but the providers can approve the request unless it has reasonable doubt that the information provided is correct.

          
          81
            The approved Regulation now requires ECSPs to collect information also about clients’ investment objectives and the financial situation (as under a suitability test and as suggested by the Parliament), although the evaluation pertains to the investor’s knowledge, skills, and experience.

          
          82
            Regular income and total income and whether earned on a permanent or temporary basis; assets, including financial investments and cash deposits, but excluding personal and investment property and pension funds; and financial commitments.

          
          83
            See above fn. 35.

          
          84
            Including information about audited accounts where available, information of which the ECSP is aware, information obtained from the project owner, and other information needed to perform a reasonable credit risk assessment.

          
          85
            This requirement recalls the capital requirements of Class 3 firms under the Investment Firms Regulation (IFR 2019/2033) and Directive (IFD 2019/2034) but is potentially lower since the IFD/IFR requirement depends on the minimum capital requirement of the particular service provided; the lowest of these is €75,000.

          
          86
            This new article provides that ‘credit institution’ means an undertaking the business of which consists of any of the following: (a) to take deposits or other repayable funds from the public and to grant credits for its own account; (b) to carry out any of the activities referred to in points (3) and (6) of Section A of Annex I to Directive 2014/65/EU of the European Parliament and of the Council, where one of the following applies, but the undertaking is not a commodity and emission allowance dealer, a collective investment undertaking or an insurance undertaking: (i) the total value of the consolidated assets of the undertaking is equal to or exceeds EUR 30 billion; (ii) the total value of the assets of the undertaking is less than EUR 30 billion, and the undertaking is part of a group in which the total value of the consolidated assets of all undertakings in that group that individually have total assets of less than EUR 30 billion and that carry out any of the activities referred to in points (3) and (6) of Section A of Annex I to Directive 2014/65/EU is equal to or exceeds EUR 30 billion; or (iii) the total value of the assets of the undertaking is less than EUR 30 billion, and the undertaking is part of a group in which the total value of the consolidated assets of all undertakings in the group that carry out any of the activities referred to in points (3) and (6) of Section A of Annex I to Directive 2014/65/EU is equal to or exceeds EUR 30 billion, where the consolidating supervisor, in consultation with the supervisory college, so decides in order to address potential risks of circumvention and potential risks for the financial stability of the Union”.

          
          87
            Actually, the ECSP Regulation, which allows banks and investment firms to hold at the same time their specific authorization and a ECSP one, might have the effect of rising systemic risk through increased interconnections and potential investor confusion.

          
          88
            European Commission, ‘Proposal for a Regulation […] on Digital Operational Resilience for the Financial Sector […]’, COM/2020/595 final. The regime would apply to all firms across the financial sector and aims at ensuring their ability to withstand all types of ICT-related disruptions and threats. Furthermore, it also provides a design for an oversight framework for ICT service providers deemed critical to the financial sector (e. g., cloud computing).

          
          89
            European Commission, ‘A Digital Finance Strategy’ (fn. 70), p. 10, 17.

          
          90
            See in more detail, e. g., Macchiavello ‘Financial-return’ (fn. 2) 674.

          
          91
            The ECSP regime appears stricter and less flexible in certain respects as compared to the British regime, both in general (additional organizational requirements are imposed in the UK only in the case of guaranteed returns, not for every form of portfolio management) and in terms of credit-risk assessment (which in the UK is required only when the platform prices loans, not when it just intermediates them), outcome statements (required by the FCA only when pricing services are offered), factors to be included in the credit-risk assessment (the ECSP Regulation requires the use of audited financial statements), and different levels of credit-risk analysis (e. g.. at the project, project owner, and portfolio levels).

          
          92
            Art. 45(2)f requires the Commission to assess whether the requirements for portfolio management of loans remain ‘appropriate to pursue the objectives of this Regulation, in the light of MiFID II investment portfolio management.

          
          93
            EBA, ‘Guidelines on loan origination and monitoring – Final Report’, (20 May 2020), <https://eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2020/Guidelines%20on%20loan%20origination%20and%20monitoring/884283/EBA%20GL%202020%2006%20Final%20Report%20on%20GL%20on%20loan%20origination%20and%20monitoring.pdf>.

          
          94
            European Central Bank, ‘Guide to Assessments of Fintech Credit Institution Licence Applications’, (March 2018), <https://www.bankingsupervision.europa.eu/ecb/pub/pdf/ssm.201803_guide_assessment_fintech_credit_inst_licensing.en.pdf?1c99fa2126f6ef80eb61a276bab94379>.

          
          95
            These innovative creditworthiness assessment methods,  DON      especially when proprietary, are not clearly disclosed by platforms: CGFS-FSB (fn. 25) 11 – 12: Ziegler/Shneor (fn. 25) 77 – 79.

          
          96
            See Paolo Giudici/Branca Hadji Misheva, ‘P2p Lending Scoring Models: Do They Predict Default?’, J. Digit. Bank. 2018, 2, 353; Paolo Giudici/Branca Hadji-Misheva/Alessandro Spelta, ‘Network Based Scoring Models to Improve Credit Risk Management in Peer to Peer Lending Platforms’, Front. Artif. Intell. 2019.

          
          97
            See, for instance, a study attesting to the fact that a lender selecting loans by applying a profit scoring system using multivariate regression outperforms the results obtained by using a traditional credit scoring system. See Carlos Serrano-Cinca/Bego Gutiérrez-Nieto, ‘The Use of Profit Scoring as an Alternative to Credit Scoring Systems in Peer-to-peer (p2p) Lending’, Decis. Support Syst. 2016, 89, 113.

          
          98
            The research of Balyuk /Davydenko (fn. 40) seems to evidence market discipline among platforms, which appear to have a tendency to improve screening in response to investor threats of withdrawal. Nonetheless, Thakor and Merton provide evidence that banks (and other deposit-taking institutions) have stronger reputational incentives than P2P lenders because of the presence of deposits and the trust these create; however, they also underline that reputation (e. g. avoiding a default crisis) is important for nonbank lenders since they would not be able to recover from an erosion of trust. This means that fee-based incentives are fundamental: Richard T. Thakor/Robert C. Merton, ‘Trust in Lending’, NBER Working Paper No. 24778/2018, https://www.nber.org/papers/w24778 (version updated September 2019 available at <https://www.researchgate.net/publication/326473894_Trust_in_Lending>); Thakor (fn. 44 ), p. 6.

          
          99
            E. g., rules that will address pricing/scoring criteria and factors; default rate calculations and disclosures; portfolio management clients’ standards and contingent funds; and governance and procedures for risk management and complaint handling.

          
          100
            See <https://www.crowdfundinsider.com/2020/03/159570-what-crowdfunding-platforms-do-in-times-of-covid19-and-why-governments-should-use-crowdfunding-to-battle-the-economic-impact-of-socialdistancing/>; Ziegler et al. (fn. 10) 88 – 89. The SEC has temporarily eased crowdfunding regulation requirements for SMEs, which has expedited the offering process: <https://www.sec.gov/rules/interim/2020/33-10781.pdf>; <https://www.orrick.com/en/Insights/2020/05/SEC-Provides-Temporary-Relief-from-Certain-Regulation-Crowdfunding-Requirements-in-COVID-19-Response>.

          
          101
            See Douglas J. Cumming/Lars Hornuf, ‘Marketplace lending for SMEs’, CESifo Working Paper 8100/2020, <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3541448> (investors decide whether to participate based mostly on a platform’s ratings, disregarding other – financial – indicators, such as income, assets, liabilities, etc.). See also Serrano-Cinca et al. (fn. 5) (recognizing as relevant to investor decisions and predictions about the likelihood of default other factors, such as the purpose of the loan and the borrower’s annual income, current housing situation, credit history, and indebtedness).

          
          102
            See the references and relevant text in footnote 7 of Giorgio Barba Navaretti et al., ‘Fintech and Banking. Friends or Foes?’ (January 10, 2018), <https://ssrn.com/abstract=3099337>. However, see also Havrylchyk/Verdier (fn. 44) (FinTech substitutes for banks in areas hardest hit by the crisis); Huan Tang, ‘Peer-to-Peer Lenders Versus Banks: Substitutes or Complements?’,  The Review of Financial Studies 32(5) (2019) 1900 (as regards the US’s unsecured consumer credit market, FinTech lenders seem to substitute for banks, serving riskier borrowers when a crisis hits the banking sector, but also to complement banks by providing smaller loans).

          
          103
            See also Macchiavello, ‘European Crowdfunding’ (fn. 15); Id., ‘What to Expect’ (fn. 2).
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          Abstract
 
          In this paper we argue that, as market mechanisms have worked acceptably well and there has been no investor protection crisis, ICOs and IEOs have so far failed to offer arguments in favour of a mandatory prospectus-like regime. Investors in the blockchain space know where to get information and what they risk. Accordingly, we offer a preliminary market-based critique of MiCA’s white paper regulation, arguing that blockchain offering securities or utility tokens should be left free to decide what information to offer to investors, as long as the information provided is free from false or misleading statements, and does not omit any material fact. We also argue, contrarily to the Commission’s proposal, that to facilitate private enforcement the burden of proof in liability actions should be on the issuer and not on the investor. This approach would offer a chance to reduce red tape and return to a more manageable regime, where general provisions against fraud and misrepresentation are applied with well-defined private liability rules and burden of proof allocations. As a result, blockchain startups would not only be left free to signal their quality and develop their channels of communication with potential investors, but concurrently also be effectively responsible for the information provided.
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            1 Introduction
 
            Initial Coin Offerings (ICOs) and Initial Exchange Offerings (IEOs) have raised a lively international debate on whether digital tokens issued by blockchain startups should be characterized as securities (US) or financial instruments (EU) and therefore whether registration requirements (US) or prospectus regulation (EU) should apply to token offerings. In a paper co-written with a financial economist, we argued that under the European Prospectus Regulation1 a large part of token offerings should be treated as financial instrument offerings.2 However, the debate has not been accompanied by a wider discussion concerning policy issues. There has been discussion on the benefits of not suffocating the rising digital market with excessive regulatory burdens, also considering that ICOs have a worldwide dimension with teams and target investors potentially operating in any part of the world. Nevertheless, a deeper analysis of the overall policy issues concerning mandatory disclosure in securities regulation has not been conducted with respect to the ICO phenomenon. We would like to raise this issue here, also in the light of the new proposal for a regulation on Markets in Crypto-assets submitted by the Commission on 24. 9. 2020 (“MiCA”).3
 
            The paper proceeds as follows. We start from the theoretical underpinning of mandatory disclosure and the empirical evidence regarding its allegedly positive effects, in order to show that the consensus over the virtues of this regulatory technique is only apparent (sections 2 and 3). We then analyse some recent cases where the role of mandatory disclosure has been debated, namely equity crowdfunding regulation and high leveraged loan securitizations (section 4). Then we move to ICOs and IEOs, to show how blockchain startups have sought to signal quality through their white papers and other communication mechanisms, and how the academic literature has assessed those attempts (paras. no. 5 and 6). We then offer a brief analysis of MiCA, focusing exclusively on the mandatory disclosure regime that the proposal would like to apply to crypto-assets and on the liability regime that it presents, which curiously is not favourable to investors (section 7). In the last section we present our tentative proposals and conclusions.
 
           
          
            2 The Debate Concerning the Theoretical Underpinnings of Mandatory Disclosure
 
            The proposed inclusion in MiCA of a white paper regime with mandatory disclosure requirements, similar to the prospectus regime, for utility tokens might appear so obvious that it requires no discussion. As the argument goes, more information is better than none; and almost anybody dealing with mandatory disclosure regimes has pointed out that they are aimed at solving the problem of asymmetric information, which gives rise to a market failure.4 A believer in mandatory disclosure would also argue that the uncontested theoretical literature is in favour of mandatory disclosure and that this should be sufficient to justify the extension of mandatory disclosure to any type of digital offerings.
 
            However, the views in the theoretical literature are more nuanced. With regard to securities regulation, several arguments have been offered to justify its extensive disclosure regime, whose essential goals relate to the protection of investors and market efficiency. However, many of these arguments contradict one another and the different views are far from settled. We cannot review here all the extensive literature that discusses the pros and cons of a mandatory disclosure regime in securities regulation, but can only quickly refer the reader to that literature. The relevant scientific discussion concerns the extent of mandatory financial disclosure and its real purpose;5 the selection of the most appropriate regulator, with particular reference to the costs and benefits of regulatory competition compared to those of centralized or highly harmonized regulation;6 and the possibility of any serious cost and benefit analysis in the field of securities regulation and mandatory disclosure.7
 
            We would like to point out here, with regard to what we will discuss vis-à-vis MiCA, that there is an aspect of the debate that is not sufficiently stressed. The arguments in favour of mandatory disclosure and, in particular, mandatory disclosure in connection with public offerings by issuers who are new to the market, being based on the asymmetric information problem, are articulated with no distinction between retail and professional investors, since asymmetric information concerns any person and entity different from the issuer. However, both US and European law accord exemptions to private placements, thereby recognizing that market-based solutions can work when professional investors are concerned, mostly because the collective action problems that are at the basis of the asymmetry of information rationale can be sorted out. With regard, in particular, to European law, the Prospectus Regulation provides for an exemption when the offer of securities is addressed solely to qualified investors and there is no admittance of the securities to trading on a regulated market within the EU.8 If the securities are offered to qualified investors and are traded on a multilateral trading facility, there is no prospectus obligation, even though the listing rules of the trading facility could require some voluntary light prospectus requirement. Accordingly, the mandatory disclosure regime should actually be referred to retail investors exclusively, since both EU and US law do not mandate disclosure in offerings addressed to professional, accredited or institutional investors. Thus, the prospectus regime is mainly a retail investor’s regime of protection, and should be treated and discussed as such.
 
            Unsurprisingly, therefore, securities regulation and its mandatory disclosure regime have been imitated in many different areas of regulation concerning consumer protection. A significant number of influential papers have pointed out, however, that this particular form of protection has been a spectacular failure, since consumers and retail investors do not read standard form contracts, prospectuses and disclosure documents, as any reader who is also a consumer can easily confirm through her own experience.9 Accordingly, prospectus regulation is a large and expensive mandatory disclosure regime aimed at protecting people that do not read prospectuses.10
 
           
          
            3 The Empirical Research on Mandatory Disclosure is Moot
 
            Researchers have tried to understand the value, if any, of mandatory disclosure through empirical studies. These studies are not restricted to prospectus regulation, but cover mandatory disclosure in general. Empirical research does not support the mandatory disclosure paradigm. Indeed, it is a moot point whether mandatory disclosure increases global welfare. In a widely cited paper, Leuz and Wysocki review the literature on disclosure and financial reporting in search for an empirical ground for regulatory measures. However, they point out that researchers are far from being able to perform appropriate quantitative cost-benefit analysis, as there is no real evidence of the welfare effects of disclosure and reporting regulation.11 In fact, studies increasingly consider as totally unrealistic the idea that disclosure provides a public good that can be easily used by investors. Reading and understanding lengthy information takes time and therefore requires a private investment, which transforms the apparent public good in a private one.12 For example, there has been much discussion on whether financial statements have become less informative over time, since in the past investors used to respond immediately to financial statement releases that contained significant changes, while this announcement effect is currently less pronounced. In a recent and important paper, Cohen, Malloy and Guyen find that the lack of announcement returns is not caused by financial statements having become less informative, but by investors’ lack of attention, which the authors suspect can be attributed to the increase in complexity and length of financial reports over the last 25 years.13 This research outcome is important because it confirms that information acquisition is an expensive task and that information overload has economic effects.14
 
           
          
            4 Crowdfunding and High Leveraged Loan Securitizations
 
            Empirical studies try to insulate situations where markets evolved without mandatory disclosure, in order to see what happened and infer policy indications for other markets. Two interesting natural experiments have been recently reported by the law literature. The first concerns investment-based crowdfunding. In the EU, investment-based crowdfunding is regulated also with respect to disclosure, but with a light-touch approach and less stringent requirements than for IPOs.15 In fact, the securities distributed through crowdfunding platforms are offered in amounts which are usually set below the thresholds fixed either by the European Prospectus Regulation for its applicability (EUR 1,000,000) or by the individual Member States (under the option granted to them under the European Prospectus Regulation to increase this threshold up to EUR 8,000,000).16  Consistently, the European Crowdfunding Services Providers Regulation will only apply to securities offered for a consideration below EUR 5,000,000.17 In addition, the disclosure regime included in this Regulation is milder than that found both in the European Prospectus Regulation and in MiFID II.18 Before the Crowdfunding Services Providers Regulation and the Prospectus Regulation were adopted, the regime applicable to investment-based crowdfunding under ad hoc legislation in the Member States was similarly milder as to disclosure than that provided for public offers under the rules on prospectuses and on investment services.19
 
            The lighter treatment of crowdfunding under national laws has contributed to the remarkable rise of crowdfunding in several Member States.20 As one of us has argued in a previous paper from a comparative perspective, crowdfunding laws tend to favour capital formation by reducing transaction costs, while trying to protect investors from fraud.21 However, the costs that crowdfunding investors face when assessing a new company are great in comparison to the amount invested by a single user. Such information costs are even higher with innovative start-ups, which typically do not provide a reasonable basis for forecasting future earnings and face the inherent uncertainty of innovation.22
 
            Strengthening mandatory disclosure obligations to solve this problem may not be a viable solution since start-ups have no historical data nor relevant track records. The possibility for evaluating them may derive from the chance to analyse the quality of their innovations. However, in the absence of exclusive rights on such innovations, the indirect costs of disclosure would be particularly high. Crowdfunding investors should then benefit from market-based mechanisms of indirect disclosure, as when the funders have previously used the products or known the people that they decide to support and benefitted from the information received by their online or offline network. In the case of innovative start-ups, whose products or services cannot yet be tested, such voluntary mechanisms are more sophisticated and include patents, ties with venture capitalists and the services provided by crowdfunding portals.23
 
            Accordingly, in the crowdfunding space market-based mechanisms are very important and probably are more effective than regulatory measures aimed at imposing mandatory disclosure. Indeed, it is reported that at least one jurisdiction decided to get rid of any form of mandatory information with regard to equity crowdfunding without negative consequences. A recent paper highlights the success of crowdfunding in New Zealand, where disclosure is purely voluntary and where no market unravelling has occured so far.24
 
            The second natural experiment is probably even more interesting, given the volumes of the relevant markets. Elisabeth De Fontenay has shown that high leveraged loans are functionally similar to high yield bonds also with regard to the production of information by issuers (corporate debtors, in the loan world) who find appropriate incentives to inform even in the absence of mandatory disclosure.25 ICOs similarly concern investor protection in truly primary offers and suggest another natural experiment.
 
           
          
            5 ICOs and Mandatory Disclosure
 
            When ICOs started and literally exploded in 2017 as a financial phenomenon, teams generally disregarded the possibility or even the risk that the offering could be characterized as a securities offering and therefore subject to registration with the SEC in the US or with national securities authorities elsewhere. There were many reasons for this general disregard of securities regulation, amongst which the idea that tokens could work and be considered like money, therefore escaping the rigours of securities regulation, or that utility tokens were very different from financial investments.
 
            We do not want to repeat here the arguments that can draw token offerings either inside or outside securities regulation. We stress, however, that a large part of the ICOs which occurred in 2017 – 2018 had features that would certainly fit the arguments of believers in mandatory disclosure, apart from any legal assessment on whether the tokens offered in those ICOs could be characterized as securities or not. Consider, for instance, the so called “utility tokens”, which present some type of functional utility to their owners, who use them to get access to a blockchain platform that offers some product or service. Utility tokens distributed through ICOs are almost invariably admitted to trading on crypto-exchanges through the efforts of their promoters. Investors can be interested to buy a token either in order to get cheaper access to the utilities that the pertinent platform will offer or to hold and then trade a crypto-asset that might increase in value in the future and be easily exchanged within the eco-system at issue or in crypto-exchanges.
 
            No doubt, one of the reasons for their success is that ICOs help to solve the coordination problems that any new platform raises. Platforms benefit from network effects, since a user’s utility increases with the number of those utilising the platform. The promoters  try to solve this coordination problem by offering a stake in the future success of the platform to early potential users, who are therefore incentivized to embrace and support the platform, counting on the secondary market of tokens as a mechanism to trade future cash flows for present ones. Indeed, thanks to token tradability, early adopters can sell their tokens at a higher price when the platform is successful, thereby becoming vested in its success. As a result, lower incentives are needed to get early users to access the platform, thus reducing overall transaction costs.
 
            In essence, and this is what concerns us here, tradable utility tokens are equivalent to equity, not as an investment in the company, but as an investment in the platform that the blockchain startup wishes to develop.26 Consequently, token offerings are very similar to offerings of new securities and present many of the same problems that pushed securities regulators to the adoption of mandatory disclosure. The initial main target of those regulators were the problems created by newly formed companies with ambitious purposes, selling shares to the public for the first time. In particular, as argued by Paul Mahoney in a well-known paper, the mandatory disclosure system was introduced in order to combat a specific agency problem – the promoters’ propension to use the cash raised by the sale of stock to enter into pre-arranged transactions between the newly formed company and entities owned by the promoters or their family and friends, with the purpose of getting part of the money contributed to the company by investors.27
 
            From this perspective, ICOs truly represent a return to the past, also considering that they are structured as one round of financing. Since raising funds is not staged in ICOs and therefore is not a repeated game such as, for instance, in venture capital financing, there is a significant danger of fraud.28 When promoting teams ask for money needed to finance grandiose change-the-world projects through the blockchain, there are huge opportunities for self-enrichment through pre-arranged related party transactions at the expenses of gullible investors attracted by the lure of easy gains. Thus, ICOs offer a step back in history, in addition to being a natural experiment of what can happen today where mandatory disclosure does not exist.
 
           
          
            6 Signalling Quality in the ICO World
 
            It is not a surprise that a large number of studies have sought to analyse what actually has happened in ICOs. The relevant papers show that investors have used several information sources to assess the quality of the token sale, such as GitHub, Twitter, Telegram/Slack/Discord, Bitcoinwiki, Facebook, Bitcointalk. As to issuers, many papers agree that good blockchain startups have been quite effective in signalling their quality. Yermack et al. find that liquidity and trading volume are higher when issuers offer voluntary disclosure, credibly commit to the project, and signal quality.29 Rosemboom et al. find projects that disclose more extensive information to investors (i. e. have a higher profile rating) are more successful in fundraising, and experience more post-ICO project success; in addition, they find that a higher rating by cryptocurrency experts on both the quality of the project and project team is associated with more success in fundraising and better ex-post performance.30 Zhang and others find that an ICO whitepaper narrative with more readable disclosures is likely to result in a higher initial return for ICO investors.31 Fisch argues that a technical whitepaper and a high-quality code are associated with increased ICO funding.32 According to these results, blockchain startups can effectively and efficiently signal their quality to investors. 33 However, ratings do not seem to be indicative of ICOs’ success and are so far not very informative.34
 
            These results are not undisputed. Momtaz finds that firms exaggerate information in white papers; a moral hazard in signalling that investors only learn in the aftermarket, when the token price plummets.35 Accordingly, Momtaz argues that, in the logic of the classic Akerlof model, the moral hazard in signalling may even entail a ’market for lemons,’ and that good firms cannot credibly distinguish themselves from bad ones.36 However, the same author recognizes that, even though the ICO market has been criticized for providing fertile soil for scams, using a conservative definition of what constitutes a scam, their number appears not so high (less than 40, measured presumably at the end of 2018).37 Cohney et al. show that many ICOs failed even to promise that they would protect investors against insider self-dealing, and fewer still manifested smart contracts in code. Indeed, the authors point out that a significant fraction of issuers retained centralized control through a previously undisclosed code permitting modification of the entities’ governing structures.38 However, their important paper does not analyse whether these problems affect capital raising and therefore does not offer evidence that decisively contradicts the signalling argument. Also Hornuf at al. seek to understand the incidence of fraud in ICOs.39 Their working paper reports a high incidence of fraud. However, the authors classify as fraud a large number of situations, among which frauds that are induced by persons not related to the issuer, such as pump-and-dump schemes and, more importantly, phishing and hacking attacks, which the authors report as the most frequent example of fraud in their sample. As to issuer’s and team’s frauds, they classify as such, for instance, violations of registration requirements and ensuing SEC’s actions, which they call “securities frauds” but which of course are not cases of fraud but cases of violation of mandatory disclosure rules. The most significant cases reported by the authors are “exit frauds”, where the promoters get the money or the cryptomoney and then disappear. They report 21 suspected and 25 confirmed cases of exit fraud out of 1,393 ICOs considered in their sample, a number which looks extraordinarily low and which in any event should be assessed in the light of the money syphoned off more than the mere number of occurrences.40 Thus, research does not seem to support the view that market mechanisms are not able to function when issuers have to signal their quality.
 
            When moving from research papers to real life cases, there are no strong arguments that offer clear evidence that in the ICO market a mandatory disclosure regime is really needed in order to protect gullible investors. No doubt, there have been scams, but there is no clear evidence of significant cases showing the true capacity of fraudulent offerings to lure disingenuous investors. In the US there are class actions against many token issuers, but these class actions mainly claim that issuers did not comply with securities regulation and therefore cannot be used as evidence that prospectus regulation would have avoided the investors’ problems and that prospectus regulation costs would be inferior to prospectus regulation benefits.41
 
            Without any clear sign that voluntary disclosure is not working well or, from a different perspective, that the absence of a mandatory disclosure system has drawn millions of naïve investors around the world to put their wealth at risk in irrational token bets, ICOs might be a signal that it is time to rethink the mandatory disclosure paradigm. Possibly, today retail investors are different from those that populated the markets a century ago. In a world of social networks and open access to information, it is perhaps better to incentivize retail investors to find information through the channels that they prefer rather than insisting on their reading hundreds of prospectus pages, requiring issuers to draft them and regulators to take charge of the issue. It has been pointed out that rather than relying on traditional sources of information such as financial statements and SEC filings, professional investors have started looking at alternative data such as satellite imagery, social media posts, insurance policy,42 and patents.43 The ICO market seems to show a similar trend, but also referred to nonprofessional investors.
 
            In the light of these conclusions, the regulation of ICOs and IEOs could be a starting point for a new approach to information regulation in primary markets, which gradually abandons the great regulatory costs of prospectus regulation and embraces a new era, for instance one with lesser micro-regulation of information channels and templates and more widespread enforcement of rules concerning true and correct information and against material omissions. The proposed MiCA instead follows the prospectus regulation paradigm, albeit with an apparent light touch.
 
           
          
            7 The European Commission’s Proposal for a Regulation on Markets in Crypto-Assets
 
            
              7.1 MiCA in brief
 
              On 24 September 2020, the European Commission published a much anticipated proposal on the establishment of an EU-level regime for crypto-assets, the Markets in Crypto-Assets Regulation (MiCA).44 On the same day, the Commission also published a proposal for a regulation on a pilot regime for market infrastructures based on DLT.45  The draft text of MiCA sets out a regime to regulate issuers of crypto-assets and providers of crypto-asset services, including exchanges, custodians, and firms providing investment type services in respect of crypto-assets. The effect of the MiCA proposal, if ultimately adopted, would be to bring substantially all crypto-assets within the perimeter of EU financial services regulation. The proposal would represent a significant expansion of the EU’s regulatory perimeter and likely result in a significant upheaval for firms wanting to operate or promote a crypto-asset project in the EU or to provide services in respect of crypto-assets.
 
              The Proposal of MiCA stresses that crypto-assets which qualify as financial instruments are already subject to the Markets in Financial Instruments Directive (MiFID). However, the Proposal does provide some crossover insofar as firms authorized under other EU directives and regulations could issue crypto-assets, provided that they comply with the additional disclosure obligations under MiCA. The Proposal then distinguishes the following types of crypto-assets: (i) e-money tokens, which are defined as crypto-assets the main purpose of which is to be used as a means of exchange, and that purport to maintain a stable value by referring to the value of a fiat currency that is legal tender; (ii) asset-referenced tokens, which are defined as those crypto-assets that purport to maintain a stable value by referring to the value of several fiat currencies that are legal tender, one or several commodities or one or several crypto-assets, or a combination of such assets; (iii) crypto-assets other than asset-referenced tokens and e-money tokens. The third class includes “utility tokens,” which are defined as a type of crypto-asset intended to provide digital access to a good or a service available on DLT and accepted only by the issuer of that token. However, it is not clear from the Proposal if there are “crypto-assets other than asset-referenced tokens and e-money tokens” that are not utility tokens. Recital no. 9 seems to imply that utility tokens make up the whole class, but not so Article 4(3), where it is assumed that utility tokens are a part of that class. Whatever the correct answer, the utility token category is used principally in relation to disclosure requirements for projects that are not yet in operation and that carry a risk that the proposed good or service may never be provided.
 
              MiCA imposes investor disclosure requirements on issuers of all crypto-assets covered by the regulation, although more onerous obligations apply to issuers of asset-referenced tokens and e-money tokens. We consider exclusively crypto-assets other than asset-referenced tokens and e-money tokens, since these are the tokens that mainly concern blockchain startups that are not involved in the attempt to create new, private forms of money.
 
             
            
              7.2 MiCA’s Provisions on Crypto-Assets other than Asset-Referenced Tokens and E-money Tokens
 
              For a general crypto-asset to be offered to the public in the EU or to be admitted to a crypto-asset trading platform in the EU, the issuer must be a legal entity and must first draft a “white paper.” This provision seems to confirm that the market comes first and then regulation ensues. Indeed, we are not aware of any significant successful ICO that raised capital without a white paper; the term is new in EU financial and consumer regulation and comes from market practices.
 
              The contents of the white paper, which must be dated, are provided for in Article 5. The white paper must contain a detailed description of the issuer and a presentation of the main participants involved in the project. ICO white papers are usually very detailed in the description of the team participants, even though less so with regard to the issuer entity.  Annex 1 sketches in further detail the information that must be presented on the issuer.
 
              The white paper must contain a detailed description of the issuer’s project and the planned use of the fiat currency or other crypto assets collected via the offer to the public. According to Annex I, where the offer to the public of crypto-assets concerns utility tokens, the key features of the products or services developed or to be developed must also be contained in the white paper. This type of information is richly offered by ICO white papers. As mentioned, no ICO has any prospect of success if this type of information is not voluntarily provided for.
 
              The white paper must describe the type of crypto asset that will be offered to the public or for which admission to trading is sought; once again, this is a type of information that is always voluntarily provided by white papers. The white paper must also explain the reasons why the crypto assets are offered to the public or for which admission to trading is sought, another type of information that is almost invariably provided by white papers in practice.
 
              The white paper must contain a detailed  description  of  the  characteristics  of  the  offer  to  the  public,  in particular the number of crypto-assets that will be issued or for which admission to trading is sought, the issue price of the crypto-assets and the subscription terms and conditions; a detailed description of the rights and obligations attached to the crypto-assets and the procedures and conditions for exercising those rights; information on the underlying technology and standards applied by the issuer of the crypto-assets allowing for the holding, storing and transfer of those crypto-assets; a detailed description of the risks relating to the issuer of the crypto-assets, the crypto-assets, the offer to the public of the crypto-asset and the implementation of the project. Generally speaking, this type of information is less detailed in ICO white papers, especially with regards to risk factors; but the most successful ICOs have generally offered similar information to purchasers.
 
              All information must be fair, clear and not misleading. The crypto-asset white paper must not contain material omissions and must be presented in a concise and comprehensible form. It must state that the issuer is solely responsible for its content and that the white paper has not been reviewed or approved by any competent authority in any Member State of the European Union. The crypto-asset white paper must not contain any assertions on the future value of the crypto-assets, and must warn investors that the crypto-assets may lose their value in part or in full, may not always be transferable, may not be liquid, and where the offer to the public concerns utility tokens, that such utility tokens may not be exchangeable against the good or service promised in the crypto- asset white paper, especially in case of failure or discontinuation of the project.
 
              Every crypto-asset white paper must contain a statement from the management body of the issuer of the crypto-assets, confirming that the crypto-asset white paper complies with MiCA requirements and that the information it presents is correct and that there is no significant omission. As usual for modern prospectus regulation, MiCA also requires that the white paper must contain a summary.
 
              The white paper must be registered with (but not approved by) a designated EU authority in one of the Member States where the crypto-asset will be marketed or admitted to trading on a crypto-asset trading platform, and published on the issuer’s website. However, issuers of general crypto-assets need not be established in the EU; nor do they have to be authorized under any EU directive. From this perspective, MiCA should remove fragmented national regimes, and provide the ability for a general crypto-asset to be marketed on a pan-EU basis from a single point of entry, including by non-EU issuers. The scope of MiCA as an antifragmentation measure seems to be more important than does its scope as a mandatory disclosure instrument that sorts out unresolved market failures.
 
              The notification to the regulator must explain why the crypto-asset is not to be characterized as a financial instrument – a topic on which MiCA offers no clarification to issuers who can be in doubt on how to characterize their offer.
 
              MiCA contains a provision on marketing communications (Article 6) and another on offers that are limited in time (Article 9). Article 11 provides that issuers must modify their published crypto-asset white paper and published marketing communications to describe any change or new fact that is likely to have a significant influence on the purchase decision of any potential purchaser or on the decision of holders of such crypto-assets to sell or exchange the same. This is the link between information to primary market investors and information to secondary market investors. Accordingly, MiCA covers also ad hoc information. The issuer must immediately inform the public through its website of the notification of a modified crypto-asset white paper and has to provide a summary of the reasons for the changes. The amendments must be time-stamped.
 
              Issuers of crypto-assets, other than asset-referenced tokens and e-money tokens, must offer 14-day right of withdrawal to consumers who buy directly from the issuer or from a crypto-asset service provider that places the crypto-assets on behalf of that issuer. However, the right of withdrawal does not apply where the crypto-assets are admitted to trading on a trading platform for crypto-assets.
 
              Issuers of crypto-assets, other than asset-referenced tokens or e-money tokens, must act honestly, fairly and professionally; they must communicate with the holders of  crypto-assets in a fair, clear and not misleading manner; they must prevent, identify, manage and disclose any conflicts of interest that may arise; they must maintain all of their systems and security access protocols to appropriate Union standards. Moreover, they must act in the best interests of the holders of such crypto-assets and treat them equally, unless any preferential treatment is disclosed in the crypto-asset white paper and in the marketing communications. If the offer is cancelled, the issuer must return the funds to the purchasers.
 
             
            
              7.3 MiCA’s Implications
 
              MiCA assumes that a large part of utility tokens cannot be characterized as negotiable securities and, without any guidance on how to distinguish crypto-assets that are to be considered financial instruments from crypto-assets that are not, creates an ad hoc prospectus regime for the latter. This position, however, would have significant implications for the interpretation of EU financial law. Since all MiCA’s regulation mirrors existing financial regulation, and since MiCA explicitly recognizes that utility tokens can be traded and custodied through crypto-asset service providers and exchanges that reflect and readapt the traditional financial market infrastructures to blockchain, de facto MiCA would elicit the importance of the reference to capital markets contained in the definition of transferable securities provided for by Article 4(1)(44) MiFID II.46 If and when MiCA becomes effective, the crypto-asset world will be transformed into an almost perfect reflection of the traditional (even though simplified) capital market regulation; and the presence of crypto-asset brokers, custodians and exchanges will no longer be sufficient to argue, as we have done in our previous paper, that those professional figures are typical features of the capital markets and contribute to making the crypto assets that are traded through them ‘transferable securities’ under EU law (especially when there is an investment component on the purchasers’ side).47 Unfortunately, however, the boundary between transferable instruments and crypto-assets as defined in the Proposal is blurred, creating uncertainty as to the applicable regulation and opening numerous arbitrage opportunities to the interested parties to the extent that MiCA includes a lighter regime, for instance with regard to non-approval of the white paper by the registration authority.
 
              As to mandatory disclosure in particular, MiCA mirrors prospectus regulation and introduces a prospectus-like regime with regard to crypto-assets that are not to be considered as financial instruments. An easy forecast is that these crypto asset prospectuses will become lengthy and not particularly useful for retail investors who will no longer read them, since they will be packed with legalese and will be written simply to appease the authority that will receive the notification and will register the white paper – rather than the geek audience to whom white papers were originally addressed in the blockchain space – and to defensively escape liability and litigation, even though in this area, as we point out in next paragraph, MiCA is not aimed at facilitating investors’ claims, rather counterintuitively given its investor protection fanfare.
 
             
            
              7.4 MiCA’s Liability Regime
 
              MiCA would also introduce an ad hoc, detailed liability regime, which is unusual in European financial regulation. A special European liability regime is foreseen with regard to rating agencies,48 but the rest of EU financial regulation does not include common liability rules and contains broad provisions on liability. Article 11 of Prospectus Regulation, for instance, provides that Member States ensure that responsibility for the information given in a prospectus, and any supplement thereto, attaches to at least the issuer or its administrative, management or supervisory bodies, the offeror, the person asking for the admission to trading on a regulated market or the guarantor, as the case may be. Pursuant to Article 11, the persons responsible for the prospectus, and any supplement thereto, have to be clearly identified in the prospectus by their names and functions or, in the case of legal persons, their names and registered offices, as well as declarations by them that, to the best of their knowledge, the information contained in the prospectus is in accordance with the facts and that the prospectus makes no omission likely to affect its import. Nothing is stated, accordingly, on the nature of the liability regime or the allocation of the burden of proof.49
 
              According to the proposal, where an issuer of crypto-assets, other than asset-referenced tokens or e-money tokens, and/or its management body have infringed Article 5 – by providing information which is not complete, fair or clear, or by providing information which is misleading in the crypto-asset white paper (or in a modified one) – a holder of such crypto-assets may claim damages from that issuer or its management body for damages caused to her as a result of the infringement. Any exclusion of civil liability shall have no effect. However, the effectiveness of the liability provision is fully diluted by the adoption of a standard burden of proof regime, where it is on the holder of crypto-assets to offer evidence indicating that the issuer has infringed Article 5 and that such an infringement has had an impact on her decision to buy, sell or exchange the crypto-assets. In jurisdictions with no fee-shifting mechanisms, no collective litigation instruments and, above all, no recourse to discovery, this burden of proof might become unsurmountable.50 If this is the intention, it clashes with a regulatory framework that is expressly addressed at protecting investors and that seeks to reduce the intervention of public authorities, for example by eliminating the prospectus approval procedure. More important, this approach conflicts with the widespread view that private enforcement matters – apart from any assessment on whether it is more or less important than public enforcement in the construction of efficient capital markets – and that regulation in Continental Europe is excessively oriented towards public enforcement and puts too much reliance on administrative bodies.51 From this critical perspective, MiCA would be in line with a criticisable European tradition of great regulatory frameworks and poor enforcement, where regulation gives with one hand and takes away with the other.
 
             
           
          
            8 Our Tentative Proposals and Conclusions
 
            Our conclusions are tentative. The ICO explosion has offered a chance to rethink mandatory disclosure of public offerings. Rather than creating a parallel framework that mirrors Prospectus Regulation, it could be worth investigating the possibility of exempting from prospectus-like regulation any offering regarding tokens (whether securities or utility tokens), where the issuer is a blockchain startup, the entity issuing the tokens and the persons involved in the offering are clearly identified, and no intermediary is involved in the placing of the offering.52 For example, blockchain startups could be left free to decide what information to offer to investors, so long as the information provided to investors is free from false or misleading statements, and does not omit anything that can make the statements false or misleading. A regime of this type is provided for by Rule 506 of Regulation D in the US, and we think that it might be sufficient at this stage, especially if coupled with a standard of strict liability on the issuer or a reversal of the burden of proof. From this perspective, ICOs could be a great chance to return to a more manageable regime, where general anti-fraud provisions are applied with well-defined private liability rules and burden of proof allocations, and startups are left free to signal their quality and develop their channels of communication with potential investors.
 
            The MiCA proposal goes in the opposite direction by mirroring, even though in small scale, the EU framework of financial regulation. However, we know from past experience that there is no way to escape from political pressure to expand regulation when a statute is aimed at protecting investors and some scams happen. At that point in time the debate will not centre on whether the statute was really necessary, but on the measures to be taken to enlarge its scope and provide more detailed rules in to prevent future scandals. In this way, regulation gets out of control and is potentially able to hold back EU competitiveness in the blockchain space for a long period.
 
            MiCa looks also well-rooted in the EU tradition of designing grandiose regulatory frameworks aimed to protect investors without offering the protected parties effective instruments of private enforcement of their rights.
 
           
        
 
        
          Notes

          1
            Regulation 2017/1129 [2017] OJ EU L168/12.

          
          2
            Dmitri Boreiko/Guido Ferrarini/Paolo Giudici, “Blockchain Startups and Prospectus Regulation”, European Business Organization Law Review 2019, 20, 665. See also Guido Ferrarini/Paolo Giudici, Transferable Securities and Prospectus Regulation: The Case of ICOs, in: Danny Busch/Guido Ferrarini/Jan Paul Franx (ed.), Prospectus Regulation and Prospectus Liability, 2020, p. 129; Philipp Hacker/Chris Thomale, “Crypto-Securities Regulation: ICOs, Token Sales and Cryptocurrencies under Eu Financial Law”, European Company and Financial Law Review 2018, 15, 645.

          
          3
            See the Proposal for a Regulation on Markets in Crypto-assets, and amending Directive (EU) 2019/1937, COM(2020) 593/3 2020/0265 (COD). The proposal is available at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52020PC0593 (last access 5 February 2021).

          
          4
            “Recall that the essential problem with the public offering of truly new securities is the adverse selection that arises from a situation of severe information asymmetry. (…) Without solutions to this information-asymmetry problem, the market will unravel” Merritt B. Fox, “Regulating Public Offerings of Truly New Securities: First Principles”, Duke LJ 2016, 66, 673, 719.

          
          5
            Cf Paul G. Mahoney, “Mandatory Disclosure as a Solution to Agency Problems”, University of Chicago Law Review 1995, 62, 1047; John C. Coffee Jr., “Market Failure and the Economic Case for a Mandatory Disclosure System”, Virginia Law Review 1984, 70, 717; more recently, Luca Enriques/Sergio Gilotta, Disclosure and Financial Market Regulation, in: Niamh Moloney/Eilís Ferran/Jennifer Payne (ed.) The Oxford Handbook of Financial Regulation, 2015, p. 511; Kevin Haeberle/Todd Henderson, “A New Market-Based Approach to Securities Law”, University of Chicago Law Review 2018, 85, 1313; Henry T. C. Hu, The Disclosure Paradigm: Conventional Understanding and Modern Divergences, in: Danny Busch/Guido Ferrarini/Jan Paul Franx (ed.), Prospectus Regulation and Prospectus Liability, 2020, p. 99.

          
          6
            Paul G. Mahoney, “The Exchange as Regulator”, Virginia Law Review 1997, 83, 1453; Roberta Romano, “Empowering Investors: A Market Approach to Securities Regulation” Yale Law Journal, 1998, 107, 2359; Stephen J. Choi, “Regulating Investors Not Issuers: A Market-Based Proposal”, California Law Review 2000, 88,  279. See also Emilios Avgouleas/Guido Ferrarini, A Single Listing Authority and Securities Regulator for the CMU and the Future of ESMA: Costs, Benefits, and Legal Impediment, in: Danny Busch/Emilios Avgouleas/Guido Ferrarini (ed.), Capital Markets Union in Europe, 2018, 4.01.

          
          7
            Eric Posner/E. Glen Weyl, “Benefit-Cost Analysis for Financial Regulation”, 103 American Economic Review 2013, 103,  393; John C Coates IV, “Cost-benefit analysis of financial regulation: Case studies and implications”, Yale Law Journal, 2014, 124, 882; Omri Ben-Shahar/Carl E Schneider, “The futility of cost-benefit analysis in financial disclosure regulation” The Journal of Legal Studies 2014, 43,  S253.

          
          8
            Frank Graaf, Private Placements in the Capital Market Union, in: Danny Busch/Emilios Avgouleas/Guido Ferrarini (ed.), Capital Markets Union in Europe (fn. 6), ch. 14.

          
          9
            Omri Ben-Shahar/Carl E Schneider, More than you wanted to know: The Failure of Mandated Disclosure, 2014; Omri Ben-Shahar/Carl E. Schneider, “The Failure of Mandated Disclosure”, University of Pennsylvania Law Review 2011, 159, 647; Ian Ayres/Alan Schwartz, “The no-reading problem in consumer contract law”, Stanford Law Review, 2014, 66, 545.

          
          10
            See Emilios Avgouleas, “The Global Financial Crisis and the Disclosure Paradigm in European Financial Regulation: The Case for Reform”, European Company and Financial Law Review, 2009, 440, 466, advocating the use of economics experiments to test the impact of disclosure rules on investors and, in particular, lay investors; John Armour/Daniel Awrey/Paul Lyndon Davies/Luca Enriques/Jeffrey Neil Gordon/Colin P Mayer/Jennifer Payne, Principles of Financial Regulation, 2016, p. 160 et seqq.. Luca Enriques, EU Prospectus Regulation: Some Out-of-the-Box Thinking, www.law.ox.ac.uk/business-law-blog/blog/2016/05/eu-prospectus-regulation-some-out-box-thinking (accessed 7 February 2021): “when an offer is made with a view to having securities admitted to trading on a regulated market (ie, in IPOs), mandating disclosure may only serve the purpose of laying down once and for all the information items that sophisticated buyers and investment analysts would anyway deem necessary in order to price the securities. Retail investors are not users of issuer disclosures in this context. Rather, they free ride on the mechanisms (usually in the form of the bookbuilding process) that lead to setting an IPO price reflecting available information”.

          
          11
            Christian Leuz/ Peter Wysocki, “The economics of disclosure and financial reporting regulation: Evidence and suggestions for future research”, Journal of Accounting Research 2016, 54, 525.

          
          12
            Elizabeth Blankespoor/Ed deHaan/ Ivan Marinovic, “Disclosure processing costs, investors’ information choice, and equity market outcomes: A review” Journal of Accounting and Economics 2020, 70, 1.

          
          13
            Lauren Cohen/Christopher Malloy/Quoc Nguyen, “Lazy Prices”, The Journal of Finance, 2020, 75, 1371.

          
          14
            Troy Paredes, “Blinded by the Light: Information Overload and its Consequences for Securities Regulation”, Washington University Law Quarterly 2003, 81, 417.

          
          15
            John Armour/Luca Enriques, “The Promise and Perils of Crowdfunding: Between Corporate Finance and Consumer Contracts” Modern Law Review 2018, 81, 51; Guido Ferrarini/Eugenia Macchiavello, “Fintech and Alternative Finance in the CMU”, in: Danny Busch/Emilios Avgouleas/ Guido Ferrarini (ed.), Capital Markets Union in Europe, 2018, 208, 10.45.

          
          16
            See Articles 1 (3) and 3 (2) Prospectus Regulation. On the treatment of small offerings under this Regulation, see Kitty Lieverse, The Obligation to Publish a Prospectus and Exemptions, in: Danny Busch et al., Prospectus Regulation (fn. 2), 145, 7.25.

          
          17
            See Art. 1 (2) (c) of Regulation (EU) 2020/1503 of 7 October 2020 on European crowdfunding service providers for business and amending Regulation (EU) 2017/1129 and Directive (EU) 2019/1937, OJEU L347/1. 

          
          18
            See Eugenia Macchiavello, “The European Crowdfunding Service Providers Regulation and the Future of Marketplace Lending and Investing in Europe: the ‘Crowdfunding Nature’ Dilemma”, forthcoming in European Business Law Review 2021, 3, available at https://ssrn.com/abstract=3668590 or http://dx.doi.org/10.2139/ssrn.3668590.

          
          19
            See Guido Ferrarini/Eugenia Macchiavello, Investment-based Crowdfunding: Is MiFID II Enough?, in: Danny Busch/Guido Ferrarini (ed.), Regulation of the EU Financial Markets: MiFID II and MiFIR, 2016, p. 659.

          
          20
            See the Explanatory Memorandum to the Commission’s Proposal for a Regulation of the European Parliament and of the Council on European Crowdfunding Service Providers (ECSP) for Business, Brussels, 8. 3. 2018 COM(2018) 113 final, 2018/0048 (COD), and the accompanying Commission Staff Working Document including the Impact Assessment, where data on the EU crowdfunding market.

          
          21
            See Guido Ferrarini/Andrea Ottolia, “Corporate Disclosure as a Transaction Cost: The Case of SMEs”, European Review of Contract Law 2013, 9, 363, 375 seq.

          
          22
            Gerrit K.C. Ahlers/Douglas Cumming/Christina Guenther/Denis Schweizer, “Signaling in Equity Crowd-funding”, Entrepreneurship Theory and Practice 2015, 39, 4, 955.

          
          23
            See Ferrarini/Ottolia (fn. 20), 380, where the reader can find further references.

          
          24
            Andrew A. Schwartz, “Mandatory Disclosure in Primary Markets”, Utah Law Review  2019, 5, 1069.

          
          25
            Elisabeth De Fontenay, “Putting the Securities Laws to the Test”, Regulation 2014, 37, 22; Elisabeth de Fontenay, “Do the Securities Laws Matter? The Rise of the Leveraged Loan Market”, Journal of Corporation Law 2014, 39, 725.

          
          26
            Dmitri Boreiko/Guido Ferrarini/ Paolo Giudici (fn. 2), 470 et seqq.

          
          27
            Mahoney (fn. 5).

          
          28
            Lars Klöhn/Nicolas Parhofer/Daniel Resas, 'Initial Coin Offerings (ICOs): Economics and Regulation' (2018) available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3290882 (last access 8 February 2021); Dmitri Boreiko/Gioia Vidusso, “New blockchain intermediaries: do ICO rating websites do their job well?” The Journal of Alternative Investments 2019, 21, 67.

          
          29
            Sabrina T Howell/Marina Niessner/David Yermack, “Initial coin offerings: Financing growth with cryptocurrency token sales”, The Review of Financial Studies 2020, 33, no. 9, 3925.

          
          30
            Peter Roosenboom/Tom van der Kolk/Abe de Jong, “What determines success in initial coin offerings?”, Venture Capital 2020, 22,  161.

          
          31
            Shuyu Zhang and others, “Readability of token whitepaper and ICO first-day return”, Economics Letters 2019, 180,  58.

          
          32
            Christian Fisch, “Initial coin offerings (ICOs) to finance new ventures”, Journal of Business Venturing 2019, 34.  1.

          
          33
            Albrecht et al find evidence of significant relationships between startups’ raised volume and a) the general blockchain discourse as measured by search trends; b) their average Twitter sentiment; c) increasing emotionality in their tweets towards the ICO end date: Simon Albrecht/Bernhard Lutz/Dirk Neumann, How Sentiment Impacts the Success of Blockchain Startups-An Analysis of Social Media Data and Initial Coin Offerings (2019)

          
          34
            Boreiko/Vidusso (fn. 27), 11.

          
          35
            Paul P Momtaz, “Entrepreneurial Finance and Moral Hazard: Evidence from Token Offerings”, forthcoming, Journal of Business Venturing (available online 14 March 2020, 106001).

          
          36
            George A. Akerlof, “The Market for “Lemons”: Quality Uncertainty and the Market Mechanism” Quarterly Journal of Economics 1970, 84, 488.

          
          37
            Paul P. Momtaz, “Initial Coin Offerings”, Plos One 2020 (available online, last access 25 February 2021). The author makes reference to a presentation by Lars Hornuf and Armin Schwienbacher, concerning a paper that is commented infra in the text.

          
          38
            Shaanan Cohney and others, “Coin-operated capitalism” Columbia Law Review 2019, 119, 591.

          
          39
            Lars Hornuf/Theresa Kück/Armin Schwienbacher, “Initial coin offerings, information disclosure, and fraud” CESifo Working Paper No. 7962, 2019, available at SSRN (last access 25 February 2021).

          
          40
            The concern should be on the ability of fraudsters to convince gullible investors to give money for nothing, and therefore an overall measure of this ability should consider how much money was taken in exit frauds compared to the overall money raised in ICOs.

          
          41
            On the complexities of cost and benefit analysis in this area see supra, fn. 7.

          
          42
            Hu (fn. 5), 110

          
          43
            Ferrarini/Ottolia (fn. 20), 18 et seq.

          
          44
            Supra, fn. 1. For a preliminary comment of MiCA see Dirk Zetzsche et al., “The Markets in Crypto-Assets Regulation (MICA) and the EU Digital Finance Strategy”, 2020, available at https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3725395 (last access 8 February 2020).

          
          45
            See the Proposal for a regulation on a pilot regime for market infrastructures based on distributed ledger technology (COM(2020) 594 final), 2020/0267 (COD).

          
          46
            Please refer for a more thorough analysis of this specific point to  Boreiko/Ferrarini/Giudici (fn. 2), 678 – 682.

          
          47
            Boreiko/Ferrarini/Giudici (fn. 2), 678 – 682.

          
          48
            Giorgio Risso, “Investor Protection in Credit Rating Agencies' Non-Contractual Liability: the Need for a Fully Harmonised Regime”, European law review 2015, 5, 706.

          
          49
            On European liability rules concerning financial information and transparency see Paolo Giudici, Private Enforcement of Transparency, in: Vassilios Tountopoulos/Rüdiger Veil (ed.), Transparency of Stock Corporations in Europe: Rationales, Limitations and Perspectives, 2019, p. 297.

          
          50
            Guido Ferrarini/Paolo Giudici, Financial scandals and the role of private enforcement: the Parmalat case, in: John Armour/Joseph A. McCahery, After Enron: Improving Corporate Law and Modernizing Securities Regulation in Europe and the US, 2006, p. 159, 193 et seqq.

          
          51
            The literature on the issue is huge and mainly concerns antitrust law and securities law. With regard to the latter, cf. Rafael La Porta et al., “What Works in Securities Laws?” Journal of Finance 2006, 61, 1 (who find little evidence that public enforcement benefits stock markets, but strong evidence that laws facilitating private enforcement benefit stock markets); Howell E. Jackson/Mark J. Roe, “Public and Private Enforcement of Securities Laws: Resource-Based Evidence” Journal of Financial Economics 2009, 93, 207 (reversing the results on both liability standards and public enforcement). Both works find evidence about the importance of mandatory disclosure, but we do not think that they contrast the arguments we have presented in the first part of the work, since their reference to mandatory disclosure mainly concerns disclosure in secondary markets. See also the literature mentioned in Ferrarini/Giudici (fn. 49), 193 et seqq.; Giudici (fn. 48), 300 et seqq.

          
          52
            The last requirement reflects the idea that, of course, intermediaries placing products on behalf of issuers have a strong incentive to push sales and sell free advice to clients on the advantages of the product. Nevertheless, we believe that if intermediaries are involved in the placing of products, they have to be held liable for their recommendations as financial advisors and a mandatory prospectus regime is not necessary.

          
        
      
       
         
          Algorithmic Trading and the Limits of Securities Regulation
 
        

         
          Carsten Gerner-Beuerle 
            Faculty of Laws, University College London, Email: c.gerner@ucl.ac.uk. I am grateful to the participants of workshops at the University of Helsinki and the UCL Department of Computer Science for helpful comments and suggestions. Special thanks are due to Emilios Avgouleas, Guido Germano and Heikki Marjosola. All remaining errors are mine.
            

          
 
        

        
          Abstract
 
          Since the infamous flash crash of 2010, instances of unexplained high volatility in financial markets, often driven by algorithmic and high-frequency trading, have received increased attention by policy makers and commentators. A number of regulatory initiatives in the EU and US deal specifically with the perceived risks that algorithmic and high-frequency trading pose to market quality. However, their efficacy is disputed, with some claiming that they are unlikely to prevent the future misuse of HFT practices, while others caution that the additional regulatory burden may have unintended and counterproductive consequences for market efficiency. This paper examines whether existing regulatory techniques, notably disclosure, internal testing and monitoring systems, and the regulation of structural features of the trade process, such as order execution times and circuit breakers, are adequate to address the risk of extreme market turbulence. It draws on market microstructure theory in arguing that regulation in the EU and the US takes in sufficient account of the mechanics of automated trading in modern financial markets.
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            1 Introduction
 
            According to some calculations, high frequency trading now accounts for more than 50 % of trading volume in US equity markets, 40 % in European equity markets, and between 60 % and 80 % in futures markets.1 Algorithmic trading, of which high-frequency trading is a special case,2 is responsible for the clear majority of trades in many markets.3 As algorithmic and high frequency trading have proliferated, so have the regulatory initiatives to address their perceived harmful consequences. Algorithms have been held responsible for sudden violent market movements that have become frequent since the mid-1990s,4 such as the infamous “flash crash” of May 2010.5 They, or at least certain types of high frequency traders, have been criticised for reducing liquidity,6 expending valuable resources on a socially wasteful “arms race” with the goal of reducing latency by a matter of milliseconds,7 and placing other investors at a persistent informational disadvantage similar to traditional insiders who exploit inside information.8
 
            However, there are probably few regulatory initiatives that stand on weaker theoretical and empirical ground than the requirements imposed on algorithmic and high frequency traders in the EU’s Markets in Financial Instruments Directive (MiFID II)9 or Regulation NMS – Regulation of the National Market System in the United States.10 Empirical evidence shows predominantly that algorithmic and high frequency trading have, under most circumstances, positive effects on market quality and price formation.11 Regulatory interference with the trading process, for example through so-called circuit breakers that seek to curb volatility if price changes exceed pre-defined levels, has been found to be often counterproductive and to entail unintended consequences, such as volatility spillovers into other markets.12
 
            This paper argues that much of the current regulatory framework continues to be centred around the classical disclosure paradigm of securities regulation, and hence around the role of information in financial markets, without taking sufficient account of the changes in the process of price discovery brought about by the rise of automated trading.13 Regulation based on the disclosure paradigm, which can be traced back to the US Securities Act of 1933 and Securities Exchange Act of 1934, has been credited with enhancing liquidity and reducing volatility.14 However, new challenges have arisen in modern digital capital markets. Information no longer simply contributes to the formation of fundamentally efficient prices15 through the “wisdom of crowds”, but it does so increasingly often in circumstances where an algorithm is interposed between the “crowds” (informed investors) and the process of price formation. This can lead to distortions, especially where algorithms are executed so quickly that it is difficult to identify unintended consequences in real time and intervene accordingly. For example, as in the flash crash of 2010, algorithms may trigger dynamics that move prices within seconds increasingly further away from an equilibrium representing fundamental value.
 
            The paper makes two contributions. First, methodologically, it suggests that the disclosure paradigm of securities regulation of the pre-automation age should be enriched with an account of the mechanics of price formation at the microstructure level of securities markets. This means that regulation needs to appreciate how, for example, the configuration of the limit order book, the matching algorithm used by a marketplace, or the operation of an execution, market making, or arbitrage algorithm deployed by an investment firm affect market dynamics and by extension the efficient market paradigm. The paper draws on market microstructure theory16 to illustrate how certain economic concepts that describe the operation of modern, mostly automated capital markets, for example the relationship between order volume, execution speed and price impact, can be used to assess the effectiveness of regulation. Such a discussion is largely absent from the legal literature.17 Second, against the backdrop of market microstructure theory, the paper critically reflects on current regulatory tools concerning algorithmic and high frequency trading. It argues that the empirical support for regulatory intervention (other than in the case of manipulative behaviour18) is weak and policy makers should, therefore, proceed with caution. In particular, circuit breakers, as currently calibrated, are likely to overreach and impede efficient price discovery by restricting price movements that represent fundamental volatility.
 
            The remainder of this paper is structured as follows. Section 2 discusses the operation of typical algorithmic trading strategies and reviews the findings of market microstructure research in order to assess whether, and when, algorithms disrupt orderly market operations. Section 3 draws normative lessons from the technical discussion in section 2. It focuses on three central regulatory strategies: disclosure obligations and organisational requirements imposed on investment firms engaged in HFT, trading halts when price movements exceed specified thresholds, and the design of the matching mechanism used by a market. It explores whether market quality is negatively affected because trading is automated and/or executed at high frequency and discusses whether the risks to which automated trading gives rise are adequately addressed by current regulation, considering the available empirical evidence.19 Section 4 concludes.
 
           
          
            2 Algorithmic Trading and Unintended Consequences
 
            
              2.1 Types of Trading Algorithm
 
              Algorithms are pervasive in modern financial markets. According to their function, they can be broadly grouped into market making algorithms, arbitrage or directional trading algorithms, and execution algorithms. Market making algorithms serve to provide liquidity, arbitrage algorithms seek to exploit market inefficiencies or price fluctuations around news announcements, and execution algorithms are used to minimise the market impact of a large trade by splitting the trade into several so-called “child orders” that are executed according to certain criteria.
 
              Market makers provide liquidity by posting limit buy and limit sell orders. In doing so, they incur inventory risk, that is, the risk of posting a limit buy order in a downward trending market and a limit sell order in an upward trending market, and the risk that the market maker’s limit orders are matched with orders of better informed traders.20 Market making algorithms make use of different parameters to manage these risks, including the number of ticks away from the market price at which limit orders are placed, possibly as a function of volatility (given that limit orders that are further away from the market price are more likely to be executed in high-volatility conditions than in low-volatility conditions), the fact that a market is trending or mean-reverting, the level of liquidity in a market, and order flow (the difference in trade volume between buyer-initiated and seller-initiated trading activity, which has been shown to become directional while news is impounded into market prices21).22
 
              Arbitrageurs and information traders seek to exploit market inefficiencies or an informational advantage. Algorithms used by them may thus be based on models to calculate the fundamental value of a security and identify deviations from that value or deviations in price levels of correlated financial instruments or baskets of financial instruments.23 Other algorithms exploit the fact that news announcements are often not, or only partially, incorporated into prices instantaneously, and will only be fully incorporated via the order flow.24 Such algorithms may, for example, estimate likely price responses to particular types of news based on historical data and trade directionally before the market can reach a new equilibrium price level.25
 
              Finally, execution algorithms are used to offload large positions. Typical execution algorithms are Time-Weighted Average Price (TWAP), Volume-Weighted-Average-Price (VWAP) and participation or Percentage-of-Volume (POV) algorithms. The three types of execution algorithm have in common that they split a large order into several smaller child orders to minimise the market impact of the sale. The simplest execution algorithm is TWAP, which breaks up a large order into child orders of equal size that are placed at equal time intervals in the market.26 In contrast to TWAP, in a VWAP algorithm, the size of child orders is a function of the average volume traded in the instrument during the same time of the trading day (using historical trading data, for example, from the preceding month), on the assumption that intraday volume patterns are persistent and predictable. The size of child orders is larger when historical trading volume is higher, and smaller when it is lower, which allows for a more cost-effective execution of the orders.27 Participation (POV) algorithms differ from VWAP algorithms in that they calculate the size of child orders as a percentage of the total volume traded over a specified time interval preceding the execution of each child order, rather than based on historical averages.
 
              The large market movements during the flash crash of 2010 have been ascribed to a feedback loop caused by a POV algorithm that was used by a “fundamental trader”,28 Waddell & Reed, to unwind a large position in S&P 500 futures (“E-Mini”) contracts, and contemporaneously trading HFTs.29 The POV algorithm sent orders into the market representing 9 % of the trading volume calculated over the previous minute, without containing any further conditions with regard to price or time, selling Waddell & Reed’s position in E-mini contracts rapidly within 20 minutes.30 This alone would not have been enough to trigger the flash crash, but other traders reacted to the POV algorithm by quickly reselling the contracts initially sold by Waddell & Reed. The volume effects of the POV algorithm thus did not dissipate, but became self-reinforcing, exerting ever greater pressure on the sale side of the order book.31
 
              A participation algorithm is a dynamic trading strategy, since each child order depends on the evolution of market conditions during a specified time interval before the next child order is executed, for example the previous minute. In contrast, static trading strategies are completely determined based on past market information before the strategy is executed.32 Examples of static execution algorithms are TWAP and VWAP. Dynamic strategies such as POV have been criticised for giving rise to selling pressure and depleting liquidity, and thus meriting regulatory attention.33 However, whether they have detrimental consequences that are different from the consequences that arise whenever a large order is submitted depends on the precise structure of the algorithm and its interaction with other trading strategies. In principle, dynamic strategies, just as static strategies, do not destabilise the market if they are properly coded. The next section illustrates this point by evaluating the price effects of a typical execution algorithm that splits a large order into several child orders.
 
             
            
              2.2 Price Effects
 
              It is empirically well established that the execution of a metaorder (a large order divided into several child orders, as in a POV or VWAP algorithm) has a market impact that follows certain regularities, referred to as the “square root impact law”.34 The square root law models the price impact  of a metaorder of quantity  that is executed over a time horizon  as follows:35
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              where  is a numerical coefficient that varies depending on the security in question,  is volatility (standard deviation) over the same time horizon ,  is the total volume of the instrument traded over , and  is a parameter that can be shown to be close to 0.5 (hence, the name “square root law”) for values of .36 If the last condition holds and the size of the metaorder is significantly smaller than the total traded volume, the impact of the child orders is therefore not additive, but decreases in .37 It should also be noted that  is not dependent on , and it is consequently, in principle, irrelevant whether the algorithm is executed over a short or a long period of time. However, importantly,  is dependent on contemporaneous volatility and volume. Where  does not hold, the market impact of the metaorder depends, crucially, on the execution schedule. If execution is sufficiently slow, impact remains a concave function of , but where child orders are submitted too quickly for the order book to refill, the function becomes convex.38 This may have occurred during the flash crash of 2010. As mentioned, Waddell & Reed used an algorithm that was designed to sell 9 % of the currently traded volume, which is below the threshold where empirical studies indicate that  no longer holds.39 However, the sell orders were executed in an unusually short period of time. Initial liquidity provided by the buyers of the E-mini contracts, mostly HFTs and intermediaries, quickly dissipated as the buyers sought to reduce their long positions and accordingly also entered sell orders.40 The CFTC and SEC investigation into the flash crash concluded that the combined selling efforts of the algorithm and the HFTs and intermediaries almost completely depleted buy-side market depth in the E-Mini, which had fallen to less than 1 % by the time the algorithm had sold E-Minis for about 15 minutes, compared to the same morning. As a result of the vanishing buy-side liquidity, prices dropped rapidly until the circuit breaker of the Chicago Mercantile Exchange was triggered.41
 
              How does the price impact of a metaorder—that is, a sequence of orders typically entered by an algorithm—compare with the impact of a single order of the same size that is entered manually? As before, a substantial amount of empirical work indicates that the relationship between market impact and the size of an order is not linear, but concave. Impact as a function of the volume traded, accordingly, takes a similar form to equation (1) above. Parts of the literature have argued that the empirical evidence supports the following relationship:42
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              As in (1),  is a numerical coefficient that depends on the asset class and  is a parameter that varies with tick size. The volume of the submitted order  is normalised by the average volume at the opposite side best quote  and  is the average spread over a small time interval just before the arrival of the order. The parameter  has been found to be smaller than 0.5.43 (2) is therefore more strongly concave than (1), and market impact approximates a constant with  for small-tick stocks where  (in other words, the market impact of orders concerning small-tick stocks tends not to be dependent on volume). Figure 1 depicts the association between market impact and volume for different parameter values of .
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                  Figure 1: Market Impact as a Function of Order Volume.
 
                  Figure 1 shows the price impact of a metaorder according to the square root impact law for different values of δ. Q is defined so that the condition Q≪VT holds after full execution of the metaorder, with the total volume of the metaorder equalling 0.1*VT. Y and σT are both assumed to equal 1. It can be seen that price impact increases linearly with δ close to 1, and the impact function becomes more strongly concave with smaller δ.
 
               
              It has been argued that the strong concavity of the impact response function of a single market order is partly the result of a conditioning effect. The probability density of the ratio of order volume and volume at the opposite side best quote at the time of order arrival is highest where  (and, surprisingly, it generally spikes where the ratio equals a simple fraction or round number, for example 0.5 or 2).44 This means that traders often submit orders that equal the available volume at the best quote (so-called selective liquidity taking). It is rare to find orders that exceed the available volume, and somewhat less rare to find orders that are smaller than the available volume (thus, the probability density for  is greater than for , but smaller than for ). If all traders submitted orders that matched exactly the volume at the best quote, the price would go up or down accordingly and market impact would be independent of order volume (disregarding any second order market effects, such as trades induced by the information content of the initial order). The relationship is not strictly constant because some orders are larger than the volume at the best quote and move the price by more than one tick and some orders that do not match the volume at the best quote may still have an impact on the market owing to their information content. Furthermore, as mentioned, there is empirical evidence that the relationship is less strongly concave for large-tick stocks than small-tick stocks (that is,  is larger for large-tick stocks). This has been attributed to the fact that the bid-ask spread (the difference between the highest price among buy limit orders and the lowest price among sell limit orders) is typically equal to the minimum possible size of one tick in the case of a large-tick stock, but wider in the case of a small-tick stock. Hence, for large-tick stocks, price moves require that the volume on one side of the order book is completely depleted, which is more likely if the available volume is comparatively small.45 On the other hand, for small-tick stocks, both orders that deplete the available volume and orders with a limit price falling inside the spread move the market (i. e., the mid-price), thus making it more likely that an order has an impact irrespective of its size.46
 
              It is not well understood why the impact response function changes for metaorders, where, as discussed,  takes a value of approximately 0.5, or indeed why the impact of metaorders is not a linear function of their size, as intuition may suggest. Several explanations have been suggested in the literature. For example, it has been argued that the square root law follows from the distribution of the size of metaorders and certain assumptions of how informed traders set prices, 47 the assumption that traders seek to maximise their payoff from trading subject to a desired time to execution,48 or the fact that liquidity decays linearly around the current price in continuous-time double-auction markets, which results in a square root impact of orders after integration of the supply and demand curves.49 None of these explanations is undisputed, but the important point is that the empirical fact that they seek to explain—the square root impact law—has, within the law’s domain of application,50 been corroborated by a large number of studies in different contexts.51
 
              From a normative perspective, the empirical findings direct attention to two considerations. First, to reiterate, if the square root law applies, the marginal impact of a metaorder does not increase, but decreases in size. As discussed above, it is a precondition for the application of the law that the size of a metaorder is significantly smaller than the total volume traded over the time horizon of the execution of the order. That this must be so is intuitive. If the size of a child order is so large that it consumes much of the available volume on the opposite side of the order book, the impact of subsequent child orders is increasing, not decreasing.52 Destabilising effects of an algorithm executing a sequence of orders are therefore not a function of the size of the orders individually or in aggregate as such, but of the available volume in the order book. The latter, in turn, is affected by the speed of execution of the metaorder. If the order book is given sufficient time to refill, an algorithm such as POV or VWAP, on its own, does not entail price dynamics that could result in a flash crash.53 Therefore, the focus of regulation should be on slowing down trading, rather than halting it altogether.54
 
              The second important point is that the main risk of the emergence of price dynamics without stable fixed points results generally from the interaction effects of two or more algorithms, rather than the operation of an algorithm in isolation.55 Regulation should therefore be designed so that interaction effects can be assessed, and harmful effects identified. This can be achieved through the provision of appropriate testing environments and transparency. This regulatory strategy is discussed in section 3.1 below.
 
             
           
          
            3 Regulatory Solutions
 
            In the following sections, three central regulatory strategies will be presented and their effectiveness critically evaluated in light of the technical discussion in section 2: transparency and internal control requirements imposed on investment firms engaged in algorithmic and high-frequency trading; order resting times or delays in the processing of orders when price movements exceed specified thresholds (circuit breakers); and the design of the matching mechanism used by a market. It will be seen that many of these strategies are not well calibrated and are either too far-reaching and ineffective, or not sufficiently far-reaching.
 
            
              3.1 Disclosure and Internal Risk Control Systems
 
              Current European regulation, laid down in MiFID II, requires investment firms that engage in algorithmic trading to “have in place effective systems and risk controls … to ensure that its trading systems are resilient and have sufficient capacity, are subject to appropriate trading thresholds and limits and prevent the sending of erroneous orders or the systems otherwise functioning in a way that may create or contribute to a disorderly market.”56 The systems must be fully tested and properly monitored.57 The competent authorities of the firm’s home Member State and the trading venue(s) at which the firm engages in algorithmic trading must be notified of the fact that the investment firm employs algorithmic trading strategies.58 The home state authority “may require the investment firm to provide, on a regular or ad-hoc basis, a description of the nature of its algorithmic trading strategies, details of the trading parameters or limits to which the system is subject, the key compliance and risk controls that it has in place … and details of the testing of its systems”, and it may request further information about the firm’s algorithmic trading and systems.59 The competent authorities of the trading venues where the algorithmic trader operates can request that the disclosed information be communicated to them by the home Member State regulator.60 Additional record-keeping requirements apply to high-frequency traders,61 and additional organisational and operational requirements to algorithmic traders that pursue market making activities.62
 
              It is evident that algorithmic traders should have systems in place that test and monitor their algorithms to ensure that they are correctly coded, do not send erroneous orders, or otherwise function in an unintended manner. However, if it is correct that the interaction effects of two or more algorithms are typically detrimental to market stability and efficient price discovery, rather than the price effects of an algorithm in isolation, there are limits to how well an individual firm can assess the impact of their algorithms on the market as a whole. Conventional backtesting is unsuitable to identify harmful interaction effects. Simulations that model the interaction of a firm’s algorithms with other typical trading strategies are more promising,63 but there is a risk that algorithms will produce unintended consequences once they are deployed in the market and interact with idiosyncratically coded trading strategies. Testing and monitoring at the level of the investment firm, while important,64 is therefore unlikely to be sufficient.
 
              MiFID II also requires trading venues to provide environments to facilitate the testing of algorithms, including simulation facilities that replicate the production environment and allow for the modelling of specific scenarios, for example service disruptions.65 Members must certify that they have tested their algorithms before deploying them.66 Again, it is important to recognise that the effectiveness of a trading venue’s testing regime in identifying harmful consequences of an algorithmic trading strategy depends not only on an accurate replication of the venue’s trading systems, but also a replication of interactions between customers comparable to what would occur on the live service. Since market maker and participant details will inevitably vary to some degree,67 disruptive effects that are a function of the interaction of two or more trading algorithms may not be captured.
 
              Likewise, existing disclosure obligations fall short of establishing effective safeguards. First, there is no universal obligation to disclose information on trading strategies and compliance and risk control systems, but competent authorities are merely authorised to request such information, either on a regular or an ad-hoc basis. Second, the disclosed information includes details of the trading parameters, but MiFID II does not require the actual code to be disclosed. Full disclosure of algorithms to the market would certainly be resisted by algorithmic traders, for whom innovative algorithms constitute valuable trade secrets. It may also be harmful, since it would stifle financial innovation and potentially encourage herding behaviour. However, full transparency is unnecessary. If the greatest risk to stability derives from the interaction of algorithms, disclosure to the competent authority is sufficient and would allow the regulator to assess—within the limits of what is technically possible and feasible, given the available resources—the algorithms that are used in the market and their interaction effects.68 Third, MiFID II does not provide for an automatic exchange of information between competent authorities. Since algorithms, particularly arbitrage strategies, may operate on more than one market, which conforms to the aim of MiFID II to promote integrated financial markets within the EU, it is essential that the competent authorities of all affected marketplaces have full information. Indeed, in order to facilitate effective and cost-efficient supervision, and given that algorithms may target any market in the course of a trading session depending on where opportunities arise, it is counterproductive that supervision (and the possible simulation of market effects) is located at the level of the Member State, rather than the EU.
 
             
            
              3.2 Circuit Breakers
 
              
                3.2.1 Circuit Breakers around the World
 
                Most exchanges have systems in place that halt trading in individual securities or the market as a whole temporarily when certain volatility thresholds are exceeded. The US equity, options and futures exchanges have adopted two so-called national market system plans that set out their policies and procedures to mitigate high market volatility.69 Since all US exchanges participated in the formulation of the plans, uniform procedures are in place to respond to episodes of volatility concerning securities traded in the national market system.70 The first plan establishes a market wide circuit breaker (MWCB) that results in the coordinated temporary halt of all trading in equities and options on all exchanges.71 The MWCB is triggered if the S&P 500 Index experiences a decline of 7 %, 13 % or 20 % as compared to the closing price of the S&P 500 for the immediately preceding trading day. A decline of 7 % and 13 % entails a halt in trading for 15 minutes when the respective threshold is reached for the first time during a trading day, and trading is suspended for the remainder of the day if a 20 % decline occurs.72
 
                The second plan, known as the Limit Up/Limit Down (LULD) Plan, is intended to prevent trades in securities from occurring outside of specified price bands.73 If the national best offer equals the lower price band or the national best bid74 equals the upper price band (the security enters a so-called limit state) and the limit size quotations are not executed or cancelled in their entirety within 15 seconds (because bids remain below the lower band or offers above the upper band), the primary listing exchange75 declares a five-minute trading pause, which halts trading in the security on all venues.76 If the national best bid is below the lower band but the national best offer is above the lower band, or the national best offer is above the upper band and the national best bid is below the upper band (a so-called straddle state), the primary listing exchange has discretion to declare a trading pause if it deems trading in the security to deviate from normal trading characteristics.77 After the trading pause, trading is reopened in the usual manner,78 that is, with a call auction.79 In addition to pausing continuous trading in a security that is in a limit (and potentially a straddle) state, exchanges will reprice sell orders that are below the lower band and buy orders above the upper band to the respective limit price band (but not buy orders below the lower band or sell orders above the upper band, which are non-executable since they are outside the price bands and may result in a limit or straddle state).80 Figure 2 visualises the limit and straddle states and the repricing of orders below or above the price bands.
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                    Figure 2: Limit and Straddle States; Repricing of Orders (US law)
 
                    Figure 2 shows examples of a limit state and a straddle state on US exchanges. Note that an offer to sell below the lower price band or a bid to buy above the upper price band will be repriced to the respective band, thus resulting in a limit state if the national best bid is also below, or the national best offer above, that price band.
 
                 
                In the EU, MiFID II requires regulated markets to be able to halt trading “if there is a significant price movement in a financial instrument on that market or a related market during a short period”.81 MiFID II and the relevant implementing legislation do not specify the operational details of trading halts, but impose an obligation on trading venues to test their circuit breakers before implementation and periodically thereafter, continuously monitor them, and allocate IT and human resources to the design, maintenance and monitoring of the circuit breakers.82 ESMA has developed common standards that are “to be taken into consideration by trading venues for the calibration of their circuit breakers and … to ensure consistent application of the provisions” of MiFID II.83 Criteria set out by the guidelines include the nature and liquidity profile of the financial instrument (with tighter parameters applying to more liquid instruments), trading mode (with tighter parameters applying in the case of continuous auctions and quote driven systems), and type of reference price (stipulating that both a static and a dynamic reference price should be used).84 Otherwise the design of circuit breakers is within the discretion of the trading venue.
 
                MiFID II seeks to achieve the necessary coordination across trading venues by requiring a venue that is “material in terms of liquidity”85 in the respective financial instrument to notify competent authorities of a trading halt so that they can devise “a market-wide response and determine whether it is appropriate to halt trading on other venues on which the financial instrument is traded”.86 This is in clear contrast to the US approach, which, as discussed, relies on a national market system plan formulated by the US exchanges to provide for coordinated cross-market trading halts.
 
                To give a few examples from Europe, the London Stock Exchange monitors whether the price of a potential execution remains within a range equalling a predetermined percentage above and below the last order book execution price or the most recent auction price from the current day.87 The applicable thresholds depend on the type of security and segment on which it is traded.88 If a security breaches a price monitoring threshold, automatic execution is suspended for five minutes and a call auction is held to allow for the formation of a reliable price. Should the auction fail to generate a price that is within applicable tolerance levels around the dynamic reference price, the call period is extended by another five minutes. After this additional extension period, orders will be matched to the extent possible and executed irrespective of price monitoring tolerance levels.89 The Frankfurt Stock Exchange and the Euronext markets rely on similar mechanisms involving price bands around a dynamic and a static reference price and the suspension of continuous trading, followed by a call auction, if the price bands are breached.
 
                While the basic design of circuit breakers is thus comparable on the three exchanges, the circuit breakers operate according to different parameters, which can result in conflicting responses to market volatility. On Euronext, the price monitoring bands applicable to equities range from 3 % to 10 %, while they are wider on the London Stock Exchange (3 % to 25 %).90 An interruption of continuous order execution lasts at least two minutes on the Frankfurt Stock Exchange, three minutes on Euronext, and five minutes on the London Stock Exchange.91 In addition, the consequences of a breach of the price bands differ. On the Frankfurt Stock Exchange, a so-called volatility interruption is initiated if the execution price of an order would be outside either the dynamic or the static price range.92 In contrast, the Euronext markets distinguish between a breach of the dynamic and static price bands (called “collars”). Securities included in the benchmark indices of the most significant stocks on the Euronext markets, such as the CAC40, are subject to so-called collar confirmation logic.93 This means that an order that would be executed at a price outside the dynamic collars is rejected, but trading remains in continuous mode. The member can confirm the order within 30 seconds with the same price. If the confirmed order still entails a collar breach, the reference price is updated to the collar crossing price, new collars are calculated and the trade is executed, provided it is now within the updated collars. An order can be confirmed two times and, if it remains outside the collars, will then be rejected (but continuous trading is not interrupted). Other securities are not subject to collar confirmation logic, and trading will be halted (the security “reserves”94) if a matching price is outside the dynamic collars. Likewise, collar confirmation logic does not apply to breaches of the static collars, which are higher than the dynamic collars.95
 
                Figure 3 gives an example of a dual-listed company with shares traded on both the London Stock Exchange and Euronext. As can be seen, it is possible that trading in dual-listed shares is suspended on one exchange, while it continues on the other.
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                    Figure 3: Volatility Bands in the UK and the EU
 
                    Figure 3 depicts three scenarios where circuit breakers are initiated idiosyncratically after the submission of identical orders to buy a dual-listed stock. For example, Just Eat Takeaway.com N.V. is listed on both Euronext Amsterdam (ENX) and the London Stock Exchange (LSE). It is a constituent company of the AEX and the FTSE 100, but does not belong to the most liquid FTSE 100 index constituents. As such, it is subject to dynamic collars of 3 % and static collars of 8 % on Euronext Amsterdam and a dynamic price monitoring threshold of 5 % and a static threshold of 10 % on the LSE. Bid 1 represents an order falling outside the dynamic ENX thresholds, but inside the dynamic LSE thresholds. Bid 2 represents an order falling outside the dynamic thresholds on both exchanges, and bid 3 an order that is inside the dynamic thresholds on both exchanges, but outside the static thresholds on ENX. Collar confirmation logic according to the Euronext rules applies to Just Eat Takeaway.com, hence neither bid 1 nor bid 2 result in a suspension of continuous trading on Euronext Amsterdam, but the bids must be confirmed and will otherwise be rejected. In contrast, collar confirmation logic does not apply to bid 3, which breaches the static collars. Consequently, a reservation period of three minutes ensues and a call auction will be held to facilitate price formation. On the London Stock Exchange, only bid 2 falls outside the price monitoring thresholds and will result in a suspension of automatic execution.
 
                 
               
              
                3.2.2 Efficiency of Circuit Breakers
 
                The description of the operation of circuit breakers in section 3.2.1 gives rise to three related questions, which are ultimately empirical in nature. First, the case for regulatory intervention in the form of trading halts or the suspension of automatic order execution requires that it can be shown that circuit breakers have a positive effect on price discovery. Second, circuit breakers need to be calibrated carefully, both with regard to the conditions under which they are activated and the type and length of market intervention they entail. Finally, if a case in favour of the adoption of circuit breakers can be made, the question arises whether, and how, circuit breakers operating on different exchanges should be coordinated, in particular where financial markets are closely integrated, such as in the United States or the EU, but also between the EU and the UK or Switzerland.
 
                
                  (1) Effects on Volatility, Liquidity and the Efficiency of Price Discovery
 
                  The effects of circuit breakers on volatility, liquidity and price discovery are hotly debated.96 Both theoretical models and empirical studies offer mixed findings. The traditional argument in favour of circuit breakers, the so-called cooling-off hypothesis, posits that circuit breakers contribute to price stability and the efficiency of price formation by curbing overreaction and dissuade market manipulation.97 This argument builds on the empirically well supported claim that markets exhibit “excess volatility”, that is, securities prices are more volatile than predicted by the efficient markets hypothesis.98 In addition, it has been argued that trading halts encourage the provision of liquidity.99 After a halt, trading resumes with a call auction. In contrast to continuous order execution, a call auction involves the execution of all orders collected during the call period that can be matched (that is, all market orders and limit orders that can be executed at the limit price or better). The auction (or “uncrossing”) price is typically the price at which the executable volume is maximised.100 Thus, call auctions reduce the risk that limit orders remain unexecuted. Suspending continuous order execution during times of high volatility, the argument goes, therefore gives an incentive to place limit orders during normal times.101
 
                  Most of the theoretical arguments, however, go both ways. The main argument against circuit breakers and other forms of trade interruptions is that trades carry informational content, and trading halts therefore delay price discovery.102 Several studies have found evidence of inefficiencies in price discovery on markets with circuit breakers, measured, for example, as deviations of stock returns from a random walk path.103 Furthermore, it is clear that circuit breakers interfere with trading strategies and interrupt execution schedules, which may result in losses for traders that could have been avoided without the interruption.104 It has also been argued that circuit breakers may have the perverse effect of increasing volatility, rather than reducing it. This can be expected both on the primary market of a security, because traders anticipate a halt in trading as the price of a security approaches the threshold at which a circuit breaker is triggered and advance their trades to ensure that they are executed before trading is paused,105 and on secondary markets without coordinated circuit breakers, because traders migrate to these markets and thus transfer price variability from the primary to the secondary markets.106 Finally, the migration of price variability to secondary markets has been shown to be accompanied by a transfer of market liquidity and trading volume in the same direction.107 Thus, if these studies are correct, there is a tension between the policy goals of reducing volatility and preserving market liquidity that is difficult to resolve with circuit breakers. In conclusion, given the absence of clear empirical support, the normative case for circuit breakers is weak.
 
                 
                
                  (2) Calibration of Circuit Breakers
 
                  The previous section suggested that caution should be exercised when devising regulatory tools that interfere in the trading process. This section will discuss whether it is possible to attenuate the detrimental effects identified by empirical studies by calibrating circuit breakers appropriately. A first possibility concerns the criteria that trigger a circuit breaker. In theory, an efficient trigger would distinguish between what has been called fundamental (or permanent) and transitory volatility.108 Fundamental volatility is a function of new information concerning the fundamentals of an investment. Efficient price formation requires that such information is quickly and fully absorbed by the market. Mechanisms that reduce volatility beyond certain thresholds, therefore, impede the efficiency of price discovery to the extent that market movements represent fundamental volatility and breach applicable price bands. Transitory volatility, in contrast, refers to deviations of prices from their fundamental value because of market friction, for example a lack of liquidity, manipulative trading activity, or irrational investor behaviour, such as herding or a trading strategy based on the law of small numbers.109 Reducing this form of volatility evidently enhances the efficiency of prices. The main challenge in devising an efficient circuit breaker, therefore, is to develop criteria that allow the identification of transitory volatility.
 
                  It is questionable whether volatility can be decomposed precisely into a fundamental and a transitory part. Often (albeit not always, the Black Monday stock market crash of 19 October 1987 is a famous example), transitory volatility is triggered by a change in fundamentals. Statistically, the distinction can be captured by decomposing securities prices into a random part, which represents fundamental volatility (the error term in a simple random walk model), and a stationary part, which represents transitory volatility.110 In some contexts, the random variable that represents transitory volatility is observable or can be modelled indirectly, thus allowing decomposition, in others this is not possible.111 The parameters used in current regulation are, in any case, not suitable to differentiate between fundamental and transitory volatility.112 As we have seen, circuit breakers in operation in the US and Europe employ a simple rule based on price moves over a trading day, expressed in percentage deviations from a static or dynamic reference price.113
 
                  However, even if it is not possible to decompose volatility precisely into a fundamental and a transitory part, it may be possible to identify certain patterns that are indicative of volatility occurring without a change in fundamentals. The activation of a circuit breaker could then be made conditional on the observation of such patterns. Where they are absent, a policy maker may either refrain from activating a circuit breaker altogether, given the weak empirical support for a positive effect of circuit breakers on volatility and liquidity, or impose higher thresholds in terms of percentage deviations from a reference price. The discussion in section 2 above suggests that a clear case for regulatory intervention exists when price impact changes from being a concave function of size to a convex function. In this case, it is likely that two or more algorithms interact in unintended ways and price movements do not (solely) reflect fundamental volatility. For the calibration of circuit breakers, this means that dynamic or static reference price bands should be combined with other measures that capture the marginal price impact of orders over a defined period of time. Further research is required to determine the most appropriate such measures in light of price dynamics typically exhibited by flash crashes.114 As currently calibrated, circuit breakers, in any case, do not distinguish between fundamental and transitory volatility and are, therefore, likely to overreach.
 
                  A second approach to attenuating potential inefficiencies of circuit breakers could focus on the form of market intervention that ensues when a circuit breaker is triggered. As mentioned in section 3.2.1, circuit breakers in the US and Europe typically halt trading for 5 or 10 minutes. However, an analysis of the price impact of algorithms executing metaorders suggests that regulatory intervention that slows down trading is preferable to intervention that halts it altogether.115 Trading can be slowed down by switching from continuous order execution to a call auction mechanism for a limited period of time. Empirical evidence concerning the effects of switching from continuous to periodic order execution will be reviewed in section 3.3 below.
 
                 
                
                  (3) Coordination Issues
 
                  Fragmented markets and interrelated assets call the effectiveness of trading halts into question if circuit breakers are not coordinated across securities exchanges and across markets within the same exchange, in particular between cash and derivative markets. This was illustrated by the flash crash of 2010, when circuit breakers were triggered on the Chicago Mercantile Exchange, where the E-Mini contracts were traded, but initially not on NYSE, where the underlying cash products were listed, leading to a mismatch in the processing of equity orders and derivative hedges.116 Algorithms also typically reroute orders if they cannot be executed on one exchange, which may propagate volatility if circuit breakers are calibrated differently.117
 
                  Regulation NMS in the United States seeks to address these problems by institutionalising the formulation of national market system plans that provide for uniform policies and procedures to mitigate high market volatility.118 As mentioned, in response to the flash crash of 2010, all US securities exchanges adopted two such plans, one concerning a market wide circuit breaker119 and the other (Limit Up/Limit Down (LULD) Plan) individual securities that cross certain price bands.120 The LULD Plan applies to so-called NMS stocks, which comprise all NMS securities except rights and warrants.121 The relevant price bands differentiate between the most liquid (“Tier 1”) securities, in particular stocks included in the S&P 500 and Russell 1000 indices and certain exchange-traded funds, and less liquid (“Tier 2”) securities,122 but they are otherwise aligned and provide for a synchronised, market-wide treatment of both derivative instruments and underlying equity and debt securities.
 
                  In the EU, in contrast, coordination across markets is, so far, limited. Following a common strategy in EU capital markets law, MiFID II imposes reporting and notification requirements on trading venues and seeks to achieve coordination at the level of market regulators. More precisely, MiFID II requires regulated markets to report the parameters for a halt in trading to their national competent authorities, which in turn report them to ESMA.123 When a circuit breaker is triggered on a market that is “material in terms of liquidity”,124 the trading venue has to notify the competent authorities of the trading halt. The competent authorities will then consider whether trading should be halted on other markets.
 
                  Empirical evidence concerning the effectiveness of this system of notification and regulator-level coordination is limited. The most detailed study, an ESMA-led assessment of circuit breakers in the EU, does not address the question of coordination directly. However, for a sample of cross-listed shares, it analyses the effect that the activation of a circuit breaker on one market has on trading activity on satellite markets.125 In a substantial number of cases, circuit breakers on satellite markets are not triggered and trading continues, but the study identifies a “hidden circuit breaker effect”. As trading is halted on the primary market, trading activity and volatility also decrease on satellite markets and, as a consequence, bid-ask spreads widen. When trading resumes on the primary market, the order book refills quickly on the satellite markets and volatility increases.126 If these findings are corroborated, they imply that the response of market participants to the activation of a circuit breaker on one market achieves a de facto coordination across markets. Regulatory action, either in the form of an alignment of circuit breaker parameters similar to Regulation NMS or the ad-hoc extension of a trading halt to other markets, may accordingly be less important. The ESMA study also observes that an alignment of circuit breakers is difficult to implement in practice, since volatility parameters, such as price collars, will have different effects in markets that differ in terms of liquidity and other market conditions.127 Thus, it is unlikely that a simple replication of parameters would be effective. On the other hand, it should be noted that the evidence on volatility spillovers is mixed and several studies find that circuit breakers have negative effects in the absence of coordination.128 More research is required to investigate these questions and understand the comparative effectiveness of the EU and US approaches to coordination of circuit breakers.
 
                 
               
             
            
              3.3 Auction Design
 
              Typically, a continuous double auction mechanism is used to trade securities on exchanges. In a double auction, buyers and sellers submit bids and offers at a particular size and price level (or at multiple price levels). The orders are time stamped and executed, usually according to priority by price and then time.129 In contrast, in a call auction, bids and offers are collected over specified intervals. At the closing of the auction, the auction platform determines a single price that maximises the volume of trades. Periodic call auctions are used at the open and close of a market, and also when trading resumes after it was halted because a circuit breaker was triggered.130
 
              Several studies have examined the effects of continuous double auction and call auction mechanisms on volatility and liquidity. Some have used a simulated market environment to test how extreme price movements are absorbed by markets with continuous and periodic order execution. They have found that switching from a continuous double auction to a periodic call auction, with auction call periods ranging between one second and one minute, was more effective in restoring liquidity and reducing price variability after a flash crash than halting trades.131
 
              Other studies have gone further and suggested that frequent call auctions, conducted, for example, every tenth of a second, are generally superior to continuous order execution in the presence of high frequency trading, even if new information that affects the value of a financial instrument is symmetrically observed by all traders.132 When new information becomes publicly available, trading firms that provide liquidity to the market will seek to cancel their existing quotes and submit new quotes that reflect the updated valuation of the instrument. Simultaneously, arbitrageurs will seek to buy at the old ask before liquidity providers can adjust their quotes. In a market with a continuous limit order book, requests to cancel and orders are processed in order of receipt. Whether the liquidity providers are able to cancel before arbitrageurs buy at the now stale price therefore depends on the speed of order submission, and there is a high likelihood that liquidity providers will sell at the incorrect price at least some of the time.133 This situation gives rise to two inefficiencies. First, even in a perfectly competitive market without asymmetric information about fundamentals, the bid-ask spread will be positive in order to incorporate the cost of liquidity provision associated with the arbitrage opportunity. Second, liquidity providers and arbitrageurs have an incentive to engage in a wasteful high-frequency “arms race” with the goal of reducing latency.134 It has been shown that both inefficiencies can be eliminated by processing orders in discrete rather than continuous time using uniform-price auctions.135 This strand of research has important implications for market microstructure design and regulation. Notably, it directs attention to the fact that many widely discussed pathologies of high-frequency trading are not a function of trading at high frequency as such,136 but of flawed market design.137
 
              These two strands of research reinforce the arguments from section 3.2.2(2) above. While more work is required to better understand the relationship between the time interval between auctions, the severity of a flash crash, and the efficiency of price discovery,138 the available research suggests that current circuit breakers halt trading for inefficiently long periods of time.139
 
             
           
          
            4 Conclusion
 
            The traditional disclosure paradigm of securities regulation cannot give clear guidance to policy makers in the world of algorithmic and high-frequency trading, where market inefficiencies are often a result of market design, rather than informational asymmetries. This article highlights the importance of market microstructure theory as a foundation for the regulation of algorithmic and high-frequency trading. While many questions have not yet been answered conclusively, research in market microstructure theory holds important lessons that can inform the scope and type of regulatory intervention. Where the empirical evidence in support of regulatory intervention is weak, regulators should act with caution. In the absence of clear evidence, it is particularly important to calibrate regulatory mechanisms carefully and explore alternatives to traditional approaches. For example, in the case of circuit breakers, switching from continuous trading to a call auction, with a short auction call period, may be preferable to halting trading altogether. In addition, market microstructure theory draws attention to issues at the intersection of the mechanics of trading and securities regulation that warrant further research. For example, it is not well understood when algorithms interact in ways that give rise to harmful feedback loops, or how price movements that result from feedback loops can be distinguished from fundamental volatility that reflects the availability of new information. This article reviews findings in market microstructure theory and makes suggestions for refining regulatory mechanisms in order to take account of these insights, or for limiting the scope of regulation where further research is required to produce clearer evidence.
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          Abstract
 
          Modern FinTech companies are disrupting the traditional credit scoring model for loan decision-making by turning to artificial intelligence and machine learning systems. They use those systems to assess creditworthiness based on “alternative data” like banking activity or education history. Such AI scoring has the potential to extend credit to those whose creditworthiness is not captured by standard scores. At the same time, it presents new concerns that current regulatory schemes are ill-equipped to address. This paper raises these concerns and compares the current U.S. and EU regulatory regimes insofar as they may apply to the emerging AI scoring industry. The first issue is data privacy in AI credit scoring. The EU regulates this under the omnibus approach of the General Data Protection Regulation, in the United States it implicates the Fair Credit Reporting Act. The second issue is discrimination in AI-based lending, which falls under the U.S. Equal Credit Opportunity Act and a number of European Anti-Discrimination Directives. The paper discusses the discrimination issue in the context of the U.S. Consumer Financial Protection Bureau’s decision to grant the no-action letter requested by FinTech lender Upstart. In a postscript, we discuss the EU’s recent proposal for an Artificial Intelligence Act and provide some preliminary thoughts on the Proposal’s provisions in the context of the challenges of AI scoring regulation raised in this paper.
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            1 Introduction
 
            “Traditional credit scores leave people behind. We use artificial intelligence to expand access to reasonably priced credit.” This is how Upstart.com advertises its services to consumers. The company’s website invites visitors to choose from a drop-down menu their personal credit goal (such as refinancing or making a purchase), and to “check your rate.” Further questions concern the applicant’s approximate credit score, details on his level of education and primary source of income, and a number of personal details. After providing this information and some supporting documentation, the applicant may choose his loan and the terms offered by Upstart.1
 
            What distinguishes lenders like Upstart from a traditional bank? Traditional lenders—including, most prominently, the major banks and credit card companies—rely mainly on a predetermined set of factors when evaluating a loan applicant’s creditworthiness based on his credit history. The factors determining a traditional FICO score include the applicant’s history of on-time or late payments, the percentage of their available credit that they use, the length of their credit history, the variety of their credit (e. g. credit cards, mortgages, and installment loans), and the recent acquisition of new credit.2 Upstart, on the other hand, does not rely exclusively on these factors, at least not for all applicants. Instead, it employs an artificial intelligence-based model that distills an alternative credit score from non-FICO data points looking at probability of repayment based on future salary. Upstart also operates online without brick-and-mortar locations, but partners its AI platform with a traditional bank which actually originates loans approved under Upstart’s model.
 
            At the heart of what distinguished Upstart from traditional lenders is its AI scoring model, which focuses on borrowers’ level of education and high-income potential in order to predict future salary, hence, probability of repayment.3 If an applicant’s credit score is below Upstart’s minimum credit underwriting requirements, Upstart will accept him only if he has graduated from or is currently enrolled in an associate, four-year bachelor, or more advanced degree at an accredited school.4 The underlying business idea seems compelling: Instead of narrowing the assessment of a future borrower to FICO-score criteria and past credit history, further variables are taken into account. These alternative data give a richer picture of financial capacity and likelihood to repay a loan, especially for applicants with short credit histories.5 Young borrowers or recent immigrants enrolled in school or with a job offer present an attractive market, under-targeted by traditional lenders because they lack the history of interaction with credit markets that is required to achieve an adequate FICO score. At the same time, specific groups of potential borrowers are deliberately left out.6 Worried that this might raise concerns of direct discrimination or disparate impact, Upstart applied for a no-action letter in 2017 which we will discuss in more detail below.
 
            The CFPB’s decision to issue a no-action letter to Upstart is both an indication that major changes to the consumer lending industry are inevitable, and a reminder that such change will create new regulatory challenges as existing rules are applied to technologies that their drafters did not anticipate. The Bureau’s acknowledgement of alternative credit scoring opens the door for companies like Upstart to fulfill their promises of more efficient and inclusive lending. At the same time, the CFPB’s acceptance of alternative data and AI modelling could prove a difficult fit with current regulations including the Fair Credit Reporting Act (FCRA) and Equal Credit Opportunity Act (ECOA).
 
            This paper will examine the regulatory scheme formed by these and other statutes in the U.S. and EU to better understand how the fintech companies embracing alternative credit scoring fit into those schemes, and where these regulations may need to be adjusted to account for AI scoring methods. Part 2.1 summarizes and compares the relevant consumer lending and data privacy regulations of the U.S. and EU as they apply to lenders and scorers. Part 2.2 analyzes these jurisdictions’ anti-discrimination regulations. 3 identifies questions arising from the Upstart no-action letter specifically and discusses how alternative scoring models may implicate discrimination. Part 4 analyzes how the Upstart case may apply generally and suggests how data and model quality may be improved as a result. Part 5 concludes, and Part 6 revisits these questions in the context of the EU Proposal for an Artificial Intelligence Act of April 21, 2021.
 
           
          
            2 Which Regulatory Framework for Non-Traditional Data?
 
            Algorithmic scoring models have started to attract regulatory scrutiny for two main reasons. The first has to do with the data collected, processed and transferred to third parties. The second concerns the hidden potential for discriminatory outcomes when using alternative data.
 
            
              2.1 Data Privacy Regulation
 
              
                2.1.1 The Lender
 
                One immediate application of algorithmic scoring models is for the lender itself to apply his model to proprietary data it has already collected about the borrower. Such data may stem from a prior contractual relationship with the borrower, like a previous loan or existing bank account. In the course of this relationship, the borrower will have provided the lender with data about himself. This may include, for instance, data submitted in past applications to take out loans or open accounts. Such data encompasses names, addresses, phone numbers, and sometimes credit card account and social security numbers, income and credit histories. It may also extend to information about what kinds of stores the borrower shops at, how much he borrows, his account balance or the dollar value of his assets, what the borrower has purchased with a debit or credit card,7 whether credit card applications have been denied, or his traditional credit score.
 
                Lenders have naturally decided to use this type of data in the past when making a creditworthiness assessment, and several data privacy regulations apply to such use. In the U.S., the Gramm-Leach-Bliley Act (GLBA) provides the main regulatory framework, and the Financial Credit Reporting Act (FCRA) includes data-sharing rules for those who receive credit reports. State laws such as the California Consumer Privacy Act and the proposed New York Privacy Act impose additional obligations on companies handling consumer data. However, the California law makes exception for data shared among consumer reporting agencies and their furnishers, as that information is already subject to FCRA regulation.8 In the EU, the General Data Protection Regulation (GDPR) has so far constituted the only relevant regime. The credit reporting infrastructure as such differs from country to country in the EU and there is no EU legislation in place. The proposed AI Act offers a regulatory framework for the use of AI scoring applications. Most of the Act’s requirements concern the developer of the application, not necessarily the lender that utilizes the AI system (see infra Part 6).
 
                The GLBA requires financial institutions to safeguard certain sensitive data.9 To comply, financial institutions have to “develop, implement, and maintain a comprehensive information security program that […] contains administrative, technical, and physical safeguards.”10 Additionally, financial institutions have to explain their data-sharing practices to their customers.11 If they share information with certain third-party non-affiliates, i. e. companies which are not part of the same corporate group, customers must be notified.12 There are some disclosures for which financial institutions are not required to provide the consumer with notice and an opportunity to opt out, such as when no customer relationship has been established or the information is being shared with an affiliate entity.13
 
                Going beyond the GLBA, under the FCRA a financial institution which has received information from a consumer reporting agency and intends to share that information with an affiliate becomes a credit reporting agency (CRA) for FCRA purposes and is subject to the same notice and information-sharing requirements as CRAs.14 That said, under the FCRA a financial institution can still share information relating to transactions between the consumer and that institution,15 and may share consumer report information with entities with which it is affiliated or shares common ownership provided that consumers are provided with notice and opportunity to opt out.16
 
                A core feature of both the FCRA and GLBA is the somewhat permissive (as compared to EU regulation) approach towards lenders who wish to utilize consumer data they have collected. While it has to safeguard certain data, the lender is at liberty to use consumer data as it sees fit to evaluate applicants’ creditworthiness (subject, of course, to the antidiscrimination regulations discussed below). This approach goes hand in hand with placing the burden to take initiative on the borrower. Lenders who plan to share data with affiliates or non-affiliates must notify the borrower, but it is the borrower who has to speak up and opt out – if a right to opt out exists, that is. As of now, the regulatory regime is the same regardless of whether a lender is using traditional or alternative, AI-driven scoring models.
 
                EU law follows a considerably less liberal regime as to data protection. Art. 6 GDPR requires there to be a legitimate reason for any form of data collection or processing. A lender who makes use of data, even if it is proprietary data he has collected about the borrower, qualifies as a “data processor” under Art. 4 para. 2 GDPR: “any operation […] which is performed on personal data […] such as collection, recording, organization, structuring, storage.” Instead of requiring the borrower to take the initiative to opt out, it is the lender who must show that its handling of data is legal under Art. 6 para. 1 (a) GDPR (“Processing shall be lawful only […]”). Additionally, if employing an algorithm entails profiling, special safeguards apply under Art. 22 para. 1 GDPR. The GDPR provides for a general prohibition on decisions based solely on automated processing (“The data subject shall have the right not to be subject to a decision based solely on automated processing, including profiling, which produces legal effects concerning him or her […]”), allowing for exceptions in its para. 2 (necessity to enter into a contract, authorization under Union or Member State law, explicit consent by the data subject). For specially protected categories of data, even fewer exceptions apply.17
 
               
              
                2.1.2 The Scoring Agency
 
                Algorithmic credit scoring, especially when based on non-traditional data, will often be done not by traditional lenders, but by third party FinTech companies. Traditionally, credit bureaus have delivered credit scores (e. g. by the German SchuFa) or credit reports (e. g. by Experian, TransUnion and Equifax in the U.S.), the latter of which form the basis for the applicant’s FICO18 score. FinTech companies such as ZestFinance19 and Underwrite.ai20 offer novel scoring models which go beyond the traditional variables underlying the FICO score. AI, machine learning, and related technologies enable these companies to model and predict creditworthiness based on a more complex analysis of relevant consumer data. AI-based scorers of this type may rely exclusively on the proprietary data of the lender itself. Such seems to be the case for Underwrite.ai, which adds value by applying more sophisticated analysis to the data contained in a lender’s preexisting data on cured loans. Underwrite.ai’s approach has no need for the collection of additional data, while other companies, like Upstart, rely on new sources of data to supplement traditional FICO elements.
 
                Beyond delivering novel scoring models to be applied to lenders’ data, FinTech companies like Upstart collect their own data in addition to running it through their AI-based models to compute a score. Often, these companies source borrowers, but a bank originates the loan. In the case of Upstart, Cross River Bank, operating under a New Jersey charter, is the originator. FinTech business models vary in detail. Some have the issuing bank take care of the entire process of debt collection while others are involved in servicing, funding and debt collection and may even buy back the loan.
 
                Algorithmic scoring models rely heavily on data. Of course, all statistical credit scoring uses data to some degree, but AI scoring is unique in the sheer volume of data processed and the number of variables that may be analyzed in creating and applying models. While companies like Underwrite.ai and GiniMachine21 use only the lender’s own historical lending data, others acquire explicit permission from customers to access more data.22 Petal, for example, requires that applicants with little to no credit history link their bank accounts in order to apply for certain products.23 Models may include variables which the user does provide, but where he does not necessarily understand the way in which they are important in a credit context. An often-cited example concerns a specific font found on a user’s electronic device which correlated with the use of an online gambling site.24 Others ask potential borrowers to grant broad access to some form of digital footprint, like a PayPal or Amazon account, a mobile phone or a fitness tracking app. They then correlate such data points with their proprietary data on probability of repayment. This is where machine learning comes in to analyze the relationships and interactions between hundreds of potentially relevant variables, and thereby discover the predictive power of data points that might otherwise never be realized as predictive of a likelihood to repay.25
 
                EU regulation will usually understand scoring agencies as “data processors.”26 Under the GDPR’s omnibus regime, this includes “data collection” as well as “disclosure by transmission, dissemination or otherwise making available.” In order for data processing to be legitimate, it must qualify under one of the GDPR’s exceptions. The most natural exception is under Art. 6 para. 1 (a): if the data subject gave his consent. Consent has to be in the form of a “freely given, specific, informed and unambiguous indication of the data subject’s wishes.”27 If the non-traditional data involves protected categories, Art. 9 GDPR lays down a stricter regulatory framework, asking for explicit (rather than “freely given”) consent.
 
                The European Court of Justice (ECJ) has just started to specify what it considers necessary features for consent. A pre-checked box on a website does not meet the court’s standard of “active” consent. In an obiter dictum, the ECJ raised doubts whether behavioral nudges, such as making continuation in an online gambling game dependent on giving consent to the processing of one’s data, are legal.28 If there is no consent, processing may be legitimate if it “is necessary for the purposes of the legitimate interests pursued by the controller or by a third party,” as long as these legitimate interests outweigh the interests and fundamental rights and freedoms of the data subject.29 However, it is certainly doubtful that the legitimate interests of a scoring agency will ever outweigh the interest of the data subject in preventing access to their private data without their consent, likely rendering this exception ineffectual in this context.
 
                In a 2020 Whitepaper on artificial intelligence, the EU Commission began to outline a “European approach to excellence and trust” that addresses privacy protection when employing AI, among other concerns.30 The report highlights that, while a regulatory framework is already in place, regulators must continue to consider proper enforcement and, possibly, the need for adjustments to existing regulations. As mentioned above, the Whitepaper did not specifically address AI scoring.
 
                FinTech companies equipped with a banking license and originating the loan themselves will have to comply with the GDPR’s regulation on  “profiling” and on “decisions based solely on automated processing.” Recital 71 of the GDPR explicitly refers to a prohibition of (fully) automated refusals of an online credit application on the basis of profiling, unless Union or Member State law allows for them. Companies which are involved in scoring only, i. e. whose models propose to issue the loan which is then granted by an originating bank, will usually still be involved in automated processing under the GDPR.
 
                Under U.S. law, the FCRA applies to entities which qualify as a “consumer reporting agency” (CRA) and to data which can be considered a “consumer report.” CRAs are agencies that compile and maintain public information and credit account information “for the purpose of furnishing reports to third parties bearing on a consumer’s credit worthiness.”31 A consumer report is any communication “bearing on a consumer’s credit worthiness […] which is used or expected to be used […] as a factor in establishing the consumer’s eligibility for” credit, insurance, or employment.32
 
                Under the FCRA, a CRA may not report information adverse to the consumer if that data is over seven years old.33 The CRA may only furnish a credit report for certain enumerated purposes, including the evaluation of applicants for credit, insurance, and employment.34 To ensure they comply with this requirement, CRAs must require their clients (i. e. the lender, insurer, or employer) to identify themselves and their purposes for requesting the consumer report.35 The fees a CRA charges for reports must be reasonable.36
 
                The statute also imposes responsibilities on the entities that furnish the CRA with consumer information. These ‘furnishers’ constitute a wide variety of good and service providers with whom consumers directly interact.37 Furnishers must notify consumers when negative information is sent to a CRA,38 and must not furnish information that a consumer has told them or they otherwise have reason to know is inaccurate.39 Consumers are entitled to know the sources of the information in their credit report,40 and to dispute the accuracy of information directly with the entity that furnished it.41
 
                Summing up, artificial intelligence models’ reliance on big data and FinTech lenders’ interest in a wider array of data points to inform alternative credit scoring models will inevitably bring those lenders within the scope of various data privacy regulations.  Though such regulations will generally require the consent of and disclosures to the borrower when lenders access and use data to make credit decisions, data privacy regulations alone cannot guarantee that borrowers understand the scope of any alternative data accessed, and how nontraditional data points might affect their credit decision.
 
               
             
            
              2.2 Anti-Discrimination Regulation
 
              A perhaps less evident concern when dealing with P2P lending and AI-based credit scoring is the regulation of discriminatory lending practices. Withholding credit solely on the basis of certain characteristics of the borrower, such as gender, race or religious affiliation, is prohibited in both the U.S. and the EU. These regulations obviously rule out AI-based models which explicitly make their credit decision dependent on these characteristics. However, the problem with AI-based models is a more complicated one. The larger the data pool from which machine learning algorithms pull the correlations they use, the higher the risk that a correlation indirectly discriminates or – in U.S. terminology – has a disparate impact on protected groups. This is because an AI system can find correlations between a high likelihood of debt repayment and complex combinations of input variables, some of which may have no obvious relationship to a person’s financial tendencies or responsibility. For example, an algorithm might recognize that applicants who shop online at Website X and communicate with Messenger App Y are less likely to stay on top of credit card payments. However, the intersection of those two variables may well serve as a proxy for a particular race even if race itself is not being considered as a standalone variable, and the scorer may not even realize that race or other protected classes are indirectly influencing their model’s calculations in this way.
 
              Upstart provides a compelling illustration of this concern. In the U.S., education is significantly correlated with race. A 2015 report by the U.S. Census Bureau indicated that among people aged 25 and older, 36 % of white people had attained at least a bachelor’s degree, compared to 23 % of Black people and 16 % of Hispanic people. For the same population, 14 % of white people held advanced degrees, compared to 8 % of Black people and 5 % of Hispanic people.42 A study by the Student Borrower Protection Center shows that Upstart’s education-dependent model leads to higher costs (e. g. interest rates and origination fees) for students of Historically Black Colleges and Universities and Hispanic-Serving Institutions than for students of non-minority serving institutions.43 When refinancing student loans with Upstart, this study found, a hypothetical Howard University graduate44 is charged almost $3,500 more over the life of a five-year loan than a NYU graduate, all other inputs held constant.45 A hypothetical graduate with a B.A. from New Mexico State University, a Hispanic-Serving Institution, is charged almost $1,800 more over the life of a five-year loan than a NYU graduate.
 
              The approaches to anti-discrimination regulation in the U.S. and EU mirror the two jurisdictions’ approaches to data protection: U.S. law relies on a sectoral legal regime prohibiting discriminatory lending practices, while the EU provides for more general anti-discrimination rules.
 
              Setting aside fundamental human rights protections and how they impact contract law,46 EU law provides for a number of Directives which prohibit discrimination in specific situations such as employment or social security. EU Directive 2000/43/EC is intended to implement the principle of equal treatment between persons irrespective of racial or ethnic origin. Under Art. 2 para. 2 (a), (b) and Art. 3 para. 1 (h), the Directive prohibits direct and indirect discrimination in relation to “access to and supply of goods and services which are available to the public, including housing.” To consider credit scoring and loan contracts as qualifying for that rule, those agreements would have to be standardized services, rather than individualized agreements. Art. 3 EU Directive 2004/113/EC prohibits direct and indirect gender discrimination as to the offer of goods and services which are available to the public, except for some goods related to private and family life. With its broader wording, scoring and loan provision will in many cases qualify.
 
              In its Whitepaper on AI, the EU Commission expressed its awareness of the potential for discrimination that AI presents.47 The report highlights both “flaws in the overall design of AI systems” and issues arising “from the use of data without correcting possible bias.”48 Drawing conclusions from such preliminary work, the Proposal for an AI Act sets up a regulatory framework with the explicit goal of prohibiting harmful practices which “contradict Union values of respect for human dignity, freedom, equality, democracy and the rule of law and Union fundamental rights, including the right to non-discrimination, data protection and privacy.”49
 
              In the U.S., the ECOA makes it unlawful for any creditor to discriminate against any applicant on the basis of race, color, religion, national origin, sex, marital status, or age.50 Creditors also cannot discriminate because an applicant derives all or part of their income from public assistance, or because an applicant has in good faith exercised their rights under the Consumer Protection Act.51 The ECOA also creates a private right of action for applicants against creditors who have discriminated against them.52 The Act includes both direct or intentional discrimination based on the aforementioned factors, and indirect or “disparate impact” discrimination in which the lender’s practices have “a disproportionately negative impact on members of a protected class—and the lender is unable to demonstrate that the practice is justified by a legitimate business need and cannot reasonably be achieved by other less discriminatory needs.”53
 
              The ECOA also requires lenders to notify applicants of adverse actions (e. g. denying credit or offering credit on less favorable terms) within 30 days.54 That notice must contain the specific reasons for which the decision was made or a promise to deliver that explanation upon the applicant’s request. Broad statements that the adverse action was based “on the creditor’s internal standards or policies, or that the applicant […] failed to achieve a qualifying score on the creditor’s crediting system are insufficient.”55 In other words, regardless of how complex a scoring algorithm might be, incorporating myriad variables and interactions, the decisions it recommends must be explainable in a way that is comprehensible. However, depending on the complexity of a model and the number and variety of variables bearing on its decision, an explanation comprehensible to the average consumer may necessarily fall short of identifying all the factors contributing to the decision, and a fully accurate explanation may prove too verbose and intricate to be readily understood.  Even if the lender can clearly explain the workings of its particular model, such disclosures could also implicate the scorer’s proprietary decision algorithm.
 
              ECOA applies to all creditors, which the statute defines as any person who “regularly extends, renews, or continues credit; any person who regularly arranges for the extension, renewal, or continuation of credit; or any assignee of an original creditor who participates in the decision to extend, renew, or continue credit.”56 Under this definition, a company like Underwrite.ai or GiniMachine that sells its AI technology to lenders but does not extend credit itself would not face liability if its model’s decisions were not sufficiently explainable. However, there would seem to be some responsibility on the scorer to provide a scoring model that can at the very least be transposed into traditional credit factors for the sake of explaining decisions to consumers. As it stands, lenders would likely have to impose this responsibility on AI scorers via contract. If such contracts shifted liability for ECOA explainability violations to the scorer, scorers may be incentivized to develop models the decisions of which are not a “black box” to the average consumer.
 
              The Truth in Lending Act, which regulates and standardizes the terms used to explain credit offerings in order to ensure consumers’ understanding of the lending agreements they enter, also applies.57 The Act’s disclosure requirements are detailed and vary based on the specific type of credit or transaction at issue, but in general a credit card lender must disclose any mandatory minimum payments and the annual percentage rate,58 and must also regularly update the consumer about their balance and charges. In order to prevent terms from being hidden in fine print, CFPB regulations require that these disclosures be “clear and conspicuous.”59 While the use of AI scoring over traditional scores does not change the terms used in the ultimate credit agreement, lenders employing alternative scoring should be aware of how that technology might affect the clarity of any routine disclosures.
 
             
           
          
            3 The Upstart No-Action Letter
 
            Worried that the use of its statistical model could violate ECOA and Regulation B or more general disparate impact principles, Upstart requested a no-action letter from the U.S. Consumer Financial Protection Bureau (CFPB) in 2017. The CFPB has primary regulatory authority over a range of consumer lending activities, including credit cards.60 A no-action letter is a statement by the bureau that it has “no present intention to recommend initiation of an enforcement or supervisory action against the requester,” and intended to prevent current regulations from “hinder[ing] the development of innovative financial products that promise substantial consumer benefit because, for example, existing laws and rules did not contemplate specific products.”61
 
            Insisting that its model does not lead to discriminatory lending practices, Upstart has compared applicant outcomes under its own model against outcomes that would result from a model using only traditional variables.62 If an applicant scored well under the traditional model, Upstart’s non-traditional variables would not affect the loan decision.63 By contrast, if an applicant did not meet the minimum requirements for traditional creditworthiness but fulfilled Upstart’s additional tests, he would be eligible for a loan that otherwise would have been denied or offered at higher costs. In this sense, Upstart claimed to offer an arguably fair regime: some people will be better off, and no one will be worse off than under a purely FICO score-based system. The CFPB granted Upstart the no-action letter.64
 
            
              3.1 The Argument in Upstart
 
              To understand Upstart’s reasoning, it might be useful to recall its focus on education variables. Enrollment at an elite institution, so Upstart claims on the basis of its model, makes a higher-paying job more likely, and is therefore a natural variable to be considered by a lender.65 Furthermore, Upstart argues, traditional scoring based on FICO variables also results in Black Americans qualifying for loans at higher interest rates than white Americans in comparable financial circumstances.66 As with traditional lenders, using alternative data and AI models to inform credit decisions will see some level of disparate outcomes across protected classes, a phenomenon which is not unique to FinTech lenders. Upstart might point out that the fact that probability of repayment is statistically lower for Black and Hispanic Americans than for white Americans, while deplorable, reflects existing inequality. Furthermore, Upstart showed, all the “promising individuals with limited credit history”67 are better off. No applicant is worse off than under a traditional scoring model, because the additional variables are used only if the traditional score is too low.68
 
             
            
              3.2 Intentional Discrimination
 
              Considering whether there was intentional discrimination, the CFPB noted that “[m]achine learning algorithms that sift through vast amounts of data could unearth variables, or clusters of variables, that predict the consumer‏’‎s likelihood of default […] but are also highly correlated with race, ethnicity, sex, or some other basis protected by law.”69 For example, “a variable indicating subscription to a magazine exclusively devoted to coverage of women‏’‎s health issues”70 might serve as a proxy to gender.
 
              There is overt discrimination if the scoring agency should explicitly use non-traditional data involving protected categories: “If the scorer/lender is aware of this correlation,” using proxies like these allows “ill-meaning lenders to intentionally discriminate and hide it behind a curtain of programming code.”71 Hence, if Upstart had intentionally used educational data in order to screen out members of protected classes (i. e. race, color, religion, sex, marital status, age, or national origin),72 this would have constituted a violation of the ECOA.
 
              However, due to the intricacies of machine learning models, not every scorer or lender will be aware of correlations in their model that may serve as proxies for membership in protected classes. Thus, even well-intentioned lenders relying on complex or black-box algorithms may end up working with scores which disparately impact protected groups.
 
              Even if a scoring agency is aware of the relevant correlation, as was the case for Upstart, it does not usually focus intentionally on race. Instead, Upstart insists on only looking at correlations produced by its machine-learning algorithm on the basis of “a mix of all the variables used in Upstart’s underwriting model.”73 Against this background, the fact that graduates from historically black colleges and universities (HBCUs) or Hispanic-serving institutions (HSIs) pay considerably more for a similar loan if compared to an NYU graduate is “a result of the model” – a reflection of the world as it is, out of Upstart’s reach, as it were.74 “Such correlations are not per se discriminatory,”75 the Bureau found.76
 
              This is where one of the obstacles to applying traditional anti-discrimination laws to new technologies becomes evident. While traditional antidiscrimination doctrine asks for intentional discrimination on a basis such as race or gender, a lender relying on algorithmic scoring can point to the math behind the model, arguing that it is “the machine” making the decision. The EU Proposal addresses this “tendency of automatically relying or over-relying on the output produced by a high-risk AI system” as “automation bias.”77 Establishing intent would then require showing that the scorer (or lender) deliberately picked the offensive variable to “mask”78 its bias, which will rarely be the case. Duties to review and back-test the models employed, on which the EU Proposal largely rests, will not suffice to establish intentional discrimination but could perhaps provide the basis for a claim of indirect discrimination.
 
             
            
              3.3 Indirect Discrimination/Disparate Impact
 
              When intent to discriminate cannot be established, the usual next step is to move on to a claim of disparate impact. This doctrine does not require the claimant to show intent but focuses on discrimination by statistical differences in aggregate outcomes across groups. Disparate impact would capture a facially neutral model that affects members of a protected group differently than members of another group.79 The ECJ has long accepted what it calls “indirect discrimination” claims and the relevant anti-discrimination Directives incorporate this doctrine. The U.S. Supreme Court, on the other hand, is much more hesitant to do so outside of housing and employment law.80 In 1971, the Court adopted the theory of disparate impact when interpreting the Civil Rights Act of 196481 and the doctrine was codified in the Civil Rights Act of 1991. However, the court has since limited the doctrine by requiring plaintiffs to show discriminatory intent for some claims82 and allowing discrimination based on bona fide occupational qualifications.83 Today, the extent to which U.S. courts and agencies are open to applying disparate impact principles has remained an open question. While the CFPB and some U.S. courts have been open to applying disparate impact theory in the context of the ECOA, no Supreme Court guidance is available yet. Those arguing for a more narrow approach insist on the proximity between intentional discrimination and disparate impact, understanding the latter only as “an evidentiary tool used to identify genuine, intentional discrimination – to ‘smoke out,’ as it were, disparate treatment.”84 Others frame the principle more broadly as concerning “the consequences of […] practices, not simply the motivation.”85 However, even such a broader interpretation of the principle does not necessarily justify a disparate impact claim which requires (i) a difference in treatment and (ii) the absence of a reasonable business rationale.86
 
              In Upstart’s case, establishing a disparate impact claim would, first, require proof that students of HBCUs and HSIs have been treated differently by Upstart’s model than students of non-minority serving institutions. The reason for this is some version of a “don’t compare apples with oranges” argument. Discrimination presupposes that one group has been treated differently than another group that is otherwise equal in all relevant respects. But “the devil is in the detail” in this case, particularly with regard to the assessment of what we are prepared to treat as equal in all relevant respects. The disparate treatment may simply reflect existing inequality. Such inequality in financial capacity, Upstart may have claimed, will have to be taken into account by a lender because he is required to run a realistic risk assessment.87 Hence, the entire exercise is far from a mathematical one. Normative issues arise in deciding on the characteristics of the baseline population against which to compare the allegedly discriminated-against group.88 For instance, should the “control group” consist of anyone who could objectively be interested in a loan, anyone who actually applied for a loan, or anyone who is in the exact same position save for enrollment in a HBCU or HSI? Once a plaintiff has established the relevant groups, they must show disparate treatment. The more off-the-rack and standardized a credit contract appears, the more straightforward this exercise is. By contrast, the more individualized the pricing scheme, the more complex and normatively challenging it will be to establish disparate treatment. Lastly, one will have to settle on the level of outcome disparity one is willing to accept: is a small difference in borrowing conditions acceptable? If so, how small?
 
              Second, even if disparate impact has successfully been established, it might still be justified. The U.S. Supreme Court looks for a “business necessity” and the need for “practical business choices” underlying the disparately impactful practice.89 Similarly, the ECJ accepts practices that are “objectively justified by a legitimate aim [if] the means of achieving that aim are appropriate and necessary.”90 Both courts ask defendants to show that there is no alternative practice available that would produce less discriminatory results.91 Establishing a business necessity defense will usually be a very straightforward exercise, as long as the scorer/lender can show that his  model, diligently developed,92 suggests a higher statistical probability of default for the relevant group.
 
             
           
          
            4 Generalizing Upstart?
 
            
              4.1 The Argument that “everyone is better off”
 
              Upstart received the first no-action letter issued by the CFPB concerning a FinTech lender in the context of disparate impact prohibitions. While some of its reasoning has to do with the specifics of Upstart’s business model, the focus of this last part is to understand the extent to which the decision has more far-reaching implications. One of the charms of Upstart’s model is that it offers a second chance to borrowers who are ineligible under traditional scoring models without treating other borrowers differently. Compared to a world without Upstart, no one seems to be worse off than before. Against this background, it is tempting to understand the no-action letter as relying on this (specific) business model of Upstart.
 
              However, the CFPB made very clear that an alternative scoring model would not necessarily run afoul of its rules even if it left some borrowers worse off. “It is important to note,” states the Bureau’s request for information, “that to the extent alternative data or modeling techniques could help a creditor identify consumers who are more and less likely to default than their current credit score suggests, alternative data could in fact decrease or increase a given consumer‏’‎s likelihood of receiving credit, or could raise or lower the price that any individual is offered for that credit.”93 The CFPB seems unfazed: “Though this could be seen as a detriment to consumers who are less likely to receive credit (or whose prices increase), it could also be seen as an improvement in risk assessment, which may provide greater certainty and allow a lender to increase credit availability for those who qualify. Indeed, in the longer term consumers whose credit scores understate their true risk may be better served if they do not obtain additional credit that they cannot repay.”94
 
              Hence, while Upstart presents a specific case in that “everyone is better off,” even if the extent to which this is true still varies across white, Black and Hispanic Americans, the CFPB did not stress this argument. Instead, it explicitly embraced denying credit on the basis of an AI model, arguing that AI models deliver better predictions on the probability of repayment.
 
             
            
              4.2 Ensuring Quality
 
              We have said further above95 that a business necessity defense requires a carefully and diligently developed AI scoring model. This points towards the enormously complex question of how to assess the quality of the data and of the model. Not only courts dealing with discrimination lawsuits, but also banking supervisory authorities will have to address the choice of scoring methodology and input data.96 Following Upstart’s argument, we have so far assumed that the non-traditional scoring model succeeds in producing better quality results than the traditional one. Indeed, in a joint statement, the CFPB and other financial regulators accepted that alternative data may “improve the speed and accuracy of credit decisions” and may allow extension of credit to those underserved in the “mainstream credit system.”97 However, there are number of potential issues to keep in mind.
 
              
                4.2.1 Quality of the Data and “biased AI”
 
                The CFPB has found that alternative data may raise “accuracy concerns because the data are inconsistent, incomplete, or otherwise inaccurate.”98 The Bureau is aware that traditional scoring models raise such concerns, too. However, because non-traditional data are not often sourced for the purpose of a credit rating, the CFPB worries that quality standards may be lower.99
 
                Additionally, the regulatory framework applicable to traditional credit bureaus provides safeguards for borrowers who want to know which data has been used and/or correct mistakes.100 The FCRA entitles credit applicants to the information in their report, and they may dispute the completeness or accuracy of that information with the CRA, which must notify furnishers of the dispute and update or delete the disputed information within 30 days.101 In this way, inaccurate data which might have entered a scoring model can be rectified, allowing for the eventual score to more accurately reflect reality. Not all of these legal safeguards apply to non-traditional data. Even if the aforementioned rights to access the data and correct errors exist, consumers might not understand how and which data impacts their credit standing, and therefore not proceed with such claims.
 
                The use of alternative data has the potential to complicate the FCRA regulatory scheme in a number of ways. Traditional FICO scores only require furnishers to send data relevant to the basic FICO factors, like a consumer’s credit usage and repayment history, which are generally well-documented by furnishers and borrowers alike. Some alternative data points, on the other hand, are neither well documented nor well understood by consumers, making it difficult to know when and how to exercise their FCRA/GDPR rights to access, challenge, and correct inaccurate information. Depending on the number of variables that factor into a model, the sheer number of data points could make the exercise of those rights impracticable. Furthermore, it may be difficult under the FCRA for furnishers to determine whether information they have provided is ‘negative’ and therefore requires notice to be sent to the consumer. This determination is straightforward for the traditional FICO factors, all of which have a binary set of outcomes: on-time payments are good and late payments are bad, lower credit usage is good and higher usage is bad, etc. Furnishers can easily understand these dichotomies, but may have no way of knowing whether, for example, a consumer’s choice to frequent certain websites or live in a particular zip code would have a positive or negative effect on that person’s creditworthiness. This also impacts the “explainability” of their credit decisions. The CFPB points out that traditional scoring agencies have been transparent about most of the input they use and about how consumers may work on behavioral changes in order to better their score.102 This is why the ECOA expects lenders to explain why they reached an adverse credit decision in specific terms which will be comprehensible to the applicant.103 Safeguards such as these do not work as well when dealing with alternative data. Explainability presupposes precise understanding of the model, which is not necessarily a given when black-box algorithms are used. Some FinTech lenders, such as, for instance, Underwrite.ai,104 have started to address this issue by trying to ensure that their models’ decisions come with explanations that correspond to the categories of explanation that have traditionally been given to denied applicants.105
 
                If the accuracy concerns identified by the CFPB have discriminatory potential, they are often addressed as “biased AI.”106 A correlation the algorithm detects may be rooted in historical (discriminatory) data which no longer represents today’s reality.107 When this happens, the score the algorithm computes is based on an outdated legal restriction or threshold. If this restriction or threshold no longer reflects today’s world, it rules out borrowers who may in fact have an attractive risk profile.
 
                An example for quality concerns due to biased AI are gender discrimination claims. In many countries, the law required a husband’s signature for his wife to take out a loan. If a woman was unmarried, even if her income was secured, this would have lowered her score. An AI trained on historical data would have “learned” that being married is “better” than being unmarried. Once the law changes, the AI not only discriminates against unmarried women, but also turns away potentially good customers, thus raising a further-reaching quality issue.
 
                Against this background it is worth noting that in its Whitepaper on AI, the EU Commission envisages “obligations to use data sets that are sufficiently representative.”108 The Proposal on an AI Act includes more detailed provisions on data quality management.109 However, while some such data quality issues may be easily recognized and fixed by re-training the AI, historically biased data of this type is often hidden and detected only by chance – or not at all.
 
               
              
                4.2.2 Quality of the Model
 
                A related but distinct problem arises when the underlying data is bias-free but the software itself suffers inadequacies that disproportionately affect certain groups. A much-cited example concerns researchers at MIT finding that Amazon’s facial recognition software had more difficulty identifying the gender of female and darker-skinned faces.110 Another example is provided by an algorithm used by a health insurance company. The model assigned risk scores on the basis of total health-care costs per year, not taking into account that – statistically – black people went to see a doctor later than white people. This resulted in them having to be sicker before being referred to additional help. The “faulty” variable was found by mere chance, when the health insurance let a university use its data for research purposes.111 Hence, to fully address bias, lenders utilizing AI should be aware that discriminatory decision-making may arise from biased data,112 biased software, and the interaction between the two.
 
                Models which rely on variables which have to do with the behavior of a borrower raise further concerns. Traditional scores address behavior which is subject to change, such as the number of credit cards used or the paying back of a loan in time. By contrast, some of the scoring agencies working with alternative data focus on behavioral clues to the borrower’s personality. These agencies may often lack any interest in consumers changing the relevant behavior. If these companies rely heavily on non-traditional data such as friends on social networks,113 fonts used in text messages114 or performance in fitness tracking apps,115 they may prefer that the correlations discovered between those alternative data points and credit risk retain their predictive power.
 
                The German FinTech Kreditech provides an illustration. The company had found a strong correlation between a specific font found on electronic devices of applicants for a loan and probability of repayment. Borrowers with the specific font on their device presented a high-risk group. Kreditech has speculated that the reason for this statistical correlation is that online gambling sites use the same font.116 Finding the font in text messages is a statistical clue that this person may engage in online gambling, which lowers their statistical probability of repaying a loan on time. An obvious data quality issue emerges: not everybody using the font will be an online gambler, and not every online gambler presents a bad credit risk.117 Let us further assume the consumer learns that his credit assessment is based (among other things) on the font he uses. He now ceases use of this font on his devices, while his online gambling habits remain the same. Because the algorithm has lost the statistical indicator, it will become less precise. Companies using non-traditional data may therefore have an incentive to not be transparent about such indicators and their relation to consumer behavioral traits. Revealing this information would open up their models to the challenge of “gaming the system.”118 The consumer changes the font but goes ahead with his gambling habit. The statistical clue is then open to manipulation, raising yet another quality issue. The same story could not be told for traditional scoring bureaus, which rely on financial indicators that can only be ‘manipulated’ by actually improving one’s capacity for repayment. These traditional scoring models are not interested in withholding information on how consumers may better their FICO score because traditional data are not used as statistical clues, pointing towards more hidden behavioral traits, in the way the text message font pointed towards an online gambling habit.
 
                Looking beyond the world of heavily regulated and supervised financial institutions, AI scoring also raises issues in the context of other, more predatory lending models. We have so far assumed that the AI models used are trained to “assess creditworthiness.” However, this is an oversimplification. Models are used by a scorer/lender with a specific business model in mind. The lender might train his model to detect a borrower with a high likelihood of paying back a long-term loan with market interest rates. However, he might also train his model to detect borrowers who seem likely to default in the long run but show a high probability of performance over the first couple of months—perhaps at very high interest rates. In the words of the CFPB, these consumers are “more likely” to default, but this does not rule out a business model under which they may be attractive customers. Payday loan companies, for example, issue small loans (usually $500 or less) to be repaid in a single payment on the borrower’s next payday. Payday lenders often do not consider an applicant’s ability to repay, but charge fees of $10 to $30 per $100 borrowed (for reference, a $15 fee per $100 borrowed is the equivalent of a 400 % annual interest rate).119 Though traditional FICO scores don’t serve the payday lending model well, such lenders could employ AI scoring models to identify those likely to make the single lump-sum repayment on payday.
 
               
             
           
          
            5 Conclusion
 
            Upstart’s business model and the CFPB’s no-action letter have served as a useful illustration of problems in applying the traditional regulatory frameworks for credit scoring and data privacy to AI-based scoring. Despite the promise to offer more attractive credit options to traditionally underserved borrowers, alternative scoring models give rise to important risks. Some of these seem somewhat technical, but are no less salient. Such issues concern the quality of data and models used in algorithm-based credit scoring as well as the applicability of procedural safeguards such as access to data, the right to rectification of errors and to contradict the use of data, and the efficient enforcement of rights. The complex question of how to apply anti-discrimination laws shows the pitfalls of alternative scoring that aspires to create more fair lending.
 
            Other risks are less technical. They have to do with the fairness of scoring as such.120 What makes a scoring model “fair” is the subject of ongoing debate, and traditional scoring models also implicate fairness concerns. That said, the “unfair” label would certainly apply to models that violate the ECOA’s antidiscrimination provisions, and because AI models may create more overlap between variables that predict likelihood to repay and variables correlated with membership in protected classes, those models may well raise questions of fairness. The CFPB’s Request for Information on alternative credit scoring touches upon the matter very briefly when it claims that “using some alternative data, especially data about a trait or attribute that is beyond a consumer’s control to change, even if not illegal to use, could harden barriers to economic and social mobility, particularly for those currently out of the financial mainstream.”121 Let us be reminded, again, that traditional credit scoring exercises have held the same potential. The underserved borrowers, those with a “thin file” who may be ineligible for traditional scores, have faced barriers to economic and social mobility for a long time. Despite its promise to serve the unbanked, AI-based scoring may well deepen this problem.
 
            One reason for this is the opaqueness of behaviorally oriented models such as the gambling site font example set forth above. While traditional scoring models rely on variables which are open to behavioral change, such as, for instance, reducing late payment on bills, AI models that use the correlation between probability of repayment and a certain behavior may provide fewer opportunities for such change because borrowers may remain unaware of which variables influenced their credit decision, and to what degree. Lenders/scorers are not interested in disclosing the use of these variables because they wish to disallow “gaming the system.” In many instances, depending on the complexity of the AI or the efforts of the lender/scorer, the scorer might not even be aware of the impact of such variables in their model.
 
            Another reason AI scoring might deepen disparities in access to credit is the seductive allure of AI modeling which the EU has referred to as “automation bias.” Many have praised machine learning for its potential to detect previously unanticipated correlations and to replace human bias when making a loan decision, relying on the “objectivity” of machines.122 Even if just as many others have pointed to flaws in that reasoning,123 psychological research teaches us that it can be very appealing to outsource responsibility for decision-making. In other words, when responsibility for a decision can be shared with or transferred to another person (or to a decision-making computer program), the individual sharing responsibility is less likely to work to remedy the issue than if they bore full responsibility.124 Linking this to the quality problems of data and models, we risk overstating what an algorithm can deliver.
 
            This is also where the Bureau’s assessment, that “in the longer term consumers whose credit scores understate their true risk may be better served if they do not obtain additional credit that they cannot repay,” risks missing the point. “Understating risk” requires the modeler to define risk and to determine what the model will understand as “success.”125 It depends, as we have seen, on the quality of the data and the model, both in a narrow sense of the care with which the data/model have been sourced/developed, but also in a broader sense of biases inherent to the data or model. On the one hand, these circumstances hold a real risk of creating a new group of underserved borrowers, again ossifying existing inequalities.  On the other hand, overly liberal expansion of credit to different groups could result in a crisis of indebtedness at a social scale.  Effective regulation may play an important role in steering FinTech lenders clear of these extremes.
 
            The most intricate problem linked to the fairness of scoring arises even if we assume an ideal world in which all data could be de-biased and lenders could efficiently screen all models for discriminatory effects. Linking credit outcomes to behavioral traits increases the risk that a model will reproduce and even worsen deeply embedded social biases and inequalities. Not only one’s ZIP code or payment history, which are – at least in theory – subject to change, but also one’s hobbies or friends, taste in restaurants or shopping habits, efficiency in filling out a web form, model of smartphone or amount of spelling mistakes, age or health might be considered predictive of success. Graduating from a HBCU could hurt an applicant’s chances if compared to graduating from a non-minority-serving institution, as could a preference for budget supermarkets as opposed to more expensive organic grocers, using an Apple instead of an Android smartphone,126 going online during the day or at night, using price comparison websites or not,127 and the list goes on. A lack of disclosure and explainability undermine the applicant’s opportunities to learn from a credit decision and adapt their behavior accordingly.  ECOA’s central tenet, to offer equal credit opportunities, seems severely compromised in such circumstances.128
 
           
          
            6 Post Scriptum: AI Credit Scoring under the EU Proposal for an AI Act
 
            The European Commission has on 21st April 2021 published a Proposal for a Regulation to lay down harmonized rules on artificial intelligence.  Once passed, a Regulation is binding law in every Member State. In contrast to a Directive, it is directly applicable without the need to be transposed, Art. 288 para. 2 TFEU. However, this pan-European scope is not the only reason for a closer look at the Proposal. Its rules will apply to providers of AI systems within the EU as well as in third countries such as the United States. It will cover users of AI systems in third countries if the output they produce is used in the EU. Most importantly, the Proposal aims to shape global norms and standards. Given a trend called the “Brussels effect,”129 an observation on how multinational companies have progressively adopted European standards on, for instance, data privacy, consumer safety, and antitrust, the claim to contribute once again in this fashion might not be entirely without merit and companies may well follow suit on AI regulation as well.
 
            The Proposal should be understood against the context of a number of previous studies and official documents, such as the report of the High-Level Expert Group on AI on “Ethics Guidelines for Trustworthy AI”  which we mentioned above. Additionally, in February 2020 the EU Commission published the White Paper on AI, accompanied by a Report on safety and liability implications. The European Parliament adopted resolutions on civil liability for AI, on an ethical framework for AI, and on related issues of intellectual property. Next steps for the Proposal to become law include first and second readings by the co-legislating bodies, the European Parliament and the Council, internal debates in Member States’ national parliaments, and European and global lobbying efforts.
 
            The Proposal starts from the assumption that several fundamental principles and standards apply horizontally across all AI use cases. Among these use cases, the Proposal singles out unacceptable and high-risk applications. Unacceptable use cases will be prohibited. For high-risk applications, the Proposal prescribes a variety of requirements of ex ante testing, certification, technical documentation, and monitoring, as well as ex post controls. By contrast, the Proposal explicitly encourages AI applications which qualify as neither unacceptable nor high-risk, posing only low or minimal risk. For these uses, the Proposal seeks to ensure an attractive environment for investment by combining legal certainty with effective enforcement and allowing for regulatory sandboxes while preventing market fragmentation.
 
           
          
            6.1 A Risk-Based Approach
 
            The drafters of the Proposal chose what they call a “risk-based approach.” They frame this approach as the best answer to the tension between “promoting the uptake of AI and of addressing the risks associated with certain uses of such technology.” According to the Proposal, risks are unacceptable, if they are “manipulative, exploitative and social control practices.” Such risks “contradict Union values” and will be prohibited. Against this background, Art. 5 para. 1 of the Proposal lists AI practices which qualify as unacceptable. Among these we find the use of biometric identification systems in publicly accessible spaces for the purpose of law enforcement. The same goes for some cases of social scoring by public authorities, as set forth in Art. 5 para. 1 lit. c of the Proposal.
 
            While few AI use cases are considered unacceptable and prohibited, the list of high-risk applications is longer. One Annex to the Proposal enumerates products for which Union legislation as to safety precautions is already in place, covering products as diverse as toys, explosives, medical devices, and civil aviation. AI systems which are used as safety components in such products will be considered high-risk. A second Annex to the Proposal lists areas of use, rather than products. These include biometric identification, operation of critical infrastructure, employment, access to essential private services, law enforcement, migration and administration of justice.
 
            AI systems that “evaluate the creditworthiness of natural persons or establish their credit score” are listed as one instance of access to “essential private services.” Interestingly, neither the High Level Expert Report nor the White Paper had taken up decisions about creditworthiness. The policy reasons for including AI scoring in the Proposal  surface in Recital (37). Starting from the fundamental role of access to financial resources, the Proposal stresses the much-debated risks of AI scoring. These include “discrimination of persons or groups,” dangers that these applications may “perpetuate historical patterns of discrimination, for example based on racial or ethnic origins, disabilities, age, sexual orientation,” and the creation of “new forms of discriminatory impacts.” Of course, the EU, like the United States, possesses  a large body of law which prohibits discrimination – and in both jurisdictions, courts and scholars have been grappling with the challenges raised by the “new forms of discriminatory impacts” which the Proposal cites. Still, the document does not explicitly take up questions of algorithmic fairness, historic bias or discrimination as such.  Instead, its approach brings product design to mind: certification procedures, data and model quality checks, technical documentation and ex post monitoring duties abound. Public authorities supervise, but private enforcement instruments are not included. This fundamental tension between the anti-discriminatory  policy goal and the product-oriented, formalistic regulatory design shapes the Proposal.
 
           
          
            6.2 Applying the EU Proposal to Algorithmic Credit Scoring
 
            
              6.2.1 How to Distinguish High-Risk Credit Scoring from Prohibited Social Scoring
 
              Algorithmic scoring has raised enormous concerns globally insofar as it is used for surveillance of private citizens, a practice usually addressed as “social scoring.” The Proposal defines specific forms of social scoring which would be prohibited in the EU. These are:
 
              “AI systems (placed on the market put into service or used) by public authorities or on their behalf for the evaluation or classification of the trustworthiness of natural persons over a certain period of time based on their social behaviour or known or predicted personal or personality characteristics, with the social score leading to either or both of the following:
 
               
                	 
                  detrimental or unfavourable treatment of certain natural persons or whole groups thereof in social contexts which are unrelated to the contexts in which the data was originally generated or collected;
 
 
                	 
                  Detrimental or unfavourable treatment of certain natural persons or whole groups thereof that is unjustified or disproportionate to their social behaviour or its gravity;130
 
 
              
 
              Under this definition, AI credit scoring done by private entities does not qualify, unless performed on the behalf of a public authority. To the extent that public authorities engage in any form of credit scoring, application of the provision hinges on what “trustworthiness” entails. The Proposal does not offer a definition nor explains how “trustworthiness” differs from “creditworthiness.” Recital (17), which sets out the policy goal for the prohibition, talks about “social scoring of natural persons for general purpose” and of “detrimental or unfavourable treatment of natural persons or whole groups thereof in social contexts.” While it seems intuitive to understand creditworthiness as a sub-category of the more general term “trustworthiness,” the Proposal seems to have a different, namely a “social” context in mind. Arguably, future work on the Proposal would profit from a brighter line between trustworthiness and creditworthiness, and between extending credit and “treatment (…) in social contexts” as listed above under (ii).  Should these provisions apply to AI credit scoring, the use of alternative data like that posited above to generate credit scores could be found to constitute the use of data in contexts “unrelated to the contexts in which the data was originally generated or collected.”
 
             
            
              6.2.2 How to Ensure Compliance with the Proposal
 
              Leaving public authorities (or work done on their behalf) aside, AI models intended for creditworthiness assessments and credit scoring qualify as high-risk, Art. 6 para. 2, Nr. 5 b Annex III. AI use cases which qualify as high-risk have to comply with the Proposal’s risk and quality management framework. The Proposal follows an omnibus approach across all areas of AI applications, including medical, law enforcement, machinery and credit scoring.
 
              This horizontal, omnibus approach differs markedly from the U.S. regulatory framework we have outlined above, which works with application area-focused legal rules such as, for instance, the ECOA, the FCRA, and the HUD. While the Proposal’s approach offers legal security across different use cases, its requirements must be tailored to a variety of AI applications. The Proposal somewhat vaguely suggests doing so with the “intended purpose of the high-risk AI system and the risk management system” in mind.131
 
              
                6.2.2.1 Risk Management and Quality Management Systems
 
                An adequate risk management system is one of the core pillars of the Proposal. Such a system “shall consist of a continuous iterative process run throughout the entire lifecycle of a high-risk AI system, requiring regular systematic updating.” Risks have to be identified and analyzed, estimated and evaluated.132 Risk management concerns “known and foreseeable risks” as well as “risks that may emerge when the high-risk AI system is used in accordance with its intended purpose and under conditions of reasonably foreseeable misuse.”133 A post-marketing system is added,134 and residual risks have to be “judged acceptable” and “shall be communicated to the user.”
 
                The need to adapt these general, omnibus requirements to the specifics of AI scoring systems surfaces clearly. “Risk” will come in very different shapes and forms across different AI use cases. As to AI scoring and creditworthiness assessments, the Proposal seems to understand “risk” as related to fundamental rights, and, more specifically, to discriminatory outcomes. However, “risk” is as vague a term as “fundamental rights” or “non-discrimination.” How to apply non-discrimination doctrine to AI scoring is as hotly debated in the EU as in the U.S. Some of the relevant concerns that this ambiguity creates have surfaced in our discussion of the Upstart case. The decision to go ahead with this approach illustrates the built-in tension and the ambitiousness of the decision to use a formal, product-oriented regulatory design in order to realize substantive goals such as non-discrimination.
 
                In addition to a risk management system, the Proposal requires “providers,” the developers of AI systems, to ensure that compliance and quality management systems are in place,135 Art. 16, 17, and that conformity assessments are undergone. Written documentation of the quality management system is expected, including, for instance, a strategy for regulatory compliance, test and validation procedures, procedures for data management, for post-market monitoring and for communication with national competent supervisory authorities, as well as an accountability framework setting out the responsibilities of management and staff. If the provider is a credit institution regulated by Directive 2013/36/EU (“CRD IV”), the obligation to put a quality management system in place is deemed to be fulfilled by complying with Art. 74 of CRD IV. Post-market monitoring is required of any provider under Art. 61, and is thus not limited to high-risk systems. However, Art. 62 provides that only high-risk providers have an obligation to report malfunctions to market surveillance authorities.
 
               
              
                6.2.2.2 Data and Data Governance
 
                Data and data governance are a core ingredient of AI scoring applications. Art. 10 of the Proposal lays down quality criteria for training, validating and testing with data sets. These concern design choices, data collection and preparation, the formulation of assumptions, examination of biases, the identification of gaps and more.
 
                Data sets must be “relevant, representative, free of errors and complete” and have “appropriate statistical properties.”136 Again, the terms used are vague and need further interpretation. A data set will probably never be “free of errors” nor “complete.” The relevance of data is often in the eye of the beholder, and it would be useful to further specify what may count as “representative.”
 
                A conscious choice has been made as to bias monitoring. While the extent to which one may use protected categories of data such a “race” in order to uncover bias is subject to debate under the U.S. framework. By contrast, the Proposal allows processing of such data if it “is strictly necessary for the purpose of ensuring bias monitoring, detection and correction.”
 
               
              
                6.2.2.3 Technical Documentation and Record-keeping, Accuracy, Robustness, and Cybersecurity
 
                A number of requirements concern technical documentation, record keeping and conformity assessments. Technical documentation must be drawn up ex ante, and kept up to date. Logs for the automated recording of events have to be installed,137 and kept by the providers.138 Additionally, high-risk systems have to achieve an appropriate level of accuracy, robustness, and cybersecurity.139 Machine learning applications, a standard feature of many AI scoring systems, have to address feedback loops which the Proposal defines as “possibly biased outputs due to outputs used as input for future operations.”140
 
                Art. 16, under the heading of “obligations of providers,” lists these as well as other requirements specified in the Proposal. The Proposal does not address whether this is to be understood as an obligation giving rise to a private right of action, leaving the matter to the national law of the Member States. If the provider is established outside the Union and an importer cannot be established, the third country provider must establish an authorized representative.141
 
               
              
                6.2.2.4 Transparency and Information
 
                Seen from a U.S. perspective, informing retail borrowers about the data used for scoring, explaining basic workings of the scoring model and allowing for rectification constitute core elements of credit scoring regulation. By contrast, in the EU not only credit scoring regulation as such but also the institutional set-up of relevant scoring institutions differs between Member States. Taking this together with the EU GDPR providing for a reasonable degree of data protection (including rectification and some explainability), it is maybe unsurprising that there are no provisions in the Proposal on how to inform a borrower.
 
                Importantly, transparency and the provision of information to “users,” which Art. 13 requires, is not about informing borrowers. “Users,” as defined in Art. 3 para. 4, means “any natural or legal person, public authority, agency or other body using an AI system under its authority.” The end consumer (or “end borrower”) is not herself “using” the AI system. She is rather, as it were, its object. Obligations towards this group of end consumers are limited to a number of specific instances such as, for example, emotion recognition, biometric categorization, or systems creating deep fakes.142
 
                The “users” toward whom the AI system must be transparent are those who employ the system in their own business. This could be a lender, who uses an AI system for its own rating of borrowers. It could also be a scoring agency using AI systems as part of its scoring process. These users of AI systems are the beneficiaries of the duties of disclosure which the Proposal imposes on providers. Providers must furnish information on, among other things, the intended purpose of the AI system, the level of accuracy, potential risks for fundamental rights, the expected lifetime of the system and human oversight measures.
 
                Users of high-risk systems have to comply with the instructions of use which includes certain monitoring instructions. Logs must be kept, if these are under the control of the user (not the provider).143
 
               
              
                6.2.2.5 Human Oversight
 
                The Proposal requires that high-risk AI systems feature an element of human oversight. Art. 14 explicitly mentions risks to fundamental rights, which have caused growing concern in AI scoring systems, and assumes that human oversight can prevent or minimize these risks.144 Human oversight is to serve a monitoring function, allowing for detection of “dysfunctions and unexpected performance.”145 This section also addresses “automation bias,”146 and requires that AI-based decision making systems leave open the possibility of foregoing use of the AI application in a particular case.147
 
               
             
            
              6.2.3 Enforcement
 
              The Proposal relies heavily on public enforcement of its regulations. Member States have to designate a notifying authority to carry out the conformity assessments required by Art. 30 of the Proposal, and to issue  certificates of compliance under Art. 44. The Proposal stresses that these bodies must be competent, independent, objective and impartial.148 Art. 48 requires that providers draw up declarations of conformity for AI systems they put on the market. The product-design framework of the Proposal is especially obvious in Art. 48 and 49, which address an EU declaration and a CE marking of conformity.149 Art. 71 sets forth a framework for administrative sanctions including fines and penalties for non-compliance.
 
              National supervisory authorities are in charge of market surveillance.150 An exception from the omnibus approach is made for financial institutions. If the AI system is used or placed on the market by a financial institution, the relevant financial supervisory authority is competent to regulate the system’s use, mirroring the jurisdiction of specialized bodies such as the CFTC and the FTC in the United States.
 
              The intent to allow for and support innovation is behind the regulatory sandbox regime established in Art. 53. Competent authorities are encouraged to establish controlled environments which facilitate the development and testing of new AI systems. Art. 54 grants exemptions from the GDPR’s prohibition of data processing in these cases. Small-scale providers and start-ups get priority access to sandboxes under Art. 55.
 
             
           
          
            6.3 Conclusion
 
            By issuing Upstart its no-action letter, the CFPB acknowledged that the commercial lending industry, like many other fields, may be imminently and fundamentally changed by the introduction of artificial intelligence and machine learning technologies. These technologies hold legitimate promise for extending credit opportunities to those excluded by traditional credit scoring methodologies, but their complex, data-driven nature necessarily creates difficulties in the application of regulations attuned to more traditional methods of credit scoring. The data and algorithms used by FinTech lenders may replicate discriminatory outcomes. The complexity of AI models may limit the modeler’s ability to anticipate and account for unintended disparate outcomes as well as the applicant’s capacity to understand adverse decisions. A combination of updated regulations and careful use of AI by these lenders may go far in addressing these issues. However, CFPB’s ready acceptance of Upstart’s model—which relies heavily on education level, a variable with particularly great potential to introduce bias—raises questions of whether the regulatory environment is prepared for AI credit scoring to eventually permeate consumer lending practices. Time will tell whether more ambitious AI scoring methods, such as those relying on novel cell phone and search history data, gain sufficient prominence to warrant targeted changes to the regulatory frameworks in the United States.
 
            The EU Proposal for an AI Act has ventured a first step in providing a regulatory framework specific to AI applications. The Proposal highlights the perils of bias and discrimination, and its risk-based approach takes up core quality and risk management issues. Needless to say, these will have to be adapted to the specifics of each AI application. Due to the omnibus approach underlying the Proposal, there is almost no guidance as to how different use cases (ranging from civil aviation to medical devices and credit scoring) would be treated. More importantly, there is a fundamental tension between the Proposal’s policy goal to protect fundamental human rights and its risk-based philosophy. For financial institutions, the possibility to measure and evaluate risk with an eye on capital adequacy requirements is crucial. Translating the relative weights of conflicting human rights principles into computable variables of risk management is a daunting task. It remains to be seen whether, in its final form, the Proposal will include more concrete rules on risk and quality management.
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          This article critically analyses the EU’s sustainable finance reforms and argues that the interaction between its regulative and enabling aspects creates mixed messages for governance and market-building. The Regulations adopt an incentive-based approach towards market-building for quality sustainable finance, but lower-level products are not shut out. However, if the market responds to quality signals facilitated by regulatory reforms, the article predicts that market-building may be concentrated in passively-managed indexed products which appeal to retail investors. This market may be dominated by large investment intermediaries who may gain an advantage precisely because of more stringent governance imposed on them. The article further argues that retail investors can be helped by policy bridging between sustainable and digital finance, such as adjustments to the legal duty of suitability to cater for investment advice incorporating sustainability preferences, including robo-advisory channels. The connection between digital and sustainable finance can be highly synergistic in attracting both institutional and retail demand.
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            1 Introduction
 
            Since the European Commission adopted an action plan for promoting sustainable finance in 2018,1 legislative reform has been introduced for market building in sustainable finance products as well as to harmonise the regulative standards for them.2 Regulation is intended to mobilise the mainstream investment fund sector to develop and provide choice in their offers of sustainable financial products, hence it can be regarded as enabling in nature. Harmonised European regulation also provides for sufficiently high-quality regulative and protective standards so that market development is carried out in a manner that inspires market confidence. This is consistent with the ordoliberal underpinnings3 of single market regulatory measures in the financial sector. This article examines the Regulation on sustainability disclosures required of the financial services sector4 and the Taxonomy Regulation5 in their roles to make sustainable finance products widely marketised by the mainstream investment funds sector. It also queries how digitalisation in the EU, which is keenly promoted under the Digital Single Market strategy,6 can further the marketization agenda that is promoted by the Regulations. Indeed the article argues that policy thinking on promoting and marketising sustainable finance has not plugged into the potential offered by digitalising finance.
 
            Section 2 discusses the EU reforms to mobilise and regulate mainstream sustainable finance particularly in collective investments and portfolio management. This Section examines the finely balanced nature of the EU’s governance of sustainable finance as its enabling and regulative elements interact. It is argued that the net result may send mixed messages to the market, which may not lead to significant development in product choice.  The Section further contends that the marketization of sustainable finance should connect with digitalisation of finance in order to appeal more broadly to retail investors. Section 3 discusses reforms to the duty of suitability in investment advice that may be key to how digitalisation can be woven into the sustainable finance governance framework. Section 4 concludes.
 
           
          
            2 Mainstreaming Sustainable Finance in the EU
 
            The Sustainability Disclosures Regulation 2019,7 supported by the Taxonomy Regulation 2020,8 introduces a governance regime that elevates the standards of responsibility in the investment sector across many types of fund management, while at the same time facilitating the marketization of sustainable finance products. This type of governance is highly characteristic of EU regulation where enabling harmonised legislation intended for market building9 is framed in relatively high regulative standards to support the building of credible and responsible markets. One perspective on this is the ‘law and finance’ thesis that laws with sufficiently high standards that provide for investor protection and confidence are needed to build out strong and developed capital markets.10 The other perspective is that economic development is not pursued as a singular and disembodied goal independent from wider notions of solidarity and responsibility, especially after the global financial crisis 2007 – 09.11 Policy makers in the EU are developing market-building measures in more holistic ways, such as taking into account financial stability and consumer protection risks.12 The impetus for sustainable finance has only grown in the wake of the Covid-19 pandemic.13 The governance of sustainable finance in this round of regulatory reforms reflects a careful balancing of market-building goals with regulative goals to improve financial intermediaries’ conduct at the marketing front, their gatekeeping roles in supporting the credibility of sustainable finance, and ultimately, the social and public interest outcomes that sustainable finance is supposed to fund.14
 
            
              2.1 Policy Context for Mobilising Investment Intermediaries in Relation to Sustainable Risks
 
              Although financial intermediaries are not often directly responsible for harms to sustainability or bringing about sustainable outcomes, such as those embodied in the 30 UN Sustainable Development Goals,15 their channelling of funds makes projects and activities possible, turning financial intermediaries into facilitating or ‘complicit’ actors who incentivise or disincentivise projects and activities. At this level of gatekeeping, debt intermediaries such as banks in project finance have become keenly aware of their proximity16 to the creation of environmental and social harms, and many of them have implemented the voluntary Equator principles to minimise their legal risk and ameliorate social irresponsibility.17 However, even the proximity of creditor-borrower relationships may not bring about optimal management of sustainability risks at the level of the borrower.18 Investment intermediaries who channel funds to enterprises, projects and activities are arguably ‘in less control’ of their gatekeeping capacities, as they are often diversified and minority shareholders. Further, there is not always congruence between (a) investment intermediaries’ legal duties to manage portfolios in a financially optimal manner and (b) their goals relating to sustainable behaviour or outcomes on the parts of their investee companies.19
 
              As the investment sector wields significant influence, with global assets under management growing year over year and estimated to amount to USD $145 trillion by 2025,20 policy makers have started looking to the gatekeeping capacities of the investment sector, so that these intermediaries in capital markets can play a useful part in the governance landscape that aligns economic behaviour with sustainable goals.21 There is also increased appetite on the part of both institutional22 and retail beneficiaries23 in the EU for investing in pension and other collective investment funds that would meet sustainable objectives as well as provide a financial return, although different investors may prefer different mixes of the two objectives if there is a trade-off.24
 
              The EU’s sustainable finance strategy has therefore turned to capital markets regulation. One aspect of this policy movement is the nudging of institutional investors to become engaged shareholders in their investee companies. In the UK, this expected level of investor conduct is known as ‘stewardship’ and covers a range of shareholder engagement behaviour in relation to companies’ corporate governance as well as their footprint in environmental, social and governance (ESG) matters.25 In the EU, the Shareholders’ Rights Directive 2017 introduced a comply-or-explain regime for institutional investors26 in order to nudge27 them towards more engaged behaviour and the overall promotion of the long-term interests of beneficiaries.28 To support investors’ engagement role, the EU has introduced concomitant regulations requiring[?] listed companies to make relevant ‘non-financial disclosures’ in relation to environmental impacts, impact on employees, human rights, and anti-corruptions matters.29 Further, shareholders’ powers have also been increased by harmonised legislation, such as shareholders’ mandatory say on executive pay every four years,30 and powers to approve related-party transactions in order to mitigate strong managerial powers.31 Tridimas32 argues that the ‘shareholder’ in the EU context is framed as a gatekeeper and facilitator of EU policy strategies in capital markets regulation for the Single capital market.
 
              The group of shareholders to be galvanised are institutional investors, whether in pension, wealth or retail investment management. There are different incentives and structures at work that affect these intermediaries’ behaviour when engaging with companies generally,33 and targeted engagement on sustainability issues is only emerging in some European countries,34 with the trend observed to be weaker in Anglo-American jurisdictions.35 However, a common barrier to engaging with sustainability issues, except for funds expressly reserved for ‘socially responsible investing’ (SRI),36 is the legal interpretation of investment intermediaries’ fiduciary duties to their clients. A narrow interpretation focuses upon the need to invest prudently and in a diversified manner in order to achieve financial return to meet beneficiaries’ needs.37 This could mean that non-financial considerations that may interfere with that primary discharge of fiduciary duty are not permitted.38 Although legal interpretation with regard to investment intermediaries’ fiduciary duties has changed with times in order to allow more modern and salient considerations to factor into the discharge of fiduciary duties,39 risk aversion can still affect investment intermediaries.40 Alternatively, such risk aversion may be an excuse for those that do not wish to change from the conventional manners of financially-driven investment management methodologies.41
 
              In an opposite, bottom-up development, some investment intermediaries have identified market opportunities for SRI. The universe of SRI is however populated with financial products of varying standards in terms of selection and performance,42 and mis-selling risks to well-meaning investors exist.43
 
              The harmonised legislative instrument in the Sustainability Disclosures Regulation 2019 intends to achieve two policy goals: legal clarification and market regulation. It introduces a mandatory duty with regard to sustainability risks for investment intermediaries. This duty supports and accompanies the governance regime for the marketing of sustainably-labelled financial products, which need to meet minimum standards.
 
             
            
              2.2 Mandatory Responsibility for Investment Intermediaries
 
              Financial markets participants who engage in portfolio management or fund management (whether as mainstream pension or collective investment schemes, or as alternative investments funds)44 must make mandatory disclosures as to how they integrate sustainability risks in their investment decision-making.45 This also includes financial services providers who offer investment-based products as part of an insurance product. In this manner, through mandatory disclosure, the Regulation has arguably brought about a new expectation for investment intermediaries in terms of their investment management conduct. This expectation cannot be avoided by narrow pursuits of financial performance in the name of compliance with fiduciary duties. This is a ‘baseline’ standard applicable to all investment intermediaries within the scope above.  Large investment intermediaries are subject to additional regulatory obligations as follows.
 
              Investment intermediaries of a certain scale, defined as having at least 500 employees or being a parent company of such an undertaking,46 are mandated to account for adverse sustainability impacts, from 30 June 2021. This applies whether or not such financial services providers engage with sustainably-labelled products. They must account for any adverse impact of their investment decision-making processes on sustainability risks, how adverse impacts are discovered and what due diligence policies are deployed.47 Smaller providers may declare that they do not consider adverse impacts on sustainability risks in their investment decision-making process, but must clearly explain why and whether this practice cuts across all their products.48 This means that smaller providers still need to disclose how they integrate sustainability risks as discussed above, but are not specifically tied to the prescribed mandatory disclosures of due diligence policies and measurement of adverse sustainability impact.
 
              Further, by 30 December 2022, financial services providers mandated to integrate and disclose sustainability risks in relation to adverse impacts must also make that information available at the level of each financial product.49 These disclosures are also regarded as pre-contractual in nature.50
 
              As the integration of sustainability risks refers to material sustainability risks, it is arguable that the transparency obligation for large investment intermediaries to disclose adverse sustainability impact imposes on them the duty to account for double materiality. This means that large firms are accountable for not only material sustainability risks relevant to investment performance but other adverse sustainability impact as such. Mandatory disclosure in relation to adverse sustainability impact would be made according to the highly prescribed template proposed by the European Securities and Markets Authority (ESMA). ESMA’s technical standards51 provide for templates of types of adverse impact that investment intermediaries should engage with and measure. The prescriptive measure can on the one hand result in a compliance-based mindset, as investment intermediaries seek to meet the requirements of each ‘box to tick.’52 However, compelling those intermediaries to engage with a standardised set of sustainability risks in this manner allows them to learn and develop knowledge in areas that they cannot be selective about, so that the connection to public interest goals can be made. Such disclosures theoretically attract regulatory enforcement and also allow for the exercise of market discipline. Investors are able to enjoy comparability in disclosures made by investment intermediaries in order to facilitate choice and competition. Further, the list of adverse impacts that need to be measured is not inflexible, as it would be introduced in delegated Commission legislation that can be amended relatively easily. Designating the information to be disclosed as pre-contractual disclosures would allow investors to exercise ex post discipline in litigation for misrepresentation or mis-selling.53 Retail investors in the UK can be a force of discipline to be reckoned with as they can seek redress from the Financial Ombudsman in out-of-court remedy for up to £150,000 in case of misrepresentation or mis-selling.54 Nielsen and Parker argue that such compliance can produce a changed culture in time, as the need to change processes and methodologies could permeate organisational strategies and activities.55
 
              However, the mandatory duty discussed above applies only to larger investment intermediaries. As mentioned above, smaller providers are able to declare and explain why they do not consider adverse impacts on sustainability risks in their investment decision-making process.56 This exception is arguably based on proportionality, i. e. the cost of compliance for smaller firms may be significant. This exception thus leaves it to market discipline to determine if smaller investment intermediaries who are agnostic about ESG risks are sufficiently competitive or may be ‘penalised’ by investor choice. Regulators might also take enforcement action in view of poor or inadequate explanations. However, the inadequacy of a disclosure is often difficult to pin down if there is no falsehood or misrepresentation. Nevertheless, smaller firms are still subject to the general duty to integrate sustainability risks as a baseline. However, the lack of prescription in relation to what ‘integration’ means and how this should be implemented may result in a meta-regulatory phenomenon of fragmented and uneven implementation amongst firms. Firms may opt to implement the regulation in a manner suitable for their business models. In a positive way, firms could take advantage of the flexibility to develop standards and processes suitable for their business models. 57 However, it is also possible that meta-regulatory implementation can result in minimalist self-regulation,58 such as being a mere signatory to the UN Principles of Responsible Investment.59
 
              As the threshold for a ‘large’ investment intermediary is set at 500 employees minimum, many investment fund and portfolio managers would not be caught within the more stringent tier of compliance. It is queried if this can normalize the market practice of declaring agnosticism with regard to adverse sustainability impact. For example, well-known names in the asset management industry such as Jupiter or Acadian have fewer than 500 employees. The efficacy of the mandatory duty may be perceived to be more marginalised as one realises that a large quarter of the investment sector consists of mid-size firms that are therefore not covered within the Regulation’s scope. However, it may be argued that the more stringent tier of compliance only applies to large investment fund managers because their ownership of corporate equity is likely extensive. In this way, their sustainability stewardship would have a systemic impact upon corporate sector behaviour. Examples of such investment fund managers would be Fidelity, Blackrock, State Street and Vanguard. These firms also have the capacity and resources to significantly enhance their research and due diligence capabilities to adhere to the Regulation’s demands.60
 
              On the other hand, excluding smaller firms from the stringent tier of compliance would arguably prejudice them, as larger firms subject to these duties have the opportunity to distinguish themselves. As discussed below, the compliance burden of the mandatory duty can be seen as a building block for market opportunities in sustainably-labelled financial products. In this manner, the market-building agenda in the EU Regulations can be rather skewed in favour of large investment intermediaries, equipping them to dominate the market for sustainably-labelled products. The competitive effects of this Regulation ought to be further studied.
 
              Nevertheless, can it be argued that that imposing a mandatory duty upon larger investment intermediaries to integrate sustainability risks does not advance sustainable finance as such? Such a duty does not necessarily lead to a positive channelling of finance to sustainable projects, activities or outcomes, a similar critique levelled against SRI. Many SRI strategies can be exclusion-based,61 i. e. designed not to channel funds to industries or companies with questionable ESG impact. Exclusion does not necessarily change behaviour, especially at the macro level, for discernible outcomes in sustainability.62 However, the mandatory disclosure duty should be regarded as a baseline, so that firms wishing to offer sustainably-labelled products would need to do more to prove their credentials. In this manner, the Regulation provides opportunities (as well as compliance burdens) for the building of product markets with distinguished standards.
 
             
            
              2.3  Market-building for Sustainable Finance
 
              Market-building in sustainably-labelled investment products is underpinned by minimum standards to cater to market confidence and credibility. In this manner, the mainstreaming agenda of the Regulations’ reforms is ‘enabled’ by regulative standards. Regulative standards contain two aspects: one relates to the substantive quality of sustainably-labelled financial products, and the second relates to marketing and disclosure standards at point of sale and post-sale.
 
              Moving away from the market’s minimalism in accepting SRI as based only on exclusion, it may be argued that the Regulations provide higher minimum standards for sustainably-labelled finance in that such investment products should positively achieve specified sustainable outcomes and at least do ‘no significant harm’ to environmental and social objectives as a whole.63 The definition of ‘sustainably-labelled’ includes:
 
               ‘an economic activity that contributes to an environmental objective, …[such as], by key resource efficiency indicators on the use of energy, renewable energy, raw materials, water and land, on the production of waste, and greenhouse gas emissions, or on its impact on biodiversity and the circular economy, or an investment in an economic activity that contributes to a social objective, … [such as] tackling inequality or that fosters social cohesion, social integration and labour relations, or an investment in human capital or economically or socially disadvantaged communities, provided that such investments do not significantly harm any of those objectives and that the investee companies follow good governance practices, in particular with respect to sound management structures, employee relations, remuneration of staff and tax compliance.’64
 
              This higher departure point, i. e. the achievement of positive characteristics and the avoidance of significantly negative ones,65 arguably accords more with investors’ expectations in meeting hybrid objectives.66 ESMA’s disclosure template67 would require investment intermediaries to measure their investments’ positive contributions to sustainable objectives68 and the methodologies for attaining them. Further, investees’ companies’ corporate governance, remuneration policies, tax compliance and employee relations need to be evaluated. At the very least, the template would also compel investment intermediaries to measure and ensure that no significant harm is done to sustainable objectives in general. The Taxonomy Regulation’s provisions, however, represent a ‘ceiling’ benchmark of substantive quality for environmental sustainability. It prescribes six objectives that ‘environmentally sustainable’ financial products should meet, and relevant indicators for each. Investors would have the confidence that investments are being channelled to defined environmental outcomes.69 However, the Taxonomy Regulation, being relatively more developed for output legitimacy in environmentally sustainable objectives, is only catching up to social objectives.70 Social objectives may be of a wider, vaguer scope and can be more susceptible to disagreement. Nevertheless, the EU’s commitment to the United Nations’ Sustainable Development Goals in its Agenda 2030,71 and the Commission72 as well as ESAs73 are developing greater standardisation of environmental and socially sustainable indicators for mandatory transparency and evaluation. Empirical research also finds that there is a genuine need for developing socially-focused products, which have fallen by the wayside due to policy-makers’ focus on the environment.74 This is however not the approach taken in the UK, which has preferred to sidestep the vast and vaguer universe of social objectives, focusing on developing regulation for environmentally sustainable investment products, notably in relation to climate change.75
 
              The question remains whether there is still a market for other socially-responsible investment products that are not sustainably-labelled. It is arguable that ‘ESG-like’ products that do not meet the requirements of the sustainable label, such as products in the current universe of SRI funds,76 can still be offered. This is because the Taxonomy Regulation seems to allow providers to clearly distinguish their marketing disclosures in such a way that aspects of products that do not meet the Taxonomy’s standards can be articulated.77 Hence the Regulation’s approach is geared towards incentivising markets for high standards and reserving the sustainability label for products that meet those standards, rather than outlawing ‘lower-level’ offerings. It provides incentive-based regulation for products, rather than product regulation as such. Products labelled as ‘SRI’, ‘ESG’ or ‘hybrid value’ may still be available within the gap that the Regulations leave. The enabling nature of the Regulations therefore facilitates competition in quality but also arguably in cost, as lower-level products are less demanding in terms of compliance.78
 
              In marketing sustainably-labelled financial products, mandatory disclosure is introduced to ensure that investors obtain clear pre-sale and post-sale information to make their choices, discussed below.
 
              Investment intermediaries who provide sustainably-labelled products must explain how the environmental or social characteristics promoted by each product meets its characterisation, whether in active or passive management. In an actively managed product, disclosure is to be made of the strategies designed to meet the relevant characteristics, including how the financial services provider defines the sustainability objective,79 and how it measures its attainment or otherwise.80 ESMA will prescribe a template81 for such disclosure so that such disclosure attains certain standards and comparability. In relation to a passively managed product, the financial services providers must disclose if the environmental or social characterisation is derived by benchmarking against indices for sustainable finance.82 It is not sufficient that financial services providers merely refer to a designated index satisfied by a product’s environmental or social characteristics. They must disclose how the index is aligned or consistent with those characteristics and how alignment with it differs from a broad market index.83 Although financial services providers are in substance relying on an index provider’s diligence and evaluation, there needs to be some level of intelligent engagement with indexers’ various methodologies84 and perhaps with their track record.
 
              On the one hand, the above reform underpins confidence in the marketing of pan-European products such as UCITs85 and other alternative investment funds that are sustainably-labelled and benefit from a European passport.86 The perspective from the law and finance thesis discussed above would support higher expected levels of investor and market confidence as a result of such regulatory standardisation. Further, because the disclosures are designated as pre-contractual disclosures, investors can exercise discipline in relation to ex post litigation for misrepresentation and mis-selling. Further, in the UK for example, large scale mis-selling can result in the regulator’s imposition of consumer redress schemes87 that compel firms to compensate customers in an out-of-court but collective manner. However, investment intermediaries would pass the increased cost of transparency and compliance to investors, and it is uncertain whether institutional allocation will be attracted88 by virtue of the substantive standards or put off by the increased cost. Institutions could continue to invest in ‘lower-level’ products labelled as SRI or ESG without meeting the sustainably-labelled standards. However, the existence of higher standards may cause beneficiaries to put pressure on institutions, in turn generating demand for sustainably-labelled investments above the market minimalism of SRI or ESG.
 
              Some posit that in response to the market-building agenda in the EU’s Regulations, investment intermediaries and institutions may converge upon passively-managed, sustainably-labelled products as a middle ground to signal change in their investment behaviour. This is because the compliance burden for passively-managed products, although needing to meet the enhanced requirements of being sustainably-labelled, are relatively less onerous than for actively-managed products. The market is already skewed89 in this manner and it is uncertain if legislation should reinforce this.
 
              The demands for mandatory disclosure could prove burdensome for actively-managed products. Would investment intermediaries have to undertake sustainable outcomes evaluations themselves,90 or can they rely on third-party gatekeepers like social responsibility ratings providers? The building up of in-house expertise is not likely a short-term achievement that can be attained, and different methodologies exist within the diverse social responsibility ratings industry.91 If investment intermediaries rely on particular ratings providers, would that be sufficient for showing that investment products meet sustainability characteristics? Without due governance and accountability of ratings providers, can regulators and the market be convinced of the sustainable performance claimed in an investment product? Further, active management relies heavily on research, the practices for which have been impacted after the UK and EU’s reforms to unbundle research charges from brokerage.92
 
              This reform was meant to address the problem that brokerage customers paying for trading charges and fees generally pay an extra percentage that firms would then use to subsidise payment for research. Over the years, the benefit to customers has not justified the bloated amounts passed off as research charges.93 Besides, in an environment of low yield since the global financial crisis 2007 – 2009, charges and fees could erode returns for investors. Commission legislation was ultimately introduced under the parent Markets in Financial Instruments Directive 201494 to compel investment firms to unbundle research charges from brokerage charges and fees. Firms are to set aside an annual research budget and obtain clients’ consent to contribute to this on an ex ante basis, or otherwise absorb such costs themselves.95 This reform adversely affected the lucrativeness of research, and the business models for research have been reorganised. For example, some investment firms moved research in-house and limited its scope, for example by focusing only upon listed companies. Specialist research firms have also emerged, but there is concern that a wide range of research such as covering niche or smaller companies has become less available.96
 
              The research reform may affect the marketising of sustainably-labelled, actively-managed products in two ways. First, investment intermediaries who have little capacity to build up such specialist research would forego this market, as outsourcing to specialist firms can also be expensive. Second, the lack of research coverage of smaller or niche companies97 may affect new and innovative enterprises with sustainable goals,98 and the lack of coverage for them would adversely affect their access to funding. Investment intermediaries who wish to market sustainably-labelled products may not include these smaller companies if research on them is too thin, a problem that heightens intermediaries’ legal risk in relation to their compliance with the disclosure requirements above. This issue is gaining attention, and policy-makers are proposing exemptions from research payment rules in order to promote bond and small company research.99 However, as the Sustainability Disclosure Regulation compels large investment firms to become accustomed to taking stock of and measuring adverse sustainability impact in a rather prescribed manner, complying with the duty would arguably force large investment firms to build up relevant evaluative expertise in sustainability matters. Large investment intermediaries may not find it too forbidding to build upon their compliance needs and develop competitive research and evaluative capacities for sustainable outcomes, in order to support actively-managed products. Further, niche investment firms can also develop specialized products in the actively-managed space, such as impact investing.100 In this manner, the Regulation can provide a mobilisation opportunity for marketing such products, therefore taking these products from fringe to mainstream, opening up opportunities for investors in a broad active management universe.
 
              Many investment intermediaries may more likely be incentivised to provide passively-managed sustainably-labelled products. Although investment intermediaries still need to show that indices chosen would meet sustainable objectives in terms of the ‘positive contribution’ and ‘do no significant harm’ thresholds, the measurement obligations are arguably a shared burden, as index providers keen to compete in this market would go some way towards providing such evidence101 that investment intermediaries can leverage upon in their disclosures. Established index providers such as the FTSE4Good or Dow Jones Sustainability Index102 have significant evaluative expertise to draw upon, even if meeting ESMA’s template requirements or the Taxonomy Regulation requirements would demand more. In this manner, Steven Maijoor has already opined that service providers in ratings and indices could play fundamental roles in securing market confidence in sustainable finance, and regulatory governance ought to be extended over them.103 Of course such a pronouncement can be a double-edged sword, as it legitimates this industry but at the same time imposes compliance requirements and cost, which would have to be reflected in the cost of investing in these products.
 
              In its market-building agenda, EU reforms could skew towards incentivising the development of the market for passively-managed sustainably-labelled products.104 This may result in an adverse impact to innovation and choice. However, the reforms also achieve an elevation in the quality in passively-managed products as passive managers cannot totally rely on index providers’ innovations. They are subject to an obligation to provide a comparative discussion between (a) the overall sustainability-related impact of the financial product with the impacts of the designated index and (b) the impacts of a broad market index through sustainability indicators. This disclosure is to be made in periodic reports to investors.105 This may mean that the passively-managed product provider must nevertheless undertake measurement of the sustainability impact of the index-aligned financial product and not merely rely on the performance of the index.
 
              Policy-makers require such disclosure as the Regulation’s Preamble refers to investors’ lack of information in relation to various sustainability outcomes apart from financial metrics.106 Such comparison allows investors to see the sustainability difference that their investment has made. Indeed, this obligation is possibly the key obligation that forces providers of passively-managed products to account for sustainable performance. It is queried how investment funds are to discharge such a burden. What level of granularity and measurement should be undertaken for comparison, and can funds be prevented from adopting imprecise or broad-brush approaches, such as by referring merely to differences in portfolio composition? Where product providers select a particular sustainability index to align with, such as the FTSE4Good Index, would the FTSE All-share index serve as a comparable broad market index that they should adopt? It is queried to what extent providers may select a comparator, in order to enhance the comparative results they would like to present. As this requirement is placed in periodic reports, the quality expected of financial reporting in periodic reports may provide some guidance for the reporting of such comparison. The quality of financial reporting in periodic reports is condensed from annual reporting, but adheres to the same standards of financial rigour and prescription, although unaudited.107 On this basis, it is arguable that the periodic reporting of sustainable performance for passively-managed funds is not expected to be vague and broad-brush, and should contain indicators and metrics against which the sustainable characterisation is measured—the same metrics applied as a comparison with a broad market index. ESMA’s development of a template for periodic disclosure may signal towards this approach, which would prevent passively-managed product providers from merely relying on index providers to vouch for sustainable performance. In this manner, it is arguable that marketing sustainably-labelled products entails obligations of quality monitoring and adherence that make it impossible to be ‘merely passive’ in the conventional sense of investment management. It is arguable that such obligations come close to a form of product regulation and transform the nature of ‘passive investment,’ achieving a mid-way between active stock-picking and portfolio curation and slavish adherence to indices. Further, Gordon108 argues that passive managers have the incentive to manage ‘systematic’ portfolio risks such as ESG risks that apply generally to the corporate sector, in demonstrating their engagement with investee companies consistent with the Shareholders’ Rights Directive expectations.
 
              A market distinguished by higher standards goes hand in hand with cost implications, differentiated from the market minimalism of SRI or ESG.109 Would institutional investors respond and increase their demand, or would there be a race to the lower levels of the market which are not outlawed?
 
              Institutions should engage in the best practices of structuring mandates for asset managers to incorporate sustainability objectives, including their interface with institutions’ financial objectives,110 and any trade-offs.111 In this respect, the UK’s open-ended Stewardship Code provides a template for institutions and their asset managers to integrate sustainability into their strategic and governance frameworks for investment management, a.k.a. ‘stewardship’.112 There also needs to be better integration of investors’ sustainability preferences into the investment advisory duty so that retail investors’ needs can be met. This is especially pertinent to the digital finance market for sustainable finance, particularly in the passively-managed range.
 
             
           
          
            3 Connecting with the Digital Single Market for Finance
 
            We argue that further policy thinking can be developed in the market-building for sustainably-labelled products, particularly where these are passively-managed products likely to appeal to retail investors in mutual funds. Leveraging connections between digital finance and sustainable finance could promote market development in the retail sector and galvanise EU citizens towards participating in sustainable objectives via finance. This approach potentially contributes to meeting Single market as well as public good objectives, integrating economic/financial lives with a wider purpose of social mobilisation.
 
            Digitalisation can serve as a key means to attract retail investors. Retail investors have developed a keen appetite for digital access to financial services, as fintech revolutions, first in payment services, have provided user-friendly and low-cost options to consumers in a jaded market for payment services that features significant rent extraction.113 On the investment front, robo-advisers have captured significant market share by offering user-friendly interfaces for investors.114 Although robo-advisers do not provide comprehensive and tailor-made financial advice, and only offer highly standardised products in view of regulatory risk,115 they have become very popular amongst retail investors.
 
            Robo-advisers managed assets valued at about USD145 m in Europe in early 2020,116 a figure growing at 38 % year over year and expected to grow at least 24 % in the following year. The most popular robo-adviser in the UK, Nutmeg, saw its assets under management grow by 41 % in the year 2019,117 despite the industry averaging at a growth rate of 13 %. Moneyfarm, another popular robo-adviser in the EU and UK, also saw assets under management grow by 80 % from 2018 to 2019.118
 
            Retail investors’ interest in digitalised modes of investing is not confined to conventional financial returns-based investing. This is reflected in retail investors’ keen participation in online equity crowdfunding—where monies are directly channelled to projects or causes they identify with and support—as a matter of social and personal mobilisation, and not merely financial instrumentality.119 Indeed, there is significant interest in reward-based crowdfunding where projects usually pertain to social or environmental causes.120 The introduction of the EU Regulation on Crowdfunding, which standardises investor protection such as mandatory disclosure by issuers and duties for platforms, is widely expected to improve market confidence and galvanise growth in this area.121
 
            Digital and sustainable finance can be connected by mobilising the availability of indexed sustainably-labelled financial products through digital platforms and robo-advice channels. However, this policy needs to be supported by clarifying how investment advisory duties can be discharged in a manner integrating investors’ financial and sustainability needs. This may involve an amendment to the duty of suitability imposed on investment advisors, which will help to clarify and support the concerns of this industry in relation to their legal risk.
 
            
              3.1 Integrating Sustainability Objectives into Investment Advice
 
              A regulatory duty to advise of ‘suitable’ investments applies where a personalised recommendation has been made to a customer,122 excluding forms of more informal,123 generic or marketing information. Further, an investment services provider must categorise clients into one of three groups: the retail client, the professional client and the eligible counterparty.124 The professional client is defined as certain financial and corporate institutions as well as natural persons meeting certain quantitative criteria such as investible assets and frequency of financial transactions carried out previously, as well as qualitative criteria in relation to his or her expertise, knowledge and experience with financial services and transactions.125 The eligible counterparty would be regarded as belonging in a peer level to financial institutions.126 These two categories of customers are owed a lesser extent of (a) the duty of suitability in relation to investment advice or portfolio management, and (b) the duty of appropriateness for other financial transactions or services.127
 
              For advisory and portfolio management services, financial services providers have to ensure that their service or advice is ‘suitable’ for the customer,128 but retail customers benefit from a more comprehensive information collection exercise than other customers, and the obligation of ‘suitability’ is more extensively owed to retail customers.129 The duties of suitability and appropriateness have been developed in a highly procedural manner.
 
              Where investment advice or portfolio management is concerned, firms need to collect three areas of prescribed information from customers—investment objectives, risk appetite and financial profile—in order to recommend products that meet the customer’s investment objectives, suit his or her risk appetite, and whose risks are reasonably understood by the customer.130 For other financial transactions, firms need to collect information on the customer’s knowledge and understanding of the risks of the transaction concerned in order to proceed with the transaction. In sum, the duties of suitability and appropriateness, even when they apply in full, are highly procedural, and can mitigate a firm’s legal risk as compliance is evidenced by adhering to sound procedures and systems131 that give rise to the ultimate recommendation, providing ex ante safety against ex post allegations of negligence. Further, firms need to provide a suitability report132 to their customers ahead of customers’ decision-making in order to fully inform them of the basis for recommending certain products as suitable. This provides ex ante information to the customer but also plays a significant role in mitigating ex post litigation risk for the firm.
 
              The duty of suitability is framed in financial terms as customers’ investment objectives and risk tolerance, which are determined by eliciting relevant proxy indicators such as duration of investment horizon and purpose of saving (e. g. for a housing deposit or for education). Further, customers’ risk tolerance is also defined in consideration of customers’ financial ability to bear loss.133 Sustainability objectives need to be integrated into investors’ preferences and suitability assessments.134 The potential complexification of legal risk for investment advisors needs to be addressed if the demand for investment advice on sustainably-labelled financial products increases. In a robo-advice context, the financial nature of the duty of suitability is singularly adhered to by adopting a procedural approach. Adjustments should be made to the duty of suitability in order to facilitate investment advice that supports the sustainably-labelled product market, and the robo-advice industry in particular can benefit from such adjustments.
 
             
            
              3.2 Integrating Investors’ Sustainability Objectives into Robo-advice?
 
              Robo-advice is the shorthand for automated forms of investment management interfaces. A robo-adviser can provide an algorithm-generated list of investment options to customers based on customer data, leaving customers to take further action. Robo-advisers also include automated wealth management services where portfolios are constructed by algorithmic intelligence, monitored according to programmed parameters and automatically rebalanced according to those parameters.135
 
              It has been observed that robo-advisors are accessible on-demand, 24/7 in the comfort of one’s environment.136 This seems to meet the access preferences of many investors.137 Crucially, robo-advice is often accessible to those who have small amounts to save, exemplified by Nutmeg’s promise to on-board customers saving from as little as £100 initially.138 This has the potential to help with ‘democratising finance’ and increasing financial inclusion, an outcome already observed in the United States where robo-advisors have garnered over USD$400 billion assets under management and are looking to exceed USD$1.5 trillion by 2023.139 The cost of use of robo-advisors is also generally lower than other forms of investment fund management, as annual charges can be three times lower.140 From an affordability point of view, robo-advisers have the potential to incentivise access, and in the UK141 and Germany,142 the two largest robo-adviser markets in Europe, there is an upward trend in terms of growth in robo-advisers’ market share.
 
              However, robo-advice suffers from several limitations. Most robo-advisers are programmed to adopt diversification strategies adhering to Modern Portfolio Theory,143 and recommend investing only in exchange-traded funds,144 or in passive index-linked funds that are often seen as cost-effective and reliable in performance.145  Further, they are often ‘restricted advisers’ that are tied to a limited range of products.146
 
              Robo-advisers have benefited from the procedural implementation of the duty of suitability. Compliance with suitability entails the eliciting of customer information as prescribed, and then matching the profile of the customer with financial products that are categorised accordingly. The procedural approach in complying with suitability and appropriateness makes the advisory process programmable in terms of sequencing and matching. Indeed, financial products are sorted into only a few categories for matching purposes, principally by risk appetite,147 and this allows the programming of a clear labelling strategy for robo-advisors in seeking matches with customers’ profiles. Such strategies are highly standardised and designed to be cost-effective and fuss-free, meeting requirements of suitability and appropriateness.  This business model presents a relatively low level of legal risk for robo-advisory firms. The incorporation of sustainability preferences presents new challenges in the design of questionnaires that would translate into clear decision pathways for robo-advisors, and may therefore raise legal risks for robo-advisers in discharging the duty of suitability, discussed below. We observe that many robo-advisors do not provide for clearly signposted ‘sustainable’ options. There is room for development in policy thinking to leverage retail investors’ interest in digitalised investing and to provide a framework to mitigate providers’ legal risk in offering such options.
 
              First, the duty of suitability would have to accommodate investors’ sustainable objectives. The duty as framed in the Markets in Financial Instruments Directive 2014 (MiFID) does not exclude sustainable objectives, although the conventional interpretation of investors’ objectives relates to financial ones. Robo-advisors’ conventional due diligence cannot accommodate such objectives at the moment. If ‘sustainable’ objectives are added to the mix, it may be complex for robo-advisers to map investors’ objectives onto products. ‘Sustainable’ objectives can contain subjective elements, i. e. investors’ personal preferences, and objective elements such as the time it takes for sustainable goals to be achieved. Further, investors’ sustainable objectives can be vaguer than financial ones.
 
              The Regulations arguably ameliorate the imprecision or complexity of sustainability objectives. The Regulations provide a minimum definitional framework for sustainable objectives under the Sustainability Disclosures Regulation 2019 and a ‘ceiling’ of precise objectives for environmentally-sustainable objectives under the Taxonomy Regulation 2020.148 Investors’ choice of sustainable objectives can be mapped according to the Regulations. In order to facilitate the robo-advisory market to incorporate sustainable objectives, legislative clarification is required to articulate that the duty of suitability includes investors’ sustainable objectives. An amendment to the Commission Regulation as delegated legislation to the MiFID has been proposed, 149 and we make further suggestions in this article for more clarification.
 
              In ascertaining investors’ objectives, Article 25 of the MiFID also requires investment intermediaries to find out investors’ ability to bear financial risks.150 Robo-advisory models implement this aspect of the duty of suitability by ascertaining whether investors’ financial profiles are consistent with their  preferences along the risk/return trade-off spectrum. In light of the marketising agenda for sustainable finance, it can be argued that this focus on customers’ financial motivations and profiles is too narrowly-framed.
 
              Empirical research shows mixed evidence regarding whether investing in sustainable objectives is aligned with financial performance,151 and many investors may be willing to accommodate a trade-off in favour of sustainable objectives even if financial performance is somewhat sacrificed.152 This preference should be fielded in robo-advisory questionnaires as this has an impact on categorisation of investors and selection of matching products. Sustainably-labelled products have been touted for entailing superior financial performance, but investors should not take this for granted.153 Indeed, sustainably-labelled products may be managed with a restricted portfolio or constitute relatively less liquid investments. In this manner, certain fund compositions could entail a trade-off154 between financial and sustainable performance of the product.
 
              It is proposed that where investment intermediaries are aware of proxy characteristics in a product that may involve a trade-off between financial returns and attainment of sustainable objectives, they should provide investors with a clear warning that this may be expected and the reasons why, for example because of a more restricted portfolio. Such a warning can be attached to particular products offered on the robo-advisory platform. Robo-advisers developing their protocols with more integrated data on investors’ sustainability preferences and product sustainability can ultimately provide more sophisticated categorisations to investors to match with a more comprehensive suite of conventional and sustainably-labelled products.
 
              Thirdly, investment intermediaries need to ensure that investors understand the nature of the product they are investing in, so as to discharge the duty of suitability. It can be argued that sustainable finance may be more complex, given that it has mixed objectives and aims at creating hybrid value with perhaps trade-offs. This may intensify the need for investment intermediaries to be satisfied that investors understand these dilemmas. If investment intermediaries need to invest in educational tools, for example, in order to mitigate their legal risks, offering sustainable finance products can become burdensome and costly. It can however be argued that the Sustainable Disclosure Regulation 2019 ameliorates this risk. The Regulation’s prescriptions for mandatory disclosure, to be made more granular in Commission legislation, would provide pre-contractual information for investors in relation to both actively-managed and passively-managed products. Large firms subject to the mandatory duty to disclose adverse sustainability impact at product level from 2022 would in addition be able to inform investors that way. Further, the Commission is introducing amendments to product governance rules to ensure that manufacturers and distributors of investment products clearly envisage sustainably-labelled products for the appropriate target market.155 In this manner, the reforms we propose to the duty of suitability build upon the advancements already made, but achieve more pinpoint protection for investors.
 
              Further, it may be optimal for Commission legislation to specify that the mandatory disclosures be made in a manner that a lay person can access, in both non-technical and technical language. In an online context, cross-referencing to mandatory disclosures may be tiresome for an investor and robo-advisors have to give some thought as to how information can be signposted. Investors should be made to read salient information in a user-friendly interface.
 
              Adjustments to the duty of suitability would be necessary to accommodate investors’ needs in sustainable finance generally, as ESMA already foresees.156 Providers of robo-advisory protocols can also be encouraged to develop more competitive and sophisticated data management and profiling programmes for appealing to a wide market of investors, as demand is increasing in this area.157 The implementation of an adjusted duty of suitability in robo-advisory protocols is necessary to connect digital and sustainable finance. We think further policy frameworks may be necessary in due course, such as the development of a market for comparison websites for mutual funds and robo-advisors,158 and improvements to robo-advisors in relation to post-sale services like investor engagement.159 These are however beyond the scope of this paper for now.
 
             
           
          
            4 Conclusion
 
            The EU has developed a pioneering framework for marketising and regulating sustainably-labelled financial products. This article critically analyses the resulting regime and argues that the interaction between its regulative and enabling aspects creates mixed messages for governance and market-building. The Regulations adopt an incentive-based approach towards market-building for quality sustainable finance, but lower-level products are not shut out. The article predicts that market-building may be concentrated in passively-managed indexed products, but such products cannot be developed along the same passive trajectories as in conventional fund management, given the positive obligations attached to monitoring and reporting on quality. Moreover, the introduction of more stringent governance for large investment intermediaries may lead to fragmentation in compliance and market fragmentation in favour of the domination of large investment fund houses. These regulatory reforms need to be complimented by mobilising institutions to demand quality sustainably-labelled investment products, and by making them available to retail investors too. Where retail investors are concerned, we argue that the policy gap lies in bridging sustainable and digital finance. Investment advice provided to retail investors must incorporate the needs of sustainable finance, and the legal duty of suitability should be adjusted. Although this is in progress  at the level of the Commission, the proposed amendments seem minimal and can be further clarified to take into account of the complexities of sustainable investments. We further discuss how our proposals are necessary to and can be implemented in digital finance, via robo-advisory channels that are growing in popularity with retail investors. The connection between digital and sustainable finance can be highly synergistic in attracting both institutional and retail demand.
 
           
        
 
        
          Notes

          1
            EU High Level Expert Group in Sustainable Finance, Financing a Sustainable European Economy, 2018, https://ec.europa.eu/info/sites/info/files/180131-sustainable-finance-final-report_en.pdf.

          
          2
            sect 2.

          
          3
            See Josef Hien/Christian Joerges, Ordoliberalism, Law and the Rule of Economics, 2017.

          
          4
            Regulation (EU) 2019/2088 of the European Parliament and of the Council of 27 November 2019 on sustainability-related disclosures in the financial services sector (Sustainability Disclosures Regulation 2019).

          
          5
            Regulation (EU) 2020/852 of the European Parliament and of the Council of 18 June 2020 on the establishment of a framework to facilitate sustainable investment, and amending Regulation (EU) 2019/2088 (Taxonomy Regulation 2020).

          
          6
            European Commission, Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions on the Mid-Term Review on the implementation of the Digital Single Market Strategy: A Connected Digital Single Market for All, 2017, SWD(2017) 155 final.

          
          7
            Sustainability Disclosures Regulation 2019.

          
          8
            Fn. 5.

          
          9
            For eg Eilis Ferran, Building an EU Securities Market, 2003 on critically discussing the role of regulatory harmonisation in market-building. The EU has always viewed the role of law as key to capital markets building, see Nicolas Véron/Guntram B. Wolff, “Capital Markets Union: A Vision for the Long Term” Journal of Financial Regulation, 2016, 2, 130.

          
          10
            Rafael La Porta/Florencio Lopez-De-Silanes/Andrei Shleifer, “What Works in Securities Law?” Journal of Finance, 2006, 61, 1.

          
          11
            Niamh Moloney, “EU Financial Market Regulation after the Global Financial Crisis: “More Europe” or more Risks?” Common Market Law Review, 2010, 47, 1317.

          
          12
            Jacques de Larosie`re, Report of the High Level Group on Financial Supervision in the EU, 2009,  https://ec.europa.eu/economy_finance/publications/pages/publication14527_en.pdf.

          
          13
            ‘ESG passes the Covid Challenge’ (Financial Times, 1 June 2020), https://www.ft.com/content/50eb893d-98ae-4a8 f-8fec-75aa1bb98a48.

          
          14
            This ‘co-habitation’ regulatory model involving the public and private sectors is discussed in Nicholas Dorn, “Capital Cohabitation: EU Capital Markets Union as Public and Private Co-regulation” Capital Markets Law Journal, 2016, 11, 84.

          
          15
            https://sustainabledevelopment.un.org/?menu=1300; Jesse Griffiths, “Financing the Sustainable Development Goals (SDGs)” Development, 2018, 61, 62; Alma Pekmezovic, The New Framework for Financing the 2030 Agenda for Sustainable Development and the SDGs in: Julia Walker/Alma Pekmezovic/Gordon Walker (eds), Sustainable Development Goals: Harnessing Business to Achieve the SDGs through Finance, Technology, and Law Reform, 2019, 87.

          
          16
            Kirk Herbertson/ David Hunter, “Emerging Standards for Sustainable Finance of the Energy Sector” Sustainable Dev. L. & Pol'y, 2007, 7, 4.

          
          17
            Many leading multinational and national banks are signatories of the Equator principles, see https://equator-principles.com/members-reporting/.

          
          18
            Douglas Sarro, “Do Lenders Make Effective Regulators? An Assessment of the Equator Principles on Project Finance” German Law Journal, 2012, 13, 1500 relating to lack of monitoring and governance, therefore making lender governance a procedural and superficial phenomenon that lenders can brand themselves by, also Patrick Haack/Dennis Schoenborn/Christopher Wickert, “Exploring the Constitutive Conditions for a Self-Energizing Effect of CSR Standards: The Case of the “Equator Principles””, 2010, University of Zurich Institute of Organization and Administrative Science IOU Working Paper No 115 http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1706267.

          
          19
            In the UK see Cowan v Scargill [1985] Ch 270. But UNEPFI, Fiduciary Duty in the 21st Century, 2019, revised from 2009, has since clarified that ESG issues can be material to investment performance and it is not beyond the scope of fiduciary duties to take them into account, also Sarah Barker/Mark Baker-Jones/Emilie Barton/Emma Fagan, “Climate Change and the Fiduciary Duties of Pension Fund Trustees – Lessons from the Australian Law” Journal of Sustainable Finance & Investment, 2016, 6, 211 where fiduciary interpretation in common law traditions are less of a hindrance to integrating ESG considerations.

          
          20
            PwC, Asset & Wealth Management Revolution: Embracing Exponential Change, 2017,  https://www.pwc.com/ng/en/press-room/global-assets-under-management-set-to-rise.html.

          
          21
            Fn. 14.

          
          22
            Lei Delsen/Alex Lehr, “Value Matters or Values Matter? An Analysis of Heterogeneity in Preferences for Sustainable Investments” Journal of Sustainable Finance & Investment, 2019, 9, 240; George Apostolakis/Frido Kraanen/Gert van Dijk, “Pension Beneficiaries’ and Fund Managers’ Perceptions of Responsible Investment: A Focus Group Study” Corporate Governance, 2016, 16,  1.

          
          23
            Charlotte Christiansen/Thomas Jansson/Malene Kallestrup-Lamb/Vicke Noren, “Who are the Socially Responsible Mutual Fund Investors?”, 2019,  http://ssrn.com/abstract=3128432 points out that prosocial investors are still the minority. Bernhard Zwergel/Anett Wins/Christian Klein, “On the Heterogeneity of Sustainable and Responsible Investors” Journal of Sustainable Finance & Investment, 2019, 9,  282.

          
          24
            Apostolakis et al, 2016; Riikka Sievänen/Hannu Rita/Bert Scholtens, “European Pension Funds and Sustainable Development: Trade-Offs between Finance and Responsibility” Business Strategy and the Environment, 2017, 26, 912.

          
          25
            Principles 9 – 11, UK Stewardship Code, https://www.frc.org.uk/getattachment/5aae591d-d9d3-4cf4-814a-d14e156a1d87/Stewardship-Code_Dec-19-Final-Corrected.pdf.

          
          26
            Art 3 g.

          
          27
            Marina Madsen Behavioural Economics in European Corporate Governance: Much Ado about Nudging, European Business Law Review, 2021, 32, 295.

          
          28
            Arts 3 h and 3i.

          
          29
            Art 19a, enhanced by amendments in the Taxonomy Regulation 2020 to align environmental disclosures.

          
          30
            Article 9a and 9b.

          
          31
            Article 9c.

          
          32
            Keynote speech at Enforcing Shareholder Duties Conference, Glasgow, September 2017.

          
          33
            See Roger M Barker/Iris H-Y Chiu, Investment Management and Corporate Governance, 2019, which discusses significant investment fund vehicles and the structures, incentives and obstacles to shareholder engagement by them.

          
          34
            Ian Hamilton/Jessica Eriksson, “Influence Strategies in Shareholder Engagement: A Case Study of All Swedish National Pension Funds” Journal of Sustainable Finance and Investment, 2011, 1, 44; Frank A J Wagemans/ CSA (Kris) van Koppen/Arthur PJ Mol, “Engagement on ESG issues by Dutch Pension Funds: Is It Reaching Its Full Potential?” Journal of Sustainable Finance & Investment, 2018, 8, 301.

          
          35
            Beate Sjåfjell, Achieving Corporate Sustainability: What is the Role of the Shareholder? In: Hanne S Birkmose (ed), Shareholders' Duties, 2017, ch. 18.

          
          36
            There are a number of strategies in this universe, from exclusion to stock-picking, and to shareholder activism.

          
          37
            In the UK see Cowan v Scargill [1985] Ch 270.

          
          38
            Friederike Johanna Preu/Benjamin J. Richardson, “German Socially Responsible Investment: Barriers and Opportunities” German Law Journal, 2011, 12,  865; Benjamin Richardson/Wes Cragg, “Being Virtuous and Prosperous: SRI's Conflicting Goals” Journal of Business Ethics, 2010, 92,  21.

          
          39
            UNEPFI report, 2019.

          
          40
            Joakim Sandberg, “Socially Responsible Investment and Fiduciary Duty: Putting the Freshfields Report into Perspective” Journal of Business Ethics, 2011, 101, 143.

          
          41
            Kenneth Amaeshi, “Different Markets for Different Folks: Exploring the Challenges of Mainstreaming Responsible Investment Practices” Journal of Business Ethics, 2010, 92. 41, arguing that sustainable finance requires different methodologies and mindsets altogether in its management.

          
          42
            Julia Puashunder, “On the Emergence, Current State, and Future Perspectives of Socially Responsible Investment (SRI)” Consilience, 2016, 16, 38; Henry Schäfer, “Sustainable Finance”, 2012, http://ssrn.com/abstract=2147590; Christin Nitsche/ Michael Schröder, Are SRI Funds Conventional Funds in Disguise Or Do They Live Up to Their Name? in: Sabri Boubaker, Douglas Cumming, and Duc Khuong Nguyen (eds), Research Handbook of Investing in the Triple Bottom Line, 2018, ch19.

          
          43
            ‘Report finds some ethical funds are ‘misleading’ investors’ (5 Nov 2019) at https://www.moneyobserver.com/news/report-finds-some-ethical-funds-are-misleading-investors.

          
          44
            Sustainability Disclosures Regulation 2019, Art 2.

          
          45
            Ibid, Art 3.

          
          46
            Arts 4(3), (4), ibid.

          
          47
            Art 4(1)(a), ibid.

          
          48
            Art 4(1)(b), ibid.

          
          49
            Art 7, ibid.

          
          50
            Art 6, ibid.

          
          51
            draft technical standards as of 23 April 2020, at https://www.esma.europa.eu/press-news/esma-news/esas-consult-environmental-social-and-governance-disclosure-rules.

          
          52
            Kimberly D Krawiec, “Cosmetic Compliance and the Failure of Negotiated Governance” Washington University Law Quarterly, 2003, 81, 487.

          
          53
            This would overcome investment management arrangements seeking to exclude advisory duties, for eg Cassa di Risparmio della Repubblica di San Marino SpA v Barclays Bank Ltd [2011] EWHC 484 (Comm).

          
          54
            Part XVI, Financial Services and Markets Act 2000. Retail redress is often the precursor for hard law reforms for conduct of business, Eilis Ferran, “Regulatory Lessons from the Payment Protection Insurance Mis-selling Scandal in the UK” European Business Organisations Law Review, 2012, 13, 247.

          
          55
            Christine Parker/Vibeke Lehmann Nielsen, “Corporate Compliance Systems: Could They Make Any Difference?” Administration and Society, 2009, 41, 3.

          
          56
            Art 4(1)(b), Sustainability Disclosure Regulation 2019.

          
          57
            Christine Parker, The Open Corporation, 2000 offers a positive view of meta-regulatory implementation.

          
          58
            Julia Black, “Paradoxes and Failures: “New Governance” Techniques and the Financial Crisis” Modern Law Review, 2012, 75, 1037.

          
          59
            Soohun Kim/Aaron Yoon, Analyzing Active Managers' Commitment to ESG: Evidence from United Nations Principles for Responsible Investment, 2020, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3555984.

          
          60
            For example large investment firms such as State Street is already equipping itself for ESG analytics, see ‘State Street enhances ESG data and analytics offering’ (30 May 2019), https://www.institutionalassetmanager.co.uk/2019/05/30/276154/state-street-enhances-esg-data-and-analytics-offering.

          
          61
            Alan Lewis/Carmen Juravale, “Morals, Markets and Sustainable Investments: A Qualitative Study of ‘Champions’” Journal of Business Ethics, 2010, 93, 483.

          
          62
            Sander Quak/Johan Heilbron/Jessica Meijer, “The Rise and Spread of Sustainable Investing in the Netherlands” Journal of Sustainable Finance & Investment, 2014, 4, 249. On divestment see Liz Cooper, Determining How to Invest More Responsibly As an Institution in: Tessa Hebb/James P. Hawley/Andreas G. F. Hoepner/Agnes L. Neher/David Wood (eds), The Routledge Handbook of Responsible Investment, 2015, ch 34.

          
          63
            Art 2 (17), Sustainability Disclosure Regulation 2019.

          
          64
            Ibid.

          
          65
            Discussed critically below.

          
          66
            Peer Osthoff, What Matters to SRI Investors?’ in: Tessa Hebb/James P. Hawley/Andreas G. F. Hoepner/Agnes L. Neher/David Wood (eds), The Routledge Handbook of Responsible Investment, 2015, ch54; Lei Delsen/Alex Lehr, “Value Matters or Values Matter? An Analysis of Heterogeneity in Preferences for Sustainable Investments” Journal of Sustainable Finance & Investment, 2019, 9, 240; Some investors are prosocial and willing to tradeoff financial returns, see Andrea Hafenstein/Alexander Bassen, “Influences for Using Sustainability Information In the Investment Decision-Making of Nonprofessional Investors” Journal of Sustainable Finance & Investment, 2016, 6, 186; Gunnar Gutsche/Andreas Ziegler, “Which Private Investors Are Willing to Pay for Sustainable Investments? Empirical Evidence from Stated Choice Experiments” Journal of Banking and Finance, 2019, 102, 193.

          
          67
            EBA, ESMA, EIOPA, Consultation on Environment, Social and Governance Disclosure Rules (2020), https://www.esma.europa.eu/press-news/esma-news/esas-consult-environmental-social-and-governance-disclosure-rules.

          
          68
            Art 2(17), Sustainability Disclosure Regulation 2019.

          
          69
            Taxonomy Regulation 2020, arts 5 – 11.

          
          70
            This is being addressed by the Social Taxonomy project in development, see European Commission, “Platform on Sustainable Finance” (2021), https://ec.europa.eu/info/sites/default/files/business_economy_euro/banking_and_finance/documents/finance-events-210226-presentation-social-taxonomy_en.pdf.

          
          71
            European Commission, “The 2030 Agenda for Sustainable Development and the SDGs” (2012), https://ec.europa.eu/environment/sustainable-development/SDGs/index_en.htm.

          
          72
            European Commission, “Proposal for a Corporate Social Reporting Directive” (2021), https://ec.europa.eu/info/publications/210421-sustainable-finance-communication_en#csrd.

          
          73
            ESAs Consult on Environmental, Social and Governance Disclosure Rules (2020), https://www.esma.europa.eu/press-news/esma-news/esas-consult-environmental-social-and-governance-disclosure-rules.

          
          74
            Rajna Gibson Brandon/Philipp Krüger, “The Sustainability Footprint of Institutional Investors” (ECGI Working Paper 2018), https://ssrn.com/abstract=2918926.

          
          75
            Financial Conduct Authority, “Enhancing Climate-Related Disclosures by Asset Managers, Life Insurers and FCA-Regulated Pension Providers” (2021), https://www.fca.org.uk/publications/consultation-papers/cp-21-17-climate-related-disclosures-asset-managers-life-insurers-regulated-pensions.

          
          76
            Geoffrey Jones, Profits and Sustainability: A History of Green Entrepreneurship, 2017, (ch. 8. Can Finance Change the World?)

          
          77
            Art 7, Taxonomy Regulation 2020.

          
          78
            Christin Nitsche/Michael Schröder, Are SRI Funds Conventional Funds in Disguise Or Do They Live Up to Their Name? in: Sabri Boubaker/Douglas Cumming/Duc Khuong Nguyen (eds), Research Handbook of Investing in the Triple Bottom Line, 2018, ch19; Arnim Wiek/Olaf Weber, “Sustainability Challenges and the Ambivalent Role of the Financial Sector” Journal of Sustainable Finance & Investment, 2014, 4,  9.

          
          79
            As defined in Art 2(17), Sustainability Disclosure Regulation 2019.

          
          80
            Art 8, 10, above.

          
          81
            draft technical standards as of 23 April 2020, at https://www.esma.europa.eu/press-news/esma-news/esas-consult-environmental-social-and-governance-disclosure-rules.

          
          82
            Art 8, 9, Sustainability Disclosure Regulation 2019.

          
          83
            Art 9(1)(b), ibid.

          
          84
            Robert J. Bianchi/Michael E. Drew, “Sustainable Stock Indices and Long-Term Portfolio Decisions” Journal of Sustainable Finance & Investment, 2012, 2, 303 on the differences between indices.

          
          85
            Regulated by the UCITs Directive 2009, Consolidated text: Directive 2009/65/EC of the European Parliament and of the Council of 13 July 2009 on the coordination of laws, regulations and administrative provisions relating to undertakings for collective investment in transferable securities (UCITS) (recast).

          
          86
            Art 2, Sustainability Disclosures 2019 which refers to the European-regulated investment fund providers.

          
          87
            S404, Financial Services and Markets Act 2000.

          
          88
            See citations in fn. 23 on the increased popularity of sustainable finance products with pension funds.

          
          89
            ‘Europeans make record investments in sustainable funds’ (Financial Times, 30 Jan 2020) at https://www.ft.com/content/c2952357-c28b-4662-a393-c6586640404f.

          
          90
            Elizabeth Corley, Sustainable Investment: The Golden Moment in London Institute of Banking and Finance, Banking on Change: The Development and Future of Financial Services, 2019, ch6 on innovation being modest in sustainable finance.

          
          91
            Robert G. Eccles/Judith C. Stroehle, “Exploring Social Origins in the Construction of ESG Measures”, 2019, http://ssrn.com/abstract=3212685; Robert G. Eccles/Jock Herron/George Serafeim, Reliable Sustainability Ratings in: Tessa Hebb/James P. Hawley/Andreas G. F. Hoepner/Agnes L. Neher/David Wood (eds), The Routledge Handbook of Responsible Investment, 2015, ch 48; Boonlert Jitmaneeroj, “Reform Priorities for Corporate Sustainability: Environmental, Social, Governance, or Economic Performance?” Management Decision, 2016, 54, 1497.

          
          92
            Art 13, Commission Delegated Directive (EU) 2017/593 of 7 April 2016 supplementing Directive 2014/65/EU of the European Parliament and of the Council with regard to safeguarding of financial instruments and funds belonging to clients, product governance obligations and the rules applicable to the provision or reception of fees, commissions or any monetary or non-monetary benefits.

          
          93
            ‘Invest £10,000, pay £14,227 in fees: how fund charges erode your money by stealth’ (The Telegraph, 22 June 2017) at https://www.telegraph.co.uk/investing/funds/invest10000-pay14227-fees-fund-charges-erode-money-stealth/.

          
          94
            Fn. 92.

          
          95
            Implemented in the UK FCA Handbook COBS 2.3B.

          
          96
            ‘MiFID II research rules ‘hitting sector coverage and quality’ (18 Feb 2019), https://www.ipe.com/mifid-ii-research-rules-hitting-sector-coverage-and-quality/10029553.article; ‘UK and EU fund managers at odds over MiFID II revamp’ (Financial Times, 25 May 2020), https://www.ft.com/content/dc7b9a26-83d4-484d-bb26-0c651c41f240.

          
          97
            See fn. 96.

          
          98
            Francisco Szekely/Zahir Dossa, Beyond the Triple Bottom Line: Eight Steps toward a Sustainable Business Model, 2017, ch9.

          
          99
            ‘EU fund managers back fee changes to Mifid II trading rules’ (28 July 2020), https://www.ft.com/content/a0e8195e-aae1-4370-b8bb-82363e01cc93.

          
          100
            Olaf Weber, Impact Investing; Maximilian Martin, Building The Impact Investing Market in: Othmar M Lehner (ed), Routledge Handbook of Sustainable and Social Finance, 2016.

          
          101
            There are different levels of sophistication and maturity in indices, see Bianchi/Drew, 2012.

          
          102
            Steve Lydenberg/Alexi White, Responsible Investment Indexes in: Tessa Hebb/James P. Hawley/Andreas G. F. Hoepner/Agnes L. Neher/David Wood (eds), The Routledge Handbook of Responsible Investment, 2015, ch40.

          
          103
            Steven Maijoor, ‘Sustainable financial markets: translating changing risks and investor preferences into regulatory action’ (Speech at European Financial Forum, 12 Feb 2020).

          
          104
            This trend is already on the rise, with large investment firms dominating the landscape, such as Blackrock’s 6 new Exchange-traded Fund products that are both passively-managed and exchange-traded for liquidity, see ‘BlackRock Expands and Enhances iShares Sustainable ETF Product Line’ (12 Feb 2020), https://www.businesswire.com/news/home/20200212005388/en/%C2 %A0BlackRock-Expands-Enhances-iShares-Sustainable-ETF-Product.

          
          105
            Art 11, Sustainability Disclosure Regulation 2019.

          
          106
            Preamble 24, ibid.

          
          107
            eg see the quality of periodic reports for UCITs funds, Art 69(4), Directive 2009/65/EC (UCITS).

          
          108
            Jeffrey Gordon, “Rethinking Stewardship” (ECGI seminar, 23 Oct 2020), https://ecgi.global/content/rethinking-stewardship.

          
          109
            Benjamin Richardson, Keeping Ethical Investment Ethical: Regulatory Issues for Investing for Sustainability, Journal of Business Ethics, 2009, 87, 555.

          
          110
            Nitsche/Schröder (2018), ibid; Xing Chen/Bert Scholtens, “The Urge to Act: A Comparison of Active and Passive Socially Responsible Investment Funds in the United States” Corporate Social Responsibility and Environmental Management, 2018, 25, 1154.

          
          111
            There is significant concern in empirical research trying to establish if socially responsible funds perform better or worse, Federica Ielasi/Monica Rossolini/Sarah Limberti, “Sustainability-themed Mutual Funds: An Empirical Examination of Risk And Performance” The Journal of Risk Finance, 2018, 19, 247 (positive); Michael Schröder, “Financial Effects of Corporate Social Responsibility: A Literature Review” Journal of Sustainable Finance & Investment, 2014, 4,  337 (positive); Matthew W. Sherwood/Julia L. Pollard, “The Risk-Adjusted Return Potential of Integrating ESG Strategies into Emerging Market Equities” Journal of Sustainable Finance & Investment, 2018, 8, 26 (positive); Pablo Durán-Santomil/Luis Otero-González/Renato Heitor Correia-Domingues/Juan Carlos Reboredo, “Does Sustainability Score Impact Mutual Fund Performance?” Sustainability Journal, 2019, 11, 2972 (positive); Benjamin Tobias Peylo/Stefan Schaltegger, “An Equation With Many Variables: Unhiding the Relationship Between Sustainability and Investment Performance” Journal of Sustainable Finance & Investment, 2014, 4  110 (finding an inverted u-shaped performance trajectory of sustainable finance funds initially performing better than conventional ones and then dips).
 
            But more granular research at company level shows mixed results in relation to connecting ESG and financial performance, see Marien de Haan/Lammertjan Dam/Bert Scholtens, “The Drivers of the Relationship Between Corporate Environmental Performance and Stock Market Returns” Journal of Sustainable Finance & Investment, 2012, 2, 338; Roger C. Y. Chen/Shih-Wei Hung/Chen-Hsun Lee, “Does Corporate Value Affect the Relationship Between Corporate Social Responsibility and Stock Returns?” Journal of Sustainable Finance & Investment, 2017, 7, 188 (negative); for positive accounts, see Gregor Dorfleitner/Sebastian Utz/Maximilian Wimmer, “Patience Pays Off – Corporate Social Responsibility and Long-Term Stock Returns” Journal of Sustainable Finance & Investment, 2018, 8, 132; N. C. Ashwin Kumar/Camille Smith/Leïla Badis/Nan Wang/Paz Ambrosy/Rodrigo Tavares, “ESG Factors and Risk-Adjusted Performance: A New Quantitative Model” Journal of Sustainable Finance & Investment, 2016, 6 292; Gunnar Friede/Timo Busch/Alexander Bassen, “ESG and Financial Performance: Aggregated Evidence from More Than 2000 Empirical Studies” Journal of Sustainable Finance & Investment, 2015, 5, 210.

          
          112
            UK Stewardship Code 2020, https://www.frc.org.uk/getattachment/5aae591d-d9d3-4cf4-814a-d14e156a1d87/Stewardship-Code_Dec-19-Final-Corrected.pdf, Principle 7. Existing literature has criticised the mixed quality of ‘stewardship’ in relation to investment intermediaries actively monitoring investee companies and influencing their conduct, see eg Arad Reisberg, “The UK Stewardship Code: On the Road to Nowhere”, Journal of Corporate Law Studies, 2015, 15, 217. However, the 2020 Code explicitly empowers asset owners to shape their contractual mandates, such as including sustainability concerns. This can provide new impetus for asset managers to address sustainability in their offerings.

          
          113
            Christopher Dula/David Kuo-Chuen Lee, Reshaping the Financial Order in: Christopher Dula/David Kuo-Chuen Lee (eds), Handbook of Blockchain, Digital Finance and Inclusion, 2018, ch1.

          
          114
            Public Attitudes to Financial Advice Survey, 2016, https://bandce.co.uk/wp-content/uploads/2016/02/201602-Public-attitudes-to-advice.pdf; Benjamin P. Edwards, “The Rise of Automated Investment Advice: Can Robo-Advisers Rescue the Retail Market” Chi.-Kent L. Rev, 2018, 93, 97.

          
          115
            Iris H-Y Chiu, Transforming the Financial Advice Market – The Roles of Robo-advice, Financial Regulation and Public Governance in the UK, Banking and Finance Law Review, 2019, 35, 9.

          
          116
            https://www.statista.com/outlook/337/102/robo-advisors/europe.

          
          117
            ‘Nutmeg tops £2 m AUM’ (31 Jan 2020) at https://www.moneymarketing.co.uk/news/nutmeg-tops-2bn-aum/.

          
          118
            ‘Moneyfarm goes from strength to strength’ (26 Sep 2019), https://blog.moneyfarm.com/en/moneyfarm-news/moneyfarm-raises-36-million-as-it-launches-one-of-the-largest-digital-wealth-management-partnerships-in-europe/.

          
          119
            Matthew Hollow, “Crowdfunding and Civic Society in Europe: A Profitable Partnership?” Open Citizenship, 2013, 4, 68.

          
          120
            Saman Adhami/Giancarlo Giudici/Huy Pham Nguyen Anh, “Crowdfunding for Green Projects in Europe: Success Factors and Effects on the Local Environmental Performance and Wellbeing”, 2017, http://www.crowdfundres.eu/wp-content/uploads/2017/11/Crowdfunding-for-green-projects-in-Europe-2017.pdf.

          
          121
            EU Crowdfunding Regulation 2020 text based on July 2020 version, see https://www.consilium.europa.eu/en/press/press-releases/2020/07/20/capital-markets-union-council-adopts-new-rules-for-crowdfunding-platforms/. The relevance of investor confidence to market growth may be attributed to the ‘law and finance effect’, discussed in La Porta et al (2006).

          
          122
            Art 25, Markets in Financial Instruments Directive 2014/65/EU (MiFID); Art 9, MiFID (Markets in Financial Instruments Directive) Commission Delegated Regulation 2017/565.

          
          123
            Redmayne Bentley Stockbrokers v Isaacs & Ors [2010] EWHC 1504 (Comm).

          
          124
            FCA Handbook COBS 3.4, 3.5, 3.6.

          
          125
            FCA Handbook COBS 3.5.

          
          126
            FCA Handbook COBS 3.6.

          
          127
            Art 25(3), MiFID 2014, Arts 54, 55, MiFID Commission Delegated Regulation 2017/565.

          
          128
            ‘Suitability’ is interpreted as meeting the client’s investment objectives and risk tolerance, and that the client understands the nature of the product or service engaged with and is financially able to bear those risks. For a retail customer, the financial services provider must be satisfied that all three elements are achieved and explained in a suitability report to the customer. See Art 54, Commission Delegated Regulation (EU) 2017/565.

          
          129
            See legislation citations, ibid. Sophisticated customers are assumed to be able to bear their own financial risk and to have requisite levels of knowledge regarding investment products.

          
          130
            Art 54, 55 MiFID Commission Delegated Regulation 2017/565.

          
          131
            Maple Leaf Macro Volatility Master Fund v Jacques Rouvroy [2009] EWHC 257 (Comm); [2009] 1 Lloyd's Rep 475.

          
          132
            Art 54, MiFID Commission Delegated Regulation 2017/565.

          
          133
            Art 54, MiFID Commission Regulation 2017/565.

          
          134
            See https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12068-Strengthening-the-consideration-of-sustainability-risks-and-factors-for-financial-products-Regulation-EU-2017-565; also “AI can drive ethical investment only if we grasp the messy reality” (Financial Times, 9 Nov 2020), https://www.ft.com/content/b238b8f2 - 8645 - 4654-a806 - 681c9a461d0b.

          
          135
            Pablo Sanz Bayón/Luis Garvía Vega, “Automated Investment Advice: Legal Challenges and Regulatory Questions” Banking and Financial Services Policy Report, 2018, 37, 1.

          
          136
            Andrea L. Seidt/Noula Zaharis/Charles Jarrett, “Paying Attention to That Man behind the Curtain: State Securities Regulators' Early Conversations with Robo-Advisers” U. Tol. L. Rev, 2019, 50, 501.

          
          137
            Public Attitudes to Financial Advice Survey (2016).

          
          138
            https://www.nutmeg.com/new-to-investing, but see Edwards, 2018, who finds that some robo-advisers allow savers to start investing from as low as $8.

          
          139
            Facundo Abraham/Sergio L Schmukler/José Tessada, “Robo-Advisors: Investing through Machines”, World Bank Research and Policy Brief, 2019.

          
          140
            Wolf-Georg Ringe/Christopher Ruof, “A Regulatory Sandbox for Robo Advice”, ILE Working Paper, 2018, http://hdl.handle.net/10419/179514.

          
          141
            Gregor Dorfleitner/Lars Hornuf/Matthias Schmitt/Martina Weber, “The Fintech Market in Germany”, 2016, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2885931.

          
          142
            ibid.

          
          143
            Michael Faloon/Bernt Scherer, “Individualization of Robo-Advice” Journal of Wealth Management, 2017, 31.

          
          144
            Meaning that are liquid and traded on an exchange within the day, see Philipp Maume, “Regulating Robo-Advisory” Texas International Law Review, 2018/9, forthcoming.

          
          145
            The outperformance of passive index-linked funds has often been touted as superior to actively managed ‘stock-picker’ funds, Kevin R James, “The Price of Retail Investing in the UK”, FSA Occasional Paper, 2000; Burton G Malkiel, Efficient Markets and Mutual Fund Investing: The Advantages of Index Funds in:  John D Haslem (ed), Mutual Funds: Portfolio Structures, Analysis, Management, and Stewardship, 2010, ch 7.

          
          146
            For example the largest robo-adviser Nutmeg in the UK has over £800 m in assets under management but is a restricted adviser recommending its own products only.

          
          147
            Faloon/Scherer (fn. 143); Bernd Scherer, “Algorithmic Portfolio Choice: Lessons from Panel Survey Data” Financial Markets Portfolio Management, 2017, 31, 49.

          
          148
            Discussed in Sect. 2.

          
          149
            Art 54, Commission Delegated Regulation (EU) 2017/565; and consultation on amendment is at https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12068-Strengthening-the-consideration-of-sustainability-risks-and-factors-for-financial-products-Regulation-EU-2017–565.

          
          150
            Ibid.

          
          151
            See fn. 111.

          
          152
            Hafenstein/Bassen (fn. 66); Gutsche/Ziegler (fn. 66).

          
          153
            Sekhar Amba, “Corporate Sustainability: Do Executives and Investors Care?- An Empirical Study” International Journal of Management and Marketing Research, 2018, 11, 19; de Haan et al, 2012.

          
          154
            Ielasi et al (fn. 111).

          
          155
            European Commission, “COMMISSION DELEGATED DIRECTIVE (EU) …/… amending Delegated Directive (EU) 2017/593 as regards the integration of sustainability factors into the product governance obligations” (2021), https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=PI_COM:C(2021)2612.

          
          156
            ESMA, Guidelines on Certain Aspects of the MiFID II Suitability Requirements (2018), https://www.esma.europa.eu/sites/default/files/library/esma35-43-869-_fr_on_guidelines_on_suitability.pdf, p6.

          
          157
            ‘Sustainable investing is set to surge in the wake of the coronavirus pandemic’, CNBC News, 7 June 2020, https://www.cnbc.com/2020/06/07/sustainable-investing-is-set-to-surge-in-the-wake-of-the-coronavirus-pandemic.html.

          
          158
            These are now subject to regulation by the FCA in the UK, see FCA, PS16/15: Feedback on CP15/33 – Consumer credit: proposals in response to the CMA recommendations on high-cost short-term credit, 2016, https://www.fca.org.uk/publications/policy-statements/ps16-15-feedback-cp15-33-consumer-credit-proposals-response-cma in relation to comparison websites for high-cost short-term credit; FCA, Guidance on the: Selling of General Insurance Policies Through Price Comparison Websites, 2011, https://www.fca.org.uk/publication/finalised-guidance/fg11_17.pdf.

          
          159
            the question of whether investors in pooled funds can feed in preferences for institutional shareholder engagement for example, as argued in E. McGaughey, “Does Corporate Governance Exclude the Ultimate Investor?” Journal of Corporate Law Studies, 2015, 16, 221.

          
        
      
       
         
          Digital Financial Markets and (Europe’s) Private Law – A Case for Regulatory Competition?
 
        

         
          Rainer Kulms 
            Priv.-Doz., Dr. iur., LL.M., Senior Research Fellow, Max Planck Institute for Comparative and International Private Law., Hamburg, Germany
            

          
 
        

        
          Abstract
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            1 Digital Disruption and its Fallout
 
            
              1.1 Introduction
 
              FinTech and artificial intelligence have changed the infrastructure of financial markets1. Distributed ledger technology stimulates cross-border transactions generated through algorithms, accelerating the privatisation of rule-making2. As a corollary, applications of artificial intelligence and machine learning enhance interconnectedness between financial markets and institutions3. Networks are emerging which test the viability of private regulation, regulatory intervention and the concept of enforcement of norms in a cross-border scenario4.
 
              FinTech invites regulatory competition on a global scale5 and among the legal orders of the Member States of the European Union (EU). In some areas, there is evidence that a race to the bottom is conceivable6. However, the interface between functioning digital markets and the commodification of financial data leaves regulators and practitioners with a complicated message. Particularly private blockchains operate on a set of rules mutually agreed upon or imposed by the gatekeeper of a permissioned system7. Here, legislators might be called upon to supplying private law remedies (with erga-omnes effects) to assure enforceability of the results generated by distributed ledger technology. In 2019, the United Kingdom (UK) Law Tech delivery panel launched a public consultation on the legal status of crypto-assets, distributed ledger technology and smart contracts under English law8. It was felt that in spite of the flexibility of English common law the financial community suffered from a lack of certainty about the legal status of these devices9. Switzerland has relied on a similar argument: When the Swiss government published the draft for a law on distributed ledger technology, it explained that openness towards innovation needs to be supported by rules on commodification and tradability of financial instruments (i. e. blockchain-based tokens)10. Liechtenstein’s new blockchain law is also inspired by this legislative approach11.
 
              Competition authorities emphasise the positive welfare effects of financial disruption through FinTech, arguing for a principle-based approach where technology is faster than law12. The Spanish Competition Commission favours market entry under transparency, and disclosure rules with respect to conflicts of interest13. From a legislative policy perspective, insistence on transparency reflects a policy choice for informed markets14. Less charitably, transparency might also point to legislative unwillingness to interfere with the negative side-effects of (cross-border) digital finance, placing the risk on investors to find out by litigation whether they have to bear the consequences of a fall-out from innovation. The allocative effects this policy approach to innovation15 have to be absorbed by private actors and their (prescient) ability to design contracts unlikely to fail a reality test16.
 
              The current regulatory approach towards FinTech has been criticized for an inherent micro-transactional bias which relegates regulators to neglecting macro-level risks for the benefit of private business models17. It is posited that a technocratic micro-level focus on FinTech exacerbates self-referential growth and systemic risks, if applied as a normative imperative18. Instead, “public accommodation” should provide a framework for “privately created risks and liabilities”19. It is difficult to see, however, how the macro-economic effects of a purely transactional approach towards regulation can be ascertained without analysing the private law framework for FinTech transactions20. Innovation in finance critically depends on the evolutionary potential of private law21, as regulators find it difficult to produce standards which demonstrate both understanding and anticipation how machine learning produces (undesired) outcomes22. This suggests that EU Financial Regulation might also operate under the tacit assumption that private law will be capable of supplying workable solutions where statutory financial law remains silent23. Thus, a polycentric approach is apposite which combines rule-making by governmental actors24 with efficient rules for private contracts and digital assets.
 
             
            
              1.2 Outline of the Paper
 
              Financial services are credence goods25 which depend on consumer confidence26, trust and the enforceability of public and private law rules27. This paper takes a private law perspective on FinTech. It explores the underlying assumption of the EU Commission’s digital finance strategy28 that the law for FinTech and private law rules interact. The – tacit – appeal to Member States to play the evolutionary private law part of FinTech operates to trigger competition between their respective private legal orders29. This, however, assumes that the EU’s FinTech law ‘asks’ the right questions. Therefore, prominent FinTech business models will be tested on their capacity to stimulate evolution of national private law orders, but also to aggravate deficiencies from an exclusive reliance on private law solutions.
 
              This paper identifies payment services, outsourcing business models, crowdlending, robo-advice and aspects of blockchain applications as test cases where the interface between the EU’s financial market regulation and private law is most acutely felt. Especially in blockchain law, the EU faces competition from non-Member State legal orders. The EU’s regulatory approach, as reinforced by the digital finance package of September 202030, is understood as an incentive to fill – deliberate – gaps by private laws and their evolutionary potential or, private contracting. Shortcomings of this approach will be highlighted which may ultimately trigger the enactment of European regulatory private law instruments. This applies particularly to incoherent liability concepts and the complicated relationship between digital finance and data protection law.
 
              The analysis of current FinTech business models will be supplemented by a survey over regulatory sandboxes. Regulatory sandboxes have been so devised as to test innovative digital business models under the auspices of financial market authorities. Businesses are afforded an opportunity to scrutinize the viability of their digital concepts. Financial market authorities collect empirical data and assess the viability of a principle-based approach to regulatory action. Most sandbox models attempt to avert negative externalities by imposing transparency and insurance requirements. Sandbox models may operate as early-warning mechanisms, indicating where future regulatory action might be necessary. A final section sums up the findings on the state of interaction between financial law and private law.
 
             
           
          
            2 FinTech Activities and the Evolving Law of Decentralised Finance
 
            
              2.1 Payment Services – Basics
 
              The amended Payment Services Directive (PSD II)31 has opened up traditional banking. Peer-to-Peer (P2P) and peer-to-Business (P2B) payments are widely accepted32, including transactions from mobile wallets33. Real-time payment systems operate on the basis of platforms, frequently surveyed by the ECB or national banks34. End-users can observe any delay and disruptions35, creating reputational risks for the payment services provider36. Due to stricter regulatory requirements37 customer online identification is embracing tokenisation of payment processes, supplemented by artificial intelligence devices to verify customer transactions on the basis of past payment patterns38. Once tokenised payments are integrated into distributed ledger technology, such a token may operate as the private key allowing access to value stored on a blockchain39. The private law classification of tokens and keys will then determine whether a payment service provider has separated customer accounts properly (with values stored on a blockchain), insolvency-proof from third-party attachment40. Ultimately, the success of electronic storage and verifications schemes hinges on their compatibility with data protection law41.
 
              Digitisation pushes contract law analysis towards exploring specific duties of loyalty and care, once payment services are offered in the context of outsourcing arrangements42 or distributed networks43. Payment service providers delegate the actual transfer of monies to comprehensive algorithms without ever getting hold of the transferred values44. Cloud computing supplies an infrastructure for banks and start-ups, allowing for offshore data processing to save cost45. It is for the national legal orders to decide whether designing a payment system or a distributed network also means liability for malfunctions46.
 
             
            
              2.2 Outsourcing
 
              Under both statutory law and supervisory practice, outsourcing is conditioned on risk management mechanisms47, assuming that the enforcement threat remains credible. Standard contracts may offer a pragmatic approach to facilitate digital transactions, but it is obvious that the bargaining power of those adhering to a digital network may vary: Banks may lose their autonomy as FinTechs seize some of the added value48. A 2013 data protection case from Sweden reveals that data processors may be in a stronger position than the data controllers49:  The Swedish Data Protection Agency criticised that the controller was not afforded sufficient control and insight into the data processing chain for storing information in the cloud50.
 
              From a consumer perspective, legal uncertainty is magnified once payment service providers operate in a network of interrelated contracts with organizational features51, sometimes difficult to trace back to a jurisdiction52. Moreover, diverging proprietary standards and protocols jeopardise cross-border business53. Art. 4 of the Commission’s Draft Regulation on digital operational resilience for the financial sector54 builds on professional standards for financial service providers, their contractors and sub-contractors. Art. 4 of the Draft Regulation prescribes internal governance mechanisms and control frameworks to manage the risks: The financial services provider who plans to outsource remains responsible for the safe storage of personal financial data. Thus, contractual arrangements with third-party providers and potential subcontractors are to replicate the safety standards to be observed by the outsourcing financial entity55. However, the Financial Stability Board (FSB) has cautioned against too much optimism that such safeguards will be passed along the chain of contracts with fourth or fifth parties or beyond56. Both, the European Banking Authority (EBA)57 and the Board of the International Organization of Securities Commissions (IOSCO)58 have promulgated detailed sets of governance rules which seek to reduce the risk that original safeguards will be watered down the line of sub-contracts59. The Expert Group on Regulatory Obstacles to Financial Innovation (ROFIEG) envisages a certification or licensing scheme to ensure observance of minimum standards60.
 
              The Draft Regulation on digital resilience remains silent on liability standards with respect to third-party storage of electronic assets and values61. Under art. 10 (1) (a) PSD II safe storage of tokenised funds on permissioned blockchain can be guaranteed only if such tokens are insolvency-proof. Strict observance of art. 20 (2) PSD II would indicate no-fault liability if digital assets stored in networks are misappropriated. Under art. 24 of Directive 2009/65/EU (UCITS), as amended62, the depositary may escape liability if a loss has arisen due to an external event beyond its reasonable control with unavoidable consequences63. Art. 82 (2) of the General Data Protection Regulation64 allows for an escape from liability if the data controller or processor can establish that they are not responsible for damages sustained by the data subject. As a corollary, a data controller can escape liability if a contractor or sub-contractor dictate the rules of an outsourcing scheme65. The Draft Regulation on digital resilience does not decide whether the use of artificial intelligence would be tantamount to imposing no-fault liability on those who stand to benefit from it66. Competition between the national private law systems will determine whether joint or vicarious liability is the solution for buttressing digital resilience. On the other hand, the quest for a single digital market may require legislative action on the EU level to eliminate differences between national liability concepts.
 
             
            
              2.3 Crowdlending
 
              Crowdlending and crowdfunding platforms owe their existence to a shortage of finance for community projects, small businesses and start-ups67. Platform-based credit schemes connect project proponents with investors68. In Europe, crowdlending essentially takes two forms: In a direct peer-to-peer lending scenario, the crowdlending platform acts as the agent of both, the investor-lender and the borrower and establishes a direct loan contract between the parties69. Indirect peer-to-peer lending takes place when the platform cooperates with the banks which receives monies from the investor and channels them to the borrower70. The new Crowdfunding Regulation of the European Union conditions the establishment of a digital platform on obtaining a license from national authorities71. Recital 20 to the Crowdfunding Regulation introduces an analogy with respect to auto-investing: investment decisions triggered by pre-determined algorithms and smart contracts without any direct human intervention will be classified as individualised portfolio management.
 
              From a private contracting perspective, the direct crowdlending model is quite straight forward72. The platform provides a digital meeting area where the borrower and the lender-investor conclude a loan contract or an investment contract (in the case of equity-based lending)73. The lender acquires the right to use financial information listed on the platform on the basis with an agreement with the platform74. The borrower applies to the platform by submitting information on the project to the platform which assesses the quality of the application and eventually lists the project75. The platform refrains from making an investment recommendation76. However, under the new Crowdfunding Regulation extensive behavioural rules are to be observed, including the risk management and assessment of the of the projects offered to the public via the platform77.
 
              P2P-lending schemes have suffered from a disconnect between the lender’s freedom of contract to conclude a loan agreement and the crucial role of the platform in assessing the creditworthiness of the borrower and the quality of the investment project submitted78. P2P-platforms operate digital scoring mechanisms, classifying the borrower and his project within certain risk categories79. Art. 5 et seq. of the Crowdfunding Regulation impose rules of sound business administration on the platform managers and addresses conflict of interest. This is intended to stave off situations of asymmetric information between the platform and the investor-lender because the latter bases an investment decision on the information received from the platform, which, in turn, has a business interest in brokering the loan contract. Under the new Regulation financial service providers are under organizational requirements and a duty to disclose the algorithms and smart contracts they are using for obtaining credit-rating scores80.
 
              As soon as the platform undertakes to manage loans81, platform services overlap with elements of robo-based asset management. Based on the investor’s risk preferences, the platform will re-allocate loans, diversify the portfolio and arrange for collateral82. Blockchain technology can be employed to manage client accounts and to match borrowers’ requests for finance, based on ‘intelligent’ smart contracts and algorithms83. Art. 11 of the new Crowdfunding Regulation addresses the risk of loss for those investors who place funds with the platform. Platforms shall observe prudential requirements. They must have a minimum capital of 25,000 € and funds to cover operational risks or, alternatively insurance and/or own funds (CET 1). Platform activities may be outsourced but the platform cannot escape liability under the Regulation by way of contractual stipulation with a third-party service provider. Moreover, funds held must be placed with a depositary, unless national law allows for the storage in a separate account administered by the platform.
 
              The new Crowdfunding Regulation has the potential of fleshing out duties which are owed under the contracts normally concluded in the context of platform-engineered contracts. But its success crucially depends on the ability of national contract laws to expand the scope of duties of care and loyalty under a contract which also rests on the observance of organizational duties84.
 
             
            
              2.4 Robo-advice
 
              Robo-advisory schemes reinforce the question whether private law systems are capable of balancing the interests of investors against those of financial institutions relying on artificial intelligence. Robo-advisers operate with a variety of business models, depending on the degree of human interaction and intervention when collecting and processing information to generate a recommendation for a specific investment85. Fully digitalised robo-advisory systems process market information and restructure customer portfolios. Algorithms invest and rebalance the account in accordance with customer risk preferences86. At the outset, robo-advisory services are based on a service contract between the customer and the financial service provider87, backed up by a contract with the cooperating bank of the financial service provider88. Risks under automated financial advice schemes may be magnified if automated services are provided by a network of firms with an unclear allocation of liabilities between the financial institution and an outsource provider89.
 
              Robo-advice has been observed to be prone to home biases90, behavioural biases91 and undisclosed conflicts of interest. Deficient software and design of (matching) algorithms have the potential of translating into customer losses92. Regulators have reacted by requiring automated investment services firms to improve the governance and risk management structures, supervise and update algorithms and inform potential customers on the underlying assumptions, limitations and risks of the algorithms93. Singapore’s Monetary Authority places the responsibility for oversight and governance of client-facing tools with the board and senior management of the robo-advisory firm; EU law takes a similar approach94. It remains to be seen whether this combination of oversight and disclosure duties supplements the concept of offering proper investment advice under the service contract95.
 
              In the US, the scope of duties owed under the service contract has sparked a debate on how robo-advice can be reconciled with statutory duties under investment law, informed by portfolio theory96. The US FINRA has noted that financial service providers relying exclusively on robot-generated advice do not meet the standards of fiduciary care owed when advising clients97. As a consequence, financial advisory companies have established hybrid concepts where robot-generated advice is counter-checked by human beings before being applied to customer risk parameters98. The Bank of England and the FCA point to specific risk management mechanisms when financial service employ machine learning applications: Prior to execution, machine learning activates an alert mechanism which calls for human approval99. In testing robo-advice schemes under its regulatory sandbox scheme, the FCA insists on involving a qualified financial adviser to assess the quality of the underlying algorithms100. Algorithms have to be amended in accordance with the advisor’s assessment101. The US FINRA has proposed a similar approach102.
 
              In the EU, art. 25 (1) of MiFID II and art. 54 (1) of the MiFID II Delegated Regulation103 require investment firms to undertake a suitability assessment before giving advice to invest. If investment advice or portfolio management is provided through an automated or semi-automated system, the ultimate responsibility for an appropriate suitability assessment lies nonetheless with the investment firm and shall not be delegated to algorithms104. The European Securities and Markets Authority (ESMA) has promulgated organizational standards for investment firms assessing suitability with algorithms105: These include inter alia policies to review and update algorithms to reflect market changes or legislative developments. Moreover, internal procedures should operate to detect error within the algorithms which might generate inappropriate advice or disregard relevant law106. Although ESMA’s guidelines constitute the EU’s soft law on finance, they enjoy a high degree of compliance107. Standard interpretation techniques will have little difficulty in transforming codes of conduct into specific (algorithm-related) duties of care and loyalty108 under innovative FinTech contracts109.While it has been suggested that investment firms should not contract out of their liability under the suitability rule110, the exact legal implications of art. 25 MiFID and the MiFID II Delegated Regulation for national contracts laws remain unclear. The evolutionary potential of contract law, however, still faces its test when it comes to determining what specific rights parties have when they sue an investment firm for breach of contract111.
 
             
            
              2.5 Distributed Ledger Technology – FinTech and Private Law at a Juncture
 
              
                2.5.1 Blockchain Law – The Status Quo
 
                Distributed ledger technology and crypto-assets112 owe their existence to private contracting. Digital tokens on a ledger stand for the commodification of any bundle of rights and obligations for token holders113. The contractual origin of digital tokens has also contributed to one of their major weaknesses: The degree of protection afforded to tokens depends on the willingness of a national legal order to confer property-like status with erga-omnes effects on crypto-assets. Failure to attain this status is to magnify financial risks from investing and trading with crypto-assets. In this, distributed ledger technology and crypto-assets are a model case for demonstrating that the success of a market for FinTech products is conditioned on an efficient interface between the evolutionary potential of private law, FinTech regulation114 and data protection law115. In the following, the evolution of blockchain law will be assessed from its private law beginnings to legislative intervention by national legislators and the European Union.
 
                Legal aspects of distributed ledger technology and tokenisation first reached the courts when cybersecurity was ineffectual and large amounts of bitcoins had disappeared from customer accounts, held with virtual currency exchanges116. The owners of bitcoins filed claims for damages, arguing that the loss of bitcoins was caused by a breach of duty the exchange owed to its customers117. Although investors in bitcoins entrust value to the operator of an exchange or a currency-platform courts are reluctant to impose a fiduciary duty: Significant control over the platform and customer accounts does not establish a custodianship, triggering a fiduciary duty to protect digital value held118. Investors suffering losses of bitcoins have a chance of obtaining a judgment for damages only if the operator of the currency platform or exchange had positive knowledge of the risk of impending hacks, but failed to take protective action or to warn customers119. In a recent New Zealand case, the High Court accepted a breach of trust claim after cryptocurrencies had disappeared in a computer hack120. In a 2019 Singapore case, the court had to assess the repercussions of a computer malfunction which had occurred in a blockchain-based exchange121. The court was receptive to causation analysis, but did not impose a fiduciary duty on the developer of the software with respect to those who store digital assets on a blockchain122. The Singapore case sheds light on the core problem of FinTech networks where elements of services are frequently outsourced. Uncertainty about the scope of liability in the context of blockchain-based storage of digital value and smart contracts just reflects the current uncertainty on how to accommodate artificial intelligence in traditional concepts of the law of contracts and torts123. It is equally uncertain whether courts would go as far as stretching traditional concepts without legislative intervention124.
 
                The current state of liability rules for assets stored in a blockchain has forced investors to emphasise property aspects of digital value stored on a distributed ledger125. Unrestrained by the civil law concept of numerus-clausus of property law126, common law jurisdictions have found it less difficult to integrate digital value into law127. In 2019, the UK Jurisdiction Taskforce of the LawTech Delivery Panel recognised crypto-assets as property, inter alia, for the purposes of common law and insolvency law128. The panel relied on Lord Wilberforce’s test in National Provinvial Bank v. Ainsworth129: To qualify as a property right, it has to be “definable, identifiable by third parties, capable in its nature of assumption by third parties, and have some degree of permanence or stability”130. The panel then proceeded to reiterating the criteria enounced in Fairstar Heavy Transport NV v. Adkins131: Property rights are characterised by “certainty, exclusivity, control and assignability”132. The panel clarifies the notion of exclusivity with respect to the keys which allow for access to the blockchain: Multiple keys for a cryptoasset indicate shared ownership or separated ownership of different functions of the key133. However, a key as such is information, but not property134. This reflects the position of English law that pure information does not constitute a proprietary interest135. Although the panel’s statement is not binding on the courts, it has been treated subsequently as an authoritative statement of English law136. In Ruscoe v. Cryptopia Ltd., the New Zealand High Court recognised the property quality of digital assets on a blockchain, based on Lord Wilberforce’s criteria137. The High Court then analysed the nature of the public and private keys. The private key, the court noted, is “like a PIN”, protecting the owner from involuntary transfer of his funds138, but also provides for the tradability of the digital assets139. In Australia, cryptocurrency is accepted as security for costs140.
 
                With the exception of Italy141, private keys for access to blockchain-stored digital values present a major obstacle to civil law jurisdictions recognising digital values as property and pledging them as collateral142. A key stands for the right to exclude others143; the ‘possession’ of the access code demonstrates control over the crypto-asset144. A Tokyo District Court declined to confer property status on bitcoins, since the co-existence of several digital items on a blockchain excluded exclusivity required by Japanese property law145. The Japanese legislator has since amended the law146. In proposing a rudimentary blockchain law the Swiss government observed that private and public keys as well as multi-signature scenarios exclude that digital assets can constitute an insolvency asset147. The Swiss legislator has bypassed this obstacle by conferring property status with erga-omnes effect on tokenised rights once they are registered148. Thus, under the amended Swiss insolvency law crypto-assets can now be retrieved from the insolvency estate if the insolvent company administered tokenised assets149. Liechtenstein’s new blockchain law has chosen a similar approach150: A token is basically a crypto-value with erga-omnes effects and goes well beyond the limitations of utility or security tokens151. Liechtenstein’s law also refers to (trustee-like) standards of duty and care for those who administer the tokens and hence, the digital assets stored. Luxembourg law classifies security tokens as intermediated securities152. French law confers property status on some securities153. The new San Marino Decreto Delegato on blockchain technology allows for erga-omnes effects of blockchain-stored investment tokens, but treats utility tokens as mere creatures of contract valid only between the issuer and the holder154. Common law countries have legislated for recognising financial tokens as assets155.
 
               
              
                2.5.2 The EU’s Regulatory Strategy
 
                The EU Commission’s regulatory strategy towards distributed ledger technology is twofold: The Draft Regulation on a pilot regime for market infrastructures based on distributed ledger technology (DLT) aims at establishing efficient secondary markets for security tokens, as the primary market does not develop significantly156. The Draft Regulation on markets in crypto-assets is intended to supply harmonised rules for certain types of crypto-assets and related activities and services157.
 
                The Draft Regulation on a pilot regime for DLT market infrastructures does not purport to replace existing market infrastructures158. Instead, it seeks to open up securities settlement processes and central securities depositories for distributed ledger technology159. This will also include crypto-assets which can be classified as financial instruments160. Both, multilateral trading facilities and central securities depositories operating a securities settlement system may settle payments by accepting inter alia commercial bank money in a token-based form or e-money tokens161. In prescribing a catalogue of duties to be observed by operators of distributed ledger technology market infrastructures, art. 6 of the Draft Regulation attempts to flesh out the interface between private law and FinTech regulation. It also highlights where national laws will have to evolve to supply an appropriate framework for cross-border DLT market infrastructures. The Draft Regulation assumes that the participants in digitised market infrastructures can freely stipulate the scope of liabilities of the operator and the applicable law. It remains to be seen whether courts will accept such a choice of law clause when a tort law claim will be litigated. Moreover, art. 6 of the Draft Regulation does not address the private law implications of accepting crypto-assets as tradable securities. Member State law still applies for ascertaining the scope of legal protection afforded to a crypto-asset, thus triggering uncertainty and regulatory arbitrage. Art. 5 (2) lit a. of the Draft Regulation may dispense with the requirement to maintain securities accounts within the meaning of art. 2 (28) of Regulation 909/2014162. But this does not solve the problem of whether crypto-assets are insolvency-proof or whether settlements involving crypto-assets generate erga-omnes effects with respect to third parties.
 
                The Draft Regulation on a pilot regime expects operators of a DLT market infrastructure to provide appropriate cyber arrangements and to ensure the safekeeping of clients’ funds, collateral and crypto-assets163. This emphasises a need to determine liability standards owed under private law. If smart contracts produce undesired results, the operator might be tempted to escape liability by pointing to the developer of the software. Moreover, once artificial intelligence malfunctions dramatically164, the operator could attempt to exonerate himself by arguing that a knowledgeable businessman should be expected not to benefit from obvious problems of the digitised infrastructure165. As an aside, the Draft Regulation on a pilot regime may also call for an amendment of national rules of civil procedure so that electronic evidence of digitised settlement processes can be admitted.
 
                The Draft Regulation on markets in crypto-assets takes a functional approach without interfering with the property law systems of the Member States. It focuses on uniform rules for transparency and disclosure requirements for issuing and trading crypto-assets, the oversight over service providers for crypto-assets and issuers of asset-referenced tokens and electronic money tokens, and for consumer protection166. It is specifically designed for assets which have not been covered by existing EU rules on financial instruments, and e-money tokens167. The Draft Regulation imposes behavioural duties and governance standards on those who issue and store digital assets. A combination is introduced between data protection principles under the GDPR and traditional principal-agent relationships in private law. Whereas the Draft Regulation on crypto-assets replicates the no-fault liability standard of the Draft Regulation on digital operational resilience for outsourcing schemes168, traditional fault standards remain applicable when selecting third-party providers for administering the reserve of assets for asset-referenced tokens169. Similar rules apply if asset-referenced tokens are held in custody by different crypto-asset service providers170. Recital 58 and art. 63 (1) of the Draft Regulation refer to the “ownership rights” of clients who have stored crypto-assets with a crypto-service provider, and admonishes service providers to safeguard them in the case of an insolvency scenario. This assumes that ‘ownership rights’ are creditor-proof in insolvency proceedings171, relegating owners, service providers and creditors to the respective national order to ascertain the scope of rights enjoyed by the holder of crypto-assets172.
 
                The viability of DLT business models critically depends on their compatibility with data protection law. The EU’s General Data Protection Regulation (GDPR)173 conditions the lawful, fair and transparent processing of data inter alia on the data subject’s consent or the data controller’s duty to comply with a legal obligation174. Art. 17 (1) GDPR confers the ‘right to be forgotten’ on the data subject unless the establishment, exercise or defence of legal claims is predicated on processing (and storing) of data (art. 17 (3) (e) GDPR). In order to strike a balance between data protection and FinTech’s interest in blockchain-based transactions it has been suggested that efficient encryption should qualify as a method of erasing data175. However, once crypto-assets attain legal status as property with erga-omnes effects, it could be argued that the controller of the blockchain is under a duty to protect the integrity of the data storage device176, and hence, the right to erasure does not apply (including insolvency scenarios). Art. 13 (3) GDPR imposes a duty on the data controller to inform the data subject once the solicited data shall be used for another purpose than originally agreed. Although this does not seem to apply to a mere change in the investment strategies in a robo-advice situation, the duty to inform would be triggered if the data controller plans to outsource data processing to a country with uncertain cybersecurity standards177. As a corollary, an information duty would arise if a hybrid robo-advice model is replaced by complete machine-based decision-making processes178. Art. 82 (1) GDPR provides for compensation from material or non-material damages if the Regulation has been infringed. The courts will have to flesh out which of the obligations under the Regulation are intended to operate as protective devices for the data subjects179. Outsourcing models may affect the allocation of responsibilities: If the processing of data is transferred completely to a third party (e. g. a cloud provider), the latter assumes the status (and liabilities) of a data controller180. If not, the parties may act as joint controllers (art. 26 GDPR)181. Nonetheless, if banks or financial service providers decide to rely on a given (external) infrastructure with distributed ledger technology, they will be classified as data controllers as they determined the specific purpose for processing data182. Art. 5 (4) of the Draft Regulation on a pilot regime for DLT market infrastructures183 demonstrates that the relationship between data protection law and blockchain may have to be recalibrated: It envisages cyber arrangements which combine the integrity and confidentiality of the data stored with their availability and accessibility. It is for such a scenario that the expert group on regulatory obstacles to financial innovation calls for rules facilitating data sharing.184
 
               
              
                2.5.3 Cross-Border Aspects
 
                FinTech regulation and private law systems are jurisdiction-bound. Once digital business transcends national borders (or those of the European Union), diverging regulatory standards and private law differences in accommodating network services and artificial intelligence-based solution cause friction. In Ruscoe v. Cryptopia Ltd., the defendant had operated a cryptocurrency exchange from New Zealand, but stored some of the customers’ digital currency online on servers, physically located in Phoenix/Arizona (and perhaps also in the Netherlands)185. In recognising a property right under New Zealand law, the High Court appears to have assumed that the place of the register for blockchain-recorded transactions (New Zealand) determined the applicable law. However, as soon as the register is distributed across nodes in various jurisdictions it is unclear on which criteria to base a conflict of laws analysis186.
 
                From a practical perspective, the International Swaps and Derivatives Association (ISDA) has stepped up its efforts to develop a manageable set of rules for digitising trade in derivatives187. ISDA’s standards for digitised trading with smart contracts and distributed ledger technology reflect an effort to overcome jurisdictional obstacles by private agreement. Due to the complexity of FinTech transactions it would seem that most distributed ledger systems will be permissioned blockchains where access is conditioned about acceptance of the terms of the platform. Thus, choice-of-law clauses do not appear to present a problem even if the servers are not located at the platform’s place of business and mandatory laws are observed188. Nonetheless, problems of enforcement through courts are likely to remain. Moreover, tokenisation is likely to cause considerable problems, especially as civil law jurisdictions may find it difficult to accept the property law reasoning adopted by courts of common law countries. Swiss and Liechtenstein laws seem to assume that the place of the electronic register for tokens is controlling, and hence the respective domestic law would apply. The attractiveness of non-EU jurisdictions and Brexit ensure that private international law problems persist. Nonetheless, the EU Commission should strive for private international law rules within the Union189.
 
               
             
           
          
            3 Sandboxes – A Regulatory Try and Error Mechanism
 
            In FinTech, regulatory sandboxes are commended as innovative solutions for triggering regulatory learning processes190, sometimes subject to regulatory capture191 and an absence of transparency192. Current practice appears to confirm the criticism that proponents of regulatory sandboxes are suffering from a micro-transactional bias towards assessing FinTech business models193. Closer inspection suggests that sandboxes – however unsystematically they are employed – are likely to offer important insights into the interface between FinTech regulation and private law systems. If properly applied, sandboxes might operate as early warning mechanisms where the balance between financial regulation, the commodification of data and private needs to be recalibrated. The following survey focuses on a typology of regulatory sandboxes194 to explore potential externalities and private law repercussions195.
 
            
              3.1 The UK Approach – The FCA’s Sandbox196
 
              The FCA’s regulatory sandbox does not dispense with licensing requirements or authorisation processes to gain access to regulated markets197. Rather, it provides for a graduation procedure with admitted cohorts of (innovative) firms on their way to the regulated market198. After successful application, cohorts of firms are tested in two six-months-periods per year199. The FCA’s admission procedure is highly selective200. In cohort 4, 40 percent of the participants were testing applications of distributed ledger technology201 (including crypto-assets, cryptoasset-backed securities, tokenised debt and initial coin offerings)202. Cohort 5 included decentralised digital platforms using machine learning identity verification and blockchain-based key management, and facilitating securitisation of debt (by connecting loan issuance to the underlying financial data with the help of distributed ledger technology and artificial intelligence)203. The FCA’s first review of sandbox activities noted that some of the start-up firms having successfully passed the sandbox test had entered into partnerships with larger financial institutions (including banks and insurance companies)204.
 
              The FCA’s scrutiny focuses on bilateral relationships, although it acknowledges the specific risks of outsourcing activities to third parties205. With respect to negative externalities of sandbox projects, the FCA rejects all-inclusive liability for participating businesses206: Admission to the sandbox will not be conditioned on an undertaking that any customer loss will be compensated (including investment losses), and the showing that the applicant business had sufficient funds to finance potential compensation payments. The FCA does not think it appropriate to provide for the same degree of legal protection enjoyed by customers who contract with authorised firms. Instead, the FCA’s approach is risk-informed, relying on transparency and disclosure: During the sandbox testing phase firms have to develop arrangements for customer protection while the FCA assesses the suitability of such safeguards in view of disclosure to customers and compensation requirements207. The FCA’s insistence on compensation arrangements is informed by the insights into the economics of deposit insurance which generate ambiguous welfare effects208. Insurance schemes at fair rates will increase competition between financial institutions, but financial institutions may still assume too much risk if they compete for customer money in the face of non-internalised social cost of failure209. The FCA’s policy aims at cost internalisation210, but it also acknowledges implicitly that English law does not welcome pre-contractual duties of disclosure or specific warning duties flowing from a general duty of good faith211. Under the sandbox scheme, customers are offered speedy relief. The have to use the Financial Services Compensation Scheme (FSCS)212.
 
             
            
              3.2 FinTech Regulatory Sandboxes under the Monetary Authority of Singapore
 
              Singapore’s 2016 “FinTech Regulatory Sandbox Guidelines”213 support a principle-based approach for the benefit of “experimentation of a wide range of financial services”214. Once admitted to the sandbox, firms will be subject to a risk-based approach which regards externalities of a project as a trade-off for temporary exemptions from statutory requirements215. For admission, the applicant firm has to demonstrate that it plans to apply a different technology, or apply the same technology differently. The applicant has to show due diligence, including an assessment that the proposed financial service is commercially viable in Singapore216. The evaluation of a sandbox application is conditioned on welfare criteria217. The proposed financial service should focus on innovation, measured by an enquiry of whether ‘comparable offerings’ are available on the Singapore market218. If preliminary testing reveals risk, a mitigation proposal has to be submitted219. Although the MAS undertakes a cost-benefit analysis with respect to risks for customers and the financial system and potential benefits, the guidelines fall short of providing for compensation arrangements. The Guidelines refrain from prescribing behavioural standards which might translate into specific contractual undertakings for the applicant firms. Instead, the MAS favours information over compensation. The applicant firm, the ‘sandbox entity’ shall inform customers of the sandbox nature of its financial service and emerging risks. The ‘sandbox entity’ has to demonstrate that customers are aware of these risks220. It is unclear whether a failure to seek customer awareness automatically triggers damages or whether it will terminate ‘only’ the sandbox experiment.
 
              After nine months, the applicant firm will either ‘graduate’ or lose its temporary authorisation to do business221. Contrary to the FCA, the number of positive ‘graduation’ cases concluded by the MAS is relatively small, but includes several blockchain projects222. In its policy statement, the MAS appears to be at much greater ease in granting ease exemptions from specific legal and regulatory requirements than the FCA: “Possible to Relax” requirements include, inter alia, cash balances, fund solvency and capital adequacy, minimum liquid assets and minimum paid-up capital223. MAS has released guidelines for robo-advice224, but maintains that no exemption from its general sandbox approach is intended225. In 2017 MAS initiated a project for studying the use of distributed ledger technology for interbank payments226.
 
             
            
              3.3 Testing FinTech Products in Australia
 
              The Australian Securities and Investments Commission (ASIC) relies on statutory exemptions from licensing requirements and adds flexibility in interpreting statutes227. Its sandbox policy focuses on four FinTech business models: digital advice, marketplace lending platforms, payment products and digital currency wallets228. A FinTech licensing exemption acknowledges the interface between regulation and potential private law claims raised by customer-consumers. Exemptions are conditioned upon appropriate consumer information229, and caps on the volume of the total business or a maximum value per individual (consumer) transaction230. Systemic risk concerns have led ASIC to introduce a limit on total exposure for testing activities per individual project (including wholesale and sophisticated clients)231.
 
              In order to “reduce the risk of poor consumer outcomes”232, FinTech companies must disclose to their clients that they are operating without a licence under the licensing exemption scheme, and that normal protections may not necessarily apply233. ASIC requires ‘adequate compensation arrangements’234, but attempts to strike a balance between innovation without barriers and consumer protection against negative externalities. ‘Adequate compensation arrangements’ are not intended to introduce all-inclusive insurance or a deposit insurance scheme for the testing phase. ASIC favours a professional indemnity insurance235, which does not extend to product failures, losses from investment or unsatisfactory returns236. Instead, professional indemnity insurance operates to supply coverage for financial losses resulting from poor-quality services and misconduct237. Disputes are to be settled in specific resolution procedures238. Contrary to Singapore’s MAS, ASIC does not determine whether the envisaged innovation will advance Australia’s competitiveness or generate consumer benefits. ASIC confines itself to “address[ing] the issues faced by new, innovative businesses”239. It would seem that ASIC’s scrutiny also addresses the applicant’s potential for cyber risk management if services are to be outsourced or cloud-based240. The applicant firm and the market will have to decide whether the financial service or product is commercially viable241.
 
             
            
              3.4 The Swiss Experience
 
              The Swiss sandbox model favours an institutionalist approach over regulating specific business activities242. It does not envisage a graduation mechanism. The Swiss Financial Market Authority (FINMA) issues FinTech licenses to non-bank institutions243 soliciting deposits from the general public which may not exceed the total of 100 m Swiss Francs244. Non-bank financial services include alternative finance (e. g. crowdfunding), money transfer and storage facilities on the basis of blockchain technology, and (algorithm-based) investment advice and asset management245. An application for FINMA’s licence has to be supported by documentation on the envisaged business model, governance structures, risks management and compliance mechanisms246.
 
              The FinTech license scheme supplements private law duties of care with statutory disclosure duties247: Under art. 7 (a) of the amended Banking Regulation, the non-bank financial service provider has to inform its customers on its business model, the services to be rendered and the risks potentially arising from the underlying technologies. If the business model implies the holding of customer funds, the non-bank financial service provider must hold them separately and safely248. Customers have to be alerted that a deposit insurance scheme does not exist. The information has to be conveyed to the customer timely to allow them to make an informed judgment. Since the introduction of the FinTech licence in 2019 FINMA has noticed an increasing demand for information on the regulators’ attitude towards business models with distributed ledger technologies and tokenised securities249. From a regulatory perspective, transparency and disclosure duties have to compensate for the fact that FINMA does not assess the merits of the business model submitted by the non-bank financial service provider250. Nonetheless, FINMA scrutinises crypto-related risks and insists on governance structures assuring the safe storage of tokens. This scrutiny includes risks (including cyber risks) resulting from outsourcing transactions to third parties251. The courts will have to develop standards for allocating risk in such a scenario, including risk warnings which may allow non-bank financial service providers to contain liability.
 
             
            
              3.5 More Room for Innovation in the Netherlands
 
              The Dutch capital markets authority (AFM) and country’s national bank (DNB) focus on innovation in the sandbox industry without announcing an outright departure from existing law or a rule-based approach252. Their regulatory sandbox is primarily an instrument for facilitating the exchange of know-how and accommodating innovative practices within the existing framework of rules. Admission to the sandbox is conditioned on corporate governance processes which the applicant financial service company has implemented to protect, inter alia, customer and stakeholder interests253. During the testing phase, a financial product will be assessed on its real-world viability. Innovative projects should be advanced by invoking traditional techniques of continental interpretation of statutes, going beyond the very language and exploring the policy thrust of a specific norm254. In approaching blockchains, supervisors should resist a “strict application of the law”255. With respect to innovative asset management, AFM/DNB are prepared to relax the traditional scrutiny of the initial intake process, if the investment company is “scrupulously observing its duty of care”256. This policy tacitly assumes that interpretation of statutes will be able to accommodate the most sophisticated forms of FinTech where artificial intelligence triggers investment processes which are difficult to trace back to human intervention.
 
              Financial service companies are eligible to the Dutch sandbox scheme if their innovation project supports an objective of the country’s financial supervision laws257. This includes companies which are encountering legal barriers although their project conforms to the underlying legislative policy258. Sandbox supervisors may impose constraints or requests for modifications which may take the shape of a tailored arrangement, a partial authorisation or an exemption from statutory requirements if the law so allows259. Moreover, the applicant company may be restricted to offering its services to professional clients only260.
 
             
           
          
            4 Conclusion
 
            FinTech cannot do without private law and private contracting. The success of the EU’s Digital Finance Strategy is conditioned on an efficient interface between financial regulation and the evolutionary potential of private law in the face of a principle-based approach of regulators. It is the intention of the EU to enhance global competitiveness in FinTech while maintaining a high degree of investor protection. In asserting its role as a rule-maker, the EU proceeds on two assumptions with respect to competition. As mandatory rules and soft law codes of conduct are promulgated, they are motivated by the belief that this is sufficient to unleash innovation and frictionless private ordering. Conversely, it is tacitly assumed that externalities flowing from this policy choice will be absorbed by private law. This, in turn, will unleash regulatory competition for the best set of private law rules under the legal system of the Member States. Regulatory sandbox models demonstrate that private contracting frequently is ahead of a formal regulatory framework for FinTech. They also favour ex-ante transparency over ex-post liability for innovation.
 
            This article has assessed both the need and potential for a meaningful interface between financial regulation and private law in prominent fields of FinTech. With respect to payment services, outsourcing models, crowdlending, robo-advice and blockchain applications, the EU proceeds with varying degrees of (legislative) intensity. Nonetheless, national private law systems will have to evolve as the enforceability of claims becomes increasingly important: There is a need for re-interpreting contractual duties of care and loyalty in view of the specificities of soft law codes of conduct, algorithmic business models and the digital division of labour in service chains. Any attempt to establish ground rules for the infrastructure of digital markets is predicated on adequate liability rules. The business models surveyed above are exposed to incoherent degrees of liability under finance law and data protection law (including the intricacies of data sharing). This is partly due to practitioners’ and legislators’ uncertainty about how to incorporate algorithms and artificial intelligence into established concepts of liability. Moreover, the current practice under regulatory sandbox models to combine transparency for customers with insurance requirements strangely focuses on bilateral business relationships. This ignores a more fundamental liability problem which needs to be resolved especially in the context of long outsourcing chains and digital networks. The courts or perhaps, legislators will have to decide whether those who design the organizational structure of a network should also shoulder liability for its malfunctions. This will also require a re-assessment of current burden-of-proof rules.
 
            The EU’s Digital Finance Strategy side-steps the private law classification of crypto-assets. The comparison with non-EU jurisdictions demonstrates that crypto-assets need to be afforded erga-omnes status with respect to third-party interventions. This is especially relevant to service chains for digital payments, outsourcing to clouds, DLT-facilitated settlement processes and insolvency scenarios. The dynamic of FinTech has it that the EU’s regulatory instruments and Member State private laws are still in a state of flux. This is not due to deliberate regulatory design or legislative bias. But once private law systems will steadily accommodate the impact of practitioners’ creativity and regulators’ principle-based approach, shortcomings might be expected to emerge with greater clarity: Where Member State diversity becomes a liability, the EU should move to adopting fine-tuned private law rules for digital finance. Private international law rules for FinTech transactions, and the interface between digital finance law and the GDPR merit priority on a future legislative agenda.
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          This article investigates the missing legal dimension in European Commission’s digital finance strategy; namely, rules for holding, transferring, and collateralising digital financial assets known as security tokens, as well as their treatment in insolvency. The lack of EU rules would expose future token holders to a patchwork of unpredictable and inconsistent Member State laws and further fragment the private law underpinnings of EU capital markets. The article argues that digital transformation presents an opportunity for securities law harmonisation that the EU should not miss. At the same time, the EU needs to rethink its prevailing approach to harmonisation, which has ignored transparent holding systems. Three key issues for future EU securities law will be discussed: first, disintermediation fits poorly with the current conflict of laws acquis based on the so-called Place of the Relevant Intermediary (PRIMA) approach. The article nevertheless argues for preserving a modified PRIMA rule rule as an option in order to support market integration and competition. Second, future holding systems must be able to accommodate different market needs, including those of the securities financing market where liquidity is valued over control. This underlines the continuing relevance of intermediated securities law. Finally, as a first step towards more comprehensive harmonisation of substantive rights, the article presents a modest proposal for protecting the rights of token holders in insolvencies.
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            1 Introduction
 
            Although the hubris around blockchains, smart contracts and other FinTech buzzwords has given way to reality checks, the number of new digital financial assets, as well as platforms, brokers, custodians and other intermediaries trading and safekeeping those assets, has continued to grow.1 The expansion of the new digital financial space might be quick and unpredictable, especially in payments.2 The boundary between the token economy and the traditional financial system is also blurring; institutional interest and adoption of digital assets is growing3 and more crypto firms and infrastructures are being licensed to offer financial services through regulatory sandboxes and FinTech Hubs.4
 
            However, digital disruption has gained less momentum in capital markets. Despite significant interest in using distributed ledger technology (DLT) to issue securities (Security Token Offerings, STOs)5 or to tokenise existing (book entry or physical) securities6 the market has remained marginal, especially in Europe.7 The technology itself faces challenges regarding e. g. scalability and interoperability8 but the primary hurdle is legal: unlike many other crypto-assets that have benefited from regulatory lags and gaps, security tokens qualify prima facie as transferable investment securities. This means that they must comply with the plethora of regulation concerning securities issuance, trading, post-trading, and investor protection. Indeed, STOs are primarily designed to be securities law-compliant and marketed as such.9
 
            Digital finance plays a key role in the European Union’s (EU) new industrial strategy.10 There has been no shortage of official documents highlighting legal obstacles to tokenisation in Europe and calling for path-clearing legislative action.11 Finally, in September 2020, the European Commission released a Digital Finance Package including a new digital finance strategy and a set of legislative proposals aiming to embrace the transformative potential of digital finance.12  A proposal for a Regulation for Markets in Crypto-assets (MiCA) would introduce common rules for the thus far unregulated part of the crypto-asset market13 while another proposal for a Regulation on a pilot regime for market infrastructures based on distributed ledger technology (“DLT Pilot regime”)14 is designed specifically for crypto-assets that qualify as financial instruments under the MiFID II framework.15 The DLT Pilot regime would in effect establish an EU sandbox – the first of its kind16 – for experimenting in and facilitating the development of DLT-based infrastructures for capital markets.
 
            Adoption of the Digital Finance Package would support the creation of markets for security tokens. The proposed rules would enhance legal certainty by explicitly extending the scope of regulation to securities issued in token form, whereas the DLT Pilot Regime would enable offsetting and adjusting the rules nationally where necessary. By allowing Member States to tailor their regulatory frameworks for individual DLT market infrastructures, the pilot regime would support local financial innovation and enhance the competitiveness of EU capital markets. The package would also promote cross-border marketability of security tokens by introducing a Union-wide passport system, thus expanding funding opportunities for European SMEs.
 
            However, the Digital Finance Package does not address the legal uncertainties concerning the rights of security token holders. It includes no initiatives with regard to holding, transferring, safekeeping, and collateralising security tokens or their treatment in insolvencies. Moreover, neither the EU legislation in force nor the proposed Union legislation help determine with certainty which national law governs such proprietary aspects of security tokens. Leaving these issues for Member States (while introducing a passport to operate freely within the single market) seems surprising given the numerous examples of failed crypto custodians and outdated national legal regimes failing to provide even basic legal protection for clients of bankrupt crypto custodians.17 The omission is more understandable, however, if viewed against the historical travails of harmonising general securities law in the EU, an exercise of notorious complexity and political sensitivity. Even as long as twenty years ago, the absence of a common legal framework for holding, acquiring and disposing of securities, and the uneven application of national conflict-of-laws rules regarding securities, were identified as significant legal barriers to integration of EU capital markets.18 In 2015, the Commission’s Capital Market Union (CMU) strategy restated yet again the need for securities law harmonisation.19 However, little progress has been achieved and no legislative initiatives are currently in the pipeline. Existing EU securities law therefore remains restricted in scope, piecemeal, and inconsistent in substance.20 Core conceptual issues, such as the legal nature of a security (or a securities account), and the legally recognised techniques of possession and dispossession of a security, remain matters to be determined by Member State law.
 
            One might therefore excuse the EU legislator for leaving these contentious policy issues out of the Digital Finance Package – a controversial initiative in its own right.21 This article nevertheless argues that digital transformation presents a novel opportunity for private law harmonisation that the EU should not miss. First, many of the reasons that have complicated securities law harmonisation so far are either idiosyncratic to intermediated securities or not (yet) present in the case of security tokens.22 Second, failing to act would add a further layer of legal complexity and uncertainty to the colourful patchwork of European securities laws. Indeed, DLT-based securities holding systems and tokenisation have already prompted uncoordinated legal action in several Member States.23 Finally, DLT-facilitated disintermediation of securities holding systems presents novel problems in terms of legal certainty that require rethinking the philosophy of harmonisation projects for intermediated securities – particularly their difficult relationship with so-called transparent holding systems.
 
            The article is structured as follows: the next section briefly discusses distributed ledger technology and its central promise of eliminating intermediaries and making the financial system more transparent. The third section identifies the missing private law dimension of the Digital Finance Package and makes the case for further harmonisation. The fourth section discusses three key concerns for future EU securities law: the need to update the existing conflict of laws acquis regarding intermediated securities; the continuing relevance of intermediated securities law and the need for future holding systems to accommodate different market needs; and finally the need to protect the rights of token holders in insolvencies as a first step towards more comprehensive substantive harmonisation. The fifth section concludes.
 
           
          
            2 Disintermediation of Securities Holding Systems
 
            
              2.1 The Promise of Distributed Ledger Technology
 
              In modern, intermediated, securities holding systems one or more intermediaries (i. e., firms offering safekeeping, administration and other securities services) disconnect issuers from investors. In most holding systems risk-bearing investors are not identified at Central Securities Depositories (CSD), where CSD participants acting as nominees hold client securities in a pooled form on so-called omnibus CSD accounts.24 The intermediated holding structure has evolved to facilitate post-trade clearing and settlement of securities transactions and it provides specific efficiency gains, e. g. by minimising the number of accounts and transactions at the topmost tiers of the holding chain (thus allowing net settlement).25 However, the intermediated system also imposes diverse legal risks and costs on market participants. Although modern securities laws generally provide investors with proprietary or quasi-proprietary rights that enjoy priority in the event of a custodian’s bankruptcy, the substance of these rights varies among jurisdictions and their effectiveness may be compromised, especially in cross-border situations.26 Additionally, to exercise their personal rights related to securities, investors must act through their account-providing intermediary, who may, in turn, have to rely on the relevant intermediary next up the custody chain, and so on. This “no-look-through” principle, whereby each party in the custody chain has rights against their own counterparty but not beyond, remains a cornerstone of – especially Anglo-American – securities law.27 Whilst the principle brings several efficiency benefits, it also complicates enforcement of investor rights and corporate governance.28
 
              The onset of DLT has introduced a new dimension to the holding system debate. The technology promises to solve some, if not all, of the problems of intermediated holding without compromising much of its benefits. Blockchains and other DLTs combine existing and new database technology and cryptography to facilitate value transfers over a distributed database, maintained and operated by a network of computers. Running code-based consensus algorithms, DLT systems enable transaction validation without a single designated authority, thus replacing centralised intermediaries, such as banks, as a source of trust. To the same effect, some DLT systems allow integration of smart contracts, i. e., pieces of code that run on DLT that automate contract execution and other transactional processes.29 Smart contracts could automate several administrative intermediary functions in relation, e. g., to corporate actions, tax handling and collateralization. Given that DLT-based databases are also exceptionally difficult to tamper with, it is no surprise that some expect the technology to reform our centralized, exclusionary and antiquated financial market systems, which are based on “a kludge of industrial technologies and paper-based processes dressed up in a digital wrapper.”30
 
              Many have already charted the potential of DLT to overcome the problems and risks inherent in today’s intermediated securities holding systems,31 the fragmented and opaque securities markets32 and even the fragilities of the modern financial system more generally.33 From the perspective of the securities holding system debate, the central promise of DLT is that it will reconnect investors with issuers, thus enabling transparent and direct ownership.34 Market participants have recognised the efficiency-increasing potential of DLT.35 The technology could therefore transform the infrastructure underlying securities transactions, which currently depends on the services of several intermediaries (brokers, clearing members, custodians) and infrastructure providers (trading venues, central counterparties, CSDs). According to the most optimistic predictions, DLT could merge trading, clearing, and settlement into one seamless and uniform global infrastructure.36
 
              The emerging token economy is yet to fulfil the visions of borderless peer-to-peer networks heralded by the original blockchain protocols.37 Re-intermediation rather than disintermediation has been the predominant trend. Participation in DLT systems has been outsourced to wallet providers and other crypto custodians.38 Moreover, most crypto-asset exchanges or trading platforms remain centrally operated and controlled and only a few offer direct on-chain integration.39
 
              In the EU, several projects have been launched to create DLT-based securities holding systems or post-trade infrastructures. However, regulatory constraints continue to limit the scope and level of ambition of these projects.40 The Commission’s digital finance package seeks to address some of these constraints.
 
             
            
              2.2 The Digital Finance Package and “DLT Market Infrastructures”
 
              The Digital Finance Package introduces two separate Union regimes for crypto-assets. The MiCA proposal would set up a tailored regime for crypto-assets that currently fall outside the scope of EU financial services legislation, including all crypto-assets that do not qualify as financial instruments, deposits or structured deposits under that same legislation.41 The proposal would impose disclosure rules for issuers of crypto assets and numerous requirements for crypto-service providers such as exchanges, custodians, brokers and advisers.42 A full harmonisation instrument, MiCA would replace all existing national regimes and establish an EU passport for all crypto issuers and service providers.43
 
              The MiCA proposal also confirms that all crypto-assets qualifying as MiFID II financial instruments44 remain regulated under existing Union financial legislation “regardless of the technology used for their issuance or their transfer”.45 To the same end, the definition of a ‘financial instrument’ in MiFID II would be amended “to clarify beyond any legal doubt that [financial] instruments can be issued on a distributed ledger technology.”46 Without alleviating measures, this would set an insurmountable obstacle for security token issuers and service providers. For instance, the CSD Regulation segregates post-trading functions by requiring that all securities traded on trading venues must be issued and recorded in book entry form in a CSD.47 Many rules also impose mandatory intermediation, thus preserving the market’s multi-tiered and hierarchical structure. For instance, MiFID II requires all members or participants of multilateral trading facilities (MTFs) to be investment firms, credit institutions or other persons meeting strict competence, resource and organisational arrangements.48 A similar requirement applies to securities settlement systems (operated by CSDs), which may only admit certain institutional counterparties as participants.49 The latter rules would prevent DLT networks or crypto trading platforms from accepting individuals as members.50
 
              To overcome these and other structural obstacles, the DLT Pilot Regime would create a specific environment for experimenting with DLT. In effect, the regime would allow certain targeted and temporary exemptions from regulatory rules which refer to notions such as “security account” or “book-entry form”.51 Possible exemptions, detailed under articles 4 and 5 of the DLT Pilot Regime proposal, as well as in the proposed MiFID II amendment,52 would be granted on application by national competent authorities and the permission would be valid throughout the Union.53 The new licensing regime would therefore operate on a decentralised basis with limited oversight from ESMA.54
 
              The decentralised sandbox approach of the DLT Pilot Regime is a necessary first step towards more comprehensive reform. It would be difficult if not impossible to foresee the shape and architecture of evolving technological arrangements for holding and disposing of securities.55 Even as a first step, however, the proposed regime is notably conservative. Only CSDs authorised under the CSD Regulation, or investment firms and market operators authorised under MiFID II, would be entitled to apply for permission to operate a new “DLT market infrastructure” – either a “DLT MTF” (in the case of a MiFID II firm) or a “DLT Settlement System” (in the case of a CSD). The proposed regime also only recognises restricted or permissioned DLT networks. Unlike the MiCA proposal, the DLT Pilot Regime proposal does not allow building tokenisation solutions on open and permissionless DLTs such as Ethereum – so far the dominant platform for STOs.56 The proposal clarifies that the new DLT market infrastructures “should establish the rules on the functioning of the proprietary DLT they operate, including the rules to access and admission on the DLT[…].”57 DTL infrastructures would therefore be designed, owned, operated and governed by licensed firms. As a moderate sign of a more disruptive approach, a DLT MTF could be licensed to perform certain important functions now reserved for CSDs, such as taking care of the initial recording of securities (the notary function) and settlement of transactions.58
 
              The Pilot Regime would also have a limited material scope. The proposed regime would apply to transferable securities that are negotiable on the capital market and exclude, e. g., private placements of unlisted SMEs.59 To safeguard financial stability, the regime would also be limited to illiquid securities that do not exceed a specified market value: the maximum market capitalisation for issuers of shares would be EUR 200 million. For public bonds other than sovereign bonds (which would be excluded) the maximum issue size would be EUR 500 million. To control the size of the new infrastructures, the proposal limits the total market value of securities recorded on either of the new DLT market infrastructures to EUR 2.5 billion.
 
              To conclude, the Digital Finance Package facilitates disintermediation by enabling disapplication of certain mandatory EU financial services rules that, e. g., centralise the recording of securities within CSDs and disqualify all but certain professional financial firms from participating in trading platforms and securities settlement systems. At the same time, users would access security token markets through established and licensed gateway service providers, which would also remain the central points of responsibility for regulatory and supervisory purposes. The proposal’s main purpose therefore seems to be eradication of regulatory barriers to investment in digital infrastructure by existing market players, which are struggling to match increasing competition from their peers outside the EU.60
 
             
           
          
            3 The Case and Opportunity for Private Law Harmonisation
 
            
              3.1 Legal Uncertainty on Substantive Rights and Applicable Law
 
              Levelling the regulatory playing field for DLT market infrastructures does not alone make the arrangements legally sound.61 Even a perfectly transparent “single golden record”62 of transactions and security ownership would fail to provide legal certainty in a cross-border context unless all the jurisdictions involved treated the recorded rights and interests (replicated in identical form throughout the cross-border network) in a legally compatible way. Such private law issues are ignored in the Commission’s Digital Finance Package, which includes no initiatives as to rights of token holders vis-à-vis the operators of DLT market infrastructures, their participants, or creditors of both. The case for such harmonisation is clear. For instance, the revised CMU strategy acknowledges that a key to encouraging cross-border investment is ensuring that investors may rely on adequate and effective legal protection in other Member States.63 This applies to the DLT market infrastructures and their legal underpinnings as well.
 
              However, there is nothing new in such legal uncertainty with regard to end investors′ ownership rights. On the contrary, it has been a permanent feature of European markets for intermediated securities. As the 2017 European Post-Trade Forum Report explains:
 
               
                Across the EU, Member States have developed legal mechanisms which are intended to ensure that an end investor enjoys in rem “ownership” of securities, notwithstanding that a chain of intermediaries may separate the end investor from the issuer. These mechanisms work reasonably well within each Member State. But the mechanisms differ from each other, and can come into conflict if the chain of intermediaries crosses borders.64
 
              
 
              In the case of intermediated securities, it has therefore been assumed that the legal position of account holders is relatively secure as long as the chain of custodians does not involve intermediaries from other jurisdictions (with possibly conflicting laws). A similar assumption could not be made in the case of security tokens. EU jurisdictions are already split on how they apply their securities laws to security tokens: some Member States have enacted (or are in the process of enacting) laws that characterise security tokens as securities while in other Member States the issue would be resolved via unpredictable rules governing intangible property.65 Many national legal systems are yet to adapt to the requirements of DLTs, security tokens and other crypto assets.66 Lack of common or compatible rules would further fragment the private law underpinnings of EU capital markets and expose future token holders to a patchwork of unpredictable and inconsistent Member State laws.
 
              This legal uncertainty is amplified by unclear rules of private international law. It is unclear how the EU’s existing conflict-of-laws rules applicable to intermediated securities would apply – if they were to apply at all – to security tokens held within DLT market infrastructures. Without uniform conflict rules, any harmonisation of substantive law (short of absolute unification of relevant property, insolvency and corporate law) would fail to resolve the legal risks attaching to security tokens. Leaving the issue to be resolved by each Member State would lead to inconsistent and incompatible outcomes, particularly considering the large menu of alternative conflict rules available.67 Therefore, just as in the case of intermediated securities, harmonisation of conflict-of-law rules should be considered a priority.68
 
             
            
              3.2 The Opportunity for Private Law Harmonisation
 
              For good reason, securities law is considered one of the most challenging areas of private law to harmonise.69 In addition to the topic’s general complexity and technicality, negotiators must cope with a diversity of national legal approaches and technical arrangements.70 The onset of security tokens and DLT market infrastructures will complicate the mix of laws and technologies even further. One might reasonably expect that this will also diminish the chances of success of (currently stagnant) harmonisation projects. This section argues the contrary: that digitisation of finance has created a window of opportunity for private law harmonisation that should not be missed.
 
              First, the versatile legal problems of digital financial assets are new to all jurisdictions, which means that divisive doctrinal tradition would less likely defeat harmonisation attempts. Compare this situation to the happenstance mix of laws and systems of intermediated securities that has evolved over decades as each country has aligned its laws with its own needs, traditions, markets and infrastructures.71 Some countries have adapted the law to market practice while others have done the exact opposite; still others have done either nothing at all or have adopted hybrid approaches, flexing existing legal concepts and institutions to confusing limits.72 These legal-cultural differences have complicated the EU securities law legislation project, which has failed to produce a legislative proposal.73  The onset of digital financial assets is forcing legislators, courts, and legal scholars to ask similar questions: whether to adapt the law to the market, or vice versa; whether existing doctrines of property are fit to deal with digitized assets and DLT infrastructures, and so on. In response, several countries have already enacted private law reforms. However, the outcomes are hardly as entrenched as in the case of intermediated securities, nor are they as wrapped up in anachronistic doctrines of property. By adopting a proactive minimum harmonisation approach early on and as a first-step measure, the EU would ensure a minimum level of protection for token holders while mitigating the risk of replicating the fragmented legal system for intermediated securities.74
 
              Second, the DLT Pilot Regime would be an ideal opportunity for private law harmonisation because of its limited scope. In addition to legal and cultural obstacles, legal reform of the intermediated system has been subdued by conflicting market demands. The modern financial system hosts two classes of investors whose interests and priorities do not align. The first class represents investors who hold securities as medium-term or long-term investments and who value effective governance and enforcement rights in addition to protection against third-party claims; the second class of investors operates mainly on the short-term securities financing market and prioritises liquidity, cheap credit and effective collateralisation.75 According to Benjamin and Gullifer, the commercial pressures of the growing securities financing market are partially responsible for the ongoing structural separation of investors from their entitlements.76 Lack of consensus has also obstructed legal reform.77 DLT-based holding systems are not immune to these conflicting market demands, at least in the long term. However, the interests and priorities of the securities financing market need not affect the design of the first generation of European DLT infrastructures, which – as the proposed DLT Pilot Regime suggests – could only be used for illiquid securities of limited value. Such systems could therefore be designed to respond to the needs of medium-term and long-term investors without the corresponding trade-offs for, or opposition from, the securities financing market.
 
             
            
              3.3 Disintermediated Systems and Securities Law Harmonisation
 
              A possible hindrance for the creation of “EU security tokens law” is that the legal systems of most Member States are relatively unfamiliar with transparent securities holding systems or their specific legal needs. Various categories of transparent holding systems exist but they all recognise the ultimate account holder’s interest at the CSD level.78 Such “end-investor segregation” is possible and popular in some Member States such as the Nordic countries,79 but most Member States subscribe to the intermediated model.80
 
              In international harmonisation projects, transparent holding systems have mainly represented distracting deviations from mainstream intermediated holding models, which have provided the blueprint for harmonisation. The Geneva Securities Convention, completed in 2009, struggled to accommodate the specific features of transparent holding systems. Compatibility problems related, for example, to the special operational and administrative role of CSD participants in controlling CSD accounts directly, technical integration of intermediaries’ systems with those of the CSD, and the general problem of whether and when CSD participants could qualify as “intermediaries”.81 Permissioned DLT systems, directly accessible by individuals (including foreign), will probably introduce similar issues. The participants or nodes of DLT systems, acting as points of entry to the DLT infrastructure, might not qualify as intermediaries, at least in the traditional sense – unless they acted as custodians and used their own separate systems for the purposes of recording their clients’ security tokens.
 
              The marginal status of transparent holding systems has been mainly due to their negligible international importance. It has been assumed that transparent systems simply do not work for cross-border holding of securities.82 Indeed, most transparent systems (including those hosted by the Nordic countries) are mixed systems where a significant proportion of the holding chain is non-transparent (intermediated) in order to facilitate international access and cross-border securities trade.83
 
              DLT-powered disintermediation means that transparent holding systems might be much less marginal in the future. After all, the entire point of DLT is to enable disintermediation in a cross-border environment. The explicit objective of the DLT Pilot Regime is to promote direct access for retail investors to new DLT infrastructures,84 which could operate freely in the single market with a Union-wide passport. In building the legal foundations for such systems, much could be learned from legal systems hosting transparent and mixed holding systems. For instance, since the 1990s the Nordic countries have had in place special legislation clearly defining the ownership rights of end-investors at their national CSDs.85 However, these systems are equally unprepared for the demands and intricate technical details of DLT-based systems. Definitional confusion about accounts, records, ledgers and their possible legal differences will hardly be avoided.86
 
             
           
          
            4 Elements of EU Security Tokens Law
 
            
              4.1 Which Conflict of Laws Rule for Security Tokens and Direct Holding Systems?
 
              The absence of consistent rules for establishing the applicable law for issues of ownership rights and other proprietary interests in intermediated securities remains an important legal barrier for the development of the EU single financial market.87 In the case of intermediated book entry securities, the problem is not the lack of EU-level rules so much as their diversity and limited scope. The existing rules, representing variations of the so-called Place of the Relevant Intermediary Approach (PRIMA),88 refer as a connecting factor to (a) the country where the relevant register, account or centralised deposit system recording the security is located (Settlement Finality Directive (SFD);89 (b) the country where the register, account or system is held or located (the Winding-up Directive (WUD))90; and (c) the country where the relevant account is maintained (the Financial Collateral Directive (FCD))91. The Commission recently assessed the compatibility of these approaches and the diversity of their national interpretations, if only to conclude that they all “appear to be valid” and that there was no need for legislative action.92
 
              It would be difficult to predict how the existing conflict rules designed for intermediated securities and account-based structures would be applied in a DLT context – if they were to apply at all considering their limited substantive and personal scope. On the one hand, in a pure DLT environment the PRIMA rule based on the location of the account or register, or the location of the entity in charge of maintaining the account or register, would not work for the simple reason that there are neither accounts nor intermediaries in the traditional sense. 93 Indeed, the main feature of distributed registers – shared and replicated across a transnational network of nodes – is that tokens exist at the same time everywhere and nowhere in particular.94 On the other hand, in the case of permissioned or proprietary DLT holding systems it would not be clear whether the notion, e. g., of “maintaining” a register or system would be interpreted as referring to the licensed entity responsible for the entire system (the provider of the “DLT market infrastructure”) or the entity (e. g., node, member, participant) that makes the entries in the system based on a mandate or agreement.95
 
              To design the most appropriate conflict-of-laws rules for DLT systems requires a balancing of multiple policy and legal issues as well as market needs. For disintermediated holding systems, the most logical conflict-of-laws rule would be the law governing the DLT system. In fact, such a rule has already been identified and discussed; a rule termed “PROPA” would look to the “Place of the Relevant OPerating Authority/Administrator” of the DLT system.96 This type of rule would fit well with the approach adopted in the proposed DLT pilot regime because it only works if the relevant holding system is permissioned and centrally operated and administered.97 In the DLT Pilot Regime context, the governing law would therefore be linked to the location of the licensed DLT Market Infrastructure provider.98
 
              The PROPA rule, however, involves important trade-offs. The “law of the system” approach would mean that an investor holding security tokens issued through different DLT systems (applying different laws) would have to ascertain the certainty of their legal title to, and other interests in, security tokens in each jurisdiction.99 An investor wishing to buy security tokens on margin, for instance, would find it cumbersome to use the portfolio, and its changing content, as collateral. Indeed, the oft-cited benefit of the above-discussed PRIMA rule and the “no-look-through” principle is that they facilitate diversification and efficient portfolio financing. They allow a single law to apply to a securities account, and to all the securities credited on that account, regardless of their origin.100
 
              The same drawback concerns another possible conflict-of-laws approach which has been called elective situs. According to this rule, the proprietary effects of transactions would be governed by the law “chosen by the network participants for the DLT system.”101 All tokens and transactions within the system would be governed by a single legal framework and all system participants would agree to the applicable law by way of a contract when connecting to the DLT system.102 Like the PROPA rule, elective situs might not facilitate collateralisation and market integration. Moreover, political consensus for such a party autonomy-based approach would be difficult to achieve. The Hague Securities Convention was rejected by many EU Member States precisely because the contractual PRIMA rule ultimately adopted would have allowed displacing national property and insolvency laws with a foreign law (e. g. English or New York law) as long as the relevant intermediary had a branch in that foreign jurisdiction when entering into the contract.103 The party autonomy approach has nevertheless received support in the crypto asset context.104
 
              The drawbacks of the PROPA or the elective situs rules in terms of cross-border investments or portfolio financing would naturally depend on the number of relevant infrastructure providers and the number of laws applying to them. The higher the number of infrastructures and therefore of applicable national laws, the higher the attendant transaction costs. The transaction cost problem could therefore be mitigated by market consolidation driven by economies of scale. But this might also support an oligopoly of centrally controlled holding systems, which would hardly be the best way to support efficient and competitive digital capital markets, especially in terms of trading cost and the cost of using and accessing the new cross-border financial market utilities.105 Of course, legal diversity within Europe could also be mitigated via a radical substantive harmonisation agenda.
 
              A third conflict-of-laws solution would be to preserve the PRIMA approach as an alternative. As the market for security tokens evolves, investors are likely to access security tokens held in a variety of DLT infrastructures through “global crypto custodians” or other gateway services.106 These arrangements could be facilitated by a modified PRIMA rule (contractual or factual) which would look at the place of the relevant participant in the DLT system. Such a conflict rule (which could be called PREPA) would support both market integration as well as competition and efficiency by allowing, just as the PRIMA rule, the investor to hold a portfolio of securities “in one account [or address] with one intermediary in one jurisdiction.”107 A rule of this kind would contribute to the shortening of custody chains as it would only cover direct participants of the holding systems. 108 Alongside this conflict rule, the above-discussed PROPA rule (or elective situs) could apply to direct relationships between a participant (token holder or an intermediary acting on its behalf) and the DLT market infrastructure. This discussion is tangential to the bigger issue of market structure and intermediation, which will be briefly discussed in the next section.
 
             
            
              4.2 Intermediated Access to DLT Market Infrastructures
 
              The DLT Pilot Regime proposal is (perhaps deliberately) silent on intermediated access to the envisaged DLT market infrastructures. However, the proposal does indicate that the business plan of a DLT market infrastructure may involve safekeeping of clients’ funds, such as security tokens, or the means of access to them “including in the form of cryptographic keys”.109 Operators of a piloted DLT system could therefore act as custodians and administer the client’s tokens on their behalf and even under their own name. Nothing in the Digital Finance Package indicates that participants or members of DLT market infrastructures could not perform such intermediary functions. The DLT Pilot is equally silent on use of omnibus accounts (or addresses) for pooling investor’s tokens.110 However, participants in DLT Settlement Systems could be exempted from the present obligation to offer their clients both omnibus client segregation and individual client segregation.111 In other words, national authorities could grant a licence to a national CSD to operate a DLT Settlement System that does not offer omnibus segregation.
 
              Such flexibility should be welcomed. DLT infrastructures need not ban intermediation or disqualify nominee or omnibus structures to mitigate the legal risks of intermediated securities or to increase the efficiency, reliability and transparency of their record-keeping.112 Reconciliation, i. e., matching of internal records across the custody holding chain, is currently particularly time-consuming and labour-intensive.113 Successfully standardised and implemented, DLT could eliminate data discrepancies and facilitate quicker or near instantaneous reconciliation of information, shared throughout the network of market participants in a common format.114 The possible use of omnibus addresses would nevertheless mean that part of the records might be kept in the intermediaries’ own disparate systems. This underlines the continuing relevance of intermediated securities law.
 
              Flexibility would also be needed if the DLT market infrastructures (and the legal frameworks underpinning them) were in the future to provide a credible alternative to present intermediated systems.115 As already discussed, modern securities markets host a diversity of market participants with diverse needs (see section 3.3. above). In a similar vein, Mooney has observed that one of the main challenges of any future direct holding model is the need “to preserve the flexibility of existing intermediated systems that accommodate transactional patterns of financing, collateralization, and securities lending.”116 The proposal by Benjamin and Gullifer of a bifurcated system where intermediated securities would be replaced by depositary receipts deserves closer scrutiny, also in the context of tokenisation of securities.117 Interestingly, at least one non-custodial liquidity solution for token lending is already functioning and quickly expanding in decentralised finance (DeFI) space.118
 
              The real challenge lies in combining a regime based on investor choice with rules and incentives that help make direct holding (“end-investor segregation”) an affordable and attractive alternative. Some countries such as Sweden have succeeded in this, while in other countries, such as the UK, direct holding has become prohibitively costly and unpopular despite being legally possible.119
 
             
            
              4.3 A Modest Proposal for Substantive Harmonisation
 
              The DLT Pilot Regime Proposal seeks to ensure that clients of new DLT market infrastructures could retrieve their funds in the event of default, resolution or insolvency of the infrastructure provider. To achieve that goal, the proposal effectively replicates the EU’s existing client asset regime.120 Infrastructure providers are prevented from using client assets on their own account and without clients’ express consent.121 The operator (whether an investment firm or market operator or a CSD) should also maintain safe, accurate, reliable and retrievable records of client assets and segregate the assets from its own assets as well as from its other clients’ assets. In addition, operators should ensure that assets are protected from hacking, theft and other unauthorised access.122 The DLT pilot regime would also require that DLT market infrastructures preserve the integrity of security token issues and ensure effective asset segregation regardless of, and as a precondition for, any exemption from applicable law granted by national authorities (see section 2.2 above).123
 
              Consistent with the existing regime, the proposed rules on client assets are purely operational and as such do not guarantee the effectiveness of investors’ rights. Whether the investor qualifies as the “owner” of the asset in question depends on national provisions on property, insolvency and company law, none of which have been harmonised at EU level.124 Introducing yet another regulatory framework for client asset segregation, the proposed regulation also adds to the general inconsistency and diversity of this area of EU financial services law.125
 
              The operational approach is partly justifiable given the maturity of the market structure and the incomplete understanding of its drivers. Even if the necessary political consensus existed, EU-wide harmonisation, let alone comprehensive unification of substantive laws regarding security tokens, would be premature. Such fundamental issues as the exact moment when legal title to security token passes or the moment when a transaction becomes final and irrevocable would be difficult to define at the current experimental stage.126 Imperfect knowledge, however, does not preclude less interventionist measures exemplified by the functional approach of previous international and European securities law projects. The approach entailed drafting rules using language as neutral as possible and by reference to facts and results instead of legal notions and concepts.127 The functional approach has so far served as an instrument to steer clear from conceptual and cultural disagreement, but it could also work as a more future-oriented harmonisation tool. For instance, using Article 22(8) of UCITS V128 as a model, the DLT Pilot Regime could include the following simple rule:
 
               
                Member States shall ensure that in the event of insolvency of the operator of a DLT market infrastructure, the funds, collateral and DLT transferable securities of the members, participants, issuers or clients using the DLT market infrastructure are unavailable for distribution among, or realisation for the benefit of, creditors of the DLT market infrastructure.
 
              
 
              Such a result-oriented rule would not address all insolvency-related risks (e. g., of possible intermediaries) let alone harmonise proprietary issues relating to legal transfer, priority, and security perfection. On the contrary, it would only address the most fundamental custody risk especially as regards novel holding systems operated by MiFID investment firms or market operators. In the functionalist spirit, however, it would accommodate a variety of national approaches and infrastructures with varying technical detail, leaving room for learning and incremental harmonisation in the future. The proposed rule would also be compatible with the client asset rules as currently included in the DLT Pilot Regime proposal.
 
              The minimum harmonisation approach might also prompt beneficial forms of regulatory competition as transactions and holding systems gravitated to Member States with the most solid, flexible and predictable laws. Indeed, compatibility of legal systems does not necessarily require total substantive harmonisation; gentler approaches are available and diversity may even be instrumental for advancing objectives such as market integration.129
 
             
           
          
            5 Conclusions
 
            The Digital Finance Package will provide much needed legal certainty for markets in crypto assets. The innovative EU sandbox approach for DLT market infrastructures and security tokens also enables a degree of experimentalism, even within its somewhat confined and conservative scope. However, by disqualifying the use of permissionless DLT networks for issuing and holding security tokens, the EU relies heavily on CSDs and investment firms to develop their own proprietary platforms. A complete exclusion would also cast an inconvenient shadow of legal uncertainty on to STOs completed via public blockchains. Testament to the fast evolutionary pace of the new digital marketplace, the Digital Finance Package hardly recognises predominant trends within Decentralised Finance space.130
 
            This article has aimed to show that the evolution of DLT systems has not outdated the fundamental objectives of securities law harmonisation, i. e., ensuring effective protection of investor rights, preserving the integrity of the holding system, and ensuring mutual compatibility of legal systems.131 Failing to act would risk magnifying the unresolved legal risks of intermediated securities and further fragmenting the private law underpinnings of EU capital markets. As a first step, the EU should exploit the opportunity to adopt a common approach, at least to protect security token holders in the insolvency of a DLT market infrastructure provider (or a participant). However, a functional minimum harmonisation approach would not work for conflict-of-laws rules where uniformity and predictability are needed. To choose the right rule, policy-makers must assess various trade-offs in terms of legal certainty, market integration, competition, and efficiency. To support market integration and internationalisation, the article suggested maintaining a PRIMA-type of rule as an alternative.
 
            Going further, DLT-powered securities holding systems are likely to offer wider participation rights and more convenient (and hopefully cheaper) investor segregation for all market participants, retail and institutional alike. Nevertheless, the intermediated securities holding system continues to offer benefits – with respect, e. g., to legal risk management, securities financing, diversification and portfolio collateralisation – which will be hard to replicate in a pure direct holding system. In developing a legal framework for holding systems that integrate investor choice and flexibility with end-investor transparency, useful lessons could be drawn from the mixed holding systems currently hosted by the Nordic countries.
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