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Abstract

This chapter considers the interrelated themes of open and big
data in the Global South, with a particular emphasis on privacy
concerns. Open data and big data are examined together, in part
because of the emerging view that open government data alone
cannot meet the data needs of developing countries. We examine
the potential uses and applications of big data analytics to inform
evidence-based policy-making, mostly around sustainable
development, as well as some of the associated challenges. We
also identify and address data-protection and privacy concerns
that arise from the use of open and big data, with a particular
focus on the experience of countries of the Global South. The
chapter concludes with some suggestions about the kind of
research needed to shape the future of open data in the Global
South.
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he so-called data revolution has profoundly changed the role of

data in society and the economy. Data, data analytics, and data-
fuelled technologies offer new ways to identify and address prob-
lems, and promise greater efficiency in processes and decision-making
for the public and private sector alike. Data-related innovation is also
driving economic prosperity. The data revolution has, in turn, moti-
vated research about data and associated technologies, their prom-
ise, benefits, and risks. Most of this research comes from the Global
North and focuses on these benefits, risks, and challenges in that
context.

This chapter considers the interrelated themes of big data and
open data in the Global South, with a particular emphasis on certain
key concerns, such as privacy. Open data and big data are considered
together since they are, in many ways, becoming inextricably linked
as the data revolution continues to unfold. We review a body of
research primarily produced in the Global South that has been funded
entirely or in part by the International Development Research Centre
(IDRC), a Canadian Crown corporation. In total, we considered thirty
publications wholly or partially funded by the IDRC. This literature
explores the relevance of data for development and the dimensions of
data opportunities, particularly in relation to sustainable develop-
ment goals (SDGs). At the same time, it identifies and explores data
harms and the need for better data governance.

The chapter features three broad themes: open data, big data,
and data protection/privacy. Although there are issues that cut across
all three, each theme reveals a core set of concerns. The first part of
the chapter examines each of the themes and identifies these core
issues. Under the first theme, open data, we address the work of the
global community that has pushed for the disclosure of primarily
government data as a means to increase transparency, accountability,
and innovation. Given that resource and capacity issues sometimes
limit the scope of available government data, we also explore the
potential for other sources of open data, including private-sector and
research data. For big data, we examine the potential uses and appli-
cations of big data analytics to inform evidence-based policy-making,
mostly around sustainable development, as well as some of the asso-
ciated challenges. Materials under the third theme, data protection
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and privacy, explore the use and misuse of personal data and related
challenges for privacy protection.

There are clearly important overlaps between the three themes.
In Part 2 of this chapter, we identify and elaborate upon a series of
cross-cutting themes. In our conclusion, we identify gaps in the
research and sketch out some of the work needed to shape the future
of open data in the Global South.

1. Open Data, Big Data, and Data Privacy

1.1 Open Data

Open data generally requires “that a dataset be accessible (usually by
being online) at no cost, and with no technical restrictions to prevent
its re-use” (Davies & Perini, 2013, p. 3). According to commitments
made through the Open Government Partnership, a majority of coun-
tries worldwide are now publishing “some or all of their data” (Davies
& Perini, 2016, p. 149). Open government data are generally seen to
have the potential to support three goals: transparency and account-
ability; innovation and economic development; and inclusion and
empowerment (Open Data for Development, 2016), although Davies
and Perini (2016) argue that a fourth area—the use of open data to
support internal government reforms—is also important in the devel-
opment context.

In the Global North, “open data” has generally been used inter-
changeably with “open government data.” Davies and Perini (2016)
note that most open data research focuses on government as the pri-
mary data source. However, they observe that “in developing coun-
tries a wide range of government, NGOs, international agency and
private actors may be involved [in] creating and holding relevant
data” (Davies & Perini, 2016, p. 153). This point is also emphasized in
the African context, where a report suggests that open data communi-
ties look to “data from non-governmental actors, such as oil, mining
and gas companies (open extractives), aid agencies (open aid), govern-
ment procurement (open contracting), and scientific publications
(open access)” (UNECA, 2017, p. 27). Crowdsourced data can also be
another source of open data (UNECA, 2017).

According to Davies and Perini, research is also required in order
to better understand open data used for decision making. They identi-
fied four priority areas for open data research that looked at the flow
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of open data to users through a variety of intermediaries; understand-
ing how the broader context affects open data initiatives; understand-
ing how “global standards, platforms, infrastructures and ‘eco-systems’
of open data affect local contexts”; and understanding how benefits of
open data initiatives are distributed (Davies & Perini, 2013, p. 7). Davies
and Perini later (2016) refined their research framework. They argued
that open data research should consider not only the kinds of decisions
being made using open data but the governance settings in which
those decisions are made. They suggest that research should focus on
“emerging outcomes,” and should consider not only the different out-
comes sought through open data but the relationship between how
data are supplied and the realization of outcomes. They propose a
research framework for open data case studies, with a view to group-
ing research into key areas and supporting cross-case comparisons.

Overall, there are a number of open data challenges in the
Global South. One is the sustainability of open data initiatives in
some countries. In some cases, there is a need to broaden efforts to
build open data capacity, including bringing in and expanding the
expertise of national statistical offices (UNECA, 2017). At the same
time, the literature identifies developing regional hubs and creating
links across countries as a way of providing coherence and coordina-
tion to national efforts to develop open data programs (Open Data
Institute, 2016). Drawing on the experiences and expertise of leaders
in open data in the Global South is another way to support such move-
ments, and the Open Data Leaders Network, convened by the Open
Data Initiative, offers different stories of open data success (Open
Data Institute, 2016). It emphasizes the role of open data leaders in
championing open data projects, and bringing them to fruition, but
recognizes as well the need for strong peer networks within and
across jurisdictions (Open Data Institute, 2016, p. 8).

There is a growing awareness that open data may create new
privacy challenges, as well as concerns that privacy may become an
excuse not to open and share data (Open Data Research Network,
2013), even though privacy and openness are not antithetical concepts
(Gurumurthy & Chami, 2016). There is a need for engagement around
the balance between open data and privacy, recognizing that there
may be national and culture-specific views of how best to achieve this
balance (Open Data Research Network, 2013).

Open data is generally recognized as important for providing a
supply of useful data for many purposes, for building capacity within
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governments, and for encouraging innovation in government.
However, the Africa Data Revolution Report 2016 (UNECA, 2017), pre-
pared by the African Centre for Statistics at the United Nations
Economic Commission for Africa, questions whether its potential is
over-promised, suggesting that evidence of the utility of open data is
mostly anecdotal. There is also a possibility that in some countries the
focus may be on providing open data as an end goal rather than on
the potential applications for open data. Two phenomena—“open
washing” (where data appear to be open but are not readily available
for unrestricted reuse) and “open wishing” (where the benefits of
open data are over-promised)—are described as pervasive (Open
Data for Development, 2016). There are also concerns that unless
attention is also paid to capacity building among potential user com-
munities for open data, greater use of open data will be made, rather,
by those who are privileged, reinforcing social and economic divides
(UNECA, 2017, p. 30). Open Data for Development (2016), in particu-
lar, recognizes a need to address gender issues in open data but
acknowledges that this remains challenging.

1.2 Big Data for Development: Leveraging the Private Sector

Although government open data programs involve governments
making their own data more broadly available, many governments in
the Global South face data deficits—where they lack the data they
need for their own planning and decision-making processes. There is,
therefore, a considerable interest in the potential of big data analytics
to meet informational and data gaps in countries of the Global South.
Gaps may arise where national statistical agencies lack the capacity to
collect sufficient data (Gurumurthy & Chami, 2018; LIRNEasia, 2017b;
UNECA, 2017). Such data are usually only collected at intervals of up
to 10 years, which makes them less useful than big data for assessing
progress toward SDGs or for identifying and responding quickly to
new trends or situations (LIRNEasia, 2017a; Surendra et al, 2017;
Lokanathan et al., 2017). There may, therefore, be a particular need to
supplement state statistical data, particularly with respect to SDGs
(LIRNEasia, 2017a, 2017b; UNECA, 2017). Nevertheless, the capacity of
the public sector to access, use, store, and secure big data is an impor-
tant issue (LIRNEasia, 2017a). Some problems relate to the lack of
interoperability between available data sources, as well as the lack of
country-level plans and processes for big data (Manoj, 2017). Further,
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some administrative data may either be lacking or difficult to use
(UNECA, 2017; Manoj, 2017).

Big data analytics require large volumes of data, and the quan-
tity of available government data may not be sufficient—certainly not
for all purposes (Gurumurthy & Chami, 2018; Lokanathan et al., 2017).
As a result, there is a general recognition of a need to look to other
sources. The external big data source most often referenced in the lit-
erature is mobile-communications data from telecommunications
service providers (UNECA, 2017; Lokanathan et al., 2017; LIRNEasia,
2018, 2017a, 2017b). Other important sources are satellite data and
social media data (LIRNEasia, 2017b; Lokanathan et al., 2017, UNECA,
2017). The Africa Data Revolution Report (UNECA, 2017, p. 22) identified
a need for systematic efforts “to harness data held by private-sector
communities for sustainable development in Africa.” Some mention
is also made of using data from civil-society actors as well as citizen-
generated data (UNECA, 2017; Lokanathan et al., 2017).

Sourcing big data from the private sector can raise challenges
around obtaining access and permission to use these data (Lokanathan
et al,, 2017, Gurumurthy & Chami 2016, 2018; IT for Change, 2017). The
use of intermediaries is a possible solution. Intermediaries could
“gain access to (privately held) data, conduct the analyses and share
insights with government institutions” (LIRNEasia, 2017a, p. 10). Such
a solution might also help overcome the lack of capacity for in-house
public-sector big data analytics (Lokanathan et al., 2017). By contrast,
a “data as a public good” approach might see states mandate the dis-
closure of “critical data” by private-sector companies for use by gov-
ernment (Gurumurthy & Chami, 2018; IT for Change, 2017).

A number of studies demonstrate how big data analytics have
been used to address issues in countries within the Global South.
Some studies looked at specific applications, including national iden-
tity cards, predictive policing, credit scoring, and smart meters
(Hickok et al., 2017). One case study looked at using call detail records
or “telephony metadata” to predict socio-economic characteristics of
the Sri Lankan population as a means of supplementing census data
(Surendra et al., 2017). Big data have also been used to predict out-
breaks of disease (LIRNEasia, 2017a), in intelligent transportation sys-
tems (Hickok et al, 2017), or to monitor the performance of new
programs or initiatives (UNECA, 201y7). One report considered how
big data could be specifically used to support SDGs (Lokanathan et
al,, 201y).
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Each of the case studies identifies both benefits and harms flow-
ing from big data analytics. While the benefits are often quite specific
to the problems sought to be addressed by the adoption of the tech-
nology, the harms tend to be similar across applications and relate to
issues such as abuse of the results of the analytics; biased results;
overreliance on analyzing data for decision-making while ignoring
other considerations; privacy invasion and surveillance; lack of ethi-
cal frameworks; and lack of algorithmic transparency (Hickok et al.,
2017; LIRNEasia, 2018; Samarajiva & Perera-Gomez, 2018; Lokanathan
et al,, 2017).

Gurumurthy and Chami (2018) suggest that in the rush to
embrace big data solutionism there is a “side-stepping” of ethical and
privacy concerns. While some work has been done on providing nor-
mative frameworks for the use of big data (LIRNEasia, 2018), there is
a general recognition of significant gaps in legal and ethical frame-
works (UNECA, 2017). LIRNEasia identified a need for networking
and the sharing of best practices around the use of big data analytics
(LIRNEasia, 2017b). A number of authors identify gaps in governance
(UNECA, 2017; Gurumurthy & Chami, 2018; Manoj, 2017). Governance
can be broadly understood to include methods, procedures, data
management, and analysis (Manoj, 2017), as well as governance in
terms of privacy, access, and transparency concerns. In their report
from a workshop on big data for development, Lokanathan and
Perera-Gomez (2016) flagged a need for more research on the harms of
big data. There was a concern that actual harms, and not just theoreti-
cal harms, need to be identified and studied. More concrete examples
could lead to strategies to prevent such harms or to limit their impact
(Lokanathan & Perera-Gomez, 2016). LIRNEasia (2017a, p. 12) argues
that “regulatory frameworks need to evolve in parallel with big data
in development.” Lokanathan et al. (2016) have suggested that devel-
oping codes of practice, built upon professional standards, might pro-
vide guidance to those engaged in big data analytics.

The completeness and quality of data available for big data ana-
lytics are also an issue (Manoj, 2017, Lokanathan et al.,, 2017; IT for
Change, 2017). There are concerns about who is counted and who is
excluded from big data (Lokanathan & Perera-Gomez, 2016), as well
as about “the marginalisation of women'’s ways of knowing and an
undermining of democratic life in general,” for example, in contexts
in which political decision-making becomes data-driven (Gurumurthy
& Chami, 2016). Gender inclusivity in datasets is identified as a
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problem, particularly given the nature of some of the data that might
be used, and the “structural inequalities and entrenched prejudices in
many societies” that may limit the inclusion of data about women
(van der Spuy & Aavriti, 2017, p. 30). For example, social media data
are collected only from those who have access to and use social media;
similarly, mobile-phone data can only be collected from those with
mobile phones (LIRNEasia, 2017b).

There are also concerns that the limits of big data analytics are
not well understood. Big data analytics deal with correlation and not
causality (Lokanathan et al.,, 2017; IT for Change, 2017). Not only does
this mean that big data analytics cannot replace deductive reasoning,
some have also suggested that they might not be well-suited to deal-
ing with many of the complex issues facing the Global South
(Lokanathan et al., 2017; IT for Change, 2017).

Large datasets are also important for uses in other emerging
technologies. The use of artificial intelligence (AI) will require signifi-
cant amounts of training data. On the positive side, Al could lead to
“innovative, data-driven, technical innovations to help address press-
ing social problems” (Smith, 2018, p. 9). At the same time, many of the
risks of Al in the Global South mirror those discussed in relation to
big data, including surveillance and loss of privacy, as well as bias
and discrimination in decision-making caused by non-representative
datasets, and other biases present in Al algorithms. Smith (2018, p. 13)
expresses concerns over “how our current set of institutions and cul-
tures shapes the evolution of technologies, and how, in turn, these
technologies shape these institutions and cultures.” He identifies a
need for policy and regulatory frameworks, as well as further research
to understand both potential applications and impacts of Al

1.3 Data Protection and Privacy

The nature and volume of personal information being collected in
the big data society are concerning. The literature on the Global
South identifies a lack of adequate legal and normative infrastruc-
ture to protect privacy rights, particularly with rapidly evolving
technologies (Hosein, 2011; Hosein & Nyst, 2013). Although in some
cases there are simply no effective privacy laws in place, even in
those instances where laws are in place the proper funding and staff-
ing of oversight bodies must be ensured (ADC, 2014). There are also
concerns that technologies rejected as privacy invasive in the Global
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North are being “dumped” in the Global South (Hosein & Nyst, 2013;
Hosein, 2011). Hosein (2011) notes that development funds from the
Global North may even be used to purchase these technologies for
countries in the Global South. National ID systems that incorporate
biometrics, communications-surveillance technologies, electronic
health registries, and DNA databases are examples of adopted tech-
nologies that have significant privacy implications. In some cases,
the privacy issues flow in part from poor security measures around
digital data.

Specific technologies adopted by governments may have signifi-
cant privacy implications. One of these is biometrics, often adopted in
conjunction with national identification systems (Hosein, 2011;
Hosein & Nyst, 2013; ADC, 2017). The most commonly used form of
biometrics in the Global South appears to be fingerprinting. There are
concerns about the lack of adequate privacy frameworks for govern-
ment adoption of biometrics systems (Hosein & Nyst, 2013; ADC,
2017). For example, there is considerable risk of abuse if specific legal
frameworks are lacking to set the parameters for when and in what
circumstances law-enforcement officials can access biometric data-
bases (ADC, 2017). Biometric-identification systems also raise issues
that go beyond privacy. For example, such systems can exclude indi-
viduals or segments of the population from programs and services
where biometric data cannot be collected, or where the technologies
used to collect data are not suited to local conditions (ADC, 2017).

Some technologies are specifically oriented toward law enforce-
ment and national security. These tend to raise significant privacy
concerns. Communications surveillance and predictive policing are
examples (Hosein & Nyst, 2013, Cortés, 2015; Hickok et al.,, 2017). A
number of potential harms flow from data-based surveillance, includ-
ing the use of such technologies to track protestors and suppress civil
liberties; the risk of data breaches; and the fact that algorithms used
may lack transparency, making it difficult to understand how indi-
viduals are singled out within the bulk data (Samarajiva & Perera-
Gomez, 2018; Hosein, 2011; Hosein & Nyst, 2013). The effect of constant
surveillance on a population is also a concern, particularly as it may
lead to behaviour modification that both limits autonomy and that
may undermine the usefulness of the data analysis being carried out
(Samarajiva & Perera-Gomez, 2018). Van der Spuy and Aavriti (2017)
suggest that behaviour modification due to surveillance is also likely
to disproportionately affect women. Predictive policing can lead to
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unjustified surveillance and discrimination (Hickok et al,, 201y). Its
methods may also be opaque (Hickok et al., 2017). Scott-Railton et al.
(2017) cite the use of spyware by state officials to infect targets’ phones
or computers. Not only are such technologies highly invasive, they
could potentially be used to target opponents or those critical of gov-
ernment. This highlights that privacy issues are closely intertwined
with human-rights issues; poor privacy-protective frameworks can
contribute to the misuse of personal information in ways that
adversely affect privacy and other human rights and civil liberties.

More general privacy concerns include the potential for state
surveillance that is exacerbated where large volumes of data are col-
lected about individuals (Hosein & Nyst, 2013, Hosein, 2011;
Samarajiva & Perera-Gomez, 2018). Mobile-communications data are
of particular concern. As noted above, these data are identified as
being a particularly useful category of data for supplementing open
data in big data analytics. From a privacy perspective, such data raise
problems of bulk surveillance (Samarajiva & Perera-Gomez, 2018;
Hosein & Nyst, 2013). Data-minimization principles and data-
retention limits are required. Lokanathan and Perera-Gomez (2016)
suggest that for big data it is important to develop privacy frame-
works on the front end—in other words, some form of privacy by
design, rather than relying upon concepts of notice and consent. One
study considered the role of information intermediaries in ensuring
the privacy of Internet users by adopting appropriate protocols and
safeguards for managing subscriber information. Manoj (2017) sug-
gests that international ethical standards may be required to address
privacy issues in big data.

In a study from Argentina, the Asociaciéon por los Derechos
Civiles (ADC, 2014) looked at whether citizens’ personal data was
adequately protected by the state. It found problems, including exces-
sively broad exceptions for the use of personal information by state
actors. It also noted that the oversight body was under-resourced to
the point of being ineffective. Another case study by the same organi-
zation looked at the impact of the introduction of a national biometric-
identification system on human rights (ADC, 2017). The report noted
that this system is not easily reconcilable with constitutional guaran-
tees, raising important human-rights issues. It also identified con-
cerns about the potential of biometric systems to be used as tools to
target particular segments of the population. Another study on
communications-surveillance practices in Columbia identified
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significant deficiencies in the legal protections for privacy and civil
liberties, and suggests that the laws are not well adapted to emerging
technologies (Cortés, 2015). A study on the protection of personal
information in public databases in Paraguay found problems that
flowed from inconsistent application of the existing law, which itself
was out of date with respect to rapidly evolving technologies (Acufia,
et al., 2017).

While privacy is most often considered in terms of individuals,
there was also concern about the potential of privacy-invasive tech-
nologies to facilitate the identification, profiling, and targeting of
minority communities (Gurumurthy & Chami, 2018). Hosein (2011)
warns of the secondary effects of national registry systems, including
those for health data, noting that such systems can “reveal ethnic ori-
gin or religious affiliation in a systematic manner,” raising fears of
data misuse. Collective, not just individual, approaches to privacy are
therefore required.

2. Cross-Cutting Themes

There is clearly a demand for open and big data in the Global South,
notwithstanding the potential risks and concerns. In this data land-
scape, a number of sub-themes emerge that cut across the three areas
of big data, open data, and data protection/privacy. These are out-
lined below.

2.1 A Need for Improved Legal Frameworks for
Data Governance

The need for improved legal frameworks and governance emerges
from the literature. In the open data context, deficits in legal gover-
nance infrastructure were linked to the fragility of open data commit-
ments and to concerns about the overall sustainability of open data
programs. In the context of big data, there were concerns that the nec-
essary legal and governance frameworks to ensure appropriate use of
big data were absent. There are calls for better privacy laws, as well as
for the reform of such laws, in response to rapidly evolving technolo-
gies. In some cases, there were recommendations that existing institu-
tions (e.g., national statistical agencies, privacy commissions) be better
supported in order to enable more effective governance. Overall, there
was preoccupation that governance generally lags behind the adoption
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of digital technologies, and that “the world’s poorest” are the last to be
heard in conversations about digital governance (Hampson, 2018).

2.2 Shifting Public- and Private-Sector Roles Raise
New Challenges

Data and their associated technologies can affect the traditional roles
of public- and private-sector actors. For example, in the open data con-
text, the private sector is emerging as a source of open data. There is
also potential for open government data to stimulate private-sector
innovation. In the big data context, the private sector could be an
important source of data for government data analytics, particularly in
relation to meeting SDGs or in assessing progress towards meeting
them. Mobile-communications data, remote-sensing data, and social-
media data are identified as important big data sources, although it is
not always clear how governments will be able to reliably access and
use such data. Notwithstanding the perceived importance of private-
sector data, there seems to be a consensus that national statistical
offices remain important sources of data, and require financial support,
capacity building, and independence. Changing public- and private-
sector roles are also evident in relation to privacy. The considerable
risks to privacy of massive quantities of data collected by the private
sector are exacerbated when government can access these data for
investigative purposes without adequate transparency and oversight.

2.3 The Development Context Raises Different Issues
than in the Global North

Some open data issues may play out differently in the Global South
than they do in the Global North. This can require different strategies
and approaches. For example, in the Global South, achieving greater
transparency through open data might be more likely to lead to the
gaming of government data (Davies & Perini, 2016). And while open
data in the Global North are often touted as a vehicle for stimulating
innovation in the private sector, in the development context there are
suggestions that it might be more appropriate for open data programs
to focus on using open data for innovation in government.

Particular issues for big data include the challenges for coun-
tries of the Global South in gaining access to important and adequate
data sources. This is particularly a concern since flawed data can
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produce flawed analytics. Concerns were raised about the potential
that certain people and/or communities might be excluded from data-
sets relied upon in analytics. While bias and exclusion are also issues
in the Global North, the relative paucity of data sources, as well as
conditions that might lead to considerable unevenness in the data,
make these issues more acute in the Global South. Gurumurthy and
Chami (2018) also note that the “complexity of development requires
knowledge that is contextual, requiring conventional theory-building
that uses causation-based models, rather than merely correlation-
based ones most often employed in big data techniques.”

The adoption and use of technologies may also play out differ-
ently in the Global North and South. For example, it was observed
that some technologies with significant privacy implications are
rejected by governments in the Global North, but are purchased with
aid dollars for adoption and use in the Global South (Hosein, 2011). In
addition to the privacy risks posed by such practices, the technologies
may also not be well-adapted to local conditions, leading to the collec-
tion of incomplete or flawed data, and exacerbating issues of exclu-
sion and disenfranchisement.

2.4 Capacity Building is Essential

Capacity building is seen as a serious need across all areas. In the
open data context, capacity building was identified as a need within
national statistical offices, within government (not only in operation-
alizing open data programs, but in learning to make use of open data),
and within civil society in order to develop the skills to use open data
effectively. Capacity building for big data was identified as a need for
governments in order to make effective use of big data (Lokanathan &
Perera-Gomez, 2016). There is a broad need for data scientists in the
public-, private- and non-state-actor sectors (Lokanathan et al., 2017).
There are also gender issues in capacity building (van der Spuy &
Aavriti, 2017), with a “significantly lower number of females in the big
data for development space” (LIRNEasia, 2017b, p. 8). Capacity build-
ing to address privacy issues is also important. The literature identi-
fies a need for greater education and awareness around privacy
issues, a need for capacity to understand, identify, and address pri-
vacy issues arising from the use of big data and other emerging tech-
nologies, and a need for greater state resources for developing and
maintaining privacy protection and oversight. The Africa Data
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Revolution Report (UNECA, 2017, p. 20) noted that there was a need for
both reforms and investment if Africa “is to harness the data revolu-
tion for accelerated sustainable development.”

Capacity issues also arise in relation to gaining access to data
and research that may be unavailable because it lies behind paywalls
(LIRNEasia, 2017a; UNECA, 2017; van der Spuy & Aavriti, 2017). A
number of papers emphasized the need for open access to research
publications and research data. In addition, there were calls for more
research to be carried out across each of the three themes discussed
here— open data, big data, data protection/privacy—with an empha-
sis on the needs of the Global South. A number of papers proposed
specific research agendas or identified research priorities (UNECA,
2017, van der Spuy & Aavriti, 2017, Davies & Perini, 2013, 2016;
Hampson, 2018; Lokanathan & Perera-Gomez, 2016).

2.5 Data have a Complex Relationship with Sustainable
Development Goals

The SDGs are closely linked to data issues, since data will be an
important tool to measure progress toward meeting them (Manoj,
2017). In the context of open data, greater transparency and increased
capacity to use open data within government and civil society are
seen as benefits. Open data is described as “a vital part of ensuring
effective monitoring of the SDG agenda, as well as improving the
achievement of targets within the goals” (Open Data for Development,
2016, p. 36). Big data are seen as a means not just of measuring prog-
ress but of identifying areas where changes could be made to policy
or practices in order to help meet SDGs (Lokanathan et al., 2017). A
major challenge is finding sufficient sources of big data (Manoj, 2017),
as well as ensuring those data sources are suitable for the purposes to
which they will be put. One source notes that because the SDGs
require data for assessment, they may drive a push toward improve-
ment of data sources and an increase in supply (UNECA, 2017). The
SDGs may also help shape approaches to who and what is counted, by
whom and for whom. This will be crucially important. If a goal of the
SDGs is to count the uncounted, then it will be necessary to find ways
to ensure that the use of big data analytics does not compound the
problem. It will be necessary to ensure that datasets are sufficiently
inclusive so that they do not contribute to marginalization (LIRNEasia,
2017b).
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In spite of the potential for data to help meet SDGs, there are
reasons to be cautious. Lokanathan et al. (2017) note that using big
data to address some SDGs may come at a cost. For example, the use
of big data in policing may help reduce crime but may create issues
around surveillance and privacy. There is also concern that if govern-
ments turn to the private sector as a source of big data, this could
create new dependencies (Gurumurthy & Chami, 2018). Van der Spuy
and Aavriti (2017) suggest that pressure to adopt technologies to meet
SDGs can lead to adoption without adequate protection for privacy
and human rights.

2.6 Gender Dimensions are Important and
Insufficiently Addressed

There are important gender dimensions to data. In the open data con-
text, for example, it is necessary to consider who gets counted in offi-
cial data, as well as what subset of that data is made available as open
data (Open Data for Development, 2016). Addressing gender gaps will
require significant time and resources, as there are many systemic
barriers. This includes a “lack of understanding of the relationship
between open data and gender, and limited capacity on gender-
related programming and analysis” (Open Data for Development,
2016, p. 38). Lokanathan and Perera-Gomez (2016), as noted, also raise
concerns about addressing gender in big data research where women
are absent from the data. For example, mobile-communications data—
an important source for big data in the Global South—may be signifi-
cantly under-inclusive of data about women, particularly where
households share a single phone and the phone is controlled by a
patriarch. The enthusiastic embrace of technology-based research
methods, such as big data analytics, also carries with it the risk of
marginalizing women’s ways of knowing—substituting automated
analyses for experience-based and traditional knowledge
(Gurumurthy & Chami, 2016). Van der Spuy and Aavriti (2017) empha-
size that information communication technologies (ICTs) are not gen-
der neutral. They suggest that although the adoption of ICTs is often
linked to increased empowerment and agency, such systems can rein-
force existing hierarchies. They observe that “surveillance is never
gender-neutral, and reflects asymmetries in power” (2017, p. 46).
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2.7 Aspects of the Data Revolution Threaten Human Rights
and Civil Liberties

The literature reveals considerable concerns about the risk that under-
inclusiveness in open data and in big datasets will lead to further
marginalization and exclusion of certain segments of the population,
including not only women but also ethnic minorities and those living
in rural and remote communities. For example, the Africa Data
Revolution Report (UNECA, 2017, p. 15) notes: “Official statistics can be
and have been used as a tool for social inclusion, integration and
development, but equally for social exclusion, economic extraction,
exploitation and political exclusion.” As a result, it is important to
keep asking the questions: “Data for whom? Controlled by whom?
And to what end?” (Gurumurthy & Chami, 2018; see also UNECA,
2017; IT for Change, 2017). Nascent concepts of data sovereignty may
also lead some communities to insist upon rights to their own data
(Gurumurthy & Chami, 2018; IT for Change, 2017). There was some
critique of techno-solutionism, and of an evolving data context in
which “algorithms determine (and even replace) deliberation and dis-
cussion” (Gurumurthy & Chami, 2016). There is also the risk that par-
ticipation in an increasingly automated society becomes impossible
for those without technological access.

The lack of adequate legal frameworks for technology gover-
nance was clearly a concern for the protection of privacy and other
human rights. A study on a biometric-identification system in
Argentina raised concerns that there was insufficient transparency
and oversight frameworks to ensure that the database was not used
for improper purposes that could include targeting groups and indi-
viduals for discriminatory purposes, infringing their civil liberties
(ADC, 2017).

Human rights that become particularly important in the big
data environment include the right to be counted; the right of access
to information; the right to participate in the collection, production,
and dissemination of data; the right to privacy, non-discrimination,
and equality; and the right to freedom of expression (UNECA, 2017).
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3. Conclusion: Moving Forward—Research for the Data Society

Although there is a growing body of quality research undertaken
across a range of data-related issues in the Global South, there remains
room for much more. This is an area where both technology and its
local adoption are evolving rapidly. As a result, there are always new
issues that require consideration. The novelty of the technology, the
complexity of the challenges it raises, and the diversity of its impacts
across different social and economic divides means that there is an
ongoing need for research into data and the Global South.

Particularly in the early days of the development and adoption
of new technologies, there is a need for broad-based research that
identifies key issues, whether they relate to potential applications,
advantages of adoption, impacts, or governance. Such research can
lay the foundation for future work by identifying key questions or
unresolved issues. Broad themes that need to be further developed in
future research include data sovereignty (the right of states and/or
communities to control data about them), the shifting relationship of
private and public sectors with respect to data, and emerging rights of
individuals to control data about them. Such rights include privacy,
but may go beyond conventional understandings of privacy to include
concepts such as data portability.

While broad-ranging studies can fill important knowledge gaps,
there is also a distinct need for research in the form of context- or
technology-specific case studies. Such case studies may be particu-
larly important in understanding successes or failures in the use of
data, in identifying unanticipated problems, and in attempting to
address any challenges. Case studies from the Global South will
reveal and identify challenges that are particular to that context. Case
studies, however, must be more than just exercises to champion or
tout the successes of particular technology adoptions; they must be
both rigorous and critical, enabling the identification of benefits and
harms, as well as potential solutions.

In addition to case studies that focus on particular technolo-
gies, there is need for further research on governance. It is clear that
data-related technologies raise significant privacy and human rights
concerns. The pressure to adopt technologies that promise solutions
to pressing problems may often lead to a neglect of governance
issues. Research is needed to identify and examine privacy and
human rights issues in the abstract, but it must also do so in the

195



196

THE FUTURE OF OPEN DATA

context of concrete case studies. Governance issues include the need
for effective laws and the resources to support the administration of
those laws. However, there is also a need for case studies of particu-
lar governance options. The concept of data trusts, for example, is
gaining ground in the Global North as a potential data governance
mechanism. This might be a fruitful area of research for data gover-
nance in the Global South. In addition, research on tools other than
legislation, including strategic litigation, the use of incentives, or
trust systems, to cite but a few examples, is necessary and
important.
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