CHAPTER VIII

Hacktivism

8.1 Hacktivism in Context

Hacktivism was defined as the clever use of technology that
involves unauthorized access to data or a computer system in
pursuit of a cause or political end. Hacktivism is more than the online
equivalent of sit-ins and protesting, acts of online civil disobedience.
Hacktivism involves hacking for a cause, often political; however,
hacktivism takes that one step further, such as in the collection and
disclosure of personal emails, or even of extortion or blackmail for
a political cause.

Common forms of hacktivism include information theft (e.g.,
copying emails, account information, government documents,
credit-card information; hacking the viewing habits of Internet
users—especially if criminal, e.g., child pornography), virtual sabo-
tage (SQL injection whereby content on the website is replaced with
the content of the attacker), insertion of a back door, or manipulation
of software development.

It is often assumed that incidents of hacktivism and online
civil disobedience are done in order to attract media attention to a
cause. While that is true in many incidents, there is also a growing
movement of silent activists who view the current political landscape
as a long-term information war.! When security vulnerabilities are
found in government and corporate databases, the information
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is kept secret. They are not looking for media attention, but wish
to ensure that there continue to be back doors available toward
accessing information. In some instances, software or hardware is
purposefully developed with a back door included in its coding. In
this instance, the software company and contractor are not aware of
the default in the product (e.g., surveillance software used by gov-
ernments and corporations). This type of insertion of a deliberate
vulnerability is performed by security experts working in the field.
Their active participation in hacktivism is not publicized. They do
not seek media attention and there is no media reportage on their
activities. Their goal is to fly under the radar. They possess the high-
est level of computer skills. This type of hacktivism has a particular
focus on information related to democracy—censorship, surveillance,
and military action.

Software development is another critical form of hacktiv-
ism. The technologies used in WikiLeaks, for example, ensure the
integrity of the document and the anonymity of the informant.
Additionally, WikiLeaks has developed technology that allows people
in non-democratic jurisdictions such as China a way to access their
otherwise filtered content. Other hacktivism technologies include
anonymizers such as the Tor which allow people to view online con-
tent anonymously, and browser extensions, such as DoNotTrackMe
and TrackMeNot, that block Internet trackers as well as data mining.

8.2 Timelines

Figures 14 to 17 present four timelines which capture select inci-
dences of hacktivism, along with the evolution of Anonymous, the
CCC, as well as other hacking groups.



Former Israeli Solider
Anat Kamm Gives CD with
Over 2000 IDF Classified
Files to Journalist Uri Blau

Names and Addresses of
Sky Broadband Users
that Had Illegally Shared
Porn on P2P Networks
Released on 4Chan After
ACS: Law Hack

Citigroup CEO Vikram Pandit
has his Family Structure,
Home Address, and Personal
Financial Details Published
Online in Retaliation for
Arrest of Occupy Protesters

Puckett & Faraj Law Firm is
Hacked and Firm Emails are
Released on The Pirate Bay in
Retaliation for Representing
U.S. Marine Frank Wuterich
who Pled Guilty to Killing 24
Unarmed Iraqi Civilians

Anonymous Attacks the
Ferguson, Missouri Police
Department Computer
Servers and Releases Name
of Police Officer Purportedly
Involved in the Shooting of
Unarmed Man

The Shadow Brokers Publish
Second Set of Hacking Tools
Atributed to the U.S. National
Security Agency Including
Tools That Target the SWIFT
Financial System

Jun 2008
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Apr 2017

Figure 14. Hacktivism.
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Hacktivism

Chelsea Manning Sends
Iraq War Logs (400,000
documents) to Wikileaks

Brazillian Federal Police
and Petrobras Oil
Company Employees’
Personal Information
Published after
Websites are Hacked

Anonymous' Operation
Darknet Uses Spyware to
Track Downloaders of
Child Abuse Material on
Tor Network; Almost 200
Alleged Paedophiles have
IP Addresses Published

U.S.-Based Intelligence
Firm StratFor is Hacked
and Over 5 Million Emails
are Published Over Next
2 Years

Russian-Linked Fancy
Bear Group Hacks World
Anti-Doping Agency
(WADA)and Releases
Athlete's Therapeutic
Use Exemptions Data;
WADA Claims Data Has
Been Manipulated
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Anonymous Begins as a Group of
Participants on the 4chan Image Board;
They Get Their Name from the Default
Name of Posters on the Board and They
Initiate Actions for the Lulz (for Fun)

Anonymous Creates a Raid (a Concerted
Group Effort) to Annoy Finish Children
Playing the Online Game Habbo Hotel;
They Create Identical Avatars and Block
Other Players from Going to the Virtual
Pool in the Game; Thus, Spawning the
‘Pool’s Closed' Meme

Ar L hes Operati
Avenge Assange and Disrupts PayPal,
Visa, and Mastercard in Retaliation of
the Payment Processors Prevention
of Donations to WikiLeaks

Anonymous Launches a DDOS Attack
on the New York Stock Exchange and
Temporarily Shuts Down Trading as a
Sign of Supporting the Occupy
Movement

Anonymous' Operation Darknet Uses
Spyware to Track Downloaders of Child
Abuse Material on Tor Network; Almost
200 Alleged Paedophiles have IP
Addresses Published

Anonymous Launches Attack Against the
U.S. Dept. of Justice, Universal Pictures,
and the Motion Picture Association of
America to Protest the Closure of the
Filesharing Site Megaupload

Anonymous Defaces the U.S.
Sentencing Commission’s Site to
Protest Federal Sentencing Guidelines
and the Treatment of Internet Pioneer
Aaron Swartz After His Suicide

Anonymous-Linked Group Takes Down
Over 10,000 Darknet Websites Hosted by
Fredoom Hosting Il on Tor In Retaliation
for Hosting Child Abuse Materials

Figure 15. Anonymous.
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Anonymous Continues to Create
Mischief on the Internet by Hacking
into User Accounts and Defacing
Pages on Popular Platforms Such as
Myspace

Anonymous Begins its First Hacktivist
Campaign with Project Chanology;
During the Campaign, Anonymous
Launches DDOS Attacks on Sites
Owned by The Church of Scientology in
Retaliation for IP Infringement Claims it
Made against YouTube and other
Internet Sites that Hosted Leaked
Scientology Videos

Anonymous Supports the Arab Spring
Movement in Tunisia by Taking Down
Tunisian Government Websites with
DDOS Attacks, Helping Propagate Videos
of the Protests and Government
Reactions Online, and Helping
Disseminate Anonymizing Software to
Dissidents.

Anonymous Uses a Zero Day Hack
Against an Anonymous Faction Called
AnonOps and Brings Down Their
Servers Because AnonOps is “Blind
with Power"

Anonymous Hacks into a Conference
Call Between the U.S. Federal Bureau
of Investigations and the UK.
Metropolitan Police While They are
Discussing a Related Hacking Group;
Audio from the Callis Posted Online

Anonymous Attacks U.S.-Based
Intelligence Firm StratFor and Over
5 Million Emails are Published Over
Next 2 Years

Anonymous Launches Attacks Against
Islamic State Sites in Retaliation to
the Murder of Journalists at the Office
of French Magazine Charlie Hebdo

Anonymous Temporarily Takes Down
Government Websites in Spain
Including the Constitutional Court in
Rsponse to Spain's Treatment of
Catolonia



Chaos Computer Club (CCC)
Formed by a Group of
Likeminded Anti-Fascist
Friends in Germany,
Becoming One of the
World's First Hacking Groups

CCC Demonstrates Active
X Control Hack to Change
Quicken Financial
Database and Force
Money Transfers from
Remote Computer

CCC Publishes Source
Code of Bundestrojaner
Trojan Malware Developed
and Used by German
Government to Monitor
Citizens

CCC Publishes Source
Code of Tools That Can be
Used to Disrupt German
Parlimentary Election
Tabulation to Show
Security Holes in
Tabulation Software

Figure 16. Chaos Computer Club.
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CCC Hacks into German
Bank and Forces
Transfer of 134,000 DM
as a "Donation" to CCC's
Bank Accounts; CCC
Returns Funds the
Following Day

CCC Publishes
Fingerprint of German
Interior Minister to Show
Weakness of
Fingerprints Being Used
in Security Applications

CCC Demonstrates How
to Fool an Apple
Iphone's TouchlD
Security System by
Creating a "Copied"
Fingerprint Using a
Photo of a Fingerprint as
a Source.
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Two California Teens and an
Israeli Accomplice Hack Feb 1 998
Computer Systems at Multiple
U.S. Navy and Air Force Bases
The Iranian Cyber Army
Hacks DNS Records of
Twitter and Causes Site
Redirection to a Message
LulzSec Defaces the Website Dec 2009 Warning about U.S.-Led
of U.S. Broadcaster PBS and Iranian Embargo
Releases Login Credentials
after the Network Airs MﬂY 201 1
“Unflattering” Story about
Chelsea Manning 3xp1r3 Cyber Army
Defaces Over 700 Indian
Websites in Retaliation
Feb 2012 for Treatment of
" i Bangladeshi by Indian
TeaMpoisoN Hacks into Phone Border Security Force
Network of U.K. Metropolitan
Police Service's Anti-Terrorist
Hotline and Posts Apr 2012
Conversations Online in
Relaliation for Treatment of
Muslims in U.S. and UK. RedHack Defaces Multiple
Turkish Government
Websites and Releases
Feb 201 4 Phone Numbers of Officials
CyberBerkut Hacks the Mobile o eponsesto T‘r“.rkel_y i
Device of an Official Traveling ntemet LensorshipLaws
with U.S. Vice President Joe
Bic[{ie]r; obr{_ahD elggation totKiev Nov 2014 Gator League Brings Down
and Publishes Documents
Related to U.S. Funding of the UK. Intelligence and
Ukrainian Government Surveillance Agency
Dec 2014 GCHQ's Website Througha
DDOS Attack in Retaliation
for Pursuit of Anonymous
Hackers ?ssociated wfith Islamic and Lulzsec
State Deface Pages of Chin's
Tsinghua University Ostensibly Jan 2016
to Help Recruit Students Azerbaijani Based Group,
Anti-Armenia Team, Claims
Responsibility for Leaks of
sep 201 6 Foreign Visitors' Pasport
Over 200,000 Worldwide Router Details and Other
Switches, Most in Russia and Govrnment Data
Iran, Are Hacked With An ASCII
Grapic of a U.S. Flag and the Apr 2018
Message "Don’'t Mess With Our
Elections..."

Figure 17. Other.

8.3 Case Studies

There are many instances of online civil disobedience spilling
into hacktivism.

There are thousands of incidences, as was seen in chapters 3-6.
Three of the most interesting examples, however, are the Christmas
charity donation drive by Anonymous and the exposure of key offi-
cials linked to the neo-Nazi movement in Europe.

8.3.1 Anonymous, Post-Christmas Charity Donations
The 2011 post-Christmas Anonymous attack targeted credit-card
information of the clients of US-based security think tank Stratfor. In
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this instance, members of Anonymous were able to access and steal
credit-card numbers of Stratfor clients. Clients included members of
intelligence agencies, law enforcement, and Fox News journalists. The
credit-card numbers were later used to give money, as Christmas dona-
tions, to charities such as the Red Cross, Care, and Save the Children.2

According to Anonymous postings, the personal information,
credit-card details, and emails of Stratfor were not encrypted. This
echoes a reoccurring theme of poor and sub-par security practices
of large corporations, governments, and even security-minded think
tanks entrusted with sensitive data.

8.3.2 Neo-Nazi Website

Anonymous claimed responsibility for an attack on a neo-Nazi
website in Finland. Website members had their information stolen
and publicly released. The list of members included a parliamentary
aide who later resigned from her post. It was later reported that
Anonymous had issued a statement, which read, in part,

We have no tolerance for any group based on racial, sexual and
religion discrimination as well as for all the people belonging
to them and sharing their ideologies, which is the reason why
we decided to carry out last Monday’s attack.

Similar types of attacks have been launched to reveal member-
ship of paedophilia groups and organized-crime cartels.

8.3.3 WikilLeaks, Operation Payback

WikiLeaks founder Julian Assange was arrested in London in con-
nection to charges of sexual assault under Swedish law, which sought
his extradition. Many viewed this as a false arrest and an indirect
way of incarcerating Assange for the release of secret US cables to
WikiLeaks. A legal defence fund was quickly established where
people could make donations via MasterCard or PayPal. However,
MasterCard and PayPal disallowed payments to the Assange defence
fund, causing an international uproar, in particular within hacktiv-
ism communities.

Members of LulzSec launched a denial-of-service attack against
MasterCard and PayPal, which took down their capabilities in
December 2010 and then again in June 2011. As will later be seen
in chapter 10, there was a denial and counter-denial-of-service attack
showdown, which might best be seen as gunfire between warring
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factions, with evidence that the US government contracted security
firms to perform attacks against WikiLeaks and other journalists.
Protest/attack was met with counterattack.

The story becomes much more complicated, and is the type that
attracts conspiracy theories and movie scripts. Hacktivist Jeremy
Hammond leaked millions of emails by Stratfor to WikiLeaks. The
emails revealed disturbing evidence of the corruption in Stratfor,
including insider-trading techniques, coercive methods, and off-shore
share structures. Revealed emails showed Stratfor’s web of inform-
ers, pay-off structure, payment-laundering techniques, and psy-
chological methods. Also, the emails revealed its confidential and
corrupt connections with large corporations such as Dow Chemical,
Lockheed Martin, Northrop Grumman, Raytheon, and governmental
agencies including the US department for Homeland Security, the
US Marines, and the US Defence Intelligence Agency. One example
included emails that revealed secret cash bribes. and Hammond,
from Chicago, did what he did to unmask unlawful surveillance and
intelligence-gathering efforts—a controversial topic, certainly, but a
trend in most countries across the world.

Hammond’s motivation is clearly what he perceives to be ethical:

I felt I had an obligation to use my skills to expose and confront
injustice—and to bring the truth to light.... I have tried every-
thing from voting petitions to peaceful protest and have found
that those in power do not want the truth exposed.... We are
confronting a power structure that does not respect its own
systems of checks and balances, never mind the rights of its

own citizens or the international Communi’ty.3

Hammond was arrested and charged with conspiracy to violate
the Computer Fraud and Abuse Act, in violation of 18 U.S.C. sec-
tion 1030(b), for a cyber attack in June 2011 on computer systems used
by Arizona Department of Public Safety.* Hammond pleaded guilty
but was quick to refer to claims that the US government, through
the FBI, directed his attacks on foreign websites.” The leaked emails
included emails from the case judge’s husband to Stratfor. Further,
Hammond has stated that “The government celebrates my conviction
and imprisonment, hoping that it will close the door on the full story.
I took responsibility for my actions, by pleading guilty, but when will
the government be made to answer for its crimes?”®



Hacktivism

8.4 Observations

There is no singular motivation at the heart of hacktivism. The moti-
vation of such players may often not be well articulated, if articulated
at all. There are, however, some reoccurring themes among many
hacktivism activities. At the heart of all hacktivism is a sense of some
sort of moral wrongdoing that either needs to be exposed and/or
needs to be punished, and a wider sense of public loss of confidence
in their institutions.” Many hacktivism activities expose corruption
and/or humiliate the establishment.

Some hacktivists are motivated to expose the insecure practices
of corporations and governments handling personal information, as
seen in the Sony and Stratfor incidences.

Most hacktivism, however, is related to a political cause. For
example, many hacktivists are motivated by exposing censorship
and surveillance of individuals by governments and corporations.
WikiLeaks, for example, has posted documents outlining the sur-
veillance activities of governments around the world. Secret filter-
ing blacklists of websites blocked by ISPs on behalf of governments
frequently find their way to the Internet. Other hacktivists target
oppressive governments and enable the free flow of information
in and out of areas where media coverage and access to local and
foreign press is restricted. These include areas in Iran, China,
Egypt, Syria, Libya, and include more local venues in recent Occupy
movements around the world. Other hacktivism efforts target
child-pornography websites and both the ISPs that host such repug-
nant content and the customers of this material. Religions such as
Scientology have also been targeted with claims that such groups
disseminate misinformation and have a corrupt hand in the lobbying
efforts of US governments.

Hacktivism and online civil disobedience are linked to empow-
erment and the strongest desire to find an effective public voice.
This also applies equally to social-media movements, including
online petitions. The motivation of much hacktivism is closely
linked to whistle-blowing. Generally, critical mass is important
in determining which causes get taken up. In this sense, it is very
democratic. Hacktivism is not anarchy nor does it have a top-down
leadership which steers its course. Critical mass is required, and
generally speaking, the stronger the cause, the more likely hacktiv-
ism activity will be seen as ethical. Equally important, however, is

219



220

ETHICAL HACKING

predictability. Suelette Dreyfus, who is a researcher in both hacking,
hacktivism, and whistle-blowing, indicates that hacktivism targets
are not predictable. Which causes are taken up by a critical mass
remain unpredictable.

As is the case with online civil disobedience, the main targets
are the websites and databases of governments and organizations
linked to government (e.g., Stratfor), as well as organizations that
are viewed as corrupt or who are linked to corrupt organizations.

The main relation between motivation and targets is similar to
online civil activism perception of the target behaving immorally. In
many instances “immoral” means infringing civil liberties, whether
this be freedom of the press, freedom of expression, or privacy.
Surveillance, intelligence gathering and contracting security firms
to discredit hacktivist groups is currently a strong motive. In other
instances, “immoral” is a combination of violation of civil liberties
as well as more severe instances where tyrant governments stand in
the way of democracy.

Many operations by LulzSec, however, are difficult to qualify
as ethical hacking when the release of innocent third-party personal
information is disclosed on the Internet, and no motive other than
“just for the laughs” is apparent in many LulzSec attacks.

Principles in hacktivism parallel those in online civil disobedi-
ence. When Anonymous member Barrett Brown (former journalist
and founder of Project PM, an online collective investigating the
world of intelligence agencies) was asked to comment on television
whether the activities of Anonymous were ethical, he encouraged
the public to make a comparison chart. Chart what is good versus
what is bad about each Anonymous Operation, then compare it with
the issue that Anonymous sought to bring attention to. In other
words, compare it with the actions of the traditional institution. For
example, the actions of hacktivists must be compared with Arabic
states” governments trying to “turn off” the Internet and to control
social media; the treatment of WikiLeaks after publishing contro-
versial information and continuing to assert its right of free speech;
the heavy-handed crackdown on the non-violent worldwide Occupy
movement by various local and national governments; and the lack
of law around the shutting off of critical payment services, as in the
case of MasterCard and PayPal. Conversely, many hacktivism activi-
ties run the risk of being perceived as immoral, especially when the
personal information of innocent parties is released online.
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Transgressive forms of hacking may be viewed as illegal yet
ethical. It remains to be seen whether in ten years’ time these same
forms of transgressive hacking will become a legal part of the
civil-disobedience landscape.

Unlike many people who participate in online civil disobedi-
ence, participants in hacktivism are well aware that their actions are
not legal and take precautions to ensure their anonymity online. As
has been seen with online civil-disobedience groups, many partici-
pants are unaware that using software such as LOIC to take part in
a denial-of-service attack is illegal; they assume that such is a law-
ful form of protest. When hacktivists hack, copy, view, and disclose
the personal information of others they are clearly aware that their
actions are illegal and they have taken a calculated risk, despite the
threat of criminal sanction.

Historical evidence shows that some hackers who are caught
and later convicted of conspiracy or unauthorized use will either
give up such activities or use their talents in a legitimate matter,
such as working as a security expert or in some form of technology
field. This is well documented in Dreyfus and Assange’s interviews
with hackers in Underground. Raol Chiesa’s work in Profiling Hackers
also notes that the law offers deterrence to younger hackers (script
kiddies) but not to other levels of hacking. Both studies, however,
reveal that the law offers no deterrence to future generations of hack-
ers; the deterrence value is only individualized and is limited to the
person who has been charged with a crime. Criminal prosecutions
and convictions fuel the underworld of hackers, have the sole effect
of driving the hacking world further underground, and have led to
the development of many obfuscation technologies that make trace-
back to the source of an attack difficult (see ch. 12). As Dreyfus and
Assange note, prosecutions and convictions have not sent a message
of “don’t hack” but, rather, of “don’t get caught.”

Many of the studies that have been done to date, however,
have been about hacking in general and not about ethical hacking.
It is not known whether the prosecution and conviction of ethical
hackers will act as a deterrent, sending the message “ethical hack-
ing is wrong,” or whether such prosecutions will act as a catalyst to
even more ethical hacking as a sign of protest. When members of
Anonymous were arrested in the United States, there were a series
of attacks of law enforcement, news channels (Fox News), and uni-
versity websites as a form of public protest. Similar attacks were
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performed on security firms who contract with governments and
corporations to attack Anonymous, LulzSec, and WikiLeaks. This is
explored further in chapter 10.

At the heart of all hacktivism is a sense of some sort of moral
wrongdoing that either needs to be exposed and/or needs to be
punished, and a wider sense of public loss of confidence in their
institutions—even if the actions of LulzSec are poorly articulated, if
at all (the membership of this group seems to be confined to young
males, unlike the membership of Anonymous, with participants of
all ages and walks of life).

Hacktivism and online civil disobedience are linked to empow-
erment and the strongest desire to find an effective public voice. This
equally applies to social-media movements such as online petitions.

The motivation of much hacktivism is closely linked to whistle-
blowing, which is discussed further in chapter 13.
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