CHAPTER XII

The Electronic Process
in the Brazilian Judicial System:
Much More Than an Option;
It Is a Solution

Katia Balbino de Carvalho Ferreira

Introduction

First, it is important to mention that I participated in this confer-
ence not only as a Brazilian federal judge who has experience
with the development and use of cyberjustice, but also as a student
in the master’s program of the Université de Montréal, which pro-
vided me with an opportunity for cultural immersion and extensive
research concerning the use of technology in courts as a means to
enhance access to justice and to accelerate its delivery.

When I graduated from law school at the University of Brasilia,
in 1985, I first started working at the Faculty of Law, and a few years
later (1987), I became a lawyer for the university. Arriving at work,
I was given a traditional 1940-model Remington typewriter to write
drafts of my opinions and petitions that would later be transferred by
an assistant to better quality paper using an electric typewriter. Soon
enough, aiming for celerity, I gained the right to use an XP computer
and a matrix printer so that the files would not pile up on my desk for
too long. The use of technology to enhance the development of legal
activities has always been part of my beliefs for the future.

Everyone who is involved in making access to justice a reality
for all individuals dreams of wide-open doors leading to timely and
fair justice. And cyberjustice has been included as a possible path to
achieve this goal.
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Limited to the purpose of the conference and based on our
experience in Brazil,! I want to share my conviction that there is no
way to opt out of the technological revolution without the risk of
paying a high price for being left out of the globalized world, since
it has been a long time since humans could stay away from technol-
ogy and still lead an integrated life.

Information and communication technology has revolutionized
our lives, causing dependency on many different levels. Some
examples include systems related to banking,* transportation, com-
munications, health diagnosis and cure research, information, educa-
tion, leisure, development of sports techniques, personal and
commercial relations, and conflict resolution.

In the digital and globalized era, one cannot think of develop-
ment or democratization of rights without considering the new
configuration of social relations. For the judiciary, it is a challenging
moment that invites us to review traditional formats and, with this
transformation, improve access to and delivery of justice. Advance-
ments should not be limited to procedural innovations, or else an
important opportunity for integrating new concepts will be missed.?

The Brazilian minister of justice, Jose Cardozo, emphasized that
computerizing the process of delivering justice is imperative to
resolving many of the legal problems faced by the Brazilian judiciary.
The implementation of electronic processes certainly confers more
celerity, accessibility, and efficiency to the judicial system.*

Brazilian Justice in Numbers

Time and distance are new concepts in an internet-based society.
Hence, if there are complaints about the tardiness of judicial deci-
sions in a paper-based world, it is undeniable that the celerity which
citizens could expect from the judiciary can be increased in an envi-
ronment where research, communication, and decisions can be
provided in shorter time frames, saving time and money.

In order to understand the use of cyberjustice in Brazil, it is
important to take into consideration the structure of the judicial
branch and the administrative autonomy of the courts. An autono-
mous and divided judicial system, with different specializations and
levels, certainly faces some difficulties in developing solutions that
will be uniform and meet the needs of all stakeholders.
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The macro-organizational structure of the Brazilian judiciary
system is established by article 92 of the Brazilian Constitution:

I - Supreme Federal Court

I-A — National Council of Justice

II - Superior Court of Justice

III — Federal Regional Courts and the Federal Judges

IV — Labour Courts and Judges

V — Electoral Courts and Judges

VI - Military Courts and Judges

VII - Courts and Judges of the states, of the Federal District and
of the territories

Besides the Superior Court of Justice, there are three other superior
courts: the Superior Labour Court (Article 111, I); the Superior
Electoral Court (Article 118, I); and the Superior Military Court
(Article 118, I). The federal justice system has five Federal Regional
Courts (of appeals) responsible for all 26 states and a single federal
district, and 27 federal judiciary sections’ The labour justice system
has 24 Regional Labour Courts (of appeal), the electoral justice sys-
tem has 27 Regional Electoral Courts (of appeal), and each of the 26
states of the federation and the Federal District has a Court of Justice.

The size of the Brazilian problem is reflected in the numbers.
Since 2004, the Brazilian National Council of Justice has been present-
ing national statistics to inform the general public and identify chal-
lenges. Submitting this data to other institutions, to academic
analyses, and to public evaluation is considered as a way to build
shared solutions that may lead to the construction of a more fair
society and favour the reduction of inequalities.

The Justice by the Numbers 2013/2014 revealed last week that in
2013, 95.14 million cases were being processed in Brazilian courts,®
among which 70% corresponded to cases remaining from previous years
(66.8 million) and 30% were new cases (28.6 million). It is important to
mention that 16,429 judges were in charge of settling these disputes.

Systems Developed for Brazilian Courts

Every day, technology gains more ground in the courts. In Brazil, no
judge can choose if she or he wants to adapt to new technologies.
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Judges can decide their cases, but they cannot make the choice of
having only paper-based procedures in their courts. Individual
judges do not make these administrative decisions according to their
own individual judicial priorities since they have to consider the
administration of justice as a whole and the investments that are
made to provide a better service to the public.

However, judges are appointed as members of committees and
groups responsible for the development of tools and the implementa-
tion of new technologies in Brazilian courts in order to guarantee
that systems are in line with the law and their way of working. Judges
have a very active role in these processes, and besides deciding cases,
they are frequently involved in the management of caseloads, search-
ing for ways to decide the cases faster and better.

The electronic process can be a way to control the duration of
the process in the courts and to organize the procedures necessary
to prepare a case to be heard. The administration of the various
stages of each and every file has to be afforded the reasonable time
required for justice to be delivered.

Although my participation in this conference does not have the
objective of comparing different systems implemented in Brazilian
courts or giving exhaustive details about their development, I will
provide some examples to illustrate the degree to which technology
has modified the Brazilian judiciary.

Despite the fact that some people still face difficulties in
integrating computers in their daily lives, computers undoubtedly
not only replace typewriters, but also help us to manage time more
efficiently.

In 1991, the Brazilian legislature included in rental law n. 8.245
the possibility of notifying the tenant by fax. Later on, in 1999,
Brazilian federal law n. 9.800, known as the “Law of Facsimile,”
allowed for the electronic transmission of petitions to courts,® estab-
lishing conditions and limits for validity of the document and requir-
ing the presentation of originals in court.

At the same time, for law professionals, it was made possible
to follow the edition of laws, precedents from courts, and last but
not least, the procedures in cases of interest. Initially, one of the
major benefits of the use of technology in the judiciary was related
to the automation of case information, providing the public with
fast and transparent data about what happens in courts. In the late
1990s, many Brazilian tribunals implemented systems that would
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allow lawyers to obtain records about their cases without leaving
their offices and before the judiciary official journal was released.
Some systems even send automatic e-mails to the parties and law-
yers associated with the case every time there is an update in the
file history.’?

In July 2001, Brazilian federal law n. 10.259, which created the
federal small claims courts, provided a general regulation for the
development of software to use in these new courts.” The absence
of detailed rules led many courts to develop their own regulations
and systems, adapted from the existing code of procedure. We had
many different experiences implemented in different courts, from
small-claims courts to the Supreme Court. And despite the effort
of the National Council of Justice, based on Brazilian federal law
n. 11.419 of December 2006, different parameters still coexist, because
it is not an easy task to transfer the data stored in pre-existing sys-
tems that were developed in incompatible technological languages.

Supreme Federal Court (STF)

The Brazilian Supreme Court, with the goal of observing the provi-
sions of Brazilian Federal Law 11.419/2006 and accelerating the deliv-
ery of justice, regulated cyberjustice by enacting Resolution 344/2007.
The system named e-STF was officially launched on June 21, 2007 to
process an extraordinary appeal.! Users needed to be previously
registered in the STE, and petitions or documents could be sent elec-
tronically via the internet.?

In November 2007, Resolution STF n. 350 already regulated the
use of digital certification for electronic petitions, but it was not
mandatory for all users, and access to the system still required prior
registration. However, the use of digital certification to send petitions
and documents made it unnecessary to present originals in court.”®

In October 2009, through Resolution STF n. 407, the mandatory
use of digital certification for electronic petitions in the Supreme
Court was established, although other alternatives remained avail-
able* Since February 2010, eight types of actions can only be filed
electronically, and by July 2010, the STF had more than 2,000 elec-
tronic files, which represented a small but important step toward
computerization of the court.®

In October 2014, the Supreme Court already had more than half
of its almost 50,000 cases processed completely in electronic files.
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Superior Court of Justice (STJ)
The Superior Court of Justice was the first court with national juris-
diction to entirely eliminate paper-based files by developing a system
where all procedures are electronic. Speaking of numbers demon-
strating the intensive use of technology in the Superior Court of
Justice, between the months of January through March of 2009, more
than 236,000 cases were digitized, in addition to around 1,200 new
cases filed electronically every day.

Some highlights of the project “Justice in the Virtual Era” include:

¢ Faster justice—the distribution of lawsuits that would take
at least seven days now takes a few seconds. The time spent
in procedures to file an appeal to the STJ, which used to take
six months, is now reduced to six days;

* Enhanced access—though the ST] is situated in Brasilia, the
system allows lawyers from all over the country to send
petitions, to search for information, and to be notified of
judgments with no travel costs;

e Reduction of costs—in 2008, the STJ spent BRLs1.7 million on
toner and ink cartridges for printers, more than BRLs600,000
on paper, and almost BRLsy million on postal services. These
costs have significantly decreased with e-STJ;

e Environmental preservation—in the STJ, approximately
300,000 cases are processed every year. In paper, this corre-
sponds to more than 113 million pages, or between 26,000 and
32,000 trees, 54 million litres of water, and 2.7 kWh of energy.
Nature is certainly preserved thanks to electronic processes;

® Security—the use of digital certification to sign documents
and access information guarantees the integrity of docu-
ments and protection of information; and

e Work environment—although some routines also have to be
established in relation to the excessive use of computers, the
storage of paper files used to be the cause of many diseases.
Court personnel now achieve higher performance and have
a better quality of life.!®

The e-STJ is currently regulated by Resolution STJ n. 14, of June 28, 2013.
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National Council of Justice (CNJ)
Although more than 25 different systems coexist in Brazilian courts,
the National Council of Justice, created in 2004, undertook to bring
federal and state courts, of different specializations, to the same
digital standards, and it is trying to work on solutions that can be
evenly implemented despite the diversity of infrastructures. In
December 2013, through Resolution CNJ n. 185, Brazil undertook to
adopt PJe as the only electronic process for all Brazilian courts by
2018.77 In the meantime, all courts should have it installed in at least
10% of their units by December of this year. This system already has
three versions: the first one was developed for the 5" Federal Region
Court, the second for Labour Courts (PJe-]JT), and the third, the
national version, for all other courts.

The system has been in use since April 2010, and as of June 2014,
more than 35,000 cases had been e-filed in 106 courts of the 5%
Federal Region.!®

Federal Court of the 1st Region (TRF1)

In the 1% Federal Region Courts there are four major electronic pro-
cess systems, one for federal small claims (JEF virtual—developed
in visual basic); another for tax courts (PJD-EF in ASP); another for
civil courts (e-Jur in JAVA); and a pilot project of the PJe (also in JAVA)
in civil courts of the Federal District judicial section. These complex
systems do not intercommunicate, but the idea is to unify all com-
ponents in the PJe platform, which also represents the substitution
of pin codes for digital certificates.

Federal Court of the 4" Region (TRF4)

The TRF4 experiment is considered a success by all its users. The
e-proc, originally created to meet the needs of federal small claims
courts in 2003, was adapted to other types of cases. Today, almost
three million electronic cases have already been filed within this
consolidated system, which has recently inaugurated a special mod-
ule for pre-conciliation online. It is expected that the investments
made and the credibility of the software will guarantee its mainte-
nance, despite the use of the PJe in other federal courts.” Interoper-
ability may be the key to their coexistence.

343



344

TOWARD NEW PROCEDURAL MODELS?

Digital Certificate—A New Signature

Each day more courts are adopting systems that require the use of
digital certificates. A digital certificate connects or correlates a
person with a cryptographic key pair in order to guarantee the
identification of the user, as well as the security and validity of
electronic documents.

Through Provisional Measure 2200, of 28 June 2001,% the
Brazilian government launched the Brazilian Public Key Infrastruc-
ture—PKI Brazil,* and adopted a legal model which observes the
principles of authenticity, integrity, confidentiality, and legal validity
for the certification of electronic documents, equipment, applications,
and transactions. Authenticity ensures that the author is the person
named in the certificate used in the signature. Integrity means that
the document was not modified after its release. Confidentiality denies
unauthorized people access to contents of messages or documents.
Legal validity, associated with non-repudiation in crypto-technical
parlance, establishes that the sender cannot refute authorship after
signing once the information becomes verifiable by any third party
and “with high assurance can be asserted to be genuine.”??

The National Institute of Information Technology (ITI) is the
Brazilian federal agency of the executive branch that supports the
Brazilian Public Key Infrastructure—PKI Brazil, which is the first
certificate authority of the chain—CA root. It also has the important
goal of promoting digital inclusion? and, in a single-root architec-
ture, accrediting, supervising, and auditing the other participants
in the chain.

The ITI has accredited the AC-Jus—a first-level Certificate
Authority for the Judiciary, created in December 2004.>* Usually, the
digital signatures produced by certificates mentioned above are
legally equivalent to handwritten signatures, but the Cert-jus certifi-
cates include other particular characteristics such as the identification
of public servants—their position, ID number, and where they work—
which is a digital functional identity that ascribes responsibility for
the production of the electronic document to a public agent.

The ITT announced that in 2011 and 2012 over two million digi-
tal certificates were issued per year in PKI-Brazil and each day new
applications increase the use of this technology.?

The participation of the bar in the updating process of profes-
sionals is essential in helping lawyers overcome many obstacles they
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face in the use of new tools. For example, the bar of Rio de Janeiro,
the second largest in Brazil, has been providing courses on digital
certification and the electronic process. In addition, projects like the
“Get Digital” caravan, which visited 6o subsections, was responsible
for providing information to lawyers concerning the requirement of
digital certification to access new technological judicial systems and
to facilitate the acquisition of digital certificates, with an explanation
of technical procedures.?

As President of the Technical Committee of CA-JUS in 2006/2007,
I experienced the security procedures involving the expedition of
digital certificates and the maintenance of the information in safe
rooms with very strict access. However, given the growing demand,
a considerable increase in the number of registration authorities,
and the proliferation of applications that require these certificates,
there is a risk of fraud during primary identification (presentation
of physical documents) and this has to be taken seriously, in order
to prevent the efficiency and reliability of the tool from being called
into question.

The increased use of biometry to identify a user may be the next
step to enhance trust in the ownership of the certificate, since it uses
a key that cannot be borrowed or taken from a person, minimizing
the possibility of error in the identification process.

Digital certification, despite the restrictions it still presents for
some users, has been considered an essential instrument in providing
validity to e-procedures and securing controlled access to files.

Conclusion

Nobody likes to spend a day in court. If justice is needed, something
has already gone wrong. This can be even harder if individuals have
to face overloaded courts, where time and costs are totally unpredict-
able. Despite the new challenges it can raise and in light of the results
obtained to date, the use of technology in the courts can definitely
be considered a mechanism to overcome large caseloads and to
improve the reasonable duration of procedures.

If the whole world is communicating through the internet, it is
no longer time to decide if technology will be used in courts, but
rather how it is going to be used in order to guarantee efficiency and
protection of rights.?”
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The electronic process, included in the list of services known
as online dispute-resolution mechanisms, can help the judiciary
resolve more quickly the disputes of the online and offline “com-
munity through the use of the tools of online technology and its
24-hours-per-day, 7-days-per-week, 365-days-per-year access.”?

The new conflicts developed in a globalized society demand a
new way of judging. We judges cannot produce individualized pieces
of judicial art on a case-by-case basis with no consideration for prec-
edent or potential impacts on other lawsuits and on the social, politi-
cal, and cultural environments. The judiciary, as a social organizer,
must do its part and the technological advancements in the courts
may represent much more than a reduction of costs. They can speed
up the rendering of decisions, guarantee and expand access to justice,
and enhance democracy as a result of transparency of information
and the participation of diverse social actors.?’

We are certainly following a path where delivering justice
without cyberjustice will no longer be an option. In addition, we must
keep in mind that public justice, as well as public-health and educa-
tional systems, should be available to all citizens and efficiently
provided by the state as a means to reducing inequalities in demo-
cratic societies.
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