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Introduction

In February of 2010, the Victoria Times Columnist published a special
report on the lack of uniformity regarding public access to court
documents in British Columbia.? According to the report, British
Columbia’s courts would, at that time, “routinely and wrongly deny
access to information that should be available to the public.” In order
to resolve this and other issues,® British Columbia has since moved
toward eAccess to court records with the launch of B.C. Court Services
Online, a service that “provides electronic searches of court files, online
access to daily court lists and e-filing capacity.” Generally speaking,
remote access or “eAccess” to court records implies that those interested
in studying the contents of a court file, primarily the judge and litiga-
tors, no longer need to travel to the courthouse to do so, nor do they
need to make multiple photocopies of the relevant documents to serve
a copy to the court and/or opposing council. In fact, in British Columbia,
as in other jurisdictions,” eAccess to court records is seen as an efficient
way to guarantee that the procedures put into place are the same no
matter who is behind the computer monitor. Such a practice also limits
arbitrary access to procedures due to the clerk’s personal understanding
of policies or lack of experience. Thus, eAccess is seen both as a way to
democratize access to court records, and to facilitate it—both strong
arguments in favour of implementing such a solution.®
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Furthermore, and notwithstanding these obvious efficiency
arguments, eAccess to court records is also seen as a way to increase
access to justice in a broader sense. In fact, as explained in a 2013
report prepared by the Action Committee on Access to Justice in Civil
and Family Matters:

The technology in all courts and tribunals must be modernized
to a level that reflects the electronic needs, abilities and expecta-
tions of a modern society. Interactive court forms should be
widely accessible. Scheduling, e-filing and docket management
should all be simplified and made easily accessible and all court
and tribunal documents must be accessible electronically (both
on site and remotely).”

Although few would argue against better access to justice, eAccess
to court records also raises the question of how much access is too
much. Of course, the answer to that question really depends on what
court records actually include. If the information contained therein
is, as both federal® and provincial® legislators seem to suggest, purely
public data, one could argue that there is no such thing as “too much
access.”1” However, if court records are repositories of confidential
information,'! it could be argued that even limited access is unwar-
ranted. Therefore, before going any further, one must define what
the expression “court records” actually encompasses.

As defined by the Canadian Judicial Council’s Judges
Technology Advisory Committee in its 2005 Model Policy for Access
to Court Records in Canada, court records can be defined as files that
“include any information or document that is collected, received,
stored, maintained or archived by a court in connection with its
judicial proceedings.” 12 Said court records can therefore include the
following elements, among others:

* Case files;

e Dockets;

e Minute books;

e Calendars of hearings;

* (Case indexes;

* Registers of actions; and

* Records of the proceedings in any form.!3



Privacy v. Transparency

As can be gleaned from this enumeration, court records will therefore
often contain private, sometimes very sensitive data. Although this is
particularly true of trial courts where records will often contain evi-
dence, the same could be said regarding factums or other legal briefs
submitted to appellate courts, although the risks are usually less
important for higher courts since the documents they receive mainly
address points of law and can therefore be edited to limit the use
of sensitive private data and other personal information.™
Notwithstanding this possibility, the fact remains that enhancing
access to court records—primarily at a trial-court level—also means
further eroding the privacy rights of parties, witnesses, and other
stakeholders in the legal process, which could also have a direct impact
on these individuals” willingness to take part in said process.

Of course, the competing values that are privacy and the trans-
parency of court proceedings (which requires better access to court
records) have always been at odds. Therefore, by increasing access
to court proceedings, eAccess is seen by some as a threat to the
somewhat fragile equilibrium that has existed between privacy and
transparency by favouring the latter at the expense of the former.”®
This paper aims to examine this issue by (i) studying how eAccess
can destabilise this careful equilibrium and, more importantly, (ii)
what can be done to re-establish a balance while still taking advan-
tage of this technological solution.

Privacy and Transparency of Court Proceedings:
When Technology Destabilizes a Historically Complex
but Feasible Equilibrium

As explained by the Supreme Court in Lac d’Amiante du Québec Ltée
v 2858-0702 Québec Inc,'® the perpetual tug-of-war between one’s right
to privacy under the Privacy Act?” or other similar pieces of legisla-
tion’® and the constitutional principle of transparency of court pro-
ceedings will usually end with transparency winning out.”” As the
court explains:

Of course, the right to confidentiality will end if the adverse
party decides to actually use the evidence or information
obtained on discovery, when that party chooses to use all or part
of it in his or her own case. The legislative intent that information
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be communicated in a civil trial will then prevail, to ensure that
the system is transparent. On the other hand, at the examination
on discovery stage, concern for transparency is not an issue
because the examination is not a sitting of the courts. It is there-
fore legitimate in that case to give greater weight to the pri-
vacy interest, by imposing the obligation of confidentiality on
information that is disclosed.?’

That being said, and as demonstrated in the previous quote, the fact
that transparency will usually take precedence is not an immutable
concept, as there are instances where privacy will win out over
transparency.?! Therefore, eAccess to court records cannot simply be
adopted because transparency usually prevails if it does not allow
for those cases where privacy is seen as the superseding value:

The justice system has the dual responsibility of being open to
the public and protecting personal privacy. Its technology
should be designed and used to meet both responsibilities.
Technology use may create or magnify conflict between
values of openness and personal privacy. In such circumstances,
decision makers must engage in a careful balancing process, con-
sidering both values and their underlying purposes, and should
maximize beneficial effects while minimizing detrimental effects.??

How should decision makers undertake this balancing process? By
trying to identify the underlying principles that command the acces-
sibility of court records. Transparency, in itself, has no value. It is
merely a means to an end: that courts be open. Furthermore, actual
transparency has never truly existed in our system since access to
court records requires knowledge of their contents and the time and
energy to actually consult a given file. These hurdles often create a
practical obscurity that ensures the relative confidentiality of private
data. Therefore, with eAccess accentuating transparency while elimi-
nating practical obscurity, technology is not simply allowing for more
transparency; it is redefining how transparency is to be understood.

The Open Court Principle as an Argument for eAccess to Court
Records

As stated above, the transparency of court proceedings is simply a
means to an end. That end, as explained by the Supreme Court in
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Edmonton Journal v Alberta (Attorney General),® is to allow “public
scrutiny of the courts.”?* This, in turn, cannot be done unless court
proceedings and, consequently, court records® are “open and acces-
sible to the public and to the media.”?®

This notion of free access, commonly referred to as the “open
court principle,”? is, as the Supreme Court puts it, intrinsically linked
to our fundamental “freedom of thought, belief, opinion and expres-
sion, including freedom of the press and other media of communica-
tion,” as guaranteed by section 2(b) of the Canadian Charter of Rights
and Freedoms:*

The principle of open courts is inextricably tied to the rights
guaranteed by s. 2(b). Openness permits public access to infor-
mation about the courts, which in turn permits the public to
discuss and put forward opinions and criticisms of court prac-
tices and proceedings. While the freedom to express ideas and
opinions about the operation of the courts is clearly within the
ambit of the freedom guaranteed by s. 2(b), so too is the right of
members of the public to obtain information about the courts in
the first place.”

As explained by Dickson ] in Attorney General of Nova Scotia v
Maclntyre,*® this very important notion is the underlying reason
why transparency supersedes privacy when dealing with court
proceedings:

Many times it has been urged that the ‘privacy’ of litigants
requires that the public be excluded from court proceedings. It
is now well established, however, that covertness is the excep-
tion and openness the rule. Public confidence in the integrity of
the court system and understanding of the administration of
justice are thereby fostered. As a general rule the sensibilities
of the individuals involved are no basis for exclusion of the
public from judicial proceedings. The following comments of
Laurence J. in R. v. Wright, 8 TR. 293, are apposite and were cited
with approval by Duff J. in Gazette Printing Co. v. Shallow (1909),
41 S.C.R. 339 at p. 359:

Though the publication of such proceedings may be to the
disadvantage of the particular individual concerned, yet it is of
vast importance to the public that the proceedings of courts
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of justice should be universally known. The general advantage
to the country in having these proceedings made public more
than counterbalances the inconveniences to the private persons
whose conduct may be the subject of such proceedings.®

As to how this same principle is to be applied to court records,
Dickson J adds:

Undoubtedly every court has a supervisory and protecting power
over its own records. Access can be denied when the ends of justice
would be subverted by disclosure or the judicial documents might
be used for an improper purpose. The presumption, however, is
in favour of public access and the burden of contrary proof lies
upon the person who would deny the exercise of the right.>?

As it relates to eAccess to court records, the most important part of
the previous statement is that “the ends of justice would be subverted
by disclosure or the judicial documents might be used for an
improper purpose.” As we will now see, the fact that court docu-
ments might be used for an improper purpose is the true fear of those
who oppose eAccess® since it goes far beyond the open court prin-
ciple to facilitate access for “bail bondsmen, bank employees, title
search companies, the real estate community, journalists and apart-
ment managers to work more efficiently and dodge a trip to the
courthouse,”* therefore basically ignoring the fact that “[w]hen liti-
gants participate in the justice system, they do not waive their right
to privacy.”*®

The Rise and Fall of Practical Obscurity as a Means to Ensure Privacy
in a Public System

As stated above, there can be no doubt that eAccess is an effective
tool in addressing access to justice issues by providing efficient and
timely access for judges, parties, and litigators to court records. At
the same time, however, eAccess offers these same advantages to
others, including members of the general public and even commercial
entities that might have a financial interest in the information con-
tained in court files. This raises the question of who the open court
principle is actually benefitting, since it improves access not only for
those involved in a case, as well as members of the public and the
press who wish to “comment on the courts as an essential aspect of
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our democratic society,”*® but also for any curious third party who
wishes to view the information for reasons unrelated to “public
scrutiny of the courts.”¥” From a privacy standpoint, this is the aspect
of eAccess that is somewhat worrisome. After all, if anyone can view
the content of a court record or file, they could mine the personal
data found therein and use it in a manner that is contrary to a party’s
privacy expectations, which, although circumscribed, remain valid.*

That being said, eAccess is, in some ways, simply the continu-
ation of prior practice. It has long been agreed, as we have previously
demonstrated, that “[t]here is a strong presumption in favour of
public access to court records,”*’ and that said presumption “should
be displaced only with the greatest reluctance and only because of
considerations of very significant importance such as the protection
of the innocent.”*

However, because of practical obscurity (the idea that, although
public, data remains difficult to access),* the public aspect of court
documents and, most importantly, the private information they
contain, has remained more theoretical than factual.*> Access is lim-
ited because, with paper records, “[p]eople would have to drive to a
courthouse to see them.”*® Therefore, although in theory anyone could
go to the courthouse to look through boxes of evidence to access
this information, in practice, few make the effort.** In other words,
although court records are public, and therefore courts do not typi-
cally need to protect the personal data they contain under privacy
legislation such as the Personal Information Protection and Electronic
Documents Act*> (PIPEDA) or the Privacy Act,* the practical challenges
associated with accessing these records have, in effect, helped to
ensure the confidentiality of the private data provided by litigants.*”
However, as explained by Tom Wright, the former Information and
Privacy Commissioner of Ontario, back in 1996,

[iln a world of electronic information, “practical obscurity” is
no longer sufficient protection for publicly available personal
information since in reality, it no longer exists. Indeed, the avail-
ability of information electronically creates an urgent need to
address the overriding question — just how much is someone
else entitled to know about you?

Although this quote might seem outdated, its teachings remain
relevant since little has been done to truly address this issue in the
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past two decades. In fact, some provinces, such as Quebec, have yet
to adopt a policy regarding access to court records* even though,
as mentioned earlier, the Canadian Judicial Council proposed a
model policy back in 2005.%° In other words, it remains as true today
as it was in 1996 that, when court records constitute electronic docu-
ments,’! the barriers to access are rendered almost inconsequential.”
As a result, “nosy neighbours,” “possible predators,” and the like>
can quickly and easily access the personal data contained in court
documents, often from the comfort of their own homes. But intru-
sive individuals, although a cause for concern in some cases, do not
necessarily represent as important a risk as one might think.>* A
more valid source of worry, however, is that private organizations
such as data brokers, insurance companies, and banks could mine
court records® as they do websites that publish legal decisions® for
private data they could not otherwise obtain legally under PIPEDA
or provincial privacy legislation. In other words, since eAccess
makes court records “publicly available” in a way that was previ-
ously unimaginable, and since section 7 of PIPEDA allows for “an
organization [to] collect personal information without the knowl-
edge or consent of the individual” when the said information is
“publicly available” and specified by the regulations,” unrestricted
eAccess can become a legal loophole enabling the gathering of
private data from a second-hand source without an individual’s
consent, something that is technically forbidden by clause 4.3 of
Schedule 1 of PIPEDA.>® Obviously, in many cases, it will be difficult
for these organizations to establish that the personal data they col-
lected “relate[s] directly to the purpose for which the information
appears in the record or document,”*® which is necessary in order
to use, access, or share this data according to PIPEDA and its regula-
tions,®® as was pointed out by the Privacy Commissioner of Canada
in a 2012 finding.*!

However, it could be argued that such a finding is not sufficient
to limit abuse since data mining is difficult to monitor and current
punitive measures are considered by many to be ineffective.®> Once
again, this problem already exists in a paper-based court records
system, but practical obscurity makes it less intrusive since these
organizations do not have the resources to comb through boxes of
court records for every individual encounter. They do, however, have
the resources to click “find” in a search engine and wait a few nano-
seconds to get the data they would otherwise do without.®3
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The risks associated with these practices that, in many ways, stem
from the erosion of practical obscurity, have already arisen and been
well documented in other areas such as intellectual-property regis-
tries,®* assessment rolls,®® and case-law database websites.®® For exam-
ple, regarding the latter, where court decisions were once published in
books that were only available in law libraries and law firms, websites
such as CanLII¥ now publish these same decisions online. These freely
accessible sites therefore provide the aforementioned organizations
with access to information that would otherwise be considered private,
sometimes with disastrous results for individuals’ privacy rights.

For example, in its PIPEDA Report of Findings #2015-002,% the
Privacy Commissioner of Canada drew attention to the dealings of
Globez24h, a Romanian company that mines case-law websites and
republishes the decisions they contain under the guise of making
“law accessible for free on the internet.”®® However, where CanLlII
“prohibits external search engines from indexing the text and case
name of decisions published on its website”” to protect the privacy
rights of parties, Globe24h.com is fully referenced in no less than
twenty search engines, including Google.”! Globe24h’s business
practices have led to at least one claim of violation of privacy against
the Canadian court system and its agents, more specifically, against
Quebec’s Société québécoise d'information juridique (SOQUIJ).”?

As per the Act Respecting the Société québécoise d’information
juridique,”® SOQUIJ is a self-funded government agency tasked with
“the processing of legal data, in order to improve the quality of such
information and to make it more accessible to the general public.””*
As a part of this mission, SOQUIJ makes court decisions available
on its website,”® as well as to third-party legal-research sites such as
CanLlII, QuickLaw, and Westlaw.” In the aforementioned case, a prior
decision involving the plaintiff and containing some of his private
information” was copied off one of these sites and republished on
Globez2gh.com, making it available through Google. Although
SOQUIJ only did what both its constituting act and the Quebec Court
of Appeals require it to do (i.e., grant access to the decision) as the
official processor of legal data in Quebec, it was sued for not redact-
ing the plaintiff’s personal data (something it started doing five years
after the fact),”® therefore making it possible for Globe24h to publish
said data online. Although the case was ultimately thrown out for
failure to appear, it does emphasize the problems associated with
online access to court documents.

131



132

JUSTICE VALUES AND DIGITALIZATION

To limit the damages linked to this newfound access, judges
have changed the way they write their decisions so as to leave out
any unnecessary information that could impact a litigant’s (or third
party’s) privacy rights, and some editors such as SOQUIJ have chosen
to redact sensitive data that do not affect the reader’s understanding
of a given decision.” Certain jurisdictions have gone even further
and chosen to anonymize decisions to protect these rights.?
Regrettably, there does not seem to be an equally satisfactory solution
to protect privacy with regard to eAccess to motions, evidence, and
other documents that have been filed with the court since editing or
redacting these documents would affect their integrity, thereby
rendering them unusable (for motions or other pleadings) or inadmis-
sible (for evidence).®! Furthermore, as previously stated, PIPEDA—as
it is currently drafted—seems ill equipped to seriously curb com-
mercial data mining of electronic court documents.

Does this mean that eAccess should not be allowed since it facili-
tates the improper use of court documents, therefore destabilizing the
careful equilibrium between privacy and transparency? This would,
in our view, equate with throwing out the proverbial baby with the
bath water. If the fear is use of court documents for improper purposes,
the answer is not to abandon eAccess but, rather, to limit its use.

eAccess to Court Records: Re-establishing a Proper Balance
between Privacy and the Open Court Principle

In the first part of this paper, we established that the courts have stated
on numerous occasions that public access to court records takes pre-
cedence over a litigant’s right to privacy, therefore somewhat legitimiz-
ing the increased access afforded by eAccess. However, we also
underlined the fact that eAccess not only ensures that the open court
principle is respected; it also allows for third parties to exploit judicial
data in ways that go far beyond what said principle aimed at allowing,
therefore making all forms of private data contained in court records
available for corporate means or unscrupulous spying.®?

So how can the judiciary and/or a given department of justice
allow for the legitimate use of eAccess, therefore reinforcing the open
court principle, while curtailing abusive behaviour that leads to the
use of court documents for improper purposes? We believe the
answer lies in re-evaluating how we perceive privacy within a digital
environment in order to qualify it as a “social value of superordinate
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importance,” while finding new ways to deter illegitimate uses of
court data through technological means that could have similar
effects to those of practical obscurity.

Re-evaluating “Social Value of Superordinate Importance”

In order to discriminate as to which types of individuals can have
access to court records, the first question is to establish whether such
discrimination is even possible. As we stated earlier, the Supreme
Court seems to be unequivocal in its belief that privacy rights should
not impede access to court records:

While the social interest in protecting privacy is long standing,
its importance has only recently been recognized by Canadian
courts. Privacy does not appear to have been a significant factor in the
earlier cases which established the strong presumption in favour
of open courts. That approach has generally continued to this day
[...]*¥¥ (Emphasis added)

The day in question was March 29, 1996, a time when the Internet
had about 77 million active users,® and when download speeds were
of around 28,000 bits per second.® That context is quite different from
today’s, as reflected in current statistics (over 3 billion users® and
downloading speeds of 26 megabytes per second®). In fact, most
rulings made by the Supreme Court on this issue®®—the same rulings
that are used by proponents of untethered eAccess—predate the
internet and the dematerialization of data: innovations that have
made it easy for individuals and corporations to collect massive
amounts of private information while mining public documents.®
In this sense, court records accessible through eAccess could quickly
become another repository of big data to be exploited by third par-
ties,”® something that was unfathomable in 1996.

In light of this technological evolution (some would say “revolu-
tion”), should unrestricted eAccess to court records be allowed to
ensure that the rule of public accessibility is respected, or should it
be limited due to the private nature of the requested contents?
According to Dickson ] in AG of Nova Scotia v Maclntyre: “[t]he rule
should be one of public accessibility, to be departed from only if nec-
essary to protect [...] ‘social values of superordinate importance”*' (empha-
sis added), such as protection of the innocent. The question therefore
becomes that of establishing if, considering the current technological
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context, the protection of private data has become a “social value of
superordinate importance.” To put things differently, we need to
identify what the expectation of privacy of Canadian citizens is and
should be with regard to their private information once said informa-
tion is filed with the courts and made available electronically to third
parties. Thankfully, although no Canadian studies on this issue have
been published,’? anecdotal evidence does seem to support the posi-
tion that “the transition to electronic records requires that the whole
question of what personal information truly belongs on the public
record needs to be rethought.”® Here is an illustration:

Earlier this year the City of Victoria made assessment informa-
tion available on its internet web site. This lasted for one day at
which time the mayor shut down the web site. Why? The public
complained in large numbers that they didn’t like the fact that
anyone connected to the internet could have such ready access
to assessment information. Yet the exact information has been
and remains available on paper at city hall.

I believe this example amply demonstrates that the public
feels that it does make a difference when information which has
been publicly available in a paper-only world becomes available
electronically.

In my opinion, in order for government organizations to
determine what personal information should be publicly avail-
able electronically, a new test is needed — what I have heard
described as putting the information to the “Internet Challenge”.
This test would involve an assessment of how the public would
respond if the information was available on the internet where
quite literally anyone in the world would have access to it. If the
sense was that the public would respond negatively, the personal
information should not be made publicly available in identifiable
form in an electronic format.**

Although this “Internet Challenge” seems to fly in the face of the
open court principle, there is precedent that makes it possible to
qualify privacy as a social value of superordinate importance, there-
fore giving credence to such a litmus test:

Privacy is recognized in Canadian constitutional jurisprudence
as implicating liberty and security interests. In Dyment, the court



Privacy v. Transparency

stated that privacy is worthy of constitutional protection because
it is “grounded in man’s physical and moral autonomy,” is
“essential for the well-being of the individual,” and is “at the

heart of liberty in a modern state.”*®

These are strong arguments in favour of considering privacy as a
social value of superordinate importance which, when considered
against the backdrop of technological innovations and data mining,
make it difficult to claim that eAccess should be completely unteth-
ered, therefore justifying the implementation of ways to limit eAccess
through technological means. A parallel could also be drawn with
the recently recognized “right to be forgotten” under European law.
In Google Spain SL, Google Inc v Agencia Esparfiola de Proteccion de Datos
(AEPD), Mario Costeja Gonzilez,’® the Court of Justice of the European
Union established that information should not be made available
online if it “appears [...] to be inadequate, irrelevant or no longer
relevant, or excessive in relation to the purposes of the processing at
issue.”” Since the purpose in the case of eAccess to court records is
the aforementioned need for there to be “public scrutiny of the
courts,”?8 it could be said that eAccess to certain court documents
containing private data is excessive,” therefore justifying the applica-
tion of technical measures such as those imposed on Google and
other browsers (i.e., dereferencing certain types of documents).

Finding New Means to Ensure “Practical Obscurity”

The default reaction to the manner in which we should go about
restricting eAccess to court records seems to be that we should allow
only judges and officers of the court'®’ to access information at a
distance, while having all other individuals travel to a courthouse
or other controlled location to consult a dedicated terminal, therefore
ensuring that practical obscurity remains with regards to those who
would consult court records for improper purposes. This solution,
however, seems unsatisfactory for three reasons.

First, it creates an unfair advantage for litigants who are repre-
sented by an attorney, therefore going against the “equality of arms”
principle that is considered by some to be a pillar regarding access to
justice.l™ Even if the application of said principle within the Canadian
legal system is cause for debate, the fact remains that it seems unjust
for the courts themselves to allow one party unencumbered access to
court records, while limiting access to the opposing party.1®
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Second, practical obscurity also promotes uneven access for third
parties. As Marc-Aurele Racicot puts it, “Only those individuals or
organizations with unlimited time or resources, could easily and right-
fully access any locations to gather the data to build information banks
for their own purposes. If practical obscurity was an integral privacy
safeguard, it was a very poor one, and also very discriminatory.”1%4

Third, limiting eAccess to onsite consultations doesn’t really
take advantage of all that the technology has to offer and, therefore,
requires an important financial investment!® with very little return
where access to justice is concerned since, as described earlier, even
those who have a legitimate reason to consult court records will be
deterred by consultation schedules and travel costs.

Consequently, instead of limiting offsite access, limiting func-
tionalities seems like a more appropriate manner of addressing the
situation. This can be done through (1) technological means, or even
(2) through the use of intellectual-property legislation.

1. Privacy Through Limited Search Functions and Other Technological Means
The obvious starting point in controlling eAccess is identifying which
documents or, rather, which information should be made accessible.
As one author puts it:

The adjudicatory facts upon which a court relies to dispose of a
case or controversy according to the rule of law need never
include the specific, arbitrarily assigned street address of a
person’s home, the precise series of numerals composing his or
her telephone number, or the exact digits of his or her Social
Security number. That a person has a Social Security number
may be relevant to the just and rational disposition of a case, but
the specific number will not be. That a person resides along a
particular street or next to one of the parties may be relevant,
but the exact house number will not be. Similarly, the general
education that an individual might be expected to acquire from
the perusal of court records does not include committing to
memory the street addresses of fellow citizens, their Social
Security numbers, or their bank accounts. Accordingly, such
information should be omitted from publicly accessible court
records and documents, irrespective of their form or the public’s
method of accessing them.1%
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Second, it becomes important to assess what access entails. Does it
simply grant a right to view, or does it also grant a right to copy,
publish, broadcast, and such. Regarding this latter possibility, it seems
that access should not encompass the right to broadcast, at least not
during the trial: “No case has come to my attention in which a
Canadian appellate court has ruled that a media applicant is to have
unfettered access to an exhibit of this nature for copying purposes so
that it may broadcast the evidence during an ongoing jury trial.”1”

Furthermore, in criminal matters, access should always be
weighed against the accused’s right to a fair trial: “In this particular
case, dissemination to the public and public access to this material
in videotaped format can only serve to sensationalize the evidence
with the real possibility of an adverse impact on the accused’s fair
trial rights.”108

The previous quote also elicits another interesting question: does
access have to be given to the original version of a document (e.g., a
video recording), or is access to a transcript sufficient to meet the
“strong presumption in favour of public access to court records”?1%
According to one decision, a transcript would be sufficient when the
dissemination of footage could be prejudicial to the accused:

Having acknowledged that discretion, I caution myself that
publication of court exhibits in pictorial form must not disrupt
the proper and orderly discharge of this trial. Furthermore, the
accused’s right to a fair trial and the legitimate privacy rights of
any witness or even non-witness must be protected from undue
sensationalism. After all, written words tend to be more rational
and less evocative than pictures or film. Pictures and film often
evoke immediate visceral response whereas words generally
require reflection and assessment. The public seeing the pictures
or film lacks the calm serenity of a courtroom and the limiting
instruction the trial judge gives the jury as to the use to be made
of the pictorial exhibit.!

Of course, the previous examples all pertain to access during the pro-
ceedings, but what of the accessibility of these same documents after
the trial is over? Should access be allowed to ensure that the open
court principle is respected, or disallowed because of the sensational
nature of the requested contents? Actually, if it is agreed that the
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documents made available to the public after the proceedings do not
need to be originals'! or, rather, documents resulting from the transfer
of an original document,"? and that certain types of private data are
not deemed necessary to allow for “public scrutiny of the courts,”3
then there is a way to allow eAccess while protecting personal infor-
mation through the use of what Lawrence Lessig refers to as “Code,”™
that is, the architecture of the internet or, in the case at hand, eAccess
software. As one author puts it, Code “determines which people can
access which digital objects.... How such programming regulates
human interactions...depends on the choices made.”!>

In the case of eAccess, Code can be used to control access to a
document “by means of a restricted view technique”!® such as blank-
ing.” It could also be used to set constraints on consultation periods,
to block aggregation tools,® or to simply limit research functions
within certain types of documents.® After all, as pointed out by some
authors, access is only truly a problem when files and documents
are searchable:

Online, documents are not only easier to access — they are easier to
find. Access to paper records typically requires that one first iden-
tify the case number (or name) and the courthouse. Paper records
can be cross-indexed according to a (small) number of identifiers
(e.g., case number and case name), thus providing alternate means
of access. It is not possible, however, to index paper documents “on
the fly” according to different criteria, nor is it possible to index
paper documents according to specific aspects of content. Electronic
documents, however, can be identified virtually instantaneously
according to any number of criteria, and documents can be identi-
fied on the basis of content as well as “header” or traditional iden-
tifying information and specific case files could be identified on
the basis of partial information that does not include the traditional
identifiers of case name and/or case number.'’

That being said, not only can Code be used to curb such extensive
research functions,'?! it should. For example, in Quebec, section 24
of An Act to Establish a Legal Framework for Information Technology'*
states that

The use of extensive search functions in a technology-based
document containing personal information which is made public
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for a specific purpose must be restricted to that purpose. The
person responsible for access to the document must see to it that
appropriate technological means are in place to achieve that end.
The person may also set conditions for the use of such search
functions, in accordance with the criteria determined under

paragraph 2 of section 69.1%

Therefore, through the use of Code, it is possible to provide public
access to court records without having to answer the question “who
is the public?”'?* Of course, the public will not have access to all the
information contained in a court file, but it will have access to all
pertinent information to “comment on the courts as an essential
aspect of our democratic society.”!??

This will obviously require judges to enact rules as to which
information will be made available through eAccess so that clerks
can classify said information properly'* (something that should
be relatively quick if the eAccess software is programmed using
a legally driven approach such as the one developed by the
Cyberjustice Laboratory'?), but, as section 49 of the Quebec Code of
Civil Procedure'?® states, this remains within a judge’s purview:

The courts and judges, both in first instance and in appeal, have
all the powers necessary to exercise their jurisdiction.

They may, at any time and in all matters, even on their
own initiative, grant injunctions or issue orders to safeguard the
parties’ rights for the period and subject to the conditions they deter-
mine. As well, they may make such orders as are appropriate to
deal with situations for which no solution is provided by law.
(Emphasis added)

2. Privacy Through Intellectual Property Rights
To close out this section, we would like to mention a less-travelled route
than the “Code” argument that could become a hurdle to eAccess:
intellectual property rights. As is well established, court records will
almost certainly contain copyrighted materials.!? Therefore, parties
could theoretically object to their being accessible online through the
use of copyright laws,"*? even if the true purpose of such an objection
is the protection of their privacy or of that of a third party.

Granted, copyright laws were never designed to uphold privacy
rights, and there are exceptions within the Copyright Act®! as
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interpreted by the courts'® that allow for copyrighted material to be
made public when incorporated in court records, but these exceptions
do not necessarily cover eAccess. As quoted in Vallance v Gourlay-
Vallance,"® “government should not be in the business of publishing
public documents [...] government is simply required to make such
documents available.”’* However, by allowing for eAccess to court
documents, courts are not simply making copyright material available,
they are effectively communicating them to the public by telecommu-
nication, a right that is reserved to the copyright holder under section
3(1)(f) or the Copyright Act. As one author puts it, courts “have effectively
moved from repositories of documents to active publishers.”1%
Obviously, a party suing the courts for copyright violation
seems like a far-fetched idea, but it does raise a further argument to
deter third parties from gathering data through court records. For
example, Rule 2.504 of the 2015 California Rules of Court'* states that

The court must give notice of the following information to
members of the public accessing its records electronically, in any
manner it deems appropriate: [...]

(2) That copyright and other proprietary rights may apply to
information in a case file, absent an express grant of addi-
tional rights by the holder of the copyright or other propri-
etary right. This notice must advise the public that:

(A) Use of such information in a case file is permissible only
to the extent permitted by law or court order; and

(B) Any use inconsistent with proprietary rights is
prohibited.

Such a warning might be sufficient to deter certain members of the
public and, when joined with the proper technological barriers, may
yet make eAccess both efficient and protective of copyright and,
indirectly, privacy rights.

Furthermore, since section 29 of the Copyright Act allows for “[f]
air dealing for the purpose of research, private study, [and] educa-
tion”, and since “Lawyers carrying on the business of law for profit
are conducting research within the meaning of s. 29 of the
Copyright Act,”%¥ individuals who seek to consult such documents
to prepare their own cases could do so without fear of litigation.!*
The same principle would logically apply to members of the public
and the press who wish to “comment on the courts as an essential
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aspect of our democratic society,”® as section 29.2 of the Copyright
Act extends the fair dealing exception to news reporting. It should
finally be applicable to those who would require access for the pur-
pose of insuring “public scrutiny of the courts,”° which would logi-
cally fall under the exception of “[f]air dealing for the purpose of
criticism or review” as per section 29.1 of the Act. However, mining
these documents to gather marketable data would most likely fall
outside the fair dealing exception, as one could gather from Waldman
v Thomson Reuters Corporation,'! where a class action suit was filed
against the publisher for copying “court documents that have been
authored by lawyers and reproduces them on an electronic data base
and search and retrieval service known as ‘Litigator.””#> Although
the reach of a settlement in the case has ultimately prevented us from
obtaining a clear decision as to whether or not lawyers have a copy-
right in court documents,3 the class action authorization did, at the
very least, hint at such a possibility.

Conclusion

To conclude, even if one agrees that better access to justice should
remain the light that guides all decisions as to how our legal system
is to evolve, there is no certainty that such a goal can be reached
through facilitated eAccess to court records. As is often restated,
technology is not neutral™ and, therefore, eAccess software will
generate both positive and negative externalities. On the one hand,
it will make the legal system more transparent, but on the other, it
might very well discourage potential litigants from addressing the
courts for fear of exposing their lives to the public.*> Therefore,
eAccess could, if not properly curtailed, have the pernicious effect
of discouraging individuals from seeking justice or, rather, to forgo
the judicial system in favour of more private dispute resolution
mechanisms such as arbitration.®

Keeping this in mind, before allowing eAccess to court records,
the question, as with any other cyberjustice innovation, should not
be “what do we have to gain or lose from the process?”—the answer
to both questions seems obvious—but rather how to best use the tech-
nology in a way that corresponds to our fundamental legal princi-
ples.¥” Limiting the use of extensive search functions might be a way
to reach this end, as could restraining access to certain types of data
through advanced algorithms. However, one thing is certain: trying
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to recreate practical obscurity in an online environment is both
counterproductive and hopeless. As the Information and Privacy
Commissioner for British Columbia put it, “[t]he ease of paper-to-
electronic transformation suggests that the practical obscurity that
is often considered to be a feature of paper records is less meaningful
than many observers have contended.”™*® In other words, practical
obscurity is dead. Consequently, rather than trying to revive it, we
must find new ways of reaching the same ends: protecting privacy
while allowing for transparency. In some ways, technology is actu-
ally better suited to doing this than paper documents since “control-
ling access to a document by means of a restricted view technique,”
while impossible with paper documents, is not only feasible in an
online environment, it is also the law in many jurisdictions when
dealing with private or otherwise confidential information."’
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1 This paper was made possible by a grant from the Social Sciences and
Humanities Research Council of Canada.
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