CHAPTER IX

Stuck on the Agenda: Drawing
Lessons from the Stagnation of
“Lawful Access” Legislation in Canada

Christopher Parsons

oncerns surrounding government access to communications

data are not a new social problematic. Letter mail, the telegraph,
phone calls, and other technologically mediated forms of communi-
cation have routinely given rise to social privacy concerns.* And the
politics of such surveillance have often been explosive when new
technologies have been made subject to government interception
requirements, and even more explosive when it is found that govern-
ment has surreptitiously engaged in the surveillance of its citizens
without publicly declared legal authorities. At this point, proposed
legislative expansions of government agencies’ surveillance capaci-
ties in Western democracies often fall under the heading of “lawful
access” powers, which captures expansions of government agencies’
search and seizure, communications interception, and subscriber data
production powers. Governments routinely justify such expansions
as needed to catch up to contemporary criminal activities, to defray
or prosecute acute criminal activities, or to equalize law enforcement
authorities” powers across international jurisdictions.

Governments’ legislative attempts to expand state agencies’
lawful access powers are not always successful. The failures of suc-
cessive Canadian governments to pass such legislation is a case in
point. These failures are often the result of governmental indiffer-
ence and/or successful advocacy protesting expanded powers. This
chapter examines the Canadian failures in order to identify some
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political conditions that should be met if similar legislation is to be
successfully opposed in other jurisdictions.

The chapter begins by outlining how agenda setting operates
and the roles of different agendas, tactics, and framings. Next, it
turns to the Canadian case and identifies key actors, actions, and
stages of the lawful access debates. The agenda-setting literature lets
us identify and explain why opponents of the Canadian legislation
have been so effective in hindering its passage and what the future
holds for opposing similar legislative efforts in Canada. The final
section steps away from the Canadian case to suggest that there are
basic as well as additive general conditions that may precede suc-
cessful political opposition to newly formulated or revealed govern-
ment surveillance powers that focus on either domestic or signals
intelligence operations.

Agenda Setting and Expanded Policing Powers

Before analyzing the politics that drive Canadian lawful access
legislation it is helpful to turn to the agenda-setting literature to
understand why certain issues are more or less successful in being
placed on an agenda and then advanced to legislative action. Agendas
constitute broad collections of problems, issues, solutions, and causes
of problems that rise to the attention of the media, the public, and
policy makers. While agendas can be as formal as lists of bills before
a legislature or long-running news stories that have been planned
for some time, they can also include beliefs about the significance of
problems, about the need for particular solutions, or about the roles
of various actors to address a problem or implement a solution.
The media agenda “mediates between policy and public agen-
das, constructs the public agenda and seeks to influence policy
agendas.” This agenda is often important for amplifying, translating,
or linking issues that might be on the policy or public agendas. The
public agenda, in turn, refers to key issues that are in the minds of
the public generally, and typically accounts for no more than five to
seven items at a time?3 In contrast, the policy agenda is composed of
issues or items that the government of the day regards as its most
pressing; this agenda is often made manifest through the bills that
are on an Order Paper or issues being debated privately amongst
influential legislators. These bills, topics, or issues may be moved to
be implemented as law or withdrawn from the legislative process
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depending on whether the other two agendas also prioritize an issue
on the policy agenda or, alternately, if these agendas are not used to
stymie the passage of items on the policy agenda.

Of course, not all issues command similar degrees of impor-
tance, with importance often based on whether actors with high
degrees of public, political, or media capital have prioritized a given
issue. Events can arise, however, without the guidance of any par-
ticular actor or community; when a focusing event manifests even
well-capitalized actors may be limited in how they can control a
given issue’s ascendance on the media, public, and policy agendas. A
focusing event occurs suddenly and is “relatively rare, can be reasonably
defined as harmful or revealing the possibility of potentially greater future
harms, inflicts harms or suggests potential harms that are or could be con-
centrated on a definable geographic area or community of interest, and that
is known to policy makers and the public virtually simultaneously.* There
might, however, only be a “loose connection between the character
of the happenings and their becoming a key event. The fact that an
occurrence becomes a key event therefore still gives no information
as to why it became one.”> As a result, while high-capitalized actors
might have their own agendas disrupted by a focusing event, all
involved actors might struggle to successfully define the problem
and solution within the context of the focusing event and, for parties
that fear losing control of the agenda, such actors might try to use
the event to suppress the issue off relevant agendas.®

The power of focusing events is accentuated when associated
with a symbol or drawn into a pre-existing or rapidly developed nar-
rative: in such cases, these events are “more likely to be characterized
by high levels of support, high likelihood of action, and low freedom
of action than those that enter through ‘normal’ political processes.””
Moreover, events that are linked to symbols or narratives are more
likely to rise on all agendas, simultaneously, to the point where a
common consensus emerges amongst experts and non-experts alike
that “something must be done.”

More specifically, symbols operate as referents to deeply held
social or cultural roots, and by appealing to them actors try to clarify
how their framing of an issue resonates with the symbol. So, by link-
ing a policing or security issue to protecting innocent children, for
example, a set of assumptions and values (the right for children to be
protected, the appropriateness of stopping harm before it occurs, the
legitimacy of using force and surveillance to dilute or prevent such
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harms, and so on) can immediately come into play. Narratives can
complement the use or cooptation of symbols insofar as they paint
storylines of how to interpret a symbol, often in a reductive fashion.
So, to protect children, it is important for police to have the same
capabilities today as they did twenty or thirty years ago, such as
the ability to passively monitor for suspicious activity and stop and
ask for identification of parties who seem suspicious. Of course, in a
contemporary digital policing framework, that passive monitoring
might include abilities to be automatically notified by telecommuni-
cations service providers (TSPs) when the providers register a deviant
activity or action, and request for identification might include the
mandatory and warrantless receipt of subscriber information from
a TSP. Whereas proponents for such powers may play on the reduc-
tive logic of their arguments, opponents might spin a narrative that
captures the duplicity or falsity of such reductive stories or use of a
culturally significant symbol.

Of course, the means by which parties are more or less suc-
cessful in advancing their interests corresponds with their abilities
to place issues on institutional decisional agendas that are amenable
to specific actors’ identifications of problems, solutions, and mecha-
nisms of implementing solutions. Attempts to forum shop often enjoy
prominent placement in the agenda-setting process. Actors routinely
case their favoured forums as the most appropriate to take up a given
problem and identify a suitable solution. The decision of which forum
takes up an issue can be critically important when actors believe
that policy debates will be settled very differently based on which
adjudicator and accompanying institution comes to own the issue.®

As will become clear, the issue of expanding lawful access pow-
ers in Canada has followed a meandering road. Successive govern-
ments have taken up the issue, often with differing levels of interest
or commitment. Aligned communities, such as TSPs and civil liber-
ties groups, have fractured. Different narratives have been adopted
to try to justify implementing the legislation, and considerations of
these powers have escaped legislative institutions. And, somewhat
surprisingly, one majority federal government failed to pass lawful
access legislation when offered the opportunity to do so. In what
follows, I argue that lawful access has been stuck on the Canadian
policy agenda as a result of weak governments, strong opposition to
the legislation, and damaging consequences of framing events, and
that the Canadian situation provides insights for other jurisdictions
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where actors oppose the maintenance or expansion of novel govern-
ment surveillance powers.

Canada and Lawful Access on the Agenda

Successive Canadian governments sought to pass legislation to
extend domestic authorities’ access to telecommunications data.
These efforts began in earnest following Canada’s signing of the
Convention on Cybercrime in 23 November 2001. In brief, the conven-
tion was premised on the fact that criminal activities take place on,
and through, computer equipment and that signatory nations must
cooperate to detect, investigate, and prosecute criminal computer-
based activities. Part of the ratification process required national
governments to “create several offences, including unlawful intercep-
tion, access or interference with a computer system, computer-related
forgery and fraud, and offences relating to child pornography and
copyright.”

In addition, the Convention on Cybercrime required the expan-
sion of authorities” investigative powers. Several federal governments
have used these requirements to justify the following: requiring TSPs
to be able to intercept their subscribers’” communications; enabling
authorities to compel subscriber data from TSPs without a court
order; mandating the creation of new preservation and production
orders; potentially establishing a key escrow system for encrypted
communications; and authorizing government agencies to install
malware on location-aware devices such as smartphones and GPS
equipment.” In the wake of signing the convention, government
spokespersons suggested “that new communications technologies
and a deregulated telecommunications environment required some
serious legislative upgrading and modernization of electronic surveil-
lance rules... The expectation was that the legislation would follow
expeditiously, although there would be time for public and industry
consultation before a final draft was prepared.”* Ultimately, as a
result of federal elections and successful civil liberties opposition to
the legislation, along with businesses’ resistance, lawful access leg-
islation was not expeditiously made into law: it instead languished
on the Canadian agenda.

There were a series of moments when lawful access legislation
loomed large on public, media, and policy agendas simultaneously.
At other moments, the legislation was featured more prominently
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on only one or two of those agendas. In each case, however, a core
group of actors took part in the debates, with the actors tending to
assume similar (and often self-interested) roles. Throughout, actors
contested how the proposed powers would manifest as laws, as
technical demands, as costs on business, and as transformative to
policing practices.

The Actors

A community of governmental organizations advocated for expanded
lawful access powers, whereas civil liberties groups, along with some
federal opposition parties and privacy commissioners, opposed
the expansions. TSPs and academics joined civil liberties groups.
Together, these elite actors constituted the principal members of the
Canadian policy network that took up lawful access. In the case of
government actors, they were often also responsible for deciding on
whether, and if so how, lawful access powers would be instantiated
in policy or law. These actors also controlled the decisions as to which
government policy forums took up the issue of lawful access.

Government organizations that explicitly supported the
expanded powers include the federal governments that introduced
the legislation and members of Canada’s law enforcement commu-
nity. Successive governments asserted that the powers were needed
to protect Canadians from criminals and terrorists,” to identify and
prosecute pedophiles, to catch violent offenders,’# and to deal with
cyberbullying.’> As the rationale for the legislation shifted, parties
external to the government itself came onside, such as groups that
regarded the legislation as useful for preventing child pornography
or bullying.

Core groups that opposed the legislation included civil liberties
organizations, privacy commissioners, some academics, and (at dif-
fering points) TSPs. Civil liberties organizations included the British
Columbia Civil Liberties Association (BCCLA), British Columbia
Freedom of Information and Privacy Association (BC FIPA), Canadian
Centre for Policy Alternatives (CCPA), Samuelson-Glushko Canadian
Internet Policy and Public Interest Clinic (CIPPIC), Canadian Civil
Liberties Association (CCLA), and OpenMedia. Organizations with
a legal focus (e.g.,, BCCLA, CIPPIC, BC FIPA, CCLA) emphasized
legal rationales for why expansions of lawful access powers were
unnecessary, unlawful, or unconstitutional, often with accompanying
assertions that constitutional acceptability was the “lowest degree,”
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rather than “highest standard,” of civil liberties protection.”® Other
civil liberties groups, such as OpenMedia and CCPA, focused on
mobilizing popular support and disseminating specialized knowl-
edge produced by legally oriented groups and academics to a broader
generalist and policy-oriented public. Academics, in aggregate, wrote
extensively on the legal, technical, financial, and normative dimen-
sions of expanded law enforcement capabilities, with publications
linked to specific moments of the lawful access debates. Within
government itself, provincial and federal information and privacy
commissioners argued against the necessity and/or appropriateness
of powers proposed by governments of the day;7 the same was also
true of federal opposition parties.’

Canada’s TSPs played differing roles throughout the times that
lawful access arose on the agenda. These companies raised doubts
about the necessity of the powers, the reasonableness of businesses
shouldering the costs for expanded surveillance practices, the techni-
cal requirements needed to implement iterations of the legislation,
whether regulatory updates were to be preferred over legislative
actions, and the relative value of warrantless disclosure of subscriber
information.” The opposition to legislative measures on the basis of
cost was a high-emphasis point,>* and subtle or relatively secretive
attempts to implement some lawful access powers by way of regula-
tion (as opposed to legislation) resulted in prolific opposition.>*

Each time lawful access arose on the agenda, journalists inter-
mediated the discussions between the various actors. And each time
lawful access arose, there was extensive media coverage in all of the
flagship media organizations in Canada, as well as second- and third-
tier outlets. This coverage served as a means by which proponents
and opponents of the legislation evaluated the effectiveness of the
framing of the issue, each time the debate (re)arose.

Early Canadian Consultations and the Drawing of Battle Lines

Lawful access has arisen recurrently on the Canadian political land-
scape since the Convention on Cybercrime was signed. Two separate
consultations took place in 2002 and 2005 that brought “together a
diverse group of stakeholders with sometimes competing interests”
and, as the federal government stated, led to legislative proposals
that “were informed by the previous consultations, and represent
a balancing of the needs of law enforcement, industry and privacy
groups.”> The 2002 consultation received three hundred written
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comments and submissions concerning new lawful access pow-
ers, and these entries formed the basis for in-depth consultations
in 2005. Whereas the 2002 consultations saw a diverse and largely
representative set of stakeholders (industry, privacy advocates, law
enforcement, and others), the 2005 consultations were principally
held with members of industry, vendors, and law enforcement.
Following the conclusion of the consultations, the government intro-
duced the Modernization of Investigative Techniques Act (MITA) in 2005.
MITA included expanded access to subscriber number and name
information and required TSPs to make new services and products
interceptable by government agencies, in addition to new preserva-
tion and production orders. MITA ultimately failed to get past first
reading, with the minority government dissolved mere weeks after
introducing the legislation.?

In the short time it was on the Order Paper, government
attempted to frame the new powers in MITA as needed to “ensure
that criminals can no longer take advantage of new technologies to
hide their illegal activities from the law.”24 Moreover, the legislation
was proposed as needed to “reduce the ability of criminals, orga-
nized crime members and child pornographers to use sophisticated
technologies to carry out their activities undetected.”” Privacy advo-
cates maintained that it was unclear that the powers were genuinely
needed and, regardless, inadequate oversight was included in the
legislation — points that they expressed throughout their opposition
to the legislation.? Similarly, information and privacy commissioners
raised doubts about the need for and appropriateness of the legisla-
tion.?” Ultimately, however, MITA was short-lived and subordinated
to more pressing political issues of the day. Despite appearing on the
policy (as a bill), public, and media agendas, there was insufficient
time for actors to mobilize prolonged support for or opposition to
the legislation. Even its brief period on the Order Paper, however,
provided federal public servants sufficient data to recognize that the
public had been concerned about the proposed powers, and that the
public’s “underlying anxiety [was] heightened by the media and [by]
statements of privacy and civil liberties advocates.”?

While each of the mentioned episodes merited media attention,
with various actors assuming their usual roles, it was subsequent
introductions of the lawful access powers that saw concerted aligning
of media, public, and policy agenda-setting windows, to the effect
that actors were extensively invested in framing the issues linked to
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lawful access. Moreover, by this point, members of the civil liberties
community and industry had largely been split from operating as an
allied group; this began in 2005 with consultations where government
advanced proposals to defray industry concerns (i.e., ambiguity, cost,
legality). The result was to make civil liberties groups have to “work
harder” to influence lawful access debates.>

That requirement to work harder was made clearer in 2007,
when Public Safety Canada began another set of consultations that
initially excluded many members of the privacy and civil liberties
communities. Only after the consultation document was obtained
and subsequently publicized by an academic?® and then discussed
by the media3' did the minister of Public Safety, Stockwell Day,
establish a fuller consultation. This incident was a clear example of
the government attempting to quietly control an issue on the policy
agenda while keeping it off the public or media agendas so as to
advance negotiations. As soon as the issue exploded on the media
agenda, however, the minister was forced to expand the consulta-
tion and state that any proposed powers would be protective of
Canadians’ privacy rights; legislation would not “grant police the
power to get information from Internet companies without a war-
rant. That’s never been a proposal... It may make some investigations
more difficult, but our expectation is rights to our privacy are such
that we do not plan, nor will we have in place, something that would
allow the police to get that information.”>* In effect, government, law
enforcement, and industry ceased being the primary actors debating
the issue once it was on the media and public agendas. Participants
maintained familiar roles in the expanded consultations. It was the
minister’s statement and not the consultations themselves that played
a key rhetorical role when the government introduced subsequent
iterations of the legislation.

Legislation similar to MITA was introduced in June 2009 and
generated controversy between the actors invested in the issue.
Unlike subsequent efforts, however, the government was not forced
to retreat from its proposed legislation: instead, the lawful access
bills (C-46 and C-47) were referred to committee but never reviewed
because they died on the Order Paper when Parliament was pro-
rogued later that year. Ultimately, the battle lines between members
of the policy network had largely been drawn by the end of 2009, and
it was understood that successive governments would likely repeat
their attempts to pass lawful access legislation.
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Aggressive Campaigning and Policy Arena Segmentation

There have been three main explicit attempts to pass lawful access
laws since the battle lines were established. In 2010 a series of bills
were introduced (C-50, C-51, and C-52); in 2012 Bill C-30 was placed
on the Order Paper; and in 2013 the government tabled Bill C-13.
C-13 received royal assent in January 2015. The first set of bills
were justified by the minister of public safety on grounds that
they fit within the Conservative Party’s election mandate to “give
law enforcement and national security agencies up-to-date tools to
fight crime in today's high-tech telecommunications environment,”
that they were needed to “bring our laws into the 21st century and
provide police with the tools they need to do their job,” and that the
legislation struck “an appropriate balance between the investigative
powers used to protect public safety and the necessity to safeguard
the privacy of Canadians.”?> While the government maintained
that the legislation was balanced, it failed to frame the legislation
as a solution to a problem on the public or media agendas: instead,
opponents successfully framed the legislation as a problem in and
of itself.

Because iterations of the powers had been introduced, and dis-
cussed, previous to the 2010 legislation, there was ample pre-existing
knowledge about how they might function amongst opponents, the
media, and interested members of the public. Further, opponents
had been able to test lines in previous conflicts; as a result, oppo-
nents could rapidly engage in information politics, or the genera-
tion of “politically relevant information and to move it by the most
effective means to the place where it will have the most impact, at
the most critical time.”># Since opponents had courted relationships
with specific members of Parliament and the media, and within
well-mobilized civil liberties organizations, information could be
tactically dispensed as needed, often to the effect of upsetting gov-
ernment balancing statements or justifications for the legislation.
Opponents could also rely on accountability politics, where power-
ful agents were held to their previously uttered public statements.
Specifically, the former minister of public safety’s statement that
warrants would be required for information to be disclosed to state
authorities was leveraged because C-50, C-51, and C-52 lacked these
warranting requirements. While the lawful access legislation was
introduced to Parliament, the battle over it was predominantly fought
in the media, wherein opponents drew on their technical, legal, and



Stuck on the Agenda

political expertise to cast the bills in a negative light. Ultimately,
the government did not forge ahead and try to pass the legislation;
instead, they let it die by calling an election.

The subsequent version of the legislation, C-30, bore strong
resemblance to the previously introduced lawful access bills. First
given the short title, Lawful Access Act, it was renamed the Protecting
Children from Internet Predators Act immediately prior to being intro-
duced® Shortly after the bill’s introduction, the minister of public
safety, Vic Toews, asserted that opposition parliamentarians could
either “Stand with us [the government] or with the child pornogra-
phers.”3® The effect of this statement was overwhelmingly negative
from the government’s perspective: in his framing, the minister cast
well-regarded opponents, such as Canada’s privacy commissioners,
and any person who had concerns over the legislation, as support-
ive of child abuse. While the minister and government might have
believed that linking the legislation with combatting child abuse
would defuse opposition, the verbal framing of the legislation had
the exact opposite effect and functioned as a focusing event that acti-
vated the media and the public. Ultimately, the minister was forced
to apologize for his comment in the face of public pressure just two
days after introducing the legislation;?” this apology failed to relieve
the government of charges that it was smearing opponents.

A host of tactics were used to oppose C-30. Social media cam-
paigns explained why the legislation was a problem and mocked the
public safety minister3® Online petitions that indicated opposition to
the legislation were created by activist groups? and political parties
alike.#> Mailings that targeted Conservative Party ridings placed
pressure on members of the federal governing party.4* And academ-
ics and privacy commissioners continued to dispute the govern-
ment’s statements that the legislation was “privacy protective;” this
involved a range of well-reputed individuals taking complementary
positions and explaining their critiques in accessible language.4* In
aggregate, this collection of techniques generated politically rel-
evant information and disclosed it to the public at opportune times,
successfully took advantage of the minister’s initial comments as a
focusing event to spin a narrative that the government was smear-
ing opponents and inappropriately trying to wield the symbol of
child abuse, included accountability politics in the form of pointing
to past promises that warrants would be needed to access informa-
tion, and finally engaged in leverage politics. This latter kind of
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politics involved directing action “towards those who have power
in public or private organizations and who can effect change, by
imposing a sanction or threat of some manner,” and was manifest
in the mailings to select Conservative members of Parliament. The
combined result was that the media had a wide range of stories they
could run about critical analyses of the legislation, across a range
of media spaces.

The debates surrounding C-30 largely took place on the media
and public agendas, with the issue landing on those agendas after
legislation had been introduced. In reaction, C-30 ultimately was
slated to go straight to committee, where it might have been modi-
fied to mollify critics. This decision showed that the government
was deprioritizing the legislation on its own policy agenda. But
the federal government, perhaps in light of the public opposition
to the legislation, simultaneously moved to implement aspects of
the lawful access powers through another policy forum. During the
period of time that C-30 was on the Order Paper, Industry Canada
held a consultation about bidding on newly reclaimed wireless
spectrum. As part of this consultation, Industry Canada indicated
that changes to the Solicitor General’s Enforcement Standards (SGES) for
Lawful Interception of Telecommunications would soon be disclosed by
the Department of Public Safety. The SGES outlines how telecom-
munications companies must integrate interception technologies
into their networks as a condition of operating a licensed wireless
telecommunications service in Canada. At the same time, Industry
Canada proposed making all radio-based transmissions subject to
interception requirements, whereas previously only circuit-based
communications were subject to such requirements.

This proposal occurred largely outside of the minds of public
opponents to the C-30 legislation; the sole public advocacy group that
was involved in the consultation failed to raise either of the changes
as concerns. But an unexpected group arose to oppose the proposed
change: the TSPs, who would have to comply with the changes, if
approved. The industry group that represented most of the compa-
nies wrote that replacing “circuit switched telephony systems” with
“interconnected radio-based transmission facility for compensation”
“opens up several additional services to interception requirements,
including Internet services, and cable and broadcasting services.”4
The association also stated that any updates to the standards should
not incur a cost to the companies in its group, and that
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there has been no enabling legislation passed by Parliament that
would require such services be intercepted, and submits that it is
inappropriate for the Department to impose such requirements
via a COL [Condition of License] — particularly at a time when
the Government is engaged in a legislative process covering the
lawful access issue at a broader level. The COL should reflect
the legislative requirements that exist at the time the licences
are issued, and not be crafted in anticipation of legislative
requirements that may or may not be in force at some point in
the future.4

The carriers were not alone in questioning the changes in language
or proposed updates to the SGES. Documents obtained through the
Access to Information and Privacy Act reveal confusion within the gov-
ernment itself: officials at Public Safety Canada, which is responsible
for the SGES, believed that if wording in the SGES was modified,
then it would apply “more broadly and effectively,” though the
changes constituted “an interim measure until full implementation
of the [lawful access] legislation.”# It was agreed by officials that the
proposed changes to the SGES would not be revealed prior to the
700 MHz auction.#” Not all of the parties that rely on the SGES were
fully drawn into the private intergovernmental debate; a Canadian
Security Intelligence Services analyst ended up writing, “I would
like to know where this ‘exercise’ is going!!?? What is its overall pur-
pose...my understanding was that we were simply trying to get the
wording in the licensing regime change (& not changing the SGES
themselves.... do you really want us to re-examine all the standards,
etc; up date them to current requirements, [Redacted]?"%

Despite shifting lawful access to a new policy forum, and
despite the absence of typical opponents of expanded state surveil-
lance legislation (e.g., privacy commissioners or civil liberties advo-
cates and organizations), the government was forced to backtrack:
the changes would not expand the range or kinds of communica-
tions that had to be interceptable. Instead, the same kinds of com-
munications (e.g., text messages, faxes, and voice communications)
that were transmitted using radios would continue to be subject to
the historical intercept requirements.4 When the issue arose before
the media a year after the initial proposed terminological changes
to radio-based communications, the government asserted, “it never
actually had designs on vastly expanding surveillance.”> Further,
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based on documents released under Access to Information, it does
not appear that a substantive change to the SGES took place>* So,
the internal confusions and apparent failure to develop a common
policy agenda (away from public scrutiny), combined with opposi-
tion by TSPs, undermined these backchannel attempts to expand
surveillance powers.

Bill C-30 was withdrawn 11 February 2013. The justice minister
stated that though efforts to modernize the Criminal Code would con-
tinue, such modernizations would not contain “the warrantless man-
datory disclosure of basic subscriber information or the requirement
for telecommunications service providers to build intercept capability
within their systems...We’ve listened to the concerns of Canadians
who have been very clear on this and responding to that.”>* Lawful
access returned to the Canadian agenda shortly after the minister’s
statement, this time as Bill C-13. C-13 was introduced 20 November
2013 to crack down on cyberbullying. Casting about for a new sym-
bol, the federal government latched onto the very public suicides
of a pair of young women who had experienced systematic online
harassment that contributed to their committing suicide. Included
in the legislation were amendments to the Criminal Code that were
identical to those in previous lawful access legislation.

Opposition was mounted in response to C-13 and included
assertions that the federal government was strategically appropriat-
ing the deaths of a pair of young women for crass political purposes,’
that authorities did not need the expanded powers to have prosecuted
either of the cases’# and that the legislation contained clauses that
would increase the sharing of information between authorities and
telecommunications service providers.5 Privacy commissioners
warned that while the legislation was less problematic, it retained
items of concern;® similar statements also came from allied aca-
demics. Surprisingly, some victims’ advocates and family members
of victims of cyberbullying and associated crimes also came out to
question and sometimes oppose the legislation.5”

However, having removed the elements of the previous legisla-
tion that inflamed the public (warrantless disclosure of subscriber
information) and businesses (mandatory interception capabilities
within telecommunications networks for new services), as well as
by appealing to a powerful symbol that had captured media atten-
tion (the deaths of young girls), the government did not experience
the same vociferous resistance to C-13 as it had to C-30. The public,
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perhaps somewhat wearied and attentive to other issues, was not
popularly mobilized to resist the legislation. And the media, while
covering the issue, was similarly occupied with other privacy stories:
a slate of national security-related privacy issues had arisen to cap-
ture the media’s and public’s attention. The aggregate result was to
give the government an opportunity to pass its legislation so long as
the media and public agendas did not become so inflamed that the
legislation was forced off the policy agenda once again.

Canadian Surveillance Legislation in 2015 and Beyond

At the time of writing, the government has successfully passed its
lawful access legislation. Three events failed to disrupt this process.
First, national security leaks concerning state access to telecommu-
nications data could have placed the government on the defensive
and promoted a retraction of lawful access legislation were the
legislation to become associated with the activities described in the
leaks. Such associations were not strongly made, however, which
meant that lawful access quietly proceeded apace while civil society
advocates, members of Parliament, and the media focused instead
on revelations that Canada’s foreign signals intelligence agency, the
Communications Security Establishment (CSE), worked with its
closest partners to conduct both targeted and massive surveillance
operations.

Second, telecommunications companies have begun to disclose
the regularity, conditions upon, and number of Canadians that are
affected by state-agencies’” surveillance practices in transparency
reports. The reports reveal that, in aggregate, government agencies
request access to telecommunications data hundreds of thousands
of times per year’® Rather than primarily exciting attention around
C-13, however, the revelations were often framed in the context of
signals intelligence surveillance. Though the disclosed data could
have called into question whether domestic authorities needed the
powers given their existing capacities to compel, or request, data
from private companies, these kinds of questions were not promi-
nently raised on the public, policy, or media agendas. In effect, the
focus on the activities of the Communications Security Establishment
meant that advocates and academics alike did not use the transpar-
ency information to rhetorically combat C-13 on the media agenda
as much as they might have in years before.
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Third, questions put to government agencies by the federal
opposition led to revelations that Canadians’ personal information
is already routinely accessed by these agencies’® The Canadian
Border Services Agency, for example, made 18,729 requests for
telecommunications data, though other agencies such as the Royal
Canadian Mounted Police, Canadian Security Intelligence Service,
and Canadian Revenue agency were all less forthcoming.®® Though
parliamentarians used the information in the House of Commons
and in the media, the revelations were insufficient to force the gov-
ernment to deprioritize the issue on the policy agenda.

Opponents to the legislation had already prepared for its even-
tual passage; in 2012 a comprehensive legal analysis of proposed
lawful access powers was developed to explain why elements of the
lawful access bills were on questionable constitutional footing.** And
courts, including the Supreme Court of Canada, have asserted that
government agencies need a judicially authorized order to access
subscriber data;®> companies likely cannot disclose such data without
running afoul of the law, nor can authorities request it absent exigent
circumstances. A constitutional challenge was also launched to over-
turn parts of Canadian federal privacy legislation that prevents TSPs
from informing their customers when specific customers’ informa-
tion is disclosed to government institutions.® The result is that next
steps that are largely outside of the legislative agenda-setting process
can be, and are being, taken up by critics of the lawful access powers.

Drawing Lessons

After examining how lawful access became stuck on the Canada
policy agenda, we can identify some basic and additive conditions
that might precede successful political oppositions to expansions or
solidifications of government surveillance powers, be they targeted
toward domestic surveillance operations or signals intelligence opera-
tions. We can also identify how opposition to one form of government
surveillance, such as domestic lawful access legislation, can establish
a common network of actors who are well-coordinated to oppose to
other state surveillance activities.

Basic requirements begin with governments being responsive
and reactive to the public and media agendas. If the government
can unilaterally pass highly controversial legislation and is willing
to spend its political capital in doing so, then even if opponents are
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successful in negatively framing surveillance issues on the public
or media agendas, the framing might not affect the passage of the
legislation. The likelihood of a government being responsive to
changes on the media and public agendas will correspond with the
importance the government places on the surveillance powers and
the extent to which the government’s proposals can be taken up in
political forums. If the proposed legislative action is at the bottom
or towards the middle of the government’s policy agenda and can
be effectively challenged in legislative arenas, then opponents are
more likely to be able to force the issue down or off the agenda, as
compared to highly important issues that the government is willing
to invest with large sums of its political capital or that operate in
opaque or secretive corners of government.

When it comes to deeply secretive practices, such as the CSE’s
signals intelligence activities, there is heightened difficulty in oppos-
ing government policy because ministerial directives and other kinds
of policy guidance that authorize and direct the CSE’s activities are
largely inaccessible to the public. As a result, there are evidentiary
and policy difficulties in negatively framing the signals intelligence
activities because the precise nature of the CSE’s activities and ratio-
nales for them are off the public record. Absent whistle-blowers, it
is almost impossible to develop enough understanding of the intel-
ligence agencies and their practices to identify what should even be
negatively framed in the first place.

Whereas controversial surveillance legislation such as law-
ful access will open up space to debate the legislation’s merits or
flaws in the legislative assemblies, committees, and so forth, there
is not an equivalent space that is necessarily opened when debating
signals intelligence-related directives, which are developed within,
and authorized by, the executive branch of government. The result
is that finding a legislative space to even frame signals intelligence
activities on an ongoing basis can be difficult without a permanent
legislative-based intelligence committee. Compounding the difficul-
ties is the secrecy concerning how signals intelligence organizations
interpret their authorizing legislation and the classification of their
internal policy guidance documents. Even when privacy and civil
liberties groups force discussions of signals intelligence activities
onto the political agenda, the effectiveness of subsequent framing
may be unclear insofar as the actual consequence of the government’s
proposed amendments, or those accepted by the opposition parties,
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may not be understood by anyone other than members of the intel-
ligence community who already enjoy privileged interpretations
of existing legislative and policy frameworks. In effect, there is no
clear way for opponents of government surveillance practices to be
certain their efforts to restrain or modify signals intelligence agen-
cies’ practices will be successful. In fact, experience in the United
States, where attempts to restrict access to business records actually
led the National Security Agency to expand its domestic surveillance
operations, make it clear that passing laws meant to delimit such
surveillance may be interpreted around by the executive branch and
members of the intelligence community.%

Two other basic requirements must be met for opponents to
successfully set the agenda: there must be sufficiently empty (and
interested) media and public agendas. In the case of the former
agenda, the media is restricted in how many items are important
enough to be covered in any depth at a given time. For an issue to be
successfully framed, opponents must be able to either place a handful
of stories that are sufficiently explosive to capture the media’s and
public’s attention (and lead to shaping the policy agenda) or else enjoy
ongoing access to the media in order to provide negative framings for
weeks or months. In effect, the media must not be so entranced with
other issues that opponents cannot successfully capture the atten-
tion of the press. With regards to the public agenda, it is typically
capable of handling no more than nine items at a time. As a result,
opponents of expanded surveillance legislation must enjoy either a
suitably empty public agenda that is receptive to paying attention to
lawful access or, alternately, opponents must reveal information that
captures the public’s attention away from other issues it is already
attentive to. The media, effective appropriation of culturally resonant
symbols, or narratives that capture the public imagination can all
enhance the chances of opponents successfully placing their framing
of surveillance issues on the public’s agenda.

Signals intelligence-related surveillance issues can quickly
rise on a media agenda when and if a clear and explosive scandal
is revealed, and so long as the scandals do not routinely appear.
Since Edward Snowden’s revelations began to appear, some media
organizations have become weary of reporting on the stories, to the
point where even leading national security journalists may not read
or report on revelations that are part of their normal coverage area.
Similarly, the public can pay an incredible amount of attention to
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signals intelligence-related agenda items but are more likely to priori-
tize the general issue of signals intelligence when what is revealed is
new and shocking. The constant outpouring of Five Eyes documents,
and the technical and legal and policy knowledge required to fully
understand them, can make it challenging to explain the significance
of each document, which, in turn, reduces the likelihood that revela-
tions will surface on the public agenda. Moreover, a weariness takes
hold as stories are constantly written by the media and civil society,
such that they blend together. While each Snowden document may
reveal a new program, for the public the issue becomes less about
any one program and instead about broader kinds of questions: Are
the intelligence services accountable? Are the services overreach-
ing? Are they behaving inappropriately? After one to three months,
the public will have largely reached its conclusion about any given
issue on the agenda. As a result, while the ongoing revelations may
influence a minority of people who are attentive or sensitive to
intelligence-related issues, the public agenda writ large will likely
only shift following major new revelations with explosive discover-
ies that would challenge the public’s conclusions concerning the
intelligence services.

Beyond these basic conditions, at least two separate condi-
tions can enhance the likelihood of successfully opposing proposed
surveillance expansions. First, by revealing information or being
prepared to exploit an explosive event, opponents can either cre-
ate or (try to) control a focusing event. Governments often enjoy
routine opportunities to introduce, debate, and pass legislation.
Focusing events, either in the form of a minister’s poor choice of
words (i.e., breaking news) or reports and findings prepared by oppo-
nents, but not revealed, in advance of the introduction of legislation
(i-e., Access to Information documents that are kept in reserve, or legal
findings that are not disclosed until media attention is high) can
provide opponents with a way of reframing surveillance-authorizing
legislation as a problem in itself, instead of as a solution to a problem.
Similarly, planning to release op-eds or engage in public action fol-
lowing the release of an explosive signals intelligence revelation can
be an attempt to create, and use, a focusing event to the framers’ own
ends. Second, a diversified set of experts can enhance the likelihood
that proposed surveillance power is opposed. A blend of activists,
advocates, lawyers, scholars, and interested journalists are helpful
in registering repeated critiques of lawful access powers, mustering
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public support, and ensuring that editors or others media owners
can publish a wide range of critical articles about the powers. This
blend is especially important when analyzing highly technical or
nuanced documents, such as those released by Edward Snowden,
as few individuals will have a total understanding or awareness of
public information pertaining to signals intelligence practices, law,
or policy.

The presence of a diversified group of activists, advocates,
lawyers, scholars, and journalists is also essential for continually
highlighting and opposing the legitimization of surveillance activi-
ties as they (re)arise over the course of successive legislative sessions.
In Canada, a group formed organically out of opposition to lawful
access. Though its attention was swayed from lawful access through
the course of C-13 as national security revelations linked to Edward
Snowden’s disclosures become public, the group as a whole was
swayed; its membership did not fragment and attend to unrelated
issues. And many of the actors of the group have played normal
roles and assumed typical positions in their advocacy, which is the
result of having worked together throughout the contests over lawful
access. Some of this collaboration has been demonstrated in public
coverage of Canada-related Snowden disclosures, with lawyers pro-
viding legal analysis of documents, technologists providing analyses
of how the surveillance practices are designed and operated, policy
analysts noting how the CSE’s activities either fit into or seemingly
run counter to the National Defence Act or Charter rights, and civil
liberties groups launching challenges to the government’s domestic
surveillance practices.

Whereas opposition to lawful access revolved around demysti-
fying and critiquing the legislation — to prevent the law from coming
into being — opposition to signals intelligence practices involved
ascertaining what activities were being conducted, how they were
carried out, who they affected, and how the activities fit with publicly
available legislation and policy documents. The opposition to signals
intelligence activities had at least two goals: to understand the state of
practices and to subsequently push back against practices that were
seen as inappropriately intruding upon the rights of those affected.
As of early 2015, there were few legislative victories beyond a handful
of members of the Canadian Parliament and Senate critiquing exist-
ing practices, and it remained to be seen whether the courts or the
legislature would (or could) operate as a way to effectively challenge
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the CSE’s practices. Nevertheless, the opposition that was mustered
depended on previously established close working relationships born
of critiquing domestic lawful access legislation and the experiences
of how to work in concert with one another. The actual effectiveness
of that opposition, however, remained to be seen.

Ultimately, for opponents of surveillance powers to successfully
frame the issue according to their interests, a government must be
responsive to competing agendas, not highly prioritize the surveil-
lance authorizations amongst its broader legislative agenda, and pub-
lic and media agendas must be receptive to, and capable of receiving,
negative framings of surveillance. If these basic conditions are not
met, then focusing events or effective uses of symbols or narratives
on the parts of diversified expert opponents might be insufficient
to dissuade strong governments from legislating expanded lawful
access powers. And all of these efforts are even more challenging
when opposing signals intelligence-related issues given the secrecy
of the practices, the secret interpretations of law, and the challenge
in maintaining media and public interest in the kind of technically
and politically complicated processes that signals intelligence agen-
cies are involved in.

The diversity of groups opposing state surveillance practices
is perhaps most important when the groups are unsuccessful in
framing a proposed surveillance authorization as inappropriate or
unneeded. Efforts to prevent the passage of legislation or inhibit
newly revealed signals intelligence operations can represent just the
first step of a much longer campaign, as legal challenges against the
newly authorized surveillance powers are mounted, as new political
parties with different priorities enter office, or as new technologies
that operate outside the expanded powers are created and deployed
to counter government-authorized surveillance capabilities. Policy
problems, solutions, and framings will continue to circulate even as
court proceedings are ongoing, thus giving perpetual hope to oppo-
nents of government surveillance activities that their interpretations
of these activities will eventually be taken up by either the courts or
in one policy forum or another.
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