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Introduction

Months of surveillance-related leaks from US whistle-blower
Edward Snowden have fuelled an international debate over 

privacy, spying, and Internet surveillance. The leaks have painted a 
picture of ubiquitous surveillance that captures “all the signals all 
the time,” sweeping up billions of phone calls, texts, e-mails, and 
Internet activity with dragnet-style efficiency.

In the United States, the issue has emerged as a political concern, 
leading to promises from US President Barack Obama to more care-
fully circumscribe the scope of US surveillance programs.1 Moreover, 
US telecom and Internet companies have also responded to political 
and customer pressure. Verizon2 and AT&T,3 two US telecom giants, 
have begun issuing regular transparency reports on the number of law 
enforcement requests they receive for customer information. The tele-
com transparency reports come following a similar trend from leading 
Internet companies such as Google, Twitter, Microsoft, and Facebook. 

While the United States gradually grapples with the Snowden 
fallout, the Canadian response has been muted at best. Canadian gov-
ernment officials have said little about Canadian surveillance activities, 
despite revelations of spying activities in Brazil, capturing millions of 
Internet downloads daily, surveillance of airport wireless networks, 
cooperation with foreign intelligence agencies,4 a federal court decision 
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that criticized Canada’s intelligence agencies for misleading the court, 
and a domestic metadata program  that remains largely shrouded 
in secrecy. Canadian telecom companies such as Rogers and Telus5 
reluctantly followed their US counterparts in issuing transparency 
reports in 2014,6 though Bell (the largest provider) remains a holdout 
and reports indicate that government officials expressed concern about 
any public reporting.7 In fact, the Canadian government seems to have 
moved in the opposite direction, by adopting a lower threshold for 
warrants seeking metadata than is required for standard warrants in 
Bill C-13, a cyberbullying and lawful access bill that passed the House 
of Commons in October 2014.8 Further, in January 2015, the government 
introduced Bill C-51, the Anti-Terrorism Act, 2015, which greatly expands 
information sharing between Communications Security Establishment 
(CSE), Canadian Security Intelligence Service (CSIS), and fifteen other 
government departments and agencies.9

As the leaks continue — journalist Glenn Greenwald has 
indicated that there is more Canadian-related information forth
coming10 — Canadians are likely to demand greater transparency 
and accountability about government surveillance activities.11 Should 
the issue emerge as a political liability, the question that this chapter 
examines is where the emphasis should lie. It argues that while the 
instinctive response may be to focus on improved oversight and 
accountability mechanisms,12 the bigger challenge will be to address 
the substantive shortcomings of the current Canadian legal frame-
work. Indeed, improved oversight without addressing the limitations 
within current law threatens to leave many of the core problems in 
place. In short, watching the watchers is not enough.

Background

The US role in global surveillance has unsurprisingly captured the 
lion’s share of attention, yet Canada’s participation — both as a mem-
ber of the “Five Eyes” group of countries that includes the United 
States, the United Kingdom, Australia, and New Zealand, and as a 
country with an an active domestic and international surveillance 
program — merits closer examination.13 Several statutes govern the 
scope of Canadian activities. 

The National Defence Act governs the Canadian Security 
Establishment (CSE), which operates Canada’s signals intelligence 
activities.14 It limits the CSE mandate to the following three activities: 
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(a) to acquire and use information from the global informa-
tion infrastructure for the purpose of providing foreign
intelligence, in accordance with Government of Canada
intelligence priorities;

(b) to provide advice, guidance and services to help ensure
the protection of electronic information and of informa-
tion infrastructures of importance to the Government of
Canada; and

(c) to provide technical and operational assistance to federal
law enforcement and security agencies in the performance
of their lawful duties.15

This mandate was developed in the aftermath of the 11 September 
2001 attacks in the United States. The Act further restricts the activi-
ties carried out under parts (a) and (b) by stating that they

(a) shall not be directed at Canadians or any person in Canada;
and

(b) shall be subject to measures to protect the privacy of
Canadians in the use and retention of intercepted
information.16

The CSE commissioner has characterized the limitations on parts (a) 
and (b) of the CSE mandate in the following manner:

CSEC [CSE] is prohibited from directing its foreign signals 
intelligence collection and IT security activities at Canadians, 
regardless of their location anywhere in the world, or at any 
person in Canada, regardless of their nationality;
In conducting these activities, CSEC may unintentionally inter-
cept a communication that originates or terminates in Canada 
in which the originator has a reasonable expectation of pri-
vacy, which is a "private communication" as defined by the 
Criminal Code. CSEC may use and retain a private commu-
nication obtained this way but only if it is essential to either 
international affairs, defence or security, or to identify, isolate 
or prevent harm to Government of Canada computer systems 
or networks; and
To provide a formal framework for the unintentional intercep-
tion of private communications while conducting foreign signals 
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intelligence collection or IT security activities, the National 
Defence Act requires express authorization by the Minister of 
National Defence. These are known as ministerial authoriza-
tions. The Minister may authorize the activities once he or she 
is satisfied that specific conditions provided for in the Act have 
been met, which includes assurances of how such unintentional 
interceptions of private communications would be handled 
should they arise.17 

The government has unsurprisingly defended CSE and consistently 
claimed that its activities are compliant with the law. In seeking 
to assure Canadians that there are appropriate safeguards, Justice 
Minister Peter MacKay told the House of Commons in 2013, “This 
program is specifically prohibited from looking at the information 
of Canadians. This program is very much directed at activities out-
side the country, foreign threats, in fact. There is rigorous oversight. 
There is legislation in place that specifically dictates what can and 
cannot be examined.”18 

When asked specifically about the Snowden leaks and the rev-
elations of US surveillance programs, MacKay responded

I would point him, again, to the fact that CSE does not target 
the communications of Canadians. This is foreign intelligence. 
This is something that has been happening for years. In fact, as 
I said, the commissioner highlighted that the “activities were 
authorized and carried out in accordance with the law, ministe-
rial requirements, and CSEC's policies and procedures.19

Notwithstanding the minister’s assurances, there have been mount-
ing calls for greater oversight and accountability in response to the 
Snowden revelations and Canada’s participation in global surveil-
lance activities. Those calls increased following the introduction of 
Bill C-51, which expanded CSIS powers without enhancing related 
oversight.20 There is a CSE commissioner who issues annual reports 
and has been increasingly vocal about his oversight role.21 Yet, 
despite the existence of an independent commissioner, many believe 
that more is needed. For example, University of Toronto professor 
Ron Deibert has argued that “The Canadian checks and balances 
just aren’t there. We have no parliamentary oversight of CSEC, no 
adequate independent entity to watch the watchers and act as a 
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constraint on misbehaviour. It just doesn’t exist now.”22 Deibert’s 
view is widely shared, with many experts (including some in this 
volume) pointing to the need for more robust review and oversight 
to provide Canadians with better assurances that the operation of 
surveillance programs are compliant with the law. 

In fact, there have been repeated attempts at improving over-
sight, with particular attention paid to the role of parliamentarians.23 
In 2005, Bill C-81, An Act to Establish the National Security Committee 
of Parliamentarians, was introduced in the House of Commons.24 The 
bill, which did not proceed past first reading, would have established 
new oversight powers for a committee comprised of members of 
Parliament. More recently, Liberal MP Wayne Easter sought to revive 
the bill in Bill C-551, a private members’ bill.25 In June 2014, Liberal 
MP Joyce Murray introduced Bill C-622, a CSE accountability and 
transparency bill.26

Oversight and accountability are certainly crucial issues and 
efforts to enhance the current model, which relies heavily on the 
CSE commissioner, should be pursued vigorously. However, the 
danger with focusing chiefly on stronger oversight is that the statu-
tory framework governing CSE necessarily limits the review. In other 
words, reviews of agencies governed by laws that may permit privacy-
invasive activities or that fail to establish a suitable level of oversight 
in order to engage in certain activities is doomed from the start. 

Even if the CSE commissioner were fully empowered to review 
and publicly document concerns associated with CSE (which some 
critics doubt), substantive concerns within the legal framework 
might still go unaddressed. Therefore, this chapter argues that 
improved oversight without legal reforms is unlikely to address the 
broader public concerns about lawful surveillance activities that may 
extend beyond public expectations about the privacy of network 
communications.

Substantive Concerns With the Current Legal Framework

Metadata
The legality of surveillance programs that capture metadata sits at 
the heart of much of the legal debate in both the United States and 
Canada. Metadata — data about data — is information that is auto-
matically generated by the use of communications devices and ser-
vices such as cellphones, Internet browsing, and text messaging. The 
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metadata may include information on the time of the communication, 
the parties to the communication, the devices used to communicate, 
and the location of the communication.27 

In the United States, the NSA inspector general under the 
Clinton administration concluded in 1999 that searching telephone 
metadata constituted unauthorized surveillance:

NSA proposed that it would perform contact chaining on meta-
data it had collected. Analysts would chain through masked 
U.S. telephone numbers to discover foreign connections to 
those numbers, without specifying, even for analysts, the U.S. 
number involved. In December 1999, the Department of Justice 
(DoJ), Office of intelligence Policy Review (OIPR) told NSA that 
the proposal fell within one of the FISA definitions of electronic 
surveillance and, therefore, was not permissible when applied 
to metadata associated with presumed U.S. persons (i.e., U.S. 
telephone numbers not approved for targeting by the FISC).28

Yet, in the aftermath of the September 11 attacks, the US approach to 
the question changed.29 The United States began to collect metadata, 
with the Foreign Intelligence Surveillance Court (FISC) ordering 
telecom companies in 2006 to provide the NSA with “comprehensive 
communications routing information, including but not limited to 
session identifying information (e.g., originating and terminating 
telephone number, communications device identifier, and so forth), 
trunk identifier, and time and duration of call.”30 The legality of the 
US program has been the subject of conflicting court decisions and 
seems likely to be headed to the US Supreme Court.

While details on the Canadian metadata programs remain 
secret, there is little doubt that Canadian intelligence agencies are 
engaged in capturing metadata, much like their US counterparts.31 
The Globe and Mail reported in 2013 that a secret Canadian metadata 
surveillance program was first launched in 2005 under then-Prime 
Minister Paul Martin by Defence Minister Bill Graham, only to be 
stopped in 2008 amid privacy concerns. The program was restarted 
in 2011 with new rules.32 The details of the program have never been 
publicly disclosed and the legal questions about the privacy protec-
tions granted to metadata collection remain unanswered.

There is reason to believe that CSE believes that metadata is 
not subject to the privacy protections accorded to content. In 2007, 
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then-CSE chief John Adams told the Standing Senate Committee on 
National Security and Defence, “What is your interpretation of inter-
cept, if I were to ask? If you asked me, it would be if I heard someone 
talking to someone else or if I read someone’s writing. An intercept 
would not be to look on the outside of the envelope. That is not an 
intercept to me.”33 The reference to “outside of the envelope” would 
appear to be a reference to metadata.

Assurances that metadata surveillance is less invasive than 
tracking the content of telephone calls or Internet usage also ring 
hollow. Metadata can include geolocation information, call duration, 
call participants, and Internet protocol addresses. While officials sug-
gest that this information is not sensitive, there are many studies that 
have concluded otherwise. These studies have found that metadata 
alone can be used to identify specific persons, reveal locational data, 
or even disclose important medical and business information. 

For example, a Stanford study found that researchers could pre-
dict romantic relationships automatically using only phone metadata, 
while an MIT study that examined months of anonymized cellphone 
data and found that only four data points were needed to identify 
a specific person 95 per cent of the time.34 Other studies have found 
that sexual identity can be guessed based on Facebook metadata.35 

Canadian privacy commissioners have also highlighted the 
privacy implications of metadata and information that is not typically 
classified as “content.” The Privacy Commissioner of Canada released 
a report on the privacy value of IP addresses in 2012, noting that one 
data point could lead to information on website habits that includes 
sites on sexual preferences.36 Former Ontario Privacy Commissioner 
Ann Cavoukian has issued a primer on metadata that finds that it 
may be more revealing than content.37

The Supreme Court of Canada echoed similar concerns with 
privacy and metadata in R. v. Vu. The court specifically discussed 
the privacy importance of computer-generated metadata, noting that

most browsers used to surf the Internet are programmed to 
automatically retain information about the websites the user has 
visited in recent weeks and the search terms that were employed 
to access those websites. Ordinarily, this information can help 
a user retrace his or her cybernetic steps. In the context of a 
criminal investigation, however, it can also enable investigators 
to access intimate details about a user’s interests, habits, and 
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identity, drawing on a record that the user created unwittingly: 
O. S. Kerr, “Searches and Seizures in a Digital World” (2005), 
119 Harv. L. Rev. 531, at pp. 542–43. This kind of information 
has no analogue in the physical world in which other types of 
receptacles are found.38

In fact, even CSE apparently acknowledged in 2008 that “bulk, 
unselected metadata presents too high a risk to share with second 
parties at this time, because of the requirement to ensure that the 
identities of Canadians or persons in Canada are minimised, but 
re-evaluation of this stance is ongoing.”39 

This position is consistent with US expert positions on the 
value of metadata. General Michael Hayden, former director of the 
NSA and the CIA has stated, “we kill people based on metadata.”40 
Stewart Baker, former NSA general counsel, has said, “metadata 
absolutely tells you everything about somebody’s life. If you have 
enough metadata, you don’t really need content.”41

A recent US court brief signed by some of the world’s leading 
computer experts notes

Telephony metadata reveals private and sensitive information 
about people. 
It can reveal political affiliation, religious practices, and people’s 
most intimate associations. It reveals who calls a suicide pre-
vention hotline and who calls their elected official; who calls 
the local Tea Party office and who calls Planned Parenthood. 
The aggregation of telephony metadata — about a single person 
over time, about groups of people, or with other datasets — only 
intensifies the sensitivity of the information.42

Despite the studies on the implications of metadata, the Canadian 
legal framework downplays the privacy import of such informa-
tion.43 As noted above, government officials have dismissed meta-
data collection as relatively insignificant when questioned about 
the practice.

In fact, the government recently created a specific warrant for 
law enforcement designed to obtain metadata with a lower threshold 
than that used for other sensitive information, such as content. Bill 
C-13, the lawful access/cyberbullying bill which took effect in March 
2015, establishes a definition for transmission data as data that:
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(a) relates to the telecommunication functions of dialling, rout-
ing, addressing or signalling;  (b) is transmitted to identify,
activate or configure a device, including a computer program
as defined in subsection 342.1(2), in order to establish or main-
tain access to a telecommunication service for the purpose of
enabling a communication, or is generated during the creation,
transmission or reception of a communication and identifies or
purports to identify the type, direction, date, time, duration,
size, origin, destination or termination of the communica-
tion;  (c) does not reveal the substance, meaning or purpose of
the communication.44

The bill created a new warrant that allows a judge to order the dis
closure of transmission data where there are reasonable grounds to 
suspect that an offence has been or will be committed, the identifi-
cation of a device or person involved in the transmission will assist 
in an investigation, or will help identify a person. The government 
relied on the fact that this is a warrant with court oversight to sup-
port the claim that Canadians should not be concerned by this 
provision. Yet the reality is that there is reason for concern, as the 
implications of treating metadata as having a low privacy value is 
enormously troubling. Given the level of privacy interest with meta-
data, many argued that the higher, “reasonable grounds to believe” 
standard should have been adopted in the Bill C-13 transmission data 
warrant provision.45 The government rejected those submissions and 
passed the bill in the House of Commons in October 2014.

Without addressing the privacy implications of metadata, 
reforms to the accountability mechanisms built into Canada’s surveil-
lance frameworks are destined to fall short. The Canadian approach 
to metadata reflects an outdated perspective that minimizes its pri-
vacy importance. Those views have played a crucial role in increas-
ing the collection of metadata, while simultaneously adopting lower 
standards of legal safeguards over its collection and use. With a 
broad-based ministerial authorization on metadata collection seem-
ingly establishing few limits, the metadata program now represents 
one of the most significant privacy-related concerns with Canadian 
surveillance practices.

The solution must therefore lie in developing policies that bet-
ter reflect the privacy implications of metadata collection. A public 
review of the metadata authorization is long overdue, accompanied 
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by a closer examination of potential limitations and oversight that 
can be adopted as part of any bulk metadata collection program. 
Moreover, the use of lower warrant thresholds for metadata collection 
(referred to in the legislation as transmission data) should be revisited 
with standards adopted that recognize the privacy equivalency of 
the metadata of a communication and the content of the communica-
tion itself. Absent a significant overhaul of the Canadian approach to 
metadata collection, improved oversight of surveillance activities will 
only guarantee that reviews are unable to fully address the privacy 
implications of the Canadian legal framework.

The Blurring of Jurisdiction
One of the most important distinctions within the current CSE legal 
framework is the stipulation that foreign intelligence activities “shall 
not be directed at Canadians or any person in Canada.” The distinc-
tion between foreign collection of information (which is permitted by 
the statute) and domestic collection (which is not) is regularly cited 
as a clear line of demarcation between legal and illegal surveillance 
activities.46 Indeed, CSE’s own explanation of its activities states

CSE’s mandate involves the collection of foreign signals intelli-
gence and the protection of the computer systems and networks 
of the Government of Canada from mischief, unauthorized use 
and interference. When fulfilling either of these mandates, CSE 
does not direct its activities at Canadians, Canadians abroad or 
any persons in Canada. In fact, CSE is prohibited by law from 
directing its activities at Canadians anywhere or at anyone in 
Canada.47

Yet, despite the repeated assurances, the commingling of data 
through integrated communications networks and “borderless” 
Internet services residing on servers around the world suggests 
that distinguishing between Canadian and foreign data seems like 
an outdated and increasingly impossible task. In the current com-
munications environment, tracking Canadians seems inevitable 
and makes claims that such domestic surveillance is “inadvertent” 
increasingly implausible.

The extensive US surveillance programs appear to capture just 
about all communications: everything that enters or exits the United 
States, anything involving a non-US participant, and anything that 
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travels through undersea cables. This would seem to leave Canadian 
cellphone and Internet users at a similar risk of surveillance regard-
less of the nationality of the carrier and suggests that Canadian 
companies may be facilitating surveillance of their customers by 
failing to adopt safeguards that render it more difficult for foreign 
agencies to access data.

For example, both Bell and Rogers link their e‑mail systems for 
residential customers to US giants: Bell is linked to Microsoft and 
Rogers is linked to Yahoo. In both cases, the inclusion of a US e‑mail 
service provider may allow for US surveillance of Canadian e‑mail 
activity. While the Canadian privacy commissioner previously dis-
missed concerns associated with using US e‑mail providers on the 
grounds that Canada had similar security laws,48 the new surveil-
lance revelations suggest that a re-examination of that conclusion 
may be warranted.

As further analyzed in Clement and Obar’s chapter, the issue of 
avoiding US routing is particularly important, since even Canadian 
domestic communications that travel from one Canadian location 
to another may still transit through the United States and thus be 
captured by US surveillance. Despite these risks, Bell requires other 
Canadian Internet providers to exchange Internet traffic outside the 
country at US exchange points, ensuring that the data is potentially 
subject to US surveillance. In fact, some estimate that 90 per cent of 
Canadian communications traffic transits through the United States.49 
Moreover, with the regular surveillance demands for the e‑mail traf-
fic that passes through Blackberry’s Waterloo-based servers and the 
likely interception of communications traffic through several undersea 
cables that enter Canada, there is little doubt that Canadian Internet 
and phone use is subject to significant US surveillance activity.50 

While the current surveillance statutes may have been devel-
oped in a world where geography mattered, the communications 
borders have been largely blurred, leaving a North American com-
munications network that has little regard for national boundaries. 
Canadian law is therefore increasingly unable to provide credible 
assurances about the limits of domestic collection.

Given the global nature of the surveillance activities and the 
likely commingling of Canadian data (even in instances where CSE 
activities are not directed toward the country or Canadians), revis-
iting the jurisdictional issues associated with CSE is essential. As 
with the need for a review of metadata collection that better reflects 
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current technologies, an examination of the jurisdictional limits of 
CSE activities premised on modern communications networks is 
needed. The Canadian government may determine that the jurisdic-
tional limits on CSE should be revisited and expanded. In such a case, 
the statute should better reflect those limits, rather than maintain-
ing the fiction that CSE surveillance can be neatly divided between 
domestic and foreign-based activities. 

Data and Intelligence Information Sharing
Data and intelligence information sharing is an important part of 
modern intelligence activities. Indeed, the prospect that US surveil-
lance becomes a key source for Canadian agencies, while Canadian 
surveillance supports US agencies, does not strike anyone as par-
ticularly far-fetched. Wayne Easter, a former government minister 
with responsibility for CSIS, has said that such sharing is common.51 
In other words, relying on the domestic–foreign distinction is neces-
sary for legal compliance, but does not provide much assurance to 
Canadians that they are not being tracked.

In fact, Bill C-51 would greatly expand potential information 
sharing practices. The bill includes the Security of Canada Information 
Sharing Act (SCISA), a bill within the bill, that permits information 
sharing across government for an incredibly wide range of purposes, 
most of which have nothing to do with terrorism. The government 
has tried to justify the provisions on the grounds that Canadians 
would support sharing information for national security purposes, 
but the bill allows sharing for reasons that would surprise and 
disturb most Canadians.52 Moreover, the scope of sharing is excep-
tionally broad, covering seventeen government institutions, with 
government granting itself the right to expand sharing to other 
departments.53 In fact, the bill notes that further use and disclosure 
may occur in accordance with the law.”54

Canadian Laws That Harmonize Information Sharing

Law enforcement agencies in Canada and the United States cur-
rently employ a harmonized approach to sharing information 
related to cross-border crime, terrorist activity, and immigration 
matters. For example, a post-9/11 agreement between Canada and 
the United States established a thirty-point action plan for creating 
a secure border.55 Moreover, integrated intelligence is one of eight 
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objectives oriented towards joint data sharing and intelligence 
coordination. Canada has also established Integrated National 
Security Enforcement Teams (INSETs) to fight terrorist threats.56 
INSETs include representatives from federal enforcement and intel-
ligence agencies, as well as US law enforcement agencies on a case-
by-case basis. The federal government has identified increased joint 
antiterrorism efforts as a priority.57

Information-sharing instruments are also used to obtain 
information relating to financial investigations. For example, the 
US Securities and Exchange Commission (SEC) has Memorandums 
of Understanding (MOUs) with foreign securities regulators to 
cooperate and share information on the regulation of the financial 
industry. 

Several Canadian statutes specifically authorize cross-border 
information transfers. The Proceeds of Crime (Money Laundering) and 
Terrorist Financing Act authorizes the Financial Transactions and 
Reports Analysis Centre of Canada to share financial information 
related to the goal of preventing money laundering and terrorist 
financing.58 The Department of Immigration and Citizenship Act includes 
a provision that allows the minister to implement agreements with 
foreign governments in order to facilitate the coordination of policies 
for which he or she is responsible.59 

The active connection between Canadian and US officials 
moved to the forefront with reports that Canadian officials may have 
played a starring role in facilitating US efforts to create a “backdoor” 
to widely used encryption standards. The Canadian role in these 
developments is linked to how the NSA managed to gain control over 
the standard setting process. In 2006, CSE ran the global standard set-
ting process for the International Organization for Standardization. 
The NSA convinced CSE to allow it to rewrite an earlier draft and 
ultimately become the sole editor of the standard. 

CSE claims that its relationship with the NSA during the stan-
dard setting process was merely designed to support the Canadian 
government’s effort to secure its technological infrastructure. 
However, it is now clear that Canada worked with the United States 
to ensure that the backdoor was inserted into the encryption stan-
dard and that it may have gained access to decryption information 
in the process.

Given common threats, few doubt the importance of informa-
tion sharing. Yet differing privacy laws raise serious concerns about 
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whether personal information collected in Canada receives the same 
level of protection once it is provided to foreign intelligence agencies. 
Conducting effective reviews of data protection and policies that are 
outside of the physical control of Canadian agencies represents a 
significant challenge. Moreover, oversight and accountability mecha-
nisms are largely limited to domestic reviews. Without an oversight 
mechanism capable to assessing the status of Canadians subject to 
information sharing practices, providing appropriate protection relies 
upon broader legal and contractual structures that govern the use of 
shared data. A review of those structures in an environment where 
data may flow freely between agencies is needed.

Federal Court Concerns

The Federal Court of Canada has also expressed concern about 
inappropriate data sharing activities. In 2013, Justice Richard Mosley, 
a federal court judge, issued a stinging rebuke to Canada’s intelligence 
agencies and the Justice Department, ruling that they misled the court 
when they applied for warrants to permit the interception of electronic 
communications.60 While the government has steadfastly defended 
its surveillance activities by maintaining that it operates within the 
law, Justice Mosley, a former official with the Justice Department 
who was involved with the creation of the Anti-Terrorism Act, found a 
particularly troubling example where this was not the case. Mosley’s 
concern stemmed from warrants involving two individuals that were 
issued in 2009 permitting the interception of communications both 
in Canada and abroad using Canadian equipment. At the time, the 
Canadian intelligence agencies did not disclose that they might ask 
their foreign counterparts to intercept the foreign communications. 

In June 2013, the CSE commissioner issued his annual report, 
which included a cryptic recommendation that the agency “provide 
the Federal Court of Canada with certain additional evidence about 
the nature and extent of the assistance CSE may provide to CSIS.”61 
That recommendation caught Mosley’s attention, and he ordered the 
CSE and CSIS to appear in court to disclose if the recommendation 
was linked to the warrants he had issued and discuss whether the 
additional evidence might have had an impact on the decision to 
grant the warrants in the first place.

It turned out that the additional evidence — which involved 
several warrants, including those issued by Mosley — was indeed the 
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fact that CSE was tasking foreign agencies to conduct interceptions 
on its behalf. Based on the new submissions, Mosley concluded that 
Canadian intelligence agencies strategically omitted disclosing the 
information as they admitted that the evidence provided to the court 
“was ‘crafted’ with legal counsel to exclude any reference to the role 
of the second parties.”62

The failure of Canada’s intelligence agencies to meet their legal 
obligations of full and frank disclosure raises serious questions about 
the adequacy of oversight over Canada’s surveillance activities. 
When concerns were raised in 2013 about the activities, then-Defence 
Minister Peter MacKay assured the public that there is “rigorous” 
oversight and that all aspects of the programs were carried out in 
compliance with the law.

The federal court ruling raised real doubt about the validity of 
those assurances. Indeed, there are lingering questions about both 
the impartiality of Justice lawyers who provided advice to “craft 
evidence” and the ability of the federal court to serve as a key over-
sight mechanism for Canadian surveillance, particularly when some 
programs do not require court approval and reports from the CSE 
commissioner have faced lengthy delays. 

Rather than addressing these concerns directly, in October 2014, 
days after an attack on Parliament Hill, the government introduced 
Bill C-44, the Protection of Canada from Terrorists Act.63 The bill seeks 
to address the Mosley decision by removing territorial restrictions 
on CSIS. The bill includes clauses that state that CSIS may conduct 
investigations within or outside Canada and seek a warrant to allow 
foreign investigations. Moreover, it opens the door to warrants that 
apply outside the country regardless of the law in Canada or else-
where. It provides, “Without regard to any other law, including that 
of any foreign state, a judge may, in a warrant issued under subsec-
tion (3), authorize activities outside Canada to enable the Service to 
investigate a threat to the security of Canada.”64 

This is a remarkably broad provision, as it allows the federal 
court to issue warrants that violate the laws of other countries, 
including foreign privacy laws. The bill was passed through com-
mittee review within a matter of weeks. Bill C-44 may reverse the 
Mosley decision, but what it does not do is address ongoing concerns 
regarding the accountability and transparency of Canada’s security 
intelligence agencies.65 Indeed, the Mosley case in particular raised 
troubling questions about the adequacy of oversight over Canada’s 

Law, Privacy and Surveillance in Canada in the Post-Snowden Era.indd   239 15-05-19   14:18



240	 REFORMS AND ACCOUNTABILITY

surveillance activities. Rather than address those concerns, the 
government has instead simply reversed the court rulings through 
legislative reform, leaving the current inadequate oversight system 
untouched.

European Union Concerns

The likelihood of Canadian data sharing has also attracted the atten-
tion of foreign governments, most notably the European Parliament. 
In December 2013, the European Parliament's Committee on Civil 
Liberties, Justice and Home Affairs has issued a draft report on US 
surveillance activities and its implications for European fundamen-
tal rights. The report brought Canada into the discussion, noting 
Canada's participation in the Five Eyes consortium and express-
ing concern about the implications for trust in the Canadian legal 
system. The report states

whereas according to the information revealed and to the 
findings of the inquiry conducted by the LIBE Committee, the 
national security agencies of New Zealand and Canada have 
been involved on a large scale in mass surveillance of elec-
tronic communications and have actively cooperated with the 
US under the so called “Five eyes” programme, and may have 
exchanged with each other personal data of EU citizens trans-
ferred from the EU; 
whereas Commission Decisions 2013/651 and 2/2002 of 
20 December 2001 have declared the adequate level of protec-
tion ensured by the New Zealand and the Canadian Personal 
Information Protection and Electronic Documents Act; whereas 
the aforementioned revelations also seriously affect trust in 
the legal systems of these countries as regards the continuity 
of protection afforded to EU citizens; whereas the Commission 
has not examined this aspect.66

As a result of the concerns with Canadian surveillance, the report 
recommends a re-examination of the adequacy finding of Canadian 
privacy law:

Calls on the Commission and the Member States to assess with-
out delay whether the adequate level of protection of the New 
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Zealand and of the Canadian Personal Information Protection 
and Electronic Documents Act, as declared by Commission 
Decisions 2013/651 and 2/2002 of 20 December 2001, have been 
affected by the involvement of their national intelligence agen-
cies in the mass surveillance of EU citizens and, if necessary, to 
take appropriate measures to suspend or reverse the adequacy 
decisions; expects the Commission to report to the European 
Parliament on its findings on the above mentioned countries by 
December 2014 at the latest;67

European concerns with Canadian privacy practices arose again in 
November 2014 as the European Parliament voted to send a Canada–
European Union data-sharing agreement on airline passenger name 
records to the European Court of Justice for further review. The 
review, which may not be completed for several years, seeks to ensure 
that the agreement is compliant with European Union treaties and 
with the EU Charter of Fundamental Rights.68

The recent revelations and court cases point to the need for a 
comprehensive review of Canada’s role within Five Eyes and a greater 
understanding of data sharing and intelligence-gathering activities 
between intelligence agencies. Without such a review and potential 
reforms, claims that Canadian agencies operate within the law will 
provide only limited comfort to those concerned with surveillance 
that falls outside the current statutory framework. 

The European responses to Canadian surveillance and privacy 
practices point to the risks associated with the current activities, since 
failure to adequately address the privacy implications of Canadian 
surveillance activities could hamper Canada’s ability to conclude data 
sharing agreements with other governments or create restrictions on 
data transfers between Canada and other jurisdictions.

Limited Privacy Protections under Canadian Law

While Canadians often point to the existence of private sector pri-
vacy legislation as evidence that there are protections that do not 
exist under US law (which has not implemented a broadly applicable 
privacy statute for the private sector), the reality is that Canadian 
law currently affords limited protections as part of law enforcement 
or national security investigations. The exceptions within the law 
become particularly problematic given the increasingly important 
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role of private sector companies such as telecom and Internet com-
panies in the collection and disclosure of their communications 
activities.

The Personal Information Protection and Electronic Documents Act 
(PIPEDA) establishes the obligations of private organizations with 
regard to the data they collect in the course of commercial activ-
ity.69 Unless subject to a substantially similar provincial law, the Act 
applies to every private-sector organization in Canada that collects, 
uses, or discloses personal information.70

PIPEDA includes several exceptions for disclosure of personal 
information without knowledge or consent. Section 7(3)(c) enables an 
organization to disclose personal information where it is required 
“to comply with a subpoena or warrant issued or an order made by 
a court, person or body with jurisdiction to compel the production 
of information.”71 

Domestic Disclosures
For many years, government, law enforcement, and telecom provid-
ers pointed to PIPEDA and the perceived limited privacy import of 
subscriber information to argue that it could be disclosed without 
a warrant. In 2014, the issue began to attract increasing attention, 
leading to disclosures that placed the spotlight on widespread war-
rantless access to subscriber information.

In 2011, the Privacy Commissioner of Canada sent letters to 
the twelve biggest Canadian telecom and Internet providers seek-
ing information on their disclosure practices. Rogers, Bell, and RIM 
proposed aggregating the information to keep the data from indi-
vidual companies secret. The response dragged on for months, with 
Bell admitting at one point that only four providers had provided 
data and expressing concern about whether it could submit even the 
aggregated response since it would be unable to maintain anonym-
ity. The companies ultimately provided aggregated information 
revealing that, in 2011, there were 1,193,630 requests, the majority of 
which were not accompanied by a warrant or court order. The data 
indicates that telecom and Internet providers gave the government 
what it wanted: three providers alone disclosed information from 
785,000 customer accounts.72

Those revelations, which only came to light in 2014, were pre-
ceded by NDP MP Charmaine Borg’s effort to obtain information 
on government agencies’ requests for subscriber data. While many 
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agencies refused to disclose the relevant information, Canada Border 
Services Agency (CBSA) revealed that it had made 18,849 requests 
in one year for subscriber information including geolocation data 
and call records. The CBSA obtained a warrant in 52 instances with 
all other cases involving a simple request without court oversight. 
The telecom and Internet providers fulfilled the requests virtually 
every time — 18,824 of 18,849 — and the CBSA paid a fee of between 
one dollar and three dollars for each request.73 

In fact, the CBSA revelations follow earlier information obtained 
under the Access to Information Act that in 2010 the RCMP alone made 
over 28,000 requests for subscriber information without a warrant. 
These requests go unreported — subscribers do not know their infor-
mation has been disclosed and the Internet providers and telecom 
companies aren’t talking either. In fact, according to a 2014 Privacy 
Commissioner of Canada audit, the RCMP itself maintains incom-
plete and inaccurate records of its requests.74

The disclosures also revealed that the telecom companies have 
established law enforcement databases that provide ready access to 
subscriber information in a more efficient manner. For example, the 
Competition Bureau reports that it “accessed the Bell Canada Law 
Enforcement Database” twenty times in 2012–2013.  

The absence of court oversight may surprise many Canadians, 
but the government has long actively supported the warrantless dis-
closure model. In 2007, it told the Privacy Commissioner of Canada 
that an exception found in the private sector privacy law to allow 
for warrantless disclosure was designed “to allow organizations to 
collaborate with law enforcement and national security agencies 
without a subpoena, warrant or court order.”75

While the massive disclosure of subscriber information without 
court oversight garnered considerable attention, the practices may 
change due to the Supreme Court of Canada R. v. Spencer decision, 
released in June 2014.76 The Spencer decision, which examined the 
legality of voluntary warrantless disclosure of basic subscriber infor-
mation to law enforcement, called into question long-standing prac-
tices and forced law enforcement and other agencies to re-examine 
their approach. 

In a unanimous decision written by Justice Thomas Cromwell, 
the court issued a strong endorsement of Internet privacy, emphasiz-
ing the privacy importance of subscriber information, the right to 
anonymity, and the need for police to obtain a warrant for subscriber 
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information except in exigent circumstances or under a reasonable 
law.

The court recognizes that there is a privacy interest in sub-
scriber information. While the government has consistently sought to 
downplay that interest, the court finds that the information is much 
more than a simple name and address, particular in the context of 
the Internet. As the court states,

the Internet has exponentially increased both the quality and 
quantity of information that is stored about Internet users. 
Browsing logs, for example, may provide detailed information 
about users’ interests. Search engines may gather records of 
users’ search terms. Advertisers may track their users across 
networks of websites, gathering an overview of their interests 
and concerns. Cookies may be used to track consumer habits 
and may provide information about the options selected within 
a website, which web pages were visited before and after the 
visit to the host website and any other personal information 
provided. The user cannot fully control or even necessarily 
be aware of who may observe a pattern of online activity, but 
by remaining anonymous — by guarding the link between the 
information and the identity of the person to whom it relates 
– the user can in large measure be assured that the activity
remains private.77

Given all of this information, the privacy interest is about much more 
than just name and address.

Second, the court expands our understanding of informational 
privacy, concluding that there are three conceptually distinct issues: 
privacy as secrecy, privacy as control, and privacy as anonymity. It 
is anonymity that is particularly notable as the court recognizes its 
importance within the context of Internet usage. Given the impor-
tance of the information and the ability to link anonymous Internet 
activities with an identifiable person, a high level of informational 
privacy is at stake.

Third, not only is there a significant privacy interest, but there 
is also a reasonable expectation of privacy by the user. The court 
examined both PIPEDA and the Shaw terms of use (the ISP in the 
Spencer case) and concluded that PIPEDA must surely be understood 
within the context of protecting privacy (not opening the door to 
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greater disclosures) and that the ISP agreement was confusing at 
best and may support the expectation of privacy. With those find-
ings in mind,

in the totality of the circumstances of this case, there is a reason-
able expectation of privacy in the subscriber information. The 
disclosure of this information will often amount to the identifi-
cation of a user with intimate or sensitive activities being carried 
out online, usually on the understanding that these activities 
would be anonymous. A request by a police officer that an ISP 
voluntarily disclose such information amounts to a search.78

Fourth, having concluded that obtaining subscriber information was 
a search with a reasonable expectation of privacy, the information 
was unconstitutionally obtained, therefore led to an unlawful search. 
Addressing the impact of the PIPEDA voluntary disclosure clause, 
the court noted,

Since in the circumstances of this case the police do not have 
the power to conduct a search for subscriber information in the 
absence of exigent circumstances or a reasonable law, I do not 
see how they could gain a new search power through the com-
bination of a declaratory provision and a provision enacted to 
promote the protection of personal information.79

The Spencer decision placed the spotlight on longstanding, albeit 
but legally questionable, law enforcement and government agencies 
subscriber information request practices that were actively supported 
by Canadian telecom providers. While the decision may result in 
significant practice reforms, the uncertainty confirms that Canadian 
domestic privacy law does not provide strong safeguards against 
warrantless disclosures of subscriber information. 

Foreign Disclosures
In addition to PIPEDA’s weakness on domestic warrantless disclo-
sures, the statute does not address whether foreign orders, such as 
those made by a Foreign Intelligence Surveillance Court (FISC) or a 
grand jury can be considered as made by “a court, person or body 
with jurisdiction to compel” so as to fall within another PIPEDA con-
sent exception. The statute is silent on the jurisdictional distinction 
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making it possible that US orders validly made under US personal 
jurisdiction can be considered an exception.

Section 7(3)(c.1) permits disclosure without consent where the 
disclosure is made to a government institution where “(ii) the disclo-
sure is requested for the purpose of enforcing any law of Canada, a 
province or a foreign jurisdiction, carrying out an investigation relat-
ing to the enforcement of any such law or gathering intelligence for 
the purpose of enforcing any such law.”80 The inclusion of foreign laws 
within this exception indicates that disclosure for US counterterrorism 
investigations through national security letters or section 215 orders 
might qualify under the act’s exceptions. The related issue is whether 
“government institution” is limited to a Canadian government institu-
tion or whether a foreign government institution could suffice. If the 
exception is limited to Canadian government institutions, US authori-
ties would likely need to tender their requests for disclosure through 
CSIS or the Canadian Department of Justice to qualify.

The Privacy Commissioner of Canada has addressed these 
issues in a series of complaints involving the Canadian Imperial 
Bank of Commerce and the outsourcing of credit card processing to 
the United States.81 While each complainant raised slightly different 
issues, all complainants primarily objected to the possible scrutiny 
of their personal information by US authorities within the context 
of foreign intelligence gathering.

With regard to the risk of disclosure to US authorities, the 
Commissioner noted,

The possibility of U.S. authorities accessing Canadians' personal 
information has been raised frequently since the passage of the 
Uniting and Strengthening America by Providing Appropriate 
Tools Required to Intercept and Obstruct Terrorism Act, 2001 
(USA PATRIOT Act). Prior to the passage of this Act, U.S. 
authorities were able to access records held by U.S.-based firms 
relating to foreign intelligence gathering in a number of ways.
What has changed with the passage of USA PATRIOT Act is that 
certain U.S. intelligence and police surveillance and information 
collection tools have been expanded, and procedural hurdles 
for U.S. law enforcement agencies have been minimized. Under 
section 215 of the USA PATRIOT Act, the Federal Bureau of 
Investigation (FBI) can access records held in the United States 
by applying for an order of the Foreign Intelligence Surveillance 

Law, Privacy and Surveillance in Canada in the Post-Snowden Era.indd   246 15-05-19   14:18



	 Why Watching the Watchers Isn’t Enough	 247

Act Court. A company subject to a section 215 order cannot 
reveal that the FBI has sought or obtained information from it.
The risk of personal information being disclosed to government 
authorities is not a risk unique to U.S. organizations. In the 
national security and anti-terrorism context, Canadian organiza-
tions are subject to similar types of orders to disclose personal 
information held in Canada to Canadian authorities.82

The Commissioner ruled that the complaints were not well-founded, 
acknowledging that “many Canadians are concerned about the flow 
of their personal information outside of our country's borders and its 
accessibility by foreign governments. In order to determine whether 
these complaints are founded or not, however, it is the obligations 
imposed by the Act on Canadian-based organizations, and how well 
CIBC met them, that are the primary considerations.”83

In reaching her determination, the Commissioner stated that 
“there is a comparable legal risk that the personal information of 
Canadians held by any organization and its service provider — be it 
Canadian or American — can be obtained by government agencies, 
whether through the provisions of U.S. law or Canadian law.”84 The 
comparable legal risk in both jurisdictions points to the relative 
weakness of both systems. Given the weak protections (as identified 
by the Supreme Court in Spencer), more robust reviews or account-
ability mechanisms within the Canadian surveillance framework 
may not address the foundational concern regarding the need for 
stronger privacy protections as part of any private sector disclosures 
of sensitive subscriber information.

Limited Privacy Protections Under US Law

Inadequate privacy laws are not limited to Canada. Indeed, ensuring 
adequate privacy protections for Canadians also requires pressur-
ing our Five Eyes partners, particularly the United States, to grant 
universal privacy protections that apply equally to US and non-US 
persons. This is particularly true given the realities of the current 
cloud computing environment, where Canadians rely heavily on 
US-based services that store data in the United States and are subject 
to US law.

Unlike US persons, who enjoy legal protections through a vari-
ety of mechanisms aimed at respecting their constitutional privacy 
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rights and freedom of expression, non-US persons are granted limited 
protections through the definition of “foreign intelligence informa-
tion.” This includes information “with respect to a foreign power or 
foreign territory that relates to…the conduct of the foreign affairs of 
the United States.” 

Given this broad definition, non-US persons have practically 
no privacy protections. For example, the 2008 US FISA Amendments 
Act permits US authorities to seek broad certification to collect cat-
egories of foreign intelligence information for up to one year.85 With 
such a certification in hand, authorities can then issue directives to 
US-based Internet companies such as Google or Facebook to compel 
them to disclose and decrypt information that falls within the broad 
terms of this certification. It should be noted certifications are not 
the equivalent of court orders and require a far lower evidentiary 
standard. Indeed, the US legislative approach grants authorities 
the power to engage in sweeping surveillance of both content and 
metadata of non-US persons whose data is stored within the United 
States. 

This issue, which is canvassed more exhaustively in Lisa 
Austin’s contribution in this volume,86 suggests that the concerns for 
the Canadian privacy protections are not limited to the activities of 
Canadian security intelligence agencies and Canadian law. Indeed, 
with Canadian data regularly transiting across US communications 
networks, the absence of privacy protections for Canadians (i.e., non-
US citizens) in the United States is a particular cause for concern. The 
issue is also one of the most difficult to address since improvements 
within domestic frameworks — whether on substantive provisions or 
oversight and accountability mechanisms — do not solve the lack of 
protection under US law. Indeed, the issue must be escalated between 
the countries, with Canadian officials seeking stronger protections in 
recognition of the increasingly integrated communications networks 
and surveillance agency activities. 

Conclusion

As Canadians learn more about the current state of surveillance 
activities and technologies (including the ability to data mine massive 
amounts of information), there is a budding recognition that current 
surveillance and privacy laws were crafted for a much different 
world. The geographic or content limitations placed on surveillance 
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activities by organizations such as CSE may have been effective years 
ago when such activities were largely confined to specific locations 
and the computing power needed to mine metadata was not readily 
available. 

That is clearly no longer the case. The law seeks to differentiate 
surveillance based on geography, but there is often no real difference 
with today’s technology. Moreover, the value of metadata is some-
times greater than the actual content of telephone conversations. 
The current law provides few privacy protections and ineffective 
oversight in the face of intelligence agencies investing billions of 
dollars in surveillance technologies and telecommunications and 
Internet companies providing assistance that remains subject to 
court-imposed gag orders.

The legal framework leaves Canadians with twentieth-century 
protections in a world of twenty-first-century surveillance. The recent 
call for improved oversight and accountability of Canada’s surveil-
lance agencies is both understandable and long overdue. However, 
the bigger challenge will be to address the substantive shortcomings 
of the current Canadian legal framework as well as the limitations 
found in foreign frameworks that have a direct impact on the privacy 
of Canadians. Indeed, improved oversight without addressing the 
limitations within current law threatens to leave many of the core 
problems in place. For Canadians concerned with the privacy impli-
cations of seemingly ubiquitous surveillance and a legal framework 
that does not reflect current technologies or network practices, doing 
a better job of watching the watchers is not enough.
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