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Introduction

he year 2013 was the year of the spy. Edward Snowden — “leaker”

or “whistle-blower” depending on one’s perspective — ignited
a mainstream (and social) media frenzy in mid-2013 by sharing
details of classified US National Security Agency (NSA) surveillance
programs with the UK Guardian and Washington Post newspapers.'

For related reasons, 2013 was also the year in which the term
metadata migrated from the lexicon of the technologically literate
into the parlance of everyday commentary. The NSA, it would appear,
collects and archives metadata on millions of Internet and telecom-
munication users.? This information has been compared to “data on
data” — that is, it is the contextual information that surrounds the
content of an Internet transaction or communication. As the Guardian
explains, “examples include the date and time you called somebody
or the location from which you last accessed your email. The data col-
lected generally does not contain personal or content-specific details,
but rather transactional information about the user, the device and
activities taking place.”

The NSA revelations fuelled media, academic, and other specu-
lation about whether similar surveillance programs exist in Canada.
That attention focused on Canada’s NSA equivalent (and close alli-
ance partner), the Communications Security Establishment (CSE). In
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2013, journalists unearthed tantalizing clues concerning a Canadian
metadata project.4 In early 2014, a Snowden document pointed to
some sort of CSE metadata collection project implicating travellers
accessing a Wi-Fi network at a Canadian airport.J5

These disclosures prompted questions about the legal basis for
any collection initiative, and the extent to which CSE was governed
by robust accountability mechanisms. They also sparked a constitu-
tional lawsuit brought by the BC Civil Liberties Association.®

The Canadian government remained largely inert faced with
these concerns, hewing to a policy of limited comment rather than
more open debate’” The government’s clear expectation has been that
the controversies ignited by Snowden would eventually expire, if
starved of oxygen. By the time of this writing, this hope appears not
to have been realized. Mr. Snowden’s chief journalistic partner, Glen
Greenwald, has adopted a strategy of “serial” releases of Snowden
documents, including a regular trickle of Canada-specific materials
on various surveillance issues.® This dribble of material — although
single-sourced, decontextualized, and often difficult to under-
stand — has kept the matter in the public eye.

Meanwhile, CSE and its partner the Canadian Security
Intelligence Service (CSIS) have been caught in a seemingly unrelated
surveillance controversy by exceeding the legal limits on surveillance
imposed by Federal Court warrants.? Together, these events have cre-
ated more than a whiff of scandal surrounding Canada’s surveillance
activities. The undoubtedly unfair impression left by the timing and
frequency of these controversies is of recidivist skullduggery by the
Canadian spy services.

The purpose of this chapter is not, however, to rehearse these
events or assess the merits or demerits of Canada’s national security
surveillance actions. Instead, I focus on a narrower, but in my view,
even more fundamental question: By reason of technological change
and capacity, have the state’s surveillance activities now escaped
governance by law? This is a broad question with a number of facets,
and this article examines the specific sub-issue of metadata and its
relationship with conventional rules on searches and seizures.

I proceed in two main parts. In Part I, I trace what is currently
known about CSE’s metadata activities. In Part II, I examine two
specific legal questions raised by these activities: first, the extent to
which metadata are “private communications” that attract special
statutory privacy protections; and, second, whether CSE metadata
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collection is consistent with section 8 of the Canadian Charter of Rights
and Freedoms.* The discussion in this chapter is provisional, by dint
of imperfect information about CSE activities. Based on what we do
know, however, I argue that the privacy standards that CSE must
meet in relation to metadata are much more robust than the govern-
ment seems to have accepted to date.

Canada’s Metadata Surveillance Initiatives

It is, of course, impossible to outline in anything close to full form
CSE’s metadata collection initiative. Nevertheless, enough is now on
the public record that something may be said about it. It is important,
however, to begin with a brief discussion of metadata and its impli-
cations for privacy. I then turn to a review of CSE and its functions
so that readers may contextualize the more specific information on
metadata collection. Finally, this section traces what is known about
CSE’s metadata operations.

Metadata in Context

In a 2013 report, the Privacy Commissioner of Ontario defined “meta-
data” as “information generated by our communications devices and
our communications service providers, as we use technologies like
landline telephones, mobile phones, desktop computers, laptops,
tablets or other computing devices. It is essentially information about
other information, in this case, relating to our communications.”**
The commissioner compared metadata to “digital crumbs” that
reveal “time and duration of a communication, the particular devices,
addresses, or numbers contacted, which kinds of communications
services we use, and at what geolocations.”*?

This information is stored by communications providers for
differing periods of times, and is amendable to compilation, linking,
and tracing. Metadata can be used to paint a quite intimate portrait:
work and sleep habits, travel patterns, and relationships with others.
From these data, observers may develop detailed inferences about
places of employment, patterns and means of travel, frequency of
visits to doctors and pharmacies, visits to “social or commercial
establishments,” religious and political affiliations, and the like.”s

Reviewing this kind of information may be more invasive of
privacy than even intercepting the actual content of communications.
MIT computer scientist Daniel Weitzner considers metadata “arguably
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more revealing [than content] because it’s actually much easier to ana-
lyze the patterns in a large universe of metadata and correlate them
with real-world events than it is to through a semantic analysis of all
of someone’s email and all of someone’s telephone calls.”*4

Metadata associated with Internet use may also reveal nota-
ble amounts of personal information. A study by the Privacy
Commissioner of Canada concluded that subscriber information
such as IP addresses® may “provide a starting point to compile a
picture of an individual’s online activities, including: online services
for which an individual has registered; personal interests, based on
websites visited; and organizational affiliations.”*®

Even more concerning than the direct privacy implications of
metadata is the amalgamation of these data with other information,
a process that some have colloquially called “Big Data.” Big Data can
be defined as “the storage and analysis of large and/or complex data
sets using a series of [computer-based] techniques.”7 Big Data may
involve the linking of discrete and separate pieces of information
together to create a “mosaic” portrait of a person’s life.

An Overview of CSE’s Mandates
By law, CSE’s mandate includes acquiring and using “information
from the global information infrastructure for the purpose of pro-
viding foreign intelligence” (“Mandate A”) and providing “technical
and operational assistance to federal law enforcement and security
agencies in the performance of their lawful duties” (“Mandate C”).8
In other words, it is principally an electronic eavesdropping agency
that collects what is known as “signals intelligence,” SIGINT.
However, to perform any spying, CSE must be lawfully autho-
rized to do so — that is, it must be able to lawfully access the electronic
data. CSE may spy on foreigners and on Canadians, but the rules that
apply to each of these scenarios are radically different. Put bluntly, for
foreign spying there are no real legislated rules. For spying that may
implicate Canadians, there are several legislated provisos.

1. Mandate A and Lawful Access

First, under its Mandate A, CSE can collect “foreign intelli-
gence” — that is, “information or intelligence about the capabilities,
intentions or activities of a foreign individual, state, organization
or terrorist group, as they relate to international affairs, defence or
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security.”"9 Much (probably almost all) of this foreign intelligence is
just that: foreign. There is no Canadian or person in Canada impli-
cated in the intercepted communication. Here, the law does not
prescribe any specific rules on intercept authorizations.

On the other hand, CSE’s rules insist that its foreign intel-
ligence activities “not be directed at Canadians or any person in
Canada; and... shall be subject to measures to protect the privacy
of Canadians in the use and retention of intercepted information.”*°

Squaring this expectation with the reality of webbed com-
munication is challenging. In a world where telecommunications
systems are webbed together, even “foreign intelligence” may have
a Canadian nexus. For instance, it may be that a telephone call sent
to or originating in Canada might be intercepted. Similarly, CSE
surveillance may capture the communication of a Canadian located
overseas. As the government acknowledges, “the complexity of the
global information infrastructure is such that it is not possible for
CSE to know ahead of time if a foreign target will communicate
with a Canadian or person in Canada, or convey information about
a Canadian.”

CSE’s law recognizes that “there may be circumstances in which
incidental interception of private communications or information
about Canadians will occur.”>* The law permits the Minister of
National Defence to issue a “ministerial authorization” authorizing
CSE to collect “private communications.” The minister may issue
this authorization only where satisfied, among other things, that
the interception is directed at foreign entities outside of Canada and
privacy-protecting measures are in place in the event that Canadian
communications are captured.

“Private communication” in CSE’s law is defined with refer-
ence to Part VI of the Criminal Code, described further below.?4 Part
VI makes it a crime to intercept a “private communication” in most
instances, when done without authorization. Under its law, the minis-
terial authorization exempts CSE from this criminal culpability.> The
authorization presumably also makes an intercept “lawfully made,”
and excuses the government from the civil liability that otherwise
exists for intercepting “private communications.”°

Under these circumstances, it is obviously critical that the gov-
ernment agency have a clear-eyed view of what constitutes “private
communication” and that it act assiduously in obtaining the required
authorization for its intercept.
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In practice, ministerial authorizations have been issued on a
“just in case” basis — that is, because one can never be sure that the
communications intercepted will lack a Canadian nexus, authoriza-
tions are sought regularly to make sure CSE remains on-side with the
law. Compared to warrants issued by judges in police investigations
(and those in investigations by CSIS), ministerial authorizations are
general. As described by the commissioner charged with review of
CSE in his 2011-12 annual report, ministerial authorizations “relate
to an ‘activity” or ‘class of activities’ specified in the authorizations...
The authorizations do not relate to a specific individual or subject
(the whom or the what).””

The minister issued a total of seventy-eight authorizations
between 2002 and 2012.2® For 2011, six authorizations existed, and
CSE intercepted private communication in relation to only one of
these authorizations.?

2. Mandate C and Lawful Access

In addition, CSE may also assist other government agencies, such
as CSIS or the RCMP, in intercepting information and providing
technological wherewithal that these other agencies may not have.
Given the mandate of most of these bodies, these intercepts would
usually involve Canadians or communications within Canada. Such
domestic intercepts would only be legal if the other agency (typically
CSIS or RCMP) themselves had lawful authority for the intercept.

In practice, that legal authority depends on a judge pre-
authorizing the intercept by judicial warrant or authorization. CSE,
in other words, would only spy on Canadians on behalf of CSIS or
the RCMP where these agencies themselves were lawfully permitted
to perform the surveillance3° The legal authority exercised by the
requesting agency creates a safe harbour for CSE.

As this book goes to press, Parliament is debating a massive
overhaul of CSIS’s powers in Bill C-51, permitting that agency to
engage in “measures” to reduce threats to the security of Canada.
These measures could easily reach offensive use of Internet abilities,
to corrupt computer systems or bring down websites. Mandate C
assistance to CSIS may, in other words, soon invest CSE in more than
surveillance of Canadian computer traffic and systems.
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Metadata Collection by CSE

I turn now to a description of CSE’s metadata collection initiatives
under its Mandate A. This assessment relies on often deeply redacted
documents obtained mostly by Globe and Mail journalist Colin Freeze,
under the Access to Information Act.

1. 2004 to 2008

On 14 March 2004, the Minister of National Defence issued a “min-
isterial directive” to CSE, pursuant to his power to do so under the
National Defence Act3* While the full title of this directive is redacted
from documents released under the access law, it clearly concerned
(at least in part) collection by CSE of telecommunications metadata
under that agency’s Mandate A.

The public document is deeply censored and details on the initia-
tive (including the definition of metadata) are deleted. The directive
does, however, specify that CSE “will not direct program activities at
Canadians or at any person in Canada.” It also obliged the agency to
apply its existing privacy protection procedures to the “use and retention
of communications and data.” CSE could share metadata with other agen-
cies but “subject to strict conditions to protect the privacy of Canadians,
consistent with the standards governing CSE’s other programs.”

The minister replaced this initial instrument with another
directive, dated 9 March 2005 and entitled “Ministerial Directive,
Communications Security Establishment Collection and Use of
Metadata.”?> The public version of document again excises a full
definition of metadata, but states that metadata “means information
associated with a telecommunication to identify, describe, manage
or route that telecommunications or any part of it.”

Again, the ministerial directive tasked CSE with metadata
collection under its foreign intelligence mandate (Mandate A)?? and
repeated language on compliance with existing privacy protections.
These privacy strictures were apparently enumerated in detail, but
the actual protections are redacted from the document. The direc-
tive also acknowledged the responsibility of CSE’s review body, the
commissioner of the CSE. CSE’s law charges this commissioner with,
among other things, reviewing “the activities of the Establishment
to ensure that they are in compliance with the law.”34

The commissioner undertook such a review, dated January 2008,
in order to “identify and understand the nature of CSE’s metadata
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activities and to assess their compliance with the ministerial direc-
tive and with the laws of Canada” and CSE’s “own operational poli-
cies, procedures and practices.”?> Much of the commissioner’s report
is redacted. It is clear, however, that legal advice provided by the
Department of Justice undergirded CSE’s metadata collection process.
For reasons excised from the public document, the commissioner
concluded that at least some metadata collection activities under
the directive did not require ministerial authorization presumably
because they did not implicate “private communications.”

However, there are other passages in the commissioner’s report
that suggest that some metadata was collected pursuant to a minis-
terial authorization, “as it is possible that a private communication
could be intercepted.”?” Indeed, the commissioner recommended
that CSE “re-examine and re-assess its current position and practice
that requires that only those private communications recognized
[redaction] be accounted for.”3

2. 2008 to Present

The commissioner’s report and other commissioner documents also
raised doubts as to whether CSE acted properly in conducting meta-
data collection under its Mandate A that should, in fact, have been
sought under Mandate C, assistance to security and law enforcement
agencies. In his report, the commissioner asks, “is CSE’s (a) man-
date the appropriate authority to conduct [redaction] in the context
of a criminal or national security investigation of a Canadian in
Canada?”?9 The commissioner ultimately called on CSE to re-examine
and reassess the legislative authority used to conduct at least some
of its (presumably) metadata activities.+

The position was contested by CSE, apparently on the strength
of legal advice obtained from the Department of Justice.#* However,
in a follow-up letter to the Minister of National Defence, the com-
missioner noted his view that the issue was not the interpretation of
Mandates A and C, but which mandates applied in which context.
He underscored the significance of the distinction between Mandate
A and C: deciding which applies “is important because it determines
the legal requirement (e.g., ministerial authorization vs. a court war-
rant) in cases where activities may be ‘directed at” a Canadian.”#*

Despite these differences of opinion, the commissioner’s
concerns were apparently enough to prompt CSE to suspend its
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metadata initiative during the period April 2007 to October 2008. CSE
recommenced the project thereafter, but apparently with changes.
According to ministerial media lines, the initial suspension “was
initiated by the Chief of CSEC in order to make absolutely certain that
the activities in question were compliant with Canadian privacy laws
as well as with CSEC’s own policies and procedures....In consultation
with the Department of Justice an internal review determined that
these activities were indeed in compliance with the law but I felt that
certain CSEC policies should be clarified. This was done and CSEC
resumed these activities.”

A December 2010 report by the CSE commissioner examined
CSE’s re-commenced metadata activities from October 2008 to
October 2009. According to a 2011 CSE briefing note, that report con-
cluded that activities “were appropriately authorized under part (a)
of the mandate,” and the commissioner no longer had concerns as to
whether activities should instead be conducted under Mandate C.44

The 2005 ministerial directive itself changed in late 2011.45
According to briefing notes prepared in support of the 2011 change,
CSE concluded that something redacted (but in context, perhaps
metadata) “does not represent a reasonable threshold for privacy
concerns and therefore current privacy protection measures are
adequate.”® It is also clear that metadata were not, in CSE’s view, “a
communication.”#” Indeed, in its Ops-Manual, CSE writes that “meta-
data” “does not require an MA [ministerial authorization],”® which
could only be true if CSE viewed metadata as outside the scope of
private communication. These conclusions are relevant to the legal
analysis that follows in Part II of this article.

The government’s position on some privacy questions may since
have shifted, at least in a small way. In February 2014, it specified that
metadata refers to “information associated with a telecommunica-
tion to identify, describe, manage or route that telecommunication
or any part of it as well as the means by which it was transmitted,
but excludes any information or part of information which could
reveal the purport of a telecommunication, or the whole or part of
its content.” It seems also to acknowledge that collection of at least
some metadata may give rise to a reasonable expectation of privacy,
although interference with this expectation is reasonable because, in
part, of ministerial authorizations.>°
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Metadata and the Law

I turn now to legal issues raised by the metadata program
described at the beginning of this chapter under Canada’s Metadata
Surveillance Initiatives. To encapsulate the apparent government
position suggested by the documents described above, the govern-
ment may not regard metadata as constituting a “private commu-
nication.” Exactly why this is so is unknown but may reflect the
government view that metadata are not communication per se. While
its position may be shifting, it may also not view metadata as giving
rise to a “reasonable expectation of privacy” or their collection as
constituting an unreasonable search and seizure.

These findings are crucial. If metadata are private communica-
tions, then their collection must be supported by a ministerial autho-
rization in order to be exempted from application of the criminal law
(and civil liability exposure). If any of CSE’s activities (with metadata
or elsewhere) give rise to a reasonable expectation of privacy, Charter
section 8 issues arise, with serious implications not only for the col-
lection process but also more generally for the constitutionality of
CSE’s ministerial authorization regime.>*

Metadata May Be “Private Communication”
In both CSE’s law and Part VI of the Criminal Code, “private com-
munication” means

any oral communication, or any telecommunication, that is made by
an originator who is in Canada or is intended by the originator
to be received by a person who is in Canada and that is made
under circumstances in which it is reasonable for the originator
to expect that it will not be intercepted by any person other than
the person intended by the originator to receive it.5

This definition may be apportioned into key constituent elements.
First, the provision pertains to a communication — whether “oral”
or a “telecommunication.” Second, the “originator” must have an
expectation that the communication is, in fact, private — that is, that
it will not be shared with a third-party intermediary. In this respect,
the courts have sometimes spoken about a reasonable expectation
of privacy,”? creating a link of sorts between “private communica-
tion” and the threshold for Charter section 8 protections. Third, the
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communication must be in Canada, or the communication must be
intentionally directed at a person who is in Canada. I discuss each
of these elements in turn.

1. Metadata Falls within the Meaning of “Telecommunication”

Enacted in 1974, Part VI predates modern communications technolo-
gies. The concept of “private communications” has, however, been the
subject of judicial construals over the decades, as technology changes.

Private communication includes “telecommunication,” a concept
that most people once would have associated with voice communica-
tion over telephone wires. However, the federal Interpretation Act pre-
scribes a broader understanding, defining “telecommunication” as “the
emission, transmission or reception of signs, signals, writing, images,
sounds or intelligence of any nature by any wire, cable, radio, optical
or other electromagnetic system, or by any similar technical system.”>+

In R. v. Telus Communications,”> a plurality of the Supreme Court
of Canada relied on the Interpretation Act to conclude that “text mes-
sages” — a written form of electronic communication — were clearly
a “telecommunication” for the purposes of Part VI of the Criminal
Code. Lower courts have reached similar conclusions. In R. v. Mills,
the Newfoundland and Labrador Provincial Court held that “private
communication” included “emails and chat messages.”s

These cases concerned intercept of content-rich data — actual
communications. However, in Telus, the plurality saw Part VI's rules
on intercept of private communication as reaching the “state acqui-
sition of informational content — the substance, meaning, or pur-
port — of the private communication. It is not just the communication
itself that is protected, but any derivative of that communication that would
convey its substance or meaning.”s7 Likewise, in Lyons v. The Queen, the
court concluded that Part VI was not “wiretapping’ legislation, nor
eavesdropping legislation, nor radio regulation. It is the regulation of
all these things and ‘any other device’ that may be used to intercept
intelligence reasonably expected by the originator not to be inter-
cepted by anyone other than the intended recipient.”s

As suggested earlier, metadata meets these thresholds precisely;
it is derivate of the communication, but from it much substance can
be inferred. In other words, it communicates “intelligence,” which
the Interpretation Act makes part of “telecommunication.” Indeed,
intelligence is exactly why the security services seek to collect it.
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The Supreme Court has also signalled its concerns with metadata
in other contexts, other than Part VL. It has noted that the accumulation
of metadata on computer systems is one reason why privacy protec-
tions on computer searches should be robust. In the court’s words

Word-processing programs will often automatically generate tem-
porary files that permit analysts to reconstruct the development of
a file and access information about who created and worked on it.
Similarly, most browsers used to surf the Internet are programmed
to automatically retain information about the websites the user has
visited in recent weeks and the search terms that were employed
to access those websites. Ordinarily, this information can help a
user retrace his or her cybernetic steps. In the context of a criminal
investigation, however, it can also enable investigators to access
intimate details about a user’s interests, habits, and identity, draw-
ing on a record that the user created unwittingly.>

All of this is to say that metadata constitute revealing, personal infor-
mation from which potentially intimate content data can be inferred.
There is good reason, therefore, to posit the inclusion of metadata as
telecommunication and therefore as private communication.

2. Precedent Tends to Support Metadata’s Inclusion in
“Telecommunication”

This conclusion is bolstered, to a point, by case law that deals with
close analogues to metadata: information collected by telephone
number recorders (TNRs). TNRs record the “telephone number or
location of the telephone from which a telephone call originates, or at
which it is received or is intended to be received.”® Collection of this
information is now regulated by a separate Criminal Code provision.%*
Both before and after the introduction of this provision, however,
cases considered the applicability of Part VI to TNR information.
These cases fall into three camps.

First, a minority of cases concludes that the data recorded by
TNRs are not captured by the definition of private communication
because Part VI only protects content-rich communications. In the
eyes of these judges, private communication involves the exchange
of information between originator and recipient, not the “the fact
that a means of communication has been engaged.”®
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These decisions are difficult to reconcile with the concept of
telecommunications noted above, and indeed tend to disregard
the Interpretation Act.®> Not surprisingly, therefore, a second set of
cases has viewed TNR data as “private communication,”® plain and
simple. Yet a third, more recent category of cases has agreed that
data created by these devices are telecommunications under Part
VI, but that the concept of private communication has no bearing
where the communicator “knows some or all of it will or might be
collected by the phone company in the normal course of business.”®
Put another way, the fact that the data is obtained by the authorities
from a third-party intermediary changes its character to something
other than a private communication.

3. Collection from Third-Party Intermediaries Does Not Always
Remove Metadata from the Class of “Private Communications”

The metadata collected by CSE may often be obtained from third-
party communication service providers. It is important, therefore, to
examine closely the question of third-party intermediaries and its
relevance to the concept of private communications. In this regard, I
believe there is reason to doubt whether the view expressed by this
third class of cases in relation to TNR data applies to the broader
range of metadata telecommunications.

a) Past cases on this issue have been about which privacy regime applies,
not about negating the application of any privacy regime
First, it is important to underscore that Parliament has now created a
separate warrant regime for telephone number recorders. The recent
cases that have excluded TNR data from “private communication”
have not, therefore, had to decide between “privacy protection or no
privacy protection.” Instead, they have dealt with the issue in the
context of “which privacy protection.”

In Lee, for example, the Alberta trial court concluded that Part
VI was inapplicable because of the third-party intermediary, but
emphasized that this “is not to say the originator does not have
some expectation of privacy in the TNR data.” In fact, Parliament
had enacted special provisions on TNR that “may be taken to
reflect Parliament’s recognition there is a reasonable expectation of
privacy in TNR data, albeit a somewhat diminished expectation.”
The court then observed that the “TNR device nowadays may well

139



140

LEGAL ISSUES

capture more than telephone numbers, date and time of telephone
contact and nearest cellular telephone tower. It may also record
passwords, pin numbers, or other number-based codes keyed in
using the number pad on the telephone. The very fact contact was
made between certain telephone numbers may reveal some aspects
of lifestyle.”®

The existence of a transparent, TNR-specific judicial authori-
zation regime places that issue on a dramatically different footing
than the subject of this chapter: intercept of potentially even more
revealing metadata by CSE without any third-party authorization
whatsoever. If an intercept is not private communication, CSE may
act without any advance, third-party scrutiny. Since this is fully
lawful, the commissioner’s review will not detect any defect in this
behaviour. Put another way, defining metadata as outside the ambit
of private communication would give exclusive intercept authority
to an intelligence service whose conduct will never come to light or
be second-guessed, except through happenstance.

I hypothesize, therefore, that a court would be much more
reluctant to define metadata as falling outside the ambit of private
communication when the result is a carte blanche for an intelligence
service. By way of rough analogy, the Supreme Court has condemned
past construal of the law that “by-passes any judicial consideration
of the entire police procedures and thereby makes irrelevant the
entire scheme in Part IV.1 of the Code.”” All of this is to say that the
third class of TNR court decisions is distinguishable from the subject
matter of this chapter.

b) The reasonable originator would not be aware of the full scope of third-
party access to metadata
Second, it is clear that under the definition of private communica-
tion, “it is the originator [of the communication’s] state of mind that
is decisive.”®® Put another way, the “private” nature of the commu-
nication turns on whether the “sender of such communications can
reasonably expect that they will not be intercepted by any person
other than the persons intended to receive them.”® The existence of
a third-party intermediary goes to the reasonableness of the origina-
tor’s expectation of privacy.

This is exactly the issue raised by the third class of TNR cases.
A reasonable originator should properly realize that TNR data in the
possession of service providers is not confidential information — not
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least, it is used for billing purposes. However, what an originator
should believe about a telephone company’s access to TNR data is
quite different than what he or she should reasonably believe about
other, more arcane forms of metadata.

It is not clear as a factual matter that a reasonable observer
would, or should, appreciate the full extent of the metadata attached
to a modern communication, undertaken with different devices. Nor
does it seem plausible, as communications technologies proliferate
and converge, that a reasonable originator should be expected to
appreciate the precise degree to which a third-party intermediary
may be privy to this metadata.

For instance, would a reasonable observer be able to distinguish
between conventional telephone calls, voice calls made over a cell ser-
vice, voice calls made over a VoIP system, and voice calls made over a
peer-to-peer service such as Skype? These different technologies may
produce different sorts of metadata, and there may be differences
in the extent to which a third-party intermediary may record and
have access to this data. Moreover, service providers (an increasingly
varied and international class) may differ in the extent to which they
collect and archive this information, or adhere to whatever policies
they do have. As an empirical matter, the “reasonable originator”
probably lacks the technological literacy to really understand what
is and can be collected about his or her communication by a third-
party intermediary.

Of course, in the wake of the Snowden revelations, that reason-
able originator might now be adjudged a paranoid originator. Faced
with revelations about the scope of government intercepts and the
extent to which communication companies do (or are compelled to)
cooperate, an argument might be made that no reasonable originator
should assume privacy in any of their telecommunication.

Put another way, the invasiveness of government surveillance
and the evolution of the technology that allows this surveillance has
the effect of redefining the expectations of the reasonable person.
If these developments (and whatever notoriety is attached to them)
are in turn used to determine the scope of the reasonable person’s
expectations, the result is a vicious spiral that further and further
erodes the scope of private communications. The end result is that
the concept of private communication is rendered moot, which makes
a mockery of Parliament’s obvious intent to protect the integrity of
telecommunication privacy.
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It would also run counter the position articulated by the Supreme
Court in its Charter section 8 jurisprudence. There, the court has
rejected the idea that “as technology developed, the sphere of protec-
tion for private life must shrink.”7° In a Charter section 8 case involving
an intercepted conversation with an informer, the Court held,

No justification for the arbitrary exercise of state power can be
made to rest on the simple fact that persons often prove to be
poor judges of whom to trust when divulging confidences or on
the fact that the risk of divulgation is a given in the decision to
speak to another human being. On the other hand, the question
whether we should countenance participant surveillance has
everything to do with the need to strike a fair balance between
the right of the state to intrude on the private lives of its citizens
and the right of those citizens to be left alone.”

Neither paranoia nor ubiquitous state surveillance set the standard
for the reasonable person’? The reasonable expectation of privacy
is a normative concept that does not vary with naiveté and the risk
that people’s privacy expectations may be dashed. As the Supreme
Court observed in yet another section 8 case, “in an age of expanding
means for snooping readily available on the retail market, ordinary
people may come to fear (with or without justification) that their
telephones are wiretapped or their private correspondence is being
read... Suggestions that a diminished subjective expectation of
privacy should automatically result in a lowering of constitutional
protection should therefore be opposed.”?? It stands to reason that a
similar logic applies to Part VI and private communication.

c) The explosion of data in the hands of third parties should not
undermine privacy protections

Third, a plurality of the Supreme Court in Telus resists using the
modern ubiquity and permanence of data in hands of third-party
service providers to undermine the scope of privacy protections in
Part VI. There, it emphasized that

the communication process used by a third-party service pro-
vider should not defeat Parliament’s intended protection for
private communications... This Court has recognized in other
contexts that telecommunications service providers act merely
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as a third-party ‘conduit’ for the transmission of private com-
munications and ought to be able to provide services without
having a legal effect on the nature (or, in this case, the protec-
tion) of these communications.7+

As noted, the case concerned intercept of text messages. While the
issue was not before the court, there is no principled basis to treat tele-
communications in the form of text or content data differently from
telecommunications that comes in the form of metadata surrounding
that content. If the third-party intermediary rule does not apply to
one form of telecommunications, it should not apply to the other. The
Supreme Court’s seeming indifference to third-party intermediary
rule in deciding privacy issues in the area of electronic communica-
tion is further affirmed by its Spencer decision, discussed below.

In sum, there are very compelling reasons to conclude that at
least some metadata created through communications over a third-
party conduit remain private communication.

4. Metadata May Meet the Geographic Requirements of “Private
Communication”

Geography is a final consideration raised by definition of private
communication. A private communication is “made by an originator
who is in Canada or is intended by the originator to be received by a
person who is in Canada.” It follows that only those communications
that have a beginning and end outside of the territory of Canada are
excluded from private communication.

Notably, the government may not “outsource” collection of a
private communication to a foreign allied agency to circumvent the
rules on private communication. As the Federal Court has observed,
“Canadian law cannot either authorize or prohibit the second par-
ties [i.e.,, the foreign allies] from carrying out any investigation
they choose to initiate with respect to Canadian subjects outside
of Canada. That does not exempt Canadian officials from potential
liability for requesting the interception and receiving the intercepted
communication.”7>

In sum, if CSE acts on legal advice that denies metadata “private com-
munication” status, it does so at considerable risk. The matter has not
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yet been decided definitively. However, it is now more reasonable to
assert that metadata are private communication than to assert that
they are not. Because an incorrect conclusion about metadata’s status
as private communication opens the door to criminal culpability and
civil liability for its unauthorized intercept, the government would be
prudent to seek full private communication” authorization for meta-
data collection activities having a possible Canadian geographic nexus.

Metadata and the Charter

Private communications under Part VI of the Criminal Code is data in
relation to which a person has a reasonable expectation of privacy,
and to which Charter section 8 protections also apply.

While all private communications may be protected by sec-
tion 8, it does not follow, however, that section 8 is limited to private
communications. This is a banal statement, since the Criminal Code
is replete with other warrant requirements above and beyond Part
VI designed to meet section 8 standards in relation to other forms
of search and seizure.

In what follows, therefore, I consider whether metadata are
protected by section 8, regardless of how they might be treated by
courts for purposes of Part VI and its concept of private communica-
tion. I begin with a brief overview of section 8 and its rules. I then
apply those rules to the CSE metadata program.

1. Basics of Section 8

Section 8 guarantees the right to be free from unreasonable searches
and seizures’® In practice, the section 8 analysis turns on “whether
in a particular situation the public’s interest in being left alone by
government must give way to the government’s interest in intruding
on the individual’s privacy in order to advance its goals, notably those
of law enforcement.”7”7 In consequence, a section 8 analysis raises two
questions: First, has there been a search or seizure? Second, if so, was
that search or seizure reasonable?7®

a) Reasonable expectation of privacy

A search or seizure is equated, in practice, with the existence of a
“reasonable expectation of privacy,”7% one that includes both a subjec-
tive and objective expectation.’° The Supreme Court has spoken of
three “zones” of privacy: “The territorial zone refers to places such
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as one’s home. Personal or corporeal privacy is concerned with the
human body (body, images such as photographs, voice or name).”
Finally, a person has a right to informational privacy, or “the claim
of individuals, groups, or institutions to determine for themselves
when, how, and to what extent information about them is commu-
nicated to others.”®* Information attracting constitutional protection
includes “information which tends to reveal intimate details of the
lifestyle and personal choices of the individual.”8

Electronic surveillance may transgress a reasonable expectation
of privacy and constitute a search and seizure regulated by section
8 of the Charter.®> The Supreme Court has described its jurispru-
dence in this area as “embrac[ing] all existing means by which the
agencies of the state can electronically intrude on the privacy of the
individual, and any means which technology places at the disposal
of law enforcement authorities in the future.”%

However, whether a particular electronic intercept activity
amounts to a “search” remains highly fact-specific. In defining
the scope of this “reasonable expectation” in individual instances,
Canadian courts have focused on the “totality of circumstances”®
and have spoken of the privacy expectation being “normative” and
not “descriptive.”® That is, “the impugned state conduct has reached
the point at which the values underlying contemporary Canadian
society dictate that the state must respect the personal privacy of
individuals unless it is able to constitutionally justify any interfer-
ence with that personal privacy.”®”

Relevant considerations in the “totality of circumstances”
include, for example, the place where the search takes place, whether
the subject matter of the search was in public view or abandoned,
the intrusiveness of the search, and “whether the information was
already in the hands of third parties” and if so whether it was “sub-
ject to an obligation of confidentiality.”

Notably, this last consideration is not definitive. In Ward, the
Ontario Court of Appeal expressly recognized the concept of “public
privacy”:

While the public nature of the forum in which an activity
occurs will affect the degree of privacy reasonably expected,
the public nature of the forum does not eliminate all privacy
claims... If the state could unilaterally, and without restraint,
gather information to identify individuals engaged in public
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activities of interest to the state, individual freedom and with
it meaningful participation in the democratic process would be
curtailed. It is hardly surprising that constant unchecked state
surveillance of those engaged in public activities is a feature of
many dystopian novels.®

Nor does voluntary disclosure to third parties necessarily defeat a
reasonable expectation of privacy. Thus, voluntarily surrendering
information to a service provider does not definitively nullify a
person’s privacy interests in relation to state actors. In the past, it has
been relevant to the reasonableness of any privacy expectation,? but
even that position now seems muted by the Supreme Court’s Spencer
decision, discussed below.

b) Reasonableness of the search

Where a reasonable expectation of privacy exists, the interference
with that right must be “reasonable.” The gold standard for a reason-
able search is the existence of a judicial warrant.

Warrants are “a means of preventing unjustified searches before
they happen, not simply of determining, after the fact, whether they
ought to have occurred in the first place.”* Thus, electronic surveil-
lance is rendered constitutional by “subjecting the power of the state to
record our private communications to external restraint and requiring
it to be justified by application of an objective criterion.”* A “detached
judicial officer” supplies this external restraint.9? The Supreme Court
has held that “the importance of prior judicial authorization is even
greater for covert interceptions of private communications, which
constitute serious intrusions into the privacy rights of those affected.”

Warrantless searches “are presumptively unreasonable, absent
exigent circumstances.” Warrantless searches are Charter-compliant
only where the government proves that the law authorized the
searches, the law itself was reasonable, and the manner of the search
was also reasonable.%

In its past jurisprudence, the Supreme Court has found that law
sometimes does authorize warrantless searches in at least exigent
circumstances. In practice, these have usually involved police “safety
searches” — that is, searches “carried out in response to dangerous
situations created by individuals, to which the police must react
‘on the sudden.””7” This common law rule is reasonable, given the
imminent threat to safety.%®
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The Supreme Court has also considered warrantless intercept
of private communications under Part VI of the Criminal Code. The
warrantless intercept provision, as it existed at the time, permitted
warrantless electronic intercepts on an urgent basis to prevent seri-
ous and imminent harm.% In Tse, the Supreme Court concluded that
this provision violated section 8, in large part because the person
whose communications were intercepted was never given notice of
the intercept. In consequence,

Parliament has failed to provide adequate safeguards to address
the issue of accountability... Unless a criminal prosecution
results, the targets of the wiretapping may never learn of the
interceptions and will be unable to challenge police use of this
power... In its present form, the provision fails to meet the mini-
mum constitutional standards of s. 8 of the Charter.

This same failure to include a notification regime meant that the
impact on the section 8 right was disproportionate to the govern-
ment’s objective of avoiding imminent harm. For this reason, the
provision was not saved by section 1 of the Charter.**

2. Metadata May Meet the Threshold of Reasonable Expectation of
Privacy

I turn now to the application of these principles to CSE metadata col-
lection. As discussed in Part I, metadata may be enormously revealing
of private information; that is, it may amount to what the Supreme
Court has called “information which tends to reveal intimate details of
the lifestyle and personal choices of the individual.”*> It is, therefore,
a prime candidate for reasonable expectation of privacy treatment.

While there do not yet appear to be any decided court cases
focusing on metadata and the application of section 8, some judg-
ments have focused on related issues, not least so-called “subscriber
information.” Here, police in possession of an Internet IP address
seek and obtain customer identity information associated with this
IP from the Internet service provider (ISP) to whom the IP belongs.
IP addresses can be regarded as a form of metadata associated with
Internet use. The cases to date seem to have turned on the implica-
tions of these data being collected, not from the individual or his or
her devices directly, but from third-party service providers.
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Notably, under the Personal Information Protection Electronic
Documents Act (PIPEDA) (and its provincial equivalents), a business
such as an ISP may disclose personal information to a government
institution for purposes of law enforcement or where the informa-
tion may relate to national security, international affairs, or national
defence.’3 Several lower court decisions have considered whether
this disclosure of subscriber information to police by ISPs offends
section 8 of the Charter.

The approach of these courts was mixed: at least one such deci-
sion suggested that section 8 is not violated, a decision then appealed
to the Supreme Court and discussed below.”** Two other cases offered
much more nuanced views but did not decide the issue definitively.'*

The matter now seems to have been laid to rest firmly and
definitively by the Supreme Court’s 2014 decision in R. v. Spencer.**®
Spencer was about Internet subscriber data in a police child por-
nography investigation. The information in question was the name,
address, and telephone number of the customer associated with
an IP address. It was, in other words, the most benign form of data
attached to an IP address.

In a nutshell, the court nevertheless held that the Charter’s sec-
tion 8 protections against unreasonable searches and seizures extends
to this subscriber data. In key passages, the court wrote,

the identity of a person linked to their use of the Internet must
be recognized as giving rise to a privacy interest beyond that
inherent in the person’s name, address and telephone number
found in the subscriber information... Subscriber information,
by tending to link particular kinds of information to identi-
fiable individuals, may implicate privacy interests relating
not simply to the person’s name or address but to his or her
identity as the source, possessor or user of that information...
The police request to link a given IP address to subscriber
information was in effect a request to link a specific person (or
a limited number of persons in the case of shared Internet ser-
vices) to specific online activities. This sort of request engages
the anonymity aspect of the informational privacy interest by
attempting to link the suspect with anonymously undertaken
online activities, activities which have been recognized by the
Court in other circumstances as engaging significant privacy
interests.’”
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The Supreme Court was unmoved by the fact that the information
was in the possession of a third-party service provider or that there
was a service contract that (ambiguously) suggested disclosure was
a possibility. Nor did it read the Personal Information Protection and
Electronics Documents Act as somehow vitiating the reasonable expec-
tation of privacy. In the result, Mr. Spencer’s section 8 rights were
violated — the police had no warrant.

Spencer is clear authority that there is nothing magic about
metadata, whether housed with a third-party service provider or
not. Having reached such pointed and firmly voiced conclusions on
ISP subscriber information, it seems inconceivable that the Supreme
Court would find that section 8 does not protect other, even more
intimate forms of metadata created by modern communication —
geolocation, place called, call duration, website visited, and so on.

While the reasonable expectation of privacy will always depend
on the totality of circumstances, it seems that the constitutional die is
now cast when it comes to the sorts of metadata most contentious in
the post-Snowden debates. Specifically, nothing in Spencer is confined
to police searches and seizures. And there is no reason to conclude
that intelligence surveillance of the sort potentially at issue in the
CSE metadata project lies outside the zone of privacy protected by the
Charter. Indeed, even before Spencer, the government itself appeared
to accept that some metadata collected by CSE gives rise to a reason-
able expectation of privacy.**®

3. The Present Form of CSE Metadata Collection May Not Constitute
a Reasonable “Search”

If metadata collected by CSE falls with the constitutional zone of
privacy protected by section 8, then CSE acts unconstitutionally if it
collects Canadian metadata unreasonably.

a) Ministerial authorization does not amount to the judicial warrant

The quintessential reasonable search requires judicial authorization.
In comparison, the CSE statute relies on ministerial authorizations
whenever private communications might be collected.

Past CSE commissioners have apparently considered this rule
sufficient to meet Charter standards. In his 2002-03 report, then
Commissioner Claude Bisson noted, “before December 2001, CSE
would have been in violation of privacy related provisions of both
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the Criminal Code and the Canadian Charter of Rights and Freedoms had
it intercepted communications without the certainty that, in doing so,
it would not intercept private communications.”** However, Antonio
Lamer, in his 2004-05 report, took the view that the modern regime
vitiated this concern: “I am of the opinion that [the post-2001 system
for ministerial authorization of private communication intercepts]
is both reasonable and consistent with other legislation that estab-
lishes an authority to engage in activities that would, in the absence
of adequate justification, be judged an infringement on the rights of
individuals as protected by the Charter of Rights and Freedoms.”**

It is not clear to me that these commissioners were in a posi-
tion to consider the sweep of data that is now apparently subject to
CSE intercept. Moreover, Lamer, at least, seemed to believe the CSE
regime necessary because of the extraterritorial nature of its inter-
cepts —a warrant system could not reach extra-Canadian surveil-
lance. I believe that, in a contemporary context, their views require
careful reconsideration.

First, because the ministerial authorization regime is aimed
at private communication, it applies, by definition, to a communi-
cation with a Canadian nexus. This is not a purely extraterritorial
intercept; it is one that risks capturing Canadian communications.
There is nothing inherently doubtful about instead asking a judge to
authorize those intercepts that may capture Canadian-origin com-
munications, even if the latter is embedded in a foreign intelligence
collection operation.

Second, it should not be assumed that the categories of “private
communications” and information in which a person has a “reasonable
expectation of privacy” for Charter purposes overlap in full. Something
may not be private communication but may still give rise to a reason-
able expectation of privacy. The concepts do not move in lock step. Put
another way, since the ministerial authorization regime is triggered
only when information reaches the level of private communication, it
risks being under-inclusive of the data that attract constitutional pro-
tection, even assuming it is a proper alternative to a judicial warrant.

Third, I do not believe that it is an adequate alternative. The sec-
tion 8 jurisprudence focuses on advance authorization provided by an
independent judicial officer, not a political minister. That minister’s
exact statutory duty under the National Defence Act is to manage and
direct “all matters relating to national defence.””"* As such, he or she
is hardly an independent and disinterested reviewer of government
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search and seizure requests, as required by the Charter. It is simply
impossible to imagine a court honouring the section 8 jurisprudence
and viewing an executive actor as a proxy for the impartial judge
promised in it.

b) The CSE statute does not meet the standards for permissible
warrantless intercepts

At issue, therefore, is warrantless interference with privacy. The
government’s own recent legal position on CSE collection is that any
search is, nevertheless, reasonable. According to the Government of
Canada response, the intercepts are:

e “carried out in the context of foreign intelligence...(not law
enforcement)”;

¢ “authorized by the National Defence Act and, where appli-
cable, through the Ministerial authorizations provided for
in the National Defence Act”;

* “in furtherance of government objectives of the utmost
importance”;

e “minimally intrusive in terms of the type of private infor-
mation which may be acquired from telecommunications or
their Metadata, as well as tailored in scope to the objectives
of Part V.I of the National Defence Act and minimized as
much as possible through a variety of privacy safeguards
provided for in the National Defence Act, Ministerial direc-
tives, Ministerial authorizations and other applicable policies
and procedures.”"*?

These arguments do not, however, appear to dovetail with the current
jurisprudence on warrantless searches. As of March 2015, the govern-
ment has succeeded in justifying warrantless searches where the law
authorizes those measures in exigent circumstances (with the proviso
that the affected individual is then notified of the warrantless search).

Whatever the importance of foreign intelligence, there is noth-
ing in CSE’s law that limits CSE intercepts to exigent circumstances.
Nor is there notification to the affected individual, although here the
government might argue that ex post facto review by the commissioner
serves the same purpose.

Boiled to its essence, defence of CSE’s warrantless intercept
activity rests on the view that declaring something of national
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security importance puts it on a different footing than all the other
circumstances in which section 8 protects privacy. That is, warrant-
less intercept is justified by the importance of the issue, and the vari-
ous prudential measures listed in the government defence backstop
a departure from the regular expectations of the Charter.

c¢) The national security imperative does not justify a departure from
regular constitutional expectations

I do not, however, believe this to be a persuasive approach. Certainly,
others have argued that national security places search rules on a
different footing than in a conventional law enforcement context.
There is some dated and decontextualized judicial musing in sup-
port of this view."4

But setting aside the issue of whether this argument is best
considered as part of the section 8 discussion or instead under section
1, it is not compelling for one simple reason: Canadian practice has
already demonstrated unequivocally that national security surveil-
lance need not be treated truly differently from regular police sur-
veillance. The CSIS Act, which deals with sensitive national security
issues, superimposes a full judicial warrant regime on CSIS surveil-
lance activities, in which CSIS persuades a Federal Court judge on
“reasonable and probable grounds established by sworn evidence,
that a threat to the security of Canada exists and that a warrant is
required to enable its investigation.”"'>

There is, in other words, nothing foundational about CSE’s
national security functions that demand ministerial authorization
over a judicial authorization. Nor is there any evident reason why
the CSE approval regime could not draw on the CSIS precedent.
Here, a judge would replace the minister in the CSE authorization
process, and that authorization regime extends to the collection of
any information in which there is a reasonable expectation of privacy.
This would have the welcome effect of preserving the promise and
integrity of section 8, while still meeting the government’s pressing
objectives in relation to foreign intelligence.

In sum, the current ministerial authorization regime under
CSE’s law looks much more like expediency than necessity. It is an
awkward fix built on doubtful theories about the scope of Canadian
privacy law. It deserves no special exemption from the regular con-
stitutional law of the land. Interposing a judge in lieu of a minister
to perform the latter’s current functions in overseeing privacy issues
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would do no violence to CSE’s operations, while, at the same time,
it would honour the long-established requirements of the Charter.

Conclusion

In the final analysis, it is difficult to explain why the government
has pursued the legal direction suggested by documents released
under access law, and in its defence to the current BC Civil Liberties
Association challenge to CSE’s law. The prescription offered by this
chapter is simple: always get ministerial authorizations for metadata
collection, and amend CSE’s law to task a judge (in addition to or
instead of the minister) with authorizing any intercept that may raise
reasonable expectations of privacy. Because, by its own admission,
the government does not know when information with a Canadian
nexus may be swept into its surveillance, prudence suggests that
judicial authorization should be sought often.

It is hard to see how either of these suggestions bring real incon-
venience on the government. Indeed, civil libertarian critics of these
modest proposals might regard them as laughingly formalistic and
inadequate. For my part, I believe that it matters both in principle
and practice that judicial authorizations bless intercepts. I agree, how-
ever, that the intervention of a judge prior to collection is not alone
sufficient protection in the world of Big Data. Other questions — not
least, how long government may retain data that forms the Big Data
haystack and how it may search that haystack — are now even more
pressing. Those matters are, however, the topic of another article.*

The concluding point of this chapter is much simpler: the evolu-
tion of invasive search and Big Data analysis powers in the hands of
the state’s intelligence services should not change the existing scope
of privacy protections, whether statutory or constitutional. This is a
common-sense principle that Canadians should reasonably expect a
government to honour by instinct, not resist at every turn.
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