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Introduction

The Snowden revelations have revealed to us, with impressive
documentation, the technical infrastructure of contemporary 

state surveillance. What is less obvious, but of great importance, is 
the revelation of the legal infrastructure of this surveillance. In this 
chapter I argue that this infrastructure is best understood as one of 
“lawful illegality.”

One aspect of the lawful illegality of surveillance is the con-
flicting reactions of citizens and authorities when surveillance 
programs are revealed. Members of the public, upon learning what 
some national security authority is doing, protest that it must be 
illegal. The national security authority, and government, claim that 
everything they do is lawful. The label “lawful illegality” captures 
this conflict between the perspective of the state and the perspective 
of ordinary citizens.

It is likely the case that spy craft has always operated within a 
space of conflicted legality. For example, state security agencies might 
have lawful authority under their domestic law to engage in actions 
abroad that might breach the domestic laws of other nations or inter-
national legal norms.1 But what has become so clear in the wake of 
the Snowden revelations is the dramatically changed landscape of 
state surveillance. Ideas of what is included in “national security” 
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have broadened, and targets now include ordinary individuals 
and not simply foreign states and foreign agents. The line between 
criminal offences and national security offences has blurred, both 
domestically and internationally. Effective state action against terror-
ism requires cooperation between national security authorities, law 
enforcement authorities, and border officials, both within a state and 
across borders, as well as sophisticated technologies that make use 
of a global and interconnected communications infrastructure.2 This 
changed landscape reveals a deeper tension than simply conflicting 
perspectives of legality. My claim in this chapter is that there is a 
serious rule of law problem. 

The rule of law requires the commitment that state action itself 
be subject to the law. In this chapter I claim that the issues of secrecy, 
complexity, and jurisdiction work together to create “lawful” paths 
for state surveillance for national security purposes that are neverthe-
less in deep tension with a general commitment that this surveillance 
be subject to the oversight and accountability demanded by the rule 
of law. Throughout, I illustrate these issues with a set of examples 
largely taken from the Snowden revelations, with a Canadian per-
spective. These examples are not meant to provide an exhaustive 
overview of the issues, but to highlight the importance of attending 
to these larger questions of legality if we are going to move forward 
and design a better system of oversight.

Illegality and Emergencies

In the aftermath of 9/11, there was a significant rule-of-law debate 
regarding the role of law in fettering executive discretion in times of 
emergency. This framework of “emergencies” remains important in 
public discourse concerning surveillance. For example, United States 
Supreme Court Justice Scalia commented upon the possibility that the 
Supreme Court would ultimately decide upon the constitutionality 
of some of the American surveillance programs.3 The legal question, 
he said, is about “balancing the emergency against the intrusion 
[on the individual].” He also suggested that the court was the “least 
qualified” institution to decide this issue. This lack of expertise, one 
can infer, concerns the court’s qualification to judge the demands of 
emergencies, not the demands of the Fourth Amendment; whatever 
judgment emergencies require, the executive and not the courts are 
the experts.
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 As David Dyzenhaus has argued, some of the post-9/11 debate 
regarding emergencies and the rule of law concerns the different 
responses one might take to the existence of either legal black holes or 
legal grey holes. A black hole is where the legislature seeks to carve 
out a space of no-law; a grey hole is “one in which there is the facade 
or form of the rule of law rather than any substantive protections.”4 
The space created by such holes is a space for executive discretion 
and the need for such space derives from the perceived exceptional 
nature of national emergencies, where it is difficult to anticipate in 
advance what that emergency will be and how one should respond.5 

This framework of emergencies, with its themes of uncertainty 
and unenforceability, is both helpful and unhelpful when applied 
to state surveillance. It is helpful in that the exceptional nature of 
terrorism has deeply influenced contemporary methods of state 
surveillance. One aspect of the exceptional nature of terrorism is 
indeed its unpredictability. It is difficult to anticipate who will engage 
in acts of terrorism: agents of foreign powers, members of existing 
and known terrorist organizations, affiliates abroad, or homegrown 
extremists? It is difficult to anticipate where an attack will take place, 
whether many civilians will be at risk, the potential scale of an attack, 
and so on. Another aspect of the exceptional nature of terrorism is 
the type of risk it is seen to be  —  not just a risk of potentially cata-
strophic harm, but a deep political threat to the state. For example, 
the United States considers itself to be at “war” against al-Qaeda.6 
The extraordinary nature of the threat of terrorism also underpins 
the US response of seeking to prevent future terrorist attacks, with 
a “never again” mentality.7

However, focusing on the exceptional nature of emergencies 
can distract us from the most salient features of the state surveil-
lance methods Snowden has revealed to the world: they are in fact 
a rational, systematic, planned response to the perceived need to 
prevent terrorist attacks. In other words, the framework of emergen-
cies concerns whether what is needed is a discretionary space for 
executive authority — either legal black holes or legal grey holes — to 
nimbly respond to exceptional circumstances that cannot be foreseen 
in advance. But state surveillance premised on the idea of collecting 
the “haystack” to find the “needle” is not about preserving discretion 
at all. It is about applying rational analytic methods to the problem of 
preventing certain kinds of threats that have been identified at least 
at some level of generality (e.g., terrorist threat).8 The proper frame 
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of the rule of law challenge is not about the question of whether 
executive discretionary authority in relation to emergencies can and 
should be constrained by the reason of the law; instead, it is about 
whether mass surveillance as a mode of rational social ordering is in 
conflict with the deepest commitments of law as a mode of rational 
social ordering.

When we talk about the legality of surveillance, therefore, 
we need to focus less on the spaces of discretion and more on the 
systematic features of surveillance that put strain on our traditional 
understandings of the rule of law. In particular, I want to flag three 
issues. The first is the issue of secrecy and the degree to which it is 
demanded by the national security context. My claim is that it creates 
pressure for unilateral, rather than objective and public, interpreta-
tions of the law. The second is the issue of legal complexity, especially 
as it relates to law reform initiatives. Where there is an increased 
blurring between regular law enforcement, border control, and ter-
rorism investigations, as well as increasingly complex relationships 
between private sector communications intermediaries and the state, 
gaining a clear public understanding of proposed changes to lawful 
access laws or the full significance of legal cases before the courts is 
extremely difficult. The third is the issue of jurisdiction and the extent 
to which national boundaries and questions of status (like citizen-
ship) affect the lawfulness of surveillance. In particular, I argue that 
instead of providing us with the tools for accountability, status and 
jurisdiction allow for the leveraging of national boundaries to create 
an international surveillance regime with questionable accountability.

Secrecy and Unilateralism

One of the most basic understandings of the rule of law is that gov-
ernment itself is subject to law. As already noted, one of the remark-
able things about the Snowden revelations is that the response of 
both the intelligence agencies and the governments involved has 
largely been to claim that they are acting in a lawful manner. What 
has become clear, however, is that these claims of lawfulness are 
often unilateral in the sense that they are either claims of a one-sided 
interpretation of the law or claims of deference to that one-sided 
interpretation within an accountability framework that is structurally 
biased. Secrecy is a key ingredient to this unilateralism. However, 
such unilateralism lies in tension with our deeper commitments to 
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legality, which demands that law reflect a “public” perspective and 
not that of an entity who is supposed to be regulated by that law.

In Canada, the Communications Security Establishment’s 
claims of the lawfulness of its metadata program, for example, turn 
out largely to be a claim that there is a plausible legal interpretation 
that shows CSE’s activities to be both within its statutory authority 
and consistent with the Canadian Charter of Rights and Freedoms. The 
problem is that the plausible legal interpretation is one provided by 
the government itself and its conclusion of lawfulness is far from 
obvious to an outside observer. As we have seen from the public 
controversy surrounding the disclosures regarding CSE’s alleged 
collection of communications metadata at public Wi-Fi spots, many 
well-informed commentators express incredulity regarding how 
such activities are lawful under either the National Defence Act or the 
Canadian Charter of Rights and Freedoms.9 

CSE does not make its legal interpretation public, so its claims 
of lawfulness rest not just on its own legal interpretation but, 
importantly, on a secret interpretation. CSE itself often points to 
the independent oversight of the CSE commissioner as part of the 
accountability framework within which it operates.10 This suggests 
that the CSE commissioner is able to independently assess the lawful-
ness of CSE’s activities. However, we know from the annual reports 
of past CSE commissioners that where there is a difference of views 
regarding legal interpretation, it is CSE’s view that prevails. For 
example, in his 2005–2006 annual report, Commissioner Lamer stated,

With respect to my reviews of CSE activities carried out under 
ministerial authorization, I note that I concluded on their lawful-
ness in light of the Department of Justice interpretation of the 
applicable legislative provisions. I have pointed out elsewhere 
that there are ambiguities in the legislation as now drafted, a 
view that I share with my predecessor, the Hon. Claude Bisson, 
O.C., a former Chief Justice of Quebec. Currently, two eminent 
lawyers, the Deputy Minister of Justice and my independent 
Legal Counsel disagree over the meaning of key provisions 
that influence the nature of the assurance that I can provide.11

Similar statements have been made by subsequent commissioners.12

Without an accountability mechanism that allows for the govern-
ment’s interpretation of the law to effectively be contested as well 
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as for a final determination by an objective body, like a court, then 
“lawfulness” turns out to simply mean a claim to operate within 
one’s own interpretation of the law. Oversight, on this model, means 
independent assurance that one’s activities conform to one’s own 
interpretation of the law. To be subject merely to one’s own interpre-
tation of the law looks a lot like getting to be one’s own judge, and it 
lies in deep tension with the ideal of law as an objective constraint 
on state power. 

This unilateralism is exacerbated by several other layers of 
secrecy that remove a number of potential informal constraints that 
can operate to ensure balanced, rather than biased, legal advice. People 
seek legal advice because they want to do things and need to find out 
how to do them legally. There is a natural pressure, in such a context, 
to provide a permissive interpretation of the law. Many factors typi-
cally operate to provide a countervailing pressure, but most of these 
depend upon the understanding of the parties involved that the actions 
taken pursuant to that legal advice will be public and can be called 
into question by those affected by them. If there is reason to think that 
those affected can argue that the actions taken are in fact contrary to 
law, then there is a risk of legal liability that will factor into the origi-
nal advice offered. More generally, public scrutiny through the press 
and academia provides another set of informal constraints, albeit less 
direct. But state surveillance operations, both in terms of general pro-
grams and in terms of particular operations, are secret. If surveillance 
is secret, then the people likely affected by the surveillance are in no 
position to contest it, and this removes one of the informal constraints 
that can operate to provide balance in determining the lawfulness of 
the surveillance. In other words, the layers of secrecy surrounding 
state surveillance structurally enable one-sided legal advice. 

If the legal opinions establishing lawfulness are secret, if the 
activities at issue are secret, if the legal opinions are ones that even 
those tasked with oversight must defer to, then the “lawfulness” of 
surveillance is very one-sided indeed. The systematic effect of this on 
civil liberties should not be underestimated. David Cole has argued, 
for example, that post-9/11 civil society groups have been one of the 
most important guardians of constitutional and rule-of-law values, 
and not the more “formal mechanisms of checks and balances” in 
the United States.13 Such groups cannot perform this function when 
they have no way of knowing the legal opinions and actions of the 
state, apart from what they learn from whistle-blowers.
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We also need to view this unilateralism in the context of what two 
different whistle-blowers have told us about how the government might 
in different ways exert pressure for favourable legal interpretations. 

The first whistle-blower is Edgar Schmidt, a retired Justice 
Department lawyer who is taking the Canadian government to court, 
seeking a declaration regarding what he considers to be unlawful 
practices in relation to the Department of Justice’s review of proposed 
legislation and regulations. In his statement of claim, he argues,

Since about 1993, with the knowledge and approval of the 
Deputy Minister, an interpretation of the statutory examina-
tion provisions has been adopted in the Department to the 
effect that what they require is the formation of an opinion as 
to whether any provision of the legislative text being examined 
is manifestly or certainly inconsistent with the Bill of Rights or 
the Charter and, in the case of proposed regulations, whether 
any provision is manifestly or certainly not authorized by the 
Act under which the regulation is made.14

This has yet to be tested in court. However, these allegations high-
light some of the ways in which institutional cultures can develop 
in a manner that promotes, not bad faith interpretative practices, 
but at least a practice of “sharp elbows,” where legal interpretation 
is routinely pushed as far as possible in the government’s favour.15

The other whistle-blower is Edward Snowden. In a statement to 
the European Parliament, Snowden outlined the National Security 
Agency’s (NSA) role in law reform in Europe. His remarks are worth 
quoting at length:

One of the foremost activities of the NSA’s FAD, or Foreign 
Affairs Division, is to pressure or incentivize EU member states 
to change their laws to enable mass surveillance. Lawyers from 
the NSA, as well as the UK’s GCHQ, work very hard to search 
for loopholes in laws and constitutional protections that they can 
use to justify indiscriminate, dragnet surveillance operations 
that were at best unwittingly authorized by lawmakers. These 
efforts to interpret new powers out of vague laws is an inten-
tional strategy to avoid public opposition and lawmakers’ insis-
tence that legal limits be respected, effects the GCHQ internally 
described in its own documents as “damaging public debate.” 
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In recent public memory, we have seen these FAD “legal guid-
ance” operations occur in both Sweden and the Netherlands, and 
also faraway New Zealand. Germany was pressured to modify 
its G-10 law to appease the NSA, and it eroded the rights of 
German citizens under their constitution. Each of these coun-
tries received instruction from the NSA, sometimes under the 
guise of the US Department of Defense and other bodies, on how 
to degrade the legal protections of their countries’ communica-
tions. The ultimate result of the NSA’s guidance is that the right 
of ordinary citizens to be free from unwarranted interference is 
degraded, and systems of intrusive mass surveillance are being 
constructed in secret within otherwise liberal states, often with-
out the full awareness of the public.16 

We have no evidence so far that Canada has been subject to such 
pressure, but Snowden’s remarks highlight another cause for concern 
regarding secrecy and the unilateralism it enables — that a strategy 
of promoting legal interpretations enabling surveillance, rather than 
seeking to clarify the law through law reform, might be a strategy of 
actually avoiding public debate. The result is a claim of “lawfulness” 
that has not just lost its connection to the public point of view, but 
has sought to actively sever it.

Complexity and Lawful Access

In addition to secrecy, and sometimes working in conjunction with 
it, legal complexity undermines accountability. One aspect of this 
complexity, within Canada, is the different institutions that deal with 
national security concerns, including the RCMP, Canadian Security 
Intelligence Service (CSIS), and CSE. Oversight of each is handled 
differently, with limited ability to coordinate between oversight 
bodies even in relation to the ways in which these bodies cooper-
ate and assist one another.17 However, the complexity that I want to 
highlight here concerns law reform itself, given these interrelation-
ships. That is, even if the state pursues public law reform rather than 
secret legal interpretations, it is often difficult to understand the full 
implications of legal changes. Instead of understanding themselves 
as participants in an open, transparent, and public debate, lawyers 
concerned about civil liberties need to approach proposed legislation 
with a “hacker” mentality, looking for non-obvious ways to read the 
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legislation in order to locate the little-understood legal vulnerabilities 
the government might exploit behind its wall of secrecy and protec-
tive official statements.

For example, Canada’s ongoing debates regarding lawful access 
reform generally focus on the ordinary law enforcement context, and 
yet this reform has difficult-to-understand implications for surveil-
lance in the national security context as well.

Since 9/11, the federal government has sought to pass lawful 
access legislation. One of the more recent failed iterations, Bill C-30, 
would have created a mandatory warrantless access regime for some 
kinds of metadata. In particular, both CSIS and Canadian police 
services could designate particular individuals who would be autho-
rized to require any telecommunications service provider to provide 
them with identifying subscriber information. This included the 

[n]ame, address, telephone number and electronic mail address
of any subscriber to any of the service provider’s telecommunica-
tions services and the Internet protocol address and local service
provider identifier that are associated with the subscriber’s
service and equipment.18

At the time, critics were concerned that this effectively amounted to 
a mandatory identification regime, undermining Internet anonym-
ity.19 The federal government claimed, controversially, that such 
mandatory identification was required to fight crimes such as child 
pornography.20 After a great deal of public controversy over the war-
rantless access regime, Bill C-30 was shelved.

However, now that we have learned more details regarding 
some of the ways in which CSE and the NSA have built tracking 
tools, we can see how mandatory warrantless access to some forms 
of subscriber data could also enable the tracking of individuals. 
Bill C-30 did not place any kind of constraint on requiring access 
to this information, except in relation to who could require it.21 It is 
true that Bill C-30 would not have allowed CSE to ask for subscriber 
information. However, part of CSE’s mandate is to provide techni-
cal assistance to other Canadian authorities, including CSIS and the 
RCMP, who could get access to this data and who would face no 
legal impediment to setting up a regime of bulk access to this data. 

As computer security expert Bruce Schneier writes, “If the NSA 
has a database of IP addresses and locations, it can use that to locate 
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users.”22 We know from the recent CSE disclosures that the ability 
to track individuals in real time through the use of various forms 
of metadata, including IP addresses, was known to the government 
at least as early as May 2012.23 Bill C-30 received first reading in 
February 2012 and was shelved amidst public protest in February 
2013.24 Therefore, it is perfectly conceivable that the federal govern-
ment knew that Bill C-30 could enable the deployment, by either CSIS 
or the RCMP, with the assistance of CSE, of the kind of real-time 
tracking tools recently revealed. However, such capabilities were 
not part of the federal government’s public discussion of Bill C-30.

In November 2013, the federal government reintroduced law-
ful access reform as part of its cyberbullying legislation, and in 
December 2014 these reforms became law.25 The new lawful access 
provisions do not include mandatory warrantless access to sub-
scriber information. However, this did not mean that the issue disap-
peared. Rather, it shifted to the courts in relation to the question of 
voluntary, rather than mandatory, warrantless access to subscriber 
information.26 A number of lower court decisions suggested that it 
is permissible for the state to get warrantless access to some forms 
of subscriber information where this information is voluntarily pro-
vided by the service provider and where that service provider has a 
service agreement with its customer indicating that it might share 
this information with the state.27 Although many were concerned 
that legally permissible warrantless access to subscriber information 
was facilitating large-scale data collection by the state, it is impor-
tant to note that the legal cases were being argued within a very 
specific and narrow context — a specific criminal investigation into 
child pornography — where these broader implications for how such 
cases might be interpreted to enable very different forms of surveil-
lance were not at all part of the public discussion. In June 2014 the 
Supreme Court of Canada weighed in and decided, in R v. Spencer, 
that anonymity is an aspect of informational privacy protected by 
the Charter of Rights and Freedoms and that the police require a war-
rant to obtain subscriber information, even when telecommunica-
tion providers are willing to voluntarily provide it.28 While Spencer 
shuts down many forms of warrantless access, its scope is unclear. 
For example, the decision emphasized that the police were trying 
to link a specific person to specific online activities that were being 
monitored and it is unclear what kind of protections would extend 
to “bulky” surveillance contexts where lots of data is collected but 
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remains anonymous (the haystack) in order to help track or locate 
others (the needle). 

Just as the warrantless access issue moved from one of manda-
tory access to one of voluntary access, the new lawful access provi-
sions make the terms of voluntary access easier. Where a person 
voluntarily shares information with authorities, so long as she “is 
not prohibited by law from disclosing” the information, no order 
is required and there is no criminal or civil liability for providing 
this information.29 The Canadian government has suggested that 
this simply provides “greater certainty” to what is already the case, 
without providing information as to the contexts in which it seeks 
voluntary access.30 It is matched by proposals to amend the federal 
government’s private sector data protection legislation in order to 
make it easier for organizations to share information with the state, 
also with virtually no public discussion regarding how this might 
enable forms of state surveillance.31

At a 2014 conference on surveillance, former chief of CSE, John 
Forster, in response to a question from the audience, indicated that 
CSE could access its metadata database for the purposes of carrying 
out its assistance mandate, but that it would then be constrained by 
whatever legal requirements applied to the institution it was provid-
ing assistance to.32 In other words, if CSE was assisting the RCMP, 
then its assistance would be governed by the terms of the RCMP’s 
warrant. For those concerned about the domestic implications of 
broad state surveillance capabilities, this means that the warrant 
requirements need to be scrutinized with this assistance in mind. 
Seen in this light, some of the new lawful access reforms are impor-
tant. For example, there are new production orders for “transmission 
data” as well as “tracking data” on a standard of reasonable suspi-
cion.33 The government’s rationale is that this is analogous to what we 
already permit in relation to the use of tracking devices and number 
recorders.34 The thought is that since a reasonable suspicion standard 
was enough when we had to install devices on telephone landlines 
to determine the numbers phoned, it is enough now to unlock the 
metadata associated with modern communications. However, we 
cannot arrive at public understanding of these provisions unless we 
understand the full context of their use. 

What the Snowden revelations have shown us so clearly is that 
the issue is not about types of information, but systems of information 
and methods of analysis. Creating a system of orders and warrants 
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that presumes meaningful distinctions between subscriber informa-
tion, transmission data, and content is one that cannot provide the 
public with a clear understanding of what authorities can actually 
do and what the privacy implications are. The challenge here is quite 
serious, as it is not clear that our current constitutional jurispru-
dence provides us with appropriate legal tools. Our constitutional 
privacy jurisprudence focuses on types of information, and specifi-
cally whether the information meets the “biographical core” test for 
identifying a reasonable expectation of privacy. What we need are 
methods of oversight that help us focus on systems and methods.

Jurisdiction and Borderless Communications 

When we consider questions of accountability and oversight, we most 
often do so within a national framework. Canadian commentators, for 
example, point to systems of oversight south of the border and argue 
that in comparison our own framework is inadequate and in need 
of reform.35 The framing of the question is then how to ensure that 
Canadian surveillance activities occur within a framework of law, 
or that Canadians and persons within Canada receive the protection 
of the law. However, I argue that it is also important to question the 
extent to which national jurisdiction remains a meaningful category 
in relation to questions of oversight. As I outline in this section, in the 
context of a global communications infrastructure, ideas of national 
law and status categories (like non-US person) are currently more 
likely to create the legal “loopholes” that enable broad surveillance 
than to create forms of accountability and oversight. 

Our increasingly borderless system of communication is one 
that follows the technical imperatives of the nature of information. 
It is widely agreed that the classic point of departure for information 
theory is Claude Shannon’s 1948 paper “The Mathematical Theory of 
Communication,” which purported to provide a theory that would 
allow one to measure information and system capacity for storage 
and transmission of information.36 As he so strikingly outlines in 
his introduction, the “semantic aspects” of communication — the 
meaning of messages — “are irrelevant to the engineering problem.” 
“Information,” on this model, is not something that is dependent 
on the context of disclosure or of receipt. One can see how, despite 
developments in information theory and practice in the intervening 
decades, this still captures an important aspect of information and 
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communications technology (ICT). ICT easily shifts information from 
one context to another partly because what information is, is seen to 
be independent of these contexts. This logic is further extended in the 
context of the so-called digital revolution in ICT, which has largely 
erased the differences between different mediums of transmission 
and led to an ever-greater proliferation of networking.

The basic “logic” of information, therefore, is that it does not 
respect context. This is one of the reasons that ICT raises so many 
privacy concerns. Both privacy norms and justifications for the 
breach of privacy norms depend upon many contextual factors, 
yet ICT facilitates practices that render those contextual factors 
irrelevant.37 Disclosing information in a context and for a purpose 
different than the context and purpose for which it was initially col-
lected is one example; taking information that is relatively innocu-
ous in one context and aggregating it to create revealing profiles is 
another. Geographical borders are another “contextual” feature that 
ICT increasingly renders irrelevant in many practical details. With 
so many of our personal and professional activities mediated by 
the Internet, many of us physically sit in one jurisdiction and at the 
same time talk, shop, write, and read in an entirely different jurisdic-
tion. The rapid adoption of cloud computing has meant that we can 
now be in one jurisdiction, but have what are essentially our own 
personal digital archives stored in another jurisdiction (or multiple 
jurisdictions). 

Several NSA surveillance programs exploit these features of 
modern communications technology through leveraging the fact 
that much of the world’s Internet traffic passes through the United 
States and that many of the most central players in cloud computing 
are US companies, giving it a “home-field advantage.”38 Although the 
NSA’s Internet surveillance programs operated extra-legally in the 
aftermath of 9/11,39 they now operate within a legal infrastructure 
that allows them to take advantage of US dominance of the Internet. 
Prior to 2008, US authorities could only conduct surveillance on non-
US person targets outside of the United States by showing reason-
able and probable grounds that the target was a foreign power or an 
agent of a foreign power, and by obtaining an order from the Foreign 
Intelligence Surveillance Court (FISC).40 With the passage of the FISA 
Amendments Act (FAA) in 2008,41 FISC can approve surveillance of 
non-US persons outside of the United States without individual-
ized orders.42 These changes have provided the legal basis for NSA 
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programs like PRISM, which involve obtaining communications data 
from Internet companies such as Microsoft and Google. 

From an American perspective, these legal changes remove 
obstacles to the timely acquisition of important intelligence infor-
mation while not compromising US constitutional guarantees, since 
the US constitution is widely held to not apply to non-US persons 
abroad.43 However, from the perspective of a non-US person this 
can enable state surveillance on standards that fall below their own 
domestic statutory and constitutional guarantees. Consider Canada. 
A Canadian using Gmail, for example, has her email routed through 
the United States and stored on US servers, making it vulnerable to 
collection under the FAA. Under s. 702, the Attorney General (AG) 
and the Director of National Intelligence (DNI) are permitted to 
jointly authorize the targeting of individuals located outside of the 
United States “to acquire foreign intelligence information.”44 This is 
not an individualized warrant regime. FISC approves annual certi-
fications for the collection of categories of foreign intelligence infor-
mation and the AG and DNI can then determine which individuals 
to target, without any additional oversight.45 Foreign intelligence 
information includes information that “relates to…conduct of the 
foreign affairs of the United States.”46 Such a broad definition can 
easily include things like political speech, for example; while there 
are protections in FAA for freedom of expression, these all apply to 
US persons only.47 There are also a variety of “minimization” provi-
sions to reduce the privacy impact of authorized surveillance, but 
these provisions also only apply to US persons.

Canadians do not face a similar threat of surveillance from 
the Canadian state. For example, the National Defence Act does not 
allow CSE to target Canadians, much less to do so on such lax stan-
dard. Canadians can be targeted by CSIS or the RCMP, and then 
CSE can assist through its assistance mandate, but such targeting 
is then subject to both the warrant requirements that apply to these 
agencies as well as our Charter guarantees. Of course, CSE has a 
controversial metadata program that has raised numerous questions 
regarding both its statutory authorization and its constitutionality. 
The Snowden revelations have also shown that the CSE is tracking 
millions of Internet downloads every day, which will inevitably 
include Canadian Internet activity.48 Nonetheless, what is important 
here is that, in relation to non-US persons, FAA permits access to 
content as well as metadata with fairly limited statutory restrictions 
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and no constitutional restrictions at all. Canadians who use US-based 
cloud computing therefore are subject to US state surveillance on 
standards that, if applied within Canada, would be clear violations 
of our statutory and constitutional rights.

Many have also claimed that these standards are clear viola-
tions of international human rights standards. This debate is ongoing, 
but the official position of the US government is that the protections 
of the International Convention on Civil and Political Rights only 
extend to individuals both within its territory and within its juris-
diction.49 The split that cloud computing makes possible — that an 
individual would be outside its territory but her information subject 
to US jurisdiction — also creates a space where international human 
rights norms (arguably) do not apply.

There has been pressure to amend US law in order to erase this 
distinction between US and non-US persons. The President’s Review 
Group offered one of the most serious attempts to justify some form 
of such a distinction. The justification they offer is not based upon the 
reach of the Fourth Amendment, but an understanding of democratic 
community. It is worth reproducing at some length:

To understand the legal distinction between United States 
persons and non–United States persons, it is important to rec-
ognize that the special protections that FISA affords United 
States persons grew directly out of a distinct and troubling era 
in American history. In that era, the United States government 
improperly and sometimes unlawfully targeted American 
citizens for surveillance in a pervasive and dangerous effort to 
manipulate domestic political activity in a manner that threat-
ened to undermine the core processes of American democracy. 
As we have seen, that concern was the driving force behind the 
enactment of FISA.
Against that background, FISA’s especially strict limitations on 
government surveillance of United States persons reflects not 
only a respect for individual privacy, but also — and fundamen-
tally — a deep concern about potential government abuse within 
our own political system. The special protections for United 
States persons must therefore be understood as a crucial safe-
guard of democratic accountability and effective self-governance 
within the American political system. In light of that history and 
those concerns, there is good reason for every nation to enact 
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special restrictions on government surveillance of those persons 
who participate directly in its own system of self-governance.50

The justification for the distinction therefore remains rooted in 
ideas of the importance of national jurisdiction and traditional ideas 
of the significance of the state and its coercive powers. This just 
underscores the fundamental tension: we have a global communi-
cations network where increasingly borders do not matter, we have 
surveillance practices responding to this reality, and yet we seek to 
justify and hold surveillance powers to account through asserting 
that borders matter. Even the idea that concerns about abuse of state 
authority are restricted to the context of domestic political activity 
is difficult to accept when so many of us frequently cross borders 
for both personal and professional reasons. The Canadian example 
of Maher Arar is a stark reminder of this: Arar was apprehended by 
US authorities while in transit in New York and removed to Syria, 
where he was tortured.51

Apart from the issue of Canadians crossing the border and 
becoming directly subject to US jurisdiction, there is the issue of 
information sharing between the United States and Canada, as well 
as with other allies. If US authorities can collect information about 
Canadians on lower standards than are permitted within Canada, 
and then share this information with Canadian authorities, then this 
effectively creates an end-run around our constitutional guarantees 
even if it is, on some level, “lawful.” Although we do not know 
enough about Canadian practices to assess the seriousness of this 
worry, recent evidence suggests it is not that far-fetched.

In a controversial 2014 Federal Court decision, many important 
details came to light regarding the Canadian government’s under-
standing of information sharing practices between its allies.52 The 
case concerned whether when obtaining a warrant from the Federal 
Court, CSIS needed to disclose the fact that it would seek assistance 
from CSE under CSE’s assistance mandate, and that CSE would task 
foreign allies with this assistance. Justice Mosley’s concern was not 
with the flow of information from foreign allies to Canadian authori-
ties, but the other way around — that asking for assistance means that 
the targets of surveillance could face an increased risk of detention or 
harm from those foreign allies.53 The issues are legally complex, and 
the case is being appealed to the Supreme Court of Canada. Here, I 
merely want to underscore a number of important details that bear 
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on the question of whether Canadian authorities can obtain informa-
tion about Canadians that was collected under foreign domestic laws 
that violate our own constitutional standards. 

Partly at issue was a 2007 Federal Court decision that held that 
the Federal Court did not have the jurisdiction to issue a warrant 
for surveillance activities abroad.54 CSIS argued that, in light of this 
decision,

they turned to the general authority to investigate threats to the 
security of Canada set out in s.12 of the [CSIS] Act. They reached 
the conclusion, through the advice of their legal counsel, that a 
warrant was not required for CSIS to engage the assistance of 
the second parties through CSEC [CSE] to intercept the private 
communications of Canadians outside the country.55 

It was also CSE’s position that no warrant was required for this for-
eign assistance, that only domestic law of the foreign nation would 
apply.56 Accordingly, “they could request that a foreign agency do 
within its jurisdiction that which CSIS and CSEC could not do in 
Canada without a warrant.”57 Consistent with this, the Deputy 
Attorney General of Canada has taken the position that CSIS can ask 
CSE to task foreign allies to conduct surveillance abroad so long as 
such surveillance is in accord with the foreign ally’s domestic legisla-
tion and does not raise serious human rights concerns.58

This view partly rests on cases like R v. Hape, which have held 
that when Canadian authorities conduct surveillance on Canadians in 
other countries the Charter does not apply.59 However, there remains 
uncertainty as to whether Canadian authorities require some form 
of lawful authority to conduct surveillance abroad, including engag-
ing the assistance of its allies, even if the Charter does not apply.60 
Indeed, the federal government has introduced reforms that would 
allow CSIS to obtain a warrant with extraterritorial effect.61 There 
are also questions as to whether the broad powers legally argued 
for have actually been exercised.62 Nonetheless, it shows that there 
is a plausible legal interpretation that suggests the following asym-
metry: there are circumstances where Canadian authorities can ask 
US authorities to intercept the communications of Canadians on 
standards that fall far below the level of rights protection afforded 
to Canadians under our own domestic legislation and constitutional 
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guarantees. In doing so, they would not be acting unlawfully, given 
the interpretation of the law just outlined. 

What these various examples underscore is that we cannot 
simply focus on domestic institutions and domestic laws if we are 
to bring surveillance practices within an effective regime of over-
sight and accountability. Some form of international treaty is likely 
required with international oversight bodies. Early in the lifecycle of 
the Snowden revelations there was speculation about the existence 
of “no spy” agreements between members of the Five Eyes alliance,63 
protecting the citizens of each country from spying from other mem-
bers. Although there seem to be informal practices and conventions, 
the United States has publicly and emphatically denied any formal 
agreements.64 Whatever we might think about these relationships 
“based on decades of familiarity, transparency, and past performance 
between the relevant policy and intelligence communities,” these are 
not legal protections.65 They are secret, of uncertain scope, can be 
discarded in the interests of national sovereignty,66 exist to protect 
the interests of the state and not the citizens of that state, and are in 
no way subject to independent oversight.

Conclusion

It is clear that Canada needs to provide a better system of account-
ability and oversight for our national security agencies and activities. 
However, in doing so we need to stop thinking that the issue is illegal 
activity on the part of our national security agencies, such that the 
answer is to create a system where we can ensure that they follow the 
law. Instead, I have argued that we need to start from the proposi-
tion that our national security agencies do, in good faith, understand 
themselves to be acting within the law. If we do that, then we can 
start to appreciate that the relationship between the surveillance 
state and the rule of law is much more complex, and the possibility 
of reform more challenging, than is sometimes clear from reactions 
to the Snowden disclosures. If we look closely, we will see that sur-
veillance does indeed operate according to a legal infrastructure. The 
problem is that that infrastructure is one of lawful illegality.
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