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Introduction

urveillance does not affect everyone equally. Since Edward

Snowden made his initial flight to Hong Kong with a treasure
trove of documents digitally stuffed in his computer, stories about the
surveillance reach of the modern technological state have abounded
and continue to appear on a regular basis. Some accounts focus
on generalized surveillance on a global scale; others are of par-
ticular interest to certain nations, as in the case of Canada and the
Communications Security Establishment (CSE) trial, which involved
the interception of Wi-Fi transmissions at a Canadian airport, or,
in the United Kingdom, the warrantless interception of the com-
munications of British citizens by Government Communications
Headquarters (GCHQ)." There is a clear fascination in the media with
the technology and the scale of the surveillance and the notion that
the risk is equivalent for all of us.

This discourse, however, obscures important points. First, the
notion of equality in the face of Big Brother’s perpetual gaze in a
“panoptic society” is, in several respects, ridiculous. While it is cer-
tainly true that all may see their communications intercepted, the
key point frequently forgotten in the frenzy of discussion is what
happens to the material collected. At this stage, the idea of equality
breaks down as notions of threat and deviance emerge.> A version of
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what sociologist David Lyon refers to as “social sorting” comes into
play? Specifically, Lyon argues that

the key practice here is that of producing coded categories
through which persons and groups of persons may be sorted
(Cayhan 2005; Lyon 2003b). If personal data can be extracted,
combined, and extrapolated in order to create profiles of poten-
tial consumers for targeted marketing purposes, then, by a
similar logic, such data can be similarly processed in order to
identify and isolate groups and persons that may be thought of
as potential perpetrators of “terrorist” acts. Such “social sort-
ing” has become a standard way of discriminating between
different persons and groups for the purposes of providing
differential treatment (whether this is encouraging certain
classes of consumer to believe that they are eligible for certain
exclusive benefits, for example, through club registration and
membership, or facilitating or restricting traffic flow though
airports by reference to watch lists and PNR [passenger name
record] data).4

To put it in more real-world terms, I as a white, Euro-Canadian,
middle-class male with slightly left-of-centre political views and
agnostic religious beliefs have, through privilege, little to fear from
blanket surveillance. Conversely, a change to one or several of those
characteristics, such as religious belief, and suddenly a convergence
can occur with the characteristics of a marginalized category that
has been mapped onto the notion of a “threat” by structures of
power. As a result, this shift can lead to far more intrusive surveil-
lance and direct consequences as opposed to simply the collection
of data. Accordingly, certain groups and individuals have long been
subjected to more intrusive surveillance, and dramatic consequences
as a result of that attention, because of their ideology, race, ethnicity,
gender, sexuality, religion, nationality, social class, or some combi-
nation of these variables> The phenomenon of such targeting is not
new, although arguably the scale is.

And although intrusive targeted surveillance can often involve
technology, it can also feature a technique that predates the type
of observation that is garnering the masses of media coverage in
the twenty-first century. It is what Jean-Paul Brodeur referred to as
“undercover policing,” in that it involves “policing operations which
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are covert and involve deception.”® It is human surveillance carried
out by “covert human intelligence sources” or CHIS. A CHIS could
be an undercover police officer or intelligence agent, or an informant
working on behalf of a state agency” The United Kingdom govern-
ment offers the following official definition of a CHIS:

A person is a CHIS if

a) he establishes or maintains a personal or other relationship
with a person for the covert purpose of facilitating the doing of
anything falling within paragraph b) or c);

b) he covertly uses such a relationship to obtain information or
to provide access to any information to another person; or

¢) he covertly discloses information obtained by the use of
such a relationship or as a consequence of the existence of such
a relationship.®

There are significant reasons why CHIS, particularly informants,
were crucial for countersubversion investigations in the Cold War
and remain critical for counterterrorism investigations in the “War
on Terror,” including in Canada. In parallel to the famous acronym
MICE that explains the motivations of those who spy (Money,
Ideology, Compromise/Coercion, Ego/Extortion), these CHIS can be
described through the acronym NERD.

N represents the nature of the target. Essentially, the more dif-
ferent the targets are from those tasked with spying on them, the
greater the need for the informant version of CHIS. This was true
during the Cold War when members of certain Eastern European
ethnic groups were targeted because of their involvement in far-left
radicalism, and intelligence agencies, whose agents often lacked
Slavic language skills, had to recruit numerous informants from
within the targeted communities. The lack of diversity within secu-
rity agencies has also applied to gender in the past. Into the early
1970s, the two main domestic intelligence agencies in Canada and
the United States, in part reflecting that policing and intelligence
work has been historically gendered male, still did not have female
agents or officers. Despite this limitation, they still managed to con-
duct detailed espionage against women'’s liberation groups, includ-
ing all-female gatherings, which could not have occurred without
the utilization of informants.” This point is even more relevant in
today’s increasingly multicultural world. Government agencies
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are not always diverse enough to have expertise in every language
and/or culture. Think of cities like London, New York, and Toronto,
which have citizens from every corner of the globe. It is for this rea-
son that the Federal Bureau of Investigation has become increasingly
reliant on informants for intelligence-related investigations, more
so than for normal criminal work, particularly as a starting point
into terrorism investigations.” In the United Kingdom, there has
been a drive to recruit more informants from among Muslim com-
munities because of the difficulties the police and MI5 have had in
penetrating them using their own members, which is in part down
to their own failures to reflect the makeup of the communities they
are targeting for surveillance.™

E stands for ease and effectiveness, which is why CHIS are
deployed. In democratic societies, it is often easier to employ infor-
mants or deploy undercover agents than to use forms of shadowing
involving technology. Both the scandal that erupted in December
2005, when the New York Times revealed that the administration of
President George W. Bush had been conducting warrantless commu-
nications interceptions, and the controversy in relation to Snowden,
lack a parallel with CHIS.”> No similar requirements exist for the
deployment of informants or undercover agents.”> The committee
of Senator Frank Church (Church Committee), which in the 1970s
investigated wrongdoings by American intelligence agencies, noted
this anomaly with respect to informants:

There is no specific determination made as to whether the sub-
stantial intrusion represented by informant coverage is justified
by the government's interest in obtaining information. There is
nothing that requires that a determination be made of whether
less intrusive means will adequately serve the government's
interest. There is also no requirement that the decisions of FBI
officials to use informants be reviewed by anyone outside the
Bureau. In short, intelligence informant coverage has not been
subject to the standards which govern the use of other intrusive
techniques such as wiretapping or other forms of electronic
surveillance.™

At the time, the only loosely enforced restrictions on intelligence
informants were internal ones included in the FBI's “Manual
of Instructions,” which it did not publicize, added the Church
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Committee.”> In the 1970s, the McDonald Commission revealed that
the Royal Canadian Mounted Police (RCMP) had specific guidelines
around keeping control of an informant in terms of avoiding illegal
activities that reflected a criminal justice model of policing and not
a security and intelligence type of investigation:

A paid informant may think he has a license to commit any
offence in order to feign the desired result. To combat this:

1. Do not leave him to his own devices.

2. Make him operate on strict instructions.

3. Atevery stage of the operation, set out his limits.

4. Tell him that any consideration he may get depends on
whether he follows instructions.

5. Tell him he has no license to violate the law, but let him
use all the stealth and inventiveness he can, provided he stays
within the limits you set out for him."

Currently, the Canadian government requires its main intelligence
agency, the Canadian Security Intelligence Service (CSIS), to get spe-
cial political permission, including retroactively, if necessary, when
the informant version of a CHIS is utilized against sensitive targets,
such as university campuses and churches and mosques, but this
use still does not involve the obtaining of a warrant.”” Since 2000, the
Regulation of Investigatory Powers Act (RIPA) in the United Kingdom
has governed the deployment of informants, including who has
authority to authorize their use, but there still is no requirement to
obtain a warrant.’® A CHIS then represents a method of state surveil-
lance that does not require the same legal approvals as does spying
through technology. As a Canadian law professor put it in response
to a lawsuit brought against a CHIS in 2012 by an activist who had
been spied on, “the Supreme Court of Canada has been pretty clear
in saying the Charter [of Rights and Freedoms] doesn’t protect you
from a poor choice of friends. Meaning, if you pick someone to be
your friend and it happens to be an undercover cop, that’s your prob-
lem.” A series of court decisions at various levels across Canada
support this interpretation.® The United States Supreme Court has
made similar decisions in the past, in which the court distinguished
between types of surveillance. Justice William Brennan articulated
the difference this way:
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For there is a qualitative difference between electronic surveil-
lance, whether the agents conceal the devices on their persons
or in the walls or under beds, and conventional police strata-
gems such as eavesdropping and disguise. The latter do not so
seriously intrude upon the right of privacy. The risk of being
overheard by an eavesdropper or betrayed by an informer or
deceived as to the identity of one with whom one deals is prob-
ably inherent in the conditions of human society. It is the risk
we necessarily assume whenever we speak. But as soon as elec-
tronic surveillance comes into play, the risk changes crucially.
There is no security from that kind of eavesdropping, no way of
mitigating the risk, and so not even a residuum of true privacy.**

Then there is the effectiveness that goes with CHIS. This is a par-
ticularly useful category for police forces and intelligence agencies,
since it allows them to overcome one of the main detriments of tech-
nological surveillance: vast quantities of information that cannot be
processed in a precise or timely fashion. Informants and undercover
state agents represent a precise type of surveillance that in some
ways is more difficult, although not impossible, to counteract, as it
can come in the form of a friend, colleague, or even family member.
Some targets did and do attempt to employ methods to counter infor-
mants. Moving to smaller cells with each having little knowledge of
the activities of the others is one such method. Questioning members
about their backgrounds and political convictions is another. In the
1960s, a countering method might have involved having to partake
of drugs as proof of one’s counterculture credentials.>> An additional
technique is to require serious criminal activity as a test of the com-
mitment to the group and out of the belief that a CHIS would not
engage in such actions. Still, it is a style of information collecting
that is active instead of passive, as technological surveillance can be,
and brings a precision often missing when technology is deployed.

Nor are the various approaches to surveillance necessarily
mutually exclusive. There are ways that surveillance by CHIS can
interact with spying via technology, thus increasing both ease and
effectiveness. CHIS can use technology to spy on targeted groups
or individuals through hidden microphones and cameras, computer
spyware, GPS trackers, and other devices. CHIS can also be deployed
to investigate online criminal, hacktivist protest, and terrorism cases.
A hacker, Adrian Lamo, was responsible in 2010 for revealing to the
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US government that Chelsea Manning (formerly Bradley Manning)
had leaked classified records to WikiLeaks.?> A year later, Sigurdur
“Siggi” Thordarson supplied information about WikiLeaks and Julian
Assange while working as an FBI informant.>4 It emerged via the
media in 2012 that a well-known hacker nicknamed Sabu, involved
with a hacktivist group known as LulzSec, had been working for
several months as an FBI informant.?

R represents resources. Professional technological surveillance,
in whatever form it takes, is expensive and resource-intensive. Even
in the present, basic technological surveillance of a subject, which
still on occasion involves physical access to the targeted group or
individual’s property or body, can involve up to a dozen people
performing a variety of tasks.?® All of these factors make this type
of spying by the state in most democratic nations expensive, compli-
cated, and unwieldy, and the incentive to use CHIS that much greater.

Finally, D is for destructiveness, which is the impact that the
informing and spying have. It is not a coincidence that many of the
alternative names applied to CHIS are negative and that those who
employ them use neutral or positive terminology such as “source” or
“asset.”?7 Some of this negativity emanates from the nature of inform-
ing and spying, which at its heart involves betrayal, potentially at
a fundamental level. But it also relates to the active role that CHIS
can take as an agent provocateur, who, far from passively observing
events, participates or even takes a lead role in the activities that
he or she is spying on. This is the most controversial aspect of all
when it comes to this type of spying, as it can lead to allegations of
entrapment through manipulation of events by CHIS.?® It also may
become a featured aspect of future Canadian counterterrorism with
the Harper government’s Bill C-51 and the expanded ability of the
CSIS to carry out disruption “measures.”9

It is this type of human surveillance by CHIS that this chapter
is concerned with. The chapter will historicize the emphasis in the
domestic security and intelligence field, as opposed to ordinary
crime fighting, and explore its use in contemporary Canada, ranging
from counterterrorism operations to efforts against political protest.
It will also situate the Canadian use within a wider American and
British current context that has generated considerable controversy
in both countries. Ultimately, the chapter will argue that the same
controversy, although frequently muted because those targeted for
this type of surveillance are frequently marginalized and thus lack
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a media platform or political clout to generate wider attention to
their cause, will also emerge in Canada unless more effort is made
to regulate and provide external scrutiny of the activities of CHIS.
Inevitably, secret activity in which transparency and oversight is
lacking or weakened because of the absence of direct supervision,
combined with the impact on personal relationships, will lead to
abuses and controversy. The catch-22 is that this type of surveil-
lance is frequently effective and deemed necessary, particularly in a
counterterrorism context, and thus its use will continue, making the
emergence of scandal and controversy a given. In a real sense, then,
the concerns raised by the Church Committee in the United States
of the 1970s remain relevant to the Snowden era and Canada in the
twenty-first century.

The intelligence informant technique is not a precise instru-
ment. By its very nature, it risks governmental monitoring of
Constitutionally-protected activity and the private lives of
Americans. Unlike electronic surveillance and wiretaps, there
are few standards and no outside review system for the use
of intelligence informants. Consequently, the risk of chilling
the exercise of First Amendment rights and infringing citizen
privacy is increased. In addition, existing guidelines for infor-
mant conduct, particularly with respect to their role in violent
organizations and FBI use of intelligence informants to obtain
the private documents of groups and individuals, need to be
clarified and strengthened°

The Canadian Historical Context

The formalized use of CHIS by the Canadian state stretches back
into the nineteenth century and the rise of the modern security
state. The main target in the 1860s was Irish nationalists, specifi-
cally Fenians, who launched five main cross-border attacks, which
today would be labelled as terrorism, into both British North
America and its successor, the fledgling country of Canada. For
British North America, the main security agency was the Western
Frontier Constabulary, created, according to a government official,
to “find out any attempt to disturb the public peace, the existence
of any plot, conspiracy, or organization whereby peace would be
endangered, the Queen's Majesty insulted, or her proclamation
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of neutrality infringed.”>* Recruited to carry out the work of the
new agency were CHIS. By 1870, there were fifty CHIS carrying
out undercover work, including several who had infiltrated Irish
groups.>* The Canadian government additionally relied on British
intelligence through an informant operating in the United States,
although Sir John A. Macdonald remained sceptical regarding the
reliability of such individuals: “A man who will engage to do what
he offers to do, that is, betray those with whom he acts, is not to be
trusted.”?> Later in the early twentieth century, Hindus and Sikhs
became the targets of Canadian government CHIS; in turn, several
informants were murdered, as was a secret agent who was killed by
one of the informants whom he handled .34

The extensive and permanent use of CHIS in security and intel-
ligence operations began during the First World War. In echoes of
the modern counterterrorism era, the war raised the spectre of an
enemy within, particularly in western Canada, which had a large
“enemy alien” population drawn from parts of Europe that Canada
now warred against. The immediate response on the part of the main
security force in the western half of Canada, the Royal North-West
Mounted Police (RNWMP), was to recruit informants who had the lan-
guage and ethnic background that would allow them to move easily
among those now under surveillance Later in the war, police officers
from more diverse backgrounds would go undercover as well. The
most famous of these was John Leopold, who was originally recruited
as an informant but then became a full-time undercover Mounted
Policeman because of his “ethnic” appearance and his fluency in Slavic
languages. As a CHIS in the 1920s operating under the pseudonym
of Jack Esselwein, he infiltrated the fledgling Communist Party of
Canada and later became the most famous Mountie in Canada in the
interwar period when his real identity was exposed and he testified
against his former Communist comrades in an open courtroom.3®

With the merger of the RNWMP with the Dominion Police, the
security force in eastern Canada, the new Royal Canadian Mounted
Police appeared in 1920. Its first commissioner, A.B. Perry, helped
design the new intelligence agency and put a high priority on CHIS,
although he warned that Mountie handlers should “be constantly
on their guard against being purposely misled by the informants.”
One way to do this, he advised, was to have meetings covered by two
informants operating independently from each other so that their
reports could be compared against each other>”
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The focus of CHIS for the next several decades when it came to
intelligence investigations was almost exclusively on the Communist
Party of Canada. This landscape began to change in the 1960s with
the emergence of the New Left, Quebec nationalism, Red Power,
Black Power, and other movements. The use of CHIS also emerged
in the public domain in a controversial fashion that would serve as
a preview of the controversy around their use in the post-Cold War,
post—9/11 world. In 1961, a student at Laval University was approached
by a member of the RCMP and asked to inform on two of her fellow
students who were involved in the campus anti-nuclear movement.
Instead, she told them about the approach and they went to the media;
condemnation of the RCMP effort erupted3® This criticism, which the
RCMP internally saw as Communist-orchestrated, led to restrictions
on the ability of the RCMP to recruit informants on campus, although
in practice the impact was negligible’? Periodically after the 1960s,
controversy around specific CHIS informants would arise. In 1987,
it emerged that an informant named Marc-André Boivin had sup-
plied information on the Confederation of National Trade Unions
for a number of years to the RCMP and CSIS.#° In 1992, a journalist
revealed that a well-known Quebec provincial cabinet minister in
the government of Premier René Lévesque, Claude Morin, had been
a paid RCMP informant in the 1970s.4* Two years later, another jour-
nalist broke the story that Grant Bristow, prominent within Canadian
far-right circles, had been in the employ of CSIS as an informant for
six years.#* In 2000, the news surfaced that the RCMP had blown up
a shed at an oil site to provide credibility to an informant who was
attempting to gain the confidence of a farmer who the police believed
was engaged in sabotage against the oil industry.®

CHIS in Modern Counterterrorism

CHIS have been used and are being used not only in Canada but
around the world in the context of domestic security. The post—Cold
War security emphasis on counterterrorism has emphasized their
significance. While technological surveillance remains important,
it is not omnipotent. E-mail can be encrypted and used in different
ways, with coded messages hidden within a digitized picture or
messages saved in the draft section of an email account and accessed
from there instead of being sent out through cyberspace. Rooms can
be swept for bugs and terrorists can and do stop using telephones
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that are tapped or satellite telephones that reveal their location. Or, if
they have to use a telephone, they speak in code with the knowledge
that someone somewhere is listening in on the conversation.# In
1996, a US Congressional report explicitly addressed the limitations
of such surveillance.

They [technological surveillance methods] do not, however,
provide sufficient access to targets such as terrorists or drug
dealers who undertake their activities in secret or to the plans
and intentions of foreign governments that are deliberately con-
cealed from the outside world. Recruiting human sources — as
difficult, imperfect, and risky as it is — often provides the only
means of such access.4>

Former FBI Director Robert Mueller echoes this point

Human sources...often give us critical intelligence and informa-
tion we could not obtain in other ways, opening a window into
our adversaries’ plans and capabilities. [They] can mean the
difference between the FBI preventing an act of terrorism or
crime, or reacting to an incident after the fact.4

Practitioners of counterterrorism have also resorted to CHIS, par-
ticularly informants, because of the nature of terrorism. By its core
nature, terrorism is an activity of the feeble against the powerful.
Weakness often equates with some form of marginalization, be it
in terms of language, ethnicity, or religion, or a combination of all
of these factors. As a result, as with other intelligence operations
in the past, those countering terrorism are not usually drawn from
those they are directing attention toward.# The increasing problem
of Islamist terrorism fits into previous patterns of informant use in
the Western world. Intelligence agencies and police services lack
the expertise about Muslim communities in general, let alone about
small terrorist cells within these groupings. Not surprisingly, then,
to gain intelligence police and security agencies frequently have to
recruit those on the inside or infiltrate others with a cultural and lin-
guistic familiarity into targeted groups. In the United States, the FBI
turned to informants as a solution to its lack of familiarity of Muslim
communities. A November 2004 presidential directive required the
Bureau to increase “human source” recruitment and control. In
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2008, the FBI requested nearly USs13 million to manage its informant
system, including through the creation of special software.4® It was
also during this period that the FBI recruited Philip Mudd from the
CIA to play a senior role in directing its counterterrorism operations.
One of his approaches was “Domain Management,” which involved
searching for threats within mapped ethnic communities, including
through the recruitment of informants.4

The FBI's post-g/11 approach to counterterrorism demonstrates
a fusion between the uses of informants in intelligence-type opera-
tions during the Cold War, such as the targeting of subversion, with
the uses of informants in traditional crime fighting. This has led to
frequent “sting” operations against alleged terrorists and the heavy
involvement of informants in alleged terrorist plots. From 1999 to
2011, of 508 defendants in US terrorism cases, 48 per cent were tar-
geted with informants, 31 per cent were arrested as part of a sting,
and 10 per cent were involved in cases where the informant played
a lead role in the alleged plot5° As will be shown later, this approach
has also been used in counterterrorism cases in Canada.

CHIS and Controversy in the United States and the United
Kingdom

The use of CHIS in the United States and the United Kingdom
has generated different types of controversy and criticism in both
countries. In the case of the former, where the CHIS empbhasis is
on informants, charges of entrapment through agent provocateur
activities abound, although they have yet to find any traction with
judges or juries in trials. The chief criticism has been that the role of
the agent provocateur led to terrorist activities that otherwise would
not have occurred. Take the example of Shahed Hussain, a Pakistani
immigrant to the United States who arrived in the early 1990s. He
eventually became an FBI informant to avoid a jail sentence and in
2004, at the behest of the Bureau, set up a sting in which he offered
to sell a missile to two American Muslims for use in an attack on a
Pakistani diplomat. Both men were later convicted and sentenced to
fifteen years in prison. He then re-emerged in 2008 as an informant
in a plot involving four men arrested for trying to blow up a New
York City synagogue and shoot down a US military jet. He sold the
men a phony bomb and missile, telling one of the men, “Allah didn’t
bring you here to work for Walmart.”>*
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In another instance near Sacramento, California, an informant
who received USs$250,000 was heard in recordings berating an indi-
vidual, who was subsequently charged with terrorism offences, for
not following through on a promise to attend a terrorism training
camp while in Pakistan: “You told me, ‘I'm going to a camp. I'll
do this, I'll do that” You're sitting idle. You're wasting time. Be a
man — do something!”5* Then there were the Miami terrorism arrests
in 2006, which the administration of President George W. Bush high-
lighted as the elimination of a serious plot against the United States.
Seven men, involved in a bizarre religious group, were charged
with various terrorism offences, including plotting to destroy the
Sears Tower in Chicago. The Bureau used at least two informants
pretending to be al-Qaeda operatives against them; one, who began
informing about drug dealers to the New York City Police when he
was sixteen, received USs40,000, while the other was paid double
that amount. In the end, after two mistrials, a jury convicted five of
the accused, although only one on all of the charges.>

In the United Kingdom, informants involved in counterterror-
ism have largely escaped controversy of the type experienced in the
United States. A major reason for this is that informants, while still
used in counterterrorism cases, do not play a public role in trials
as in the American model; hence, their role largely escapes wider
public scrutiny. Where controversy has erupted with respect to
informants is in relation to their recruitment.54 More widely in the
UK, undercover police officers serving as CHIS in intelligence-led
investigations of protest groups have received considerable critical
attention. For example, there have been repeated cases of CHIS who
had sexual relations with female and male activists they were spy-
ing on. In some of these situations, sexual intercourse has been part
of a wider long-term relationship between the CHIS and the target.
In two cases, the CHIS fathered children with the women they were
simultaneously spying on.>

Recent Examples of CHIS Use in Canada

Trends in the development of Canada’s intelligence agencies and
their response to domestic security threats are similar to those in the
United States and the United Kingdom. As recounted earlier, during
the Cold War, CHIS played a significant role in surveillance against
the Communist Party of Canada and then, particularly from the 1960s
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onward, against perceived and real threats from both the left and
right sides of the political spectrum. That role was primarily led by
the Royal Canadian Mounted Police Security Service until 1984 when
it was replaced by the Canadian Security Intelligence Service. Even
then the RCMP continued to play a role in national security investi-
gations, including counterterrorism, particularly because CSIS does
not have the power of arrest. At times, the provincial police forces
in Canada’s most populous provinces, Ontario and Quebec, would
deploy CHIS in intelligence-led investigations.

Indeed, the CHIS activities of the provincial police forces, the
Ontario Provincial Police (OPP) and Stireté du Québec (SQ), have
occasionally provoked debate and criticism. In the case of the latter,
a well-publicized example of an undercover police officers poten-
tially playing the role of an agent provocateur occurred in 2007 at
a summit involving the leaders of Canada, the United States, and
Mexico at Montebello, Quebec, when three “demonstrators” dressed
as anarchists, including one carrying a rock, were confronted by
other protesters. The SQ later admitted that all three men were police
officers, although it denied that they were acting as agents provo-
cateurs3® In Ontario, in 2010, in the lead up to the meeting of the
Group of 20 (G20) conference in Toronto, at least twelve undercover
police officers from a variety of forces infiltrated activist groups,
including the Steelworkers Organization of Active Retirees and the
Toronto Community Mobilization Network, who were preparing
to carry out demonstrations. In the case of one Kitchener-Waterloo
activist, who subsequently launched a lawsuit against the OPP, the
undercover police officer, masquerading as a fellow activist, became
a trusted friend, to the point that the CHIS would drive the target’s
mother to hospital for medical treatments. He later testified against
his former protest comrades in a preliminary hearing. Another OPP
CHIS moved in and lived with a group of activists in Guelph.57

The use of CHIS in post—g/11Canadian counterterrorism cases
has also been evident. The most prominent involvement occurred
in the so-called Toronto 18 case, in which a group of young Muslim
Canadian men sought to carry out terrorist attacks within Canada,
including against Prime Minister Stephen Harper. Several infor-
mants played a role in the investigation of the case, particularly
two in significant roles. The most publicized was Mubin Shaikh, an
openly radical Muslim, who provided weapons training to the men.
The defence at the trial raised the issue of entrapment, but a judge
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subsequently ruled this as irrelevant. Unusually for informants,
Shaikh actively courted media attention and would later publish a
book about his exploits;*® he also received nearly Cs300,000 for his
efforts9 It later emerged that a second informant played a more
significant role, for which he was paid just under Cs4 million along
with money for debt repayments and dental work. Shaher Elsohemy,
who had previously been an informant for CSIS, agreed to infiltrate
the Toronto 18 plotters on behalf of the RCMP in return for a large
payment. He originally asked for Cs15 million, but a smaller amount
was negotiated, although the payment remained controversial. He
later testified against the plotters.®®

Since then, CHIS in the form of both informants and undercover
police officers have been involved in two other high-profile Canadian
counterterrorism cases that at the time of writing are being tried. One
involves two men accused of plotting to carry out an attack on a VIA
passenger train travelling from Canada to the United States. That
case, a joint American-Canadian investigation, apparently involved
an FBI informant, according to American documents.®® The other
case is in British Columbia, where it is alleged that two individuals
plotted to carry out a terrorist attack in the vicinity of the BC legis-
lature in Victoria on Canada Day in 2013. The RCMP made it clear
that it had used a number of investigative tools and had ensured
that the explosive allegedly being constructed by the accused was
harmless, prompting speculation that a CHIS had to be involved in
a “Mr. Big”-style investigation, in which an undercover police officer
poses as a criminal in order to encourage other criminal activity and
collect evidence, or an American-style sting involving an informant
or informants.®?

Conclusion: Potential and Future Controversy

Both Canadian history and the use of CHIS in similar countries,
specifically the United States and the United Kingdom, show that
controversy, criticism, and potential scandal will emerge over the use
of CHIS. In some respects, this is inevitable due to the nature of the
work. As Julius Wachtel notes, “the individualized nature of police
work makes routine oversight inconvenient, if not impossible... [t]he
fluid and unpredictable nature of streetlevel encounters gives law
enforcment bureaucracies limited leverage over their field person-
nel.”® These circumstances are unlikely to change. Indeed, the more
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heavily regulated other types of surveillance become in the aftermath
of the Snowden revelations, the more the potential there is for CHIS,
with fewer restrictions, to be used, particularly in a Canada with a
strong emphasis on counterterrorism as a security priority through
new legislation. The increased use of CHIS would see a concomitant
rise in the potential for controversy and scandal.

On the other hand, the option of not using surveillance by
CHIS in counterterrorism cases does not really exist, for the simple
reason that such intelligence collection is too valuable and the risk
of not preventing potential terrorist attacks too great. CHIS use
against non-violent activists is far more problematic and worthy of
review because such tactics, in both the past and the present, have
the appearance of being undemocratic.

There is, however, a third path, which involves greater trans-
parency and regulation as a means of not eliminating problems but
instead reducing or mitigating the circumstances that lead to scandal,
controversy, and abuses. Treating human surveillance through CHIS
the same as other types of intrusive surveillance, including requiring
a warrant before it can be deployed, which was floated in the United
States in the 1970s,% would be a start along this path.
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